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1. Introduction - 1.1. General

1. Introduction

This document guides the reader through the setup and administration of HP
Embedded terminals. In the first part, you can find information about the embedded
terminal's installation and basic configuration. In the second part, you can find details
about the terminal's features and how to manage them.

Typographical conventions
« Menu names, fields, tabs and other elements in a view are displayed bold.
« Field input is displayed italic.

Alerts

« Info: the info box provides extra information about a feature, function, task or
procedure.

« Notice: the notice box holds information with a higher urgency than the Info box.

1.2. Audience

To work with this manual, the reader should ideally be experienced in dealing with their
company's devices and terminals, and have a system administration background.

It is also highly recommended to go through MyQ Basic Installation Guide before
installing the embedded terminal.

1.3. Third party applications

The following third party products are mentioned in this manual and can be used with
MyQ. The links guide you to documentation created by their manufacturer.

Product Links
ScannerVision ScannerVision manuals
Amazon S3 Amazon tutorials and Amazon S3 Starter's guide
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https://scannervision.com/Home/userManuals
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorials.html
https://docs.aws.amazon.com/AmazonS3/latest/gsg/s3-gsg.pdf

1. Introduction - 1.4. Change History

1.4. Change History

Document Reference Change

"Job Roaming — Have your prints on
another location" on page 53

Job roaming information updated

"Setting parameters of the Easy Scan Easy Scan - additional options for the Duplex
feature” on page 116 parameter

"Job Filters" on page 48 Error message displayed if a job is not supported
"Editing selected print jobs" on page 52 |New options available when editing jobs

"Edit Account "on page 59 Edit Account terminal action added

"Unlock Panel" on page 54 Unlock Panelterminal action added

"General Settings page" on page 180 Exploded mode added

"External workflow" on page 158 External Workflow (ScannerVision) added
"Supported printing devices with a 4.3" |Supported devices with a 4.3" display table
display” on page 18 added

Web browser requirements for HP Package
Manager added

"Logging in to the Maintenance account" chapter
removed. Admin menu is used instead of it.
"Panel Scan"on page 55 Scan to Me information added

"Quotas"on page 172 Quota images updated

"HP Package Manager"” on page 179
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2. About- 2.1. About the MyQ Embedded terminal for HP

2.1. About the MyQ Embedded terminal for HP

The MyQ HP Embedded terminal is a web based embedded terminal; no applications
are running directly on the printing device, all files are stored in the MyQ directory and
the device exchanges data with MyQ via the HTTPS protocol. The communication port
is set to 8090 (secure connection) by default (this can be changed in the MyQ Easy
Config application, in the Settings tab).

The terminal enables simple management of print jobs on a touchscreen display and
offers a number of advanced features, such as multiple login options or scanning with a
single touch. It can also communicate with multiple types of USB card readers.

2.1.1. Requirements
« .NET 4.7.2 or higher needs to be installed on the MyQ print server.

« Up to 80 embedded terminals per server.

o Quad-core CPU on the server, for up to 40 terminals, octa-core CPU for 40+
terminals.

« 4GB of RAM for a server with a low system load; 8GB of RAM for servers with
medium and/or high system load.

« The latest firmware needs to be installed on the printing device.

NOTICE: HP devices with the firmware version FutureSmart 3 are not
compatible with MyQ Embedded terminal 7.5, use FutureSmart 4.0 instead.
FutureSmart 3 is only compatible with MyQ Embedded terminal 7.1. You
need FutureSmart 4.10 to use MyQ Embedded terminal 8.0 or higher.

« The administrator's password has to be set on the printing device.
« The printing device's IP or Hostname must be valid.

« The server must be reachable in the network through network names.

MyQ HP Embedded Manual 10



2. About - 2.1. About the MyQ Embedded terminal for HP

NOTICE: The embedded terminal connects to the MyQ server via the hostname
or IP address set on the Network settings tab in MyQ Web Administrator
Interface. Make sure that the value corresponds to the actual hostname or IP
address of the MyQ server.

For more information see "Network settings tab"”, under "MyQ System Settings"
in the MyQ Basic Installation Guide.

& Network

4 General

This server hostname; *

FIGURE 3.1. The information about the IP address of the MyQ server is taken from the This
server hostname setting.

2.1.2. HP service

The HP service is an integral part of the embedded terminal's installation. It is added to
Windows services within the upload of the HP Embedded installation package to the
MyQ server and remains there as long as the installation package stays uploaded on the
server.

The service is necessary for the proper terminal functionality; if it is not running, the
embedded terminal cannot communicate with the MyQ server. With disabled
communication, users cannot log in and the terminal cannot be remotely set up
(reinstalled, uninstalled).

INFO: The service can be started and stopped on the Services tab of the MyQ
Easy Config Application. For details about the application, see "MyQ Easy Config"
in the MyQ Basic Installation Guide.

MyQ HP Terminals RUNMING

FIGURE 3.2. Current service status, visible in MyQ Easy Config

11 MyQ HP Embedded Manual



2. About- 2.1. About the MyQ Embedded terminal for HP

INFO: You can also check the current status of the service in the Windows Task
Manager, where it is called MyQ_HP.

- Task Manager = [ox]

File Options View

Processes | Performance | Users | Details | Services

Mame “ PID Description Status Group ~
My O_HP 5620 My HP Terminals Running

FIGURE 3.3. Current MyQ_HP service status, visible in the Windows Task Manager

2.1.3. Supported printing devices

Model Name Color/B&W Device type

Color LaserJet Enterprise MFP M577 Color Multifunction printer
Color LaserJet Enterprise MFP M577 MFP Color Multifunction printer
Color LaserJet Enterprise MFP M680 Color Multifunction printer
Color LaserJet Enterprise MFP M681 Color Multifunction printer
Color LaserJet Enterprise MFP M682 Color Multifunction printer
Color LaserJet Flow E77822 Color Multifunction printer
Color LaserJet Flow E87640 Color Multifunction printer
Color LaserJet Flow E87650 Color Multifunction printer
Color LaserJet Flow E87660 Color Multifunction printer
Color LaserJet Flow M880 Color Multifunction printer
Color LaserJet Flow MFP M880 Color Multifunction printer
Color LaserJet FlowMFP M577 Color Multifunction printer
Color LaserJet FlowMFP M681 Color Multifunction printer
Color LaserJet FlowMFP M682 Color Multifunction printer

MyQ HP Embedded Manual 12



2. About - 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type

Color LaserJet FlowMFP M776 Color Multifunction printer
Color LaserJet Managed MFP E57540 Color Multifunction printer
Color LaserJet Managed MFP E67550 Color Multifunction printer
Color LaserJet Managed MFP E67550dh Color Multifunction printer
Color LaserJet Managed MFP E67560 Color Multifunction printer
Color LaserJet Managed MFP E67650 Color Multifunction printer
Color LaserJet Managed MFP E67660 Color Multifunction printer
Color LaserJet Managed MFP E77422 Color Multifunction printer
Color LaserJet Managed MFP E77428 Color Multifunction printer
Color LaserJet Managed MFP E778 Color Multifunction printer
Color LaserJet Managed MFP E876 Color Multifunction printer
Color LaserJet MFP E57540 Color Multifunction printer
Color LaserJet MFP E67550 Color Multifunction printer
Color LaserJet MFP E67560 Color Multifunction printer
Color LaserJet MFP E67650 Color Multifunction printer
Color LaserJet MFP E67660 Color Multifunction printer
Color LaserJet MFP E77422 Color Multifunction printer
Color LaserJet MFP E77428 Color Multifunction printer
Color LaserJet MFP E77822 Color Multifunction printer
Color LaserJet MFP E77825 Color Multifunction printer
Color LaserJet MFP E77830 Color Multifunction printer
Color LaserJet MFP E87640 Color Multifunction printer
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2. About- 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type

Color LaserJet MFP E87650 Color Multifunction printer
Color LaserJet MFP E87660 Color Multifunction printer
Color LaserJet MFP M577 Color Multifunction printer
Color LaserJet MFP M680 Color Multifunction printer
Color LaserJet MFP M681 Color Multifunction printer
Color LaserJet MFP M682 Color Multifunction printer
Color LaserJet MFP M776 Color Multifunction printer
LaserJet 500 MFP M525 B&W Multifunction printer
LaserJet 700 Color MFP M775 Color Multifunction printer
LaserJet Color MFP M775 Color Multifunction printer
LaserJet Enterprise 500 Color MFP M575 Color Multifunction printer
LaserJet Enterprise 700 Color MFP M775 Color Multifunction printer
LaserJet Enterprise Flow M880 B&W Multifunction printer
LaserJet Enterprise Flow MFP M830 B&W Multifunction printer
LaserJet Enterprise MFP M630 B&W Multifunction printer
LaserJet Enterprise MFP M631 B&W Multifunction printer
LaserJet Enterprise MFP M632 B&W Multifunction printer
LaserJet Enterprise MFP M633 B&W Multifunction printer
LaserJet Enterprise MFP M725 B&W Multifunction printer
LaserJet Flow MFP E52545 B&W Multifunction printer
LaserJet Flow MFP E52645 B&W Multifunction printer
LaserJet Flow MFP E62565 B&W Multifunction printer

MyQ HP Embedded Manual 14



2. About - 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type

LaserJet Flow MFP E82540 B&W Multifunction printer
LaserJet Flow MFP E82550 B&W Multifunction printer
LaserJet Flow MFP E82560 B&W Multifunction printer
LaserJet Flow MFP M525 B&W Multifunction printer
LaserJet Flow MFP M527 B&W Multifunction printer
LaserJet Flow MFP M528 B&W Multifunction printer
LaserJet Flow MFP M630 B&W Multifunction printer
LaserJet Flow MFP M830 B&W Multifunction printer
LaserJet Managed MFP E52645 B&W Multifunction printer
LaserJet Managed MFP E62555 B&W Multifunction printer
LaserJet Managed MFP E62565 B&W Printer

LaserJet Managed MFP E62575 B&W Printer

LaserJet Managed MFP E62655 B&W Printer

LaserJet Managed MFP E62665 B&W Multifunction printer
LaserJet Managed MFP E62675 B&W Multifunction printer
LaserJet Managed MFP E72425 B&W Multifunction printer
LaserJet Managed MFP E72430 B&W Multifunction printer
LaserJet Managed MFP E725 B&W Multifunction printer
LaserJet Managed MFP E72525 B&W Multifunction printer
LaserJet Managed MFP E72530 B&W Multifunction printer
LaserJet Managed MFP E72535 B&W Multifunction printer
LaserJet Managed MFP E825 B&W Multifunction printer
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2. About- 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type

LaserJet MFP E52545 B&W Multifunction printer
LaserJet MFP E52645 B&W Multifunction printer
LaserJet MFP E62555 B&W Multifunction printer
LaserJet MFP E62565 B&W Multifunction printer
LaserJet MFP E62575 B&W Multifunction printer
LaserJet MFP E62655 B&W Multifunction printer
LaserJet MFP E62665 B&W Multifunction printer
LaserJet MFP E62675 B&W Multifunction printer
LaserJet MFP E72425 B&W Multifunction printer
LaserJet MFP E72430 B&W Multifunction printer
LaserJet MFP E72525 B&W Multifunction printer
LaserJet MFP E72530 B&W Multifunction printer
LaserJet MFP E72535 B&W Multifunction printer
LaserJet MFP E82540 B&W Multifunction printer
LaserJet MFP E82550 B&W Multifunction printer
LaserJet MFP E82560 B&W Multifunction printer
LaserJet MFP M525 B&W Multifunction printer
LaserJet MFP M527 B&W Multifunction printer
LaserJet MFP M528 B&W Multifunction printer
LaserJet MFP M630 B&W Multifunction printer
LaserJet MFP M631 B&W Multifunction printer
LaserJet MFP M632 B&W Multifunction printer

MyQ HP Embedded Manual 16



2. About - 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type

LaserJet MFP M633 B&W Multifunction printer
LaserJet MFP M725 B&W Multifunction printer
LaserJet MFP Managed E52545 B&W Multifunction printer
Officejet Color Flow MFP X585 Color Multifunction printer
Officejet Color MFP X585 Color Multifunction printer
Officejet Enterprise Color MFP X585 Color Multifunction printer
PageWide Color E58650 Color Multifunction printer
PageWide Color Flow E58650 Color Multifunction printer
PageWide Color Flow E77650 Color Multifunction printer
PageWide Color Flow E77660 Color Multifunction printer
PageWide Color Flow MFP 586 Color Multifunction printer
PageWide Color Flow MFP 785 Color Multifunction printer
PageWide Color Flow MFP E77660 Color Multifunction printer
PageWide Color MFP 586 Color Multifunction printer
PageWide Color MFP 779 Color Multifunction printer
PageWide Color MFP 780 Color Multifunction printer
PageWide Color MFP 785 Color Multifunction printer
PageWide Color MFP E58650 Color Multifunction printer
PageWide Color MFP E77650 Color Multifunction printer
PageWide Color MFP P77940 Color Multifunction printer
PageWide Color MFP P77950 Color Multifunction printer
PageWide Color MFP P77960 Color Multifunction printer
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2. About- 2.1. About the MyQ Embedded terminal for HP

Model Name Color/B&W Device type
PageWide Managed Color MFP E77650 Color Multifunction printer
PageWide Managed Color MFP E77660 Color Multifunction printer

2.1.4. Supported printing devices with a 4.3" display
The below devices are supported in MyQ 8.1 and MyQ HP Embedded terminal 8.1.1+.

Model Name Color/B&W Device type
HP LaserJet Managed E50045 B&W Printer
HP LaserJet E50045 B&W Printer
HP LaserJet Managed E50145 B&W Printer
HP LaserJet E50145 B&W Printer
HP LaserJet Managed E60155 B&W Printer
HP LaserJet E60155 B&W Printer
HP LaserJet Managed E60165 B&W Printer
HP LaserJet E60165 B&W Printer
HP LaserJet Managed E60175 B&W Printer
HP LaserJet E60175 B&W Printer
HP LaserJet Enterprise M608 B&W Printer
HP LaserJet M608 B&W Printer
HP LaserJet Enterprise M609 B&W Printer
HP LaserJet M609 B&W Printer
HP LaserJet M806 B&W Printer
HP OfficeJet Enterprise Color X555 Color Printer

MyQ HP Embedded Manual 18



2. About - 2.1. About the MyQ Embedded terminal for HP

HP Color LaserJet M651 Color Printer
HP Color LaserJet Enterprise M651 Color Printer
HP Color LaserJet M830 Color Printer
HP Color LaserJet M855 Color Printer
HP Color LaserJet Enterprise M855 Color Printer
HP Color LaserJet M856 Color Printer
HP Color LaserJet Enterprise M856 Color Printer
HP Color LaserJet Enterprise M653 Color Printer
HP Color LaserJet E55040 Color Printer
HP Color LaserJet Managed E55040 Color Printer
HP Color LaserJet E65060 Color Printer
HP Color LaserJet Managed E65060 Color Printer
HP Color LaserJet E65150 Color Printer
HP Color LaserJet Managed E65150 Color Printer
HP Color LaserJet E65160 Color Printer
HP Color LaserJet Managed E65160 Color Printer
HP Color LaserJet E85055 Color Printer
HP Color LaserJet Managed E85055 Color Printer
HP Pagewide Color E55650 Color Printer
HP Pagewide Managed Color E55650 Color Printer
HP Pagewide Color E75160 Color Printer
HP Pagewide Managed Color E75160 Color Printer
HP Pagewide Color P75250 Color Printer

19
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2. About- 2.1. About the MyQ Embedded terminal for HP

HP Pagewide Managed P75250 Color Printer
HP Pagewide Color 556 Color Printer
HP Pagewide Enterprise Color 556 Color Printer
HP Pagewide Color 755 Color Printer
HP Pagewide Color 765 Color Printer
HP Pagewide Enterprise Color 765 Color Printer
HP Pagewide Color MFP P77440 Color Multifunction printer
HP Pagewide Color MFP 774 Color Multifunction printer

Unlock Panel

® O

FIGURE 3.4. Printer Top Menu in a 4.3" display

MyQ HP Embedded Manual 20



2. About - 2.1. About the MyQ Embedded terminal for HP

@ Sign Out userT

Print All My Jobs My Profile

FIGURE 3.5. Printer-Exploded Mode Top Menu in a 4.3" display

Reset MyQ @
g user1 g useri fal

& a B[22 B B

Print All Unlock Panel My Jobs Panel Copy Easy Scan—Email | Easy Scan-Fol...

® O O O @ O

Panel USB Easy Copy Panel Scan

ONON |
FIGURE 3.6. MFP-Classic Top Menu in a 4.3" display

Print ALL My Jobs Copy Profiles Scan Profiles My Profile Copy

FIGURE 3.7. MPF-Exploded Mode Top Menu in a 4.3" display
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2. About- 2.1. About the MyQ Embedded terminal for HP

2.1.5. Supported card readers

Name Vendor |Additional Information
HP Universal USB Hp The Card Type with Data option of the card reader has to
Proximity X3D03A be enabled before it is connected to the device.

. Dual frequency reader that supports iCLASS Seos®, iCLASS
Omnikey 5427 HID SE®, iCLASS®, MIFARE®, Indala Prox, and HID Prox.
Omnikey 5127 HID 125 kHz & 13.56 MHz Proximity Reader
:_r;%':r O‘TSXG Inebro RFID reader that supports all card technologies in both the
0110 P 13,56 MHz and the 125 kHz range
PcProx Plus (09D8 | RFID a dual-frequency card reader
0410) EAS quency

RFID
PcProx Plus SP EAS a dual-frequency card reader
PcSwipe (0C27 RFID . .
1000) EAS a magnetic stripe card reader

For further information about supported card readers, contact MyQ support.

MyQ HP Embedded Manual
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3. Installation - 3.1. Remote installation from the MyQ Web Ul

3. Installation

The first section describes the embedded terminal installation.

The rest contain information about the terminal's basic setup:

« how to change login methods

« how to change languages

« how to run the terminal in SSL mode

3.1. Remote installation from the MyQ Web Ul

The easiest way to install the Embedded terminal is via remote installation from the
MyQ Web Administrator interface. This method is very simple and it is preferable,
especially when you need to install the terminal on a large number of printing devices,
since you can install multiple devices in a batch.

You do this by creating separate printer discoveries and adding a configuration profile
to any one of them. At the same time you can assign the discovered printers to a group
and/or queue. Another possibility is to create a remote installation for just one printer
and place it in a direct queue.

INFO: If the server hostname in MyQ, Settings, Network is incorrect, which
could happen after a license update or upgrade, the remote setup will fail

@ Error while getting MyQ server IP address.
@ Activation failed Check if the MyQ Server hostname in the

Settings is set correctly. | error=5ocket:

Windows Sockets error | error=11001

3.1.1. Remote installation via printer discovery

To create a printer discovery in the MyQ Web Administrator interface:
1. Go to MyQ, Settings, Printer Discovery.The Printer Discovery pane opens.

2. Click Add Discovery. A new Printer Discovery pane opens on the right side of
the screen.

3. Fill out the top part of the pane

MyQ HP Embedded Manual 23



3. Installation - 3.1. Remote installation from the MyQ Web Ul

24

i Printer Discovery ®x
General  Actions
Enabled: *
Description:

IP range: (@) Manual
10.14.4.0 10.14.5.255 .

=+ Add
() CSV file
Exclude: | P address* .

== Add

Save the printer | IP address |~
address as: *

Initiated by terminal: = [

FIGURE 4.1. Printer discovery - settings

. Make sure that printer discovery is Enabled (green).

. Type a Description of the printer discovery. This could be the name of a

brand, a group, or a combination of printer settings, e.g. Color - Marketing.

. Select the IP range setting method: Manual or CSV File.

« You can add multiple IP ranges by clicking the + Add icon.

« Selecting the CSV File option will open a field box where you can
browse for and add your CSV file.

. Click Exclude and enter an IP address you want to exclude from the

discovery. Click +Add to exclude more.

. Save the printer address as either an /P address, Hostname or FQDN.

. Select Initiated by terminal. If this is checked, when an embedded

terminal connects to MyQ and there is no printer with the same IP address,
MyQ will execute a Printer Discovery whose IP address range matches the IP
address of that terminal.

MyQ HP Embedded Manual



3. Installation - 3.1. Remote installation from the MyQ Web Ul

4. Set the Printers name template

4 Printers name template

3et printer name by: * (@) Name template
() CSV file

Marne template: *  Zomodel%_%id%

FIGURE 4.2. Printer discovery - Name plate settings

a. Select Name template or CSV file.
« For the name template you can use the following parameters:

%model% Printer model read via SNMP

%ipByted% The last (Fourth) part of the printer's IP address

%Ssn% Serial number of the printer read via SNMP

%id% MyQ ID of the printer

%hostname% Pri.nt.er hostname learn.ed via a reverse.DNS lookup.
This is the hostname without the domain part.

%snmpHostname%|Printer hostname read via SNMP

%FQDN% Fully Qualified Domain Name of the printer

NOTICE: If the printer name template contains the %id% parameter
¢ and you run a printer discovery and add the same printer again, the
name will not be updated.

« When you select the CSV file, a field box opens where you can browse
for and add your CSV file.

5. Set the SNMP. For more information on SNMP, see the SNMP profiles section in
the MyQ Basic Installation Guide.

4 SNMP

SMMP profilee | Default |~

ry

SMMP timeout: 300 5 ms

o Save &K Cancel

FIGURE 4.3. Printer discovery - SNMP settings
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6. Click Save. The printer discovery will show up in the printer discovery overview in
the midde of the window.

Add remote setup to the printer discovery

After you have configured the general settings of the printer discovery, you can add an
action to it, so after you run the printer discovery it will activate the printers and install
the package on the terminal. A mandatory requirement for this action is that all the
printers in the discovery have the same administrator username and password for the
administrator login.

1. Click the Actions tab in the printer discovery you have just saved.

2. Click + New action. The name of the pane changes to Actions. It consists of
three sections which will be handled separately.

Filter

1. Fill out the Filter section

4 Filter

Model:

Color: | [Does not matter] |~

Copier: | [Does not matter] |~

FIGURE 4.4. Printer discovery - Actions - Filter

a. In the Model field, type the device's model. You can add multiple models
separated by comma (,).

b. Select a Color setting from the drop-down: Does not matter, Yes, No.
c. Select a Copier setting from the drop-down: Does not matter, Yes, No.
Every run actions

1. Fill out the Every run actions section. These actions will be executed according
to the schedule you have set for this printer discovery. Set configuration profile
is described in the next section.
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4 Every run actions

Add to queue: -
Set configuration profile: | Mo terminal -
Add printer to group: -

Remave current groups: [

Location:

Dig

FIGURE 4.5. Printer discovery - Actions - Every run action

a. Select a queue in the Add to queue drop-down list, if you want to have all
the printers stored in one queue.

b. Select a group in the Add printer to group drop-down list, if you want to
store all your printers in one group.

c. Check the Remove current groups box, if you want to delete all your
current groups set to the printer.

d. Set aLocation parameter. The location is read from the SNMP profile.
Add the configuration profile

1. Set up a configuration profile by selecting + Add new or select No terminal
o For +Add new the pane content will change.

« For No terminal, skip the configuration profile steps.
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28

2. Enter a Name for the configuration profile.

.+ New Config Profile

General Printers
MName: *  New Config Profile
Price list:
Fax module: [
4 Terminal

Terminal type: * | Mone

4 Printer Credentials

hese credentials are used to conf

properues ol eacn printer.

Adrministrator user name:
Administrator password:
4 Network

SNMP profile: | Default
MyQ server address: * | IP address

[ sat up IP filters

v Save

Install terminal package

® cancel

efaults in the

FIGURE 4.6. Printer discovery - Configuration profile

3. Add aPrice list. For more information on this subject see the related chapterin

the MyQ Basic Installation Guide.

the Fax module option unchecked.

5.

Check the Fax module checkbox if you can and want to use it. Otherwise, leave

Select a Terminal type. If the type you want is not listed, install the terminal

package first (details in the next step) and then the correct type will be available

on the drop-down menu.
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4 Terminal
Terminal type: * [
Built-in
Embedded Lite
HW-11-T

4 Printer Credentials Felica Reader

Android Terminal
MyQ TerminalPro / TCPCOMNY2 / MET2USE Converter V2
MyQ TerminalPro f TCRCONVZ / NET2USE Converter V2 + Touch Panel

hese credentials are used t

Administrator user name:

FIGURE 4.7. Printer discovery - Actions - Terminal type
6. Click Install terminal package

7. Click Browse to search for the *.pkg file , select it and click Open. If you want to
set a specific port, check the Advanced settings checkbox and set the port.

8. Click OK to upload the installation package.

9. IF you have selected one of the embedded options as the Terminal type, Login
methods become visible.

4 Terminal

Terminal type: * |Embedded: REST API ﬂ
Install terminal package
Login methods: * (@) Simple

PIN
L1 D Card
] User name and password

(1D Card and PIN

(1D Card and password

Copier cperation panel |90 seconds
idle time: *

FIGURE 4.8. Printer discovery - Actions - Terminal type - Login methods

You can choose between two types of login: simple login and two-step
authentication. With the simple login option, you can select up to three methods
of login and with the two-step authentication, you can select from two
combinations of the login methods.

The login options are:

Login option Explanation
Login withan ID |Users can log in by swiping their ID Card. The ID Card has to be
Card registered on the user's account on the terminal.
Login with a PIN |Users can log in by entering their MyQ PIN.
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10.

11.

12.

13.

30

Login option Explanation
Login with a User
name and Users can log in by entering their MyQ username and password
password

Login with an

ID Card and PIN Users have to swipe their ID card, and then enter their MyQ PIN.

Login with an

Users have to swipe their ID card, and then enter their
ID card and

password password.

In the Copier operation panel idle time field, add a number between 7 and
86400 to set how many idle seconds it will take the panel to automatically logout
a user.

Check the Automatic configuration checkbox, so that every new device is
automatically configured and the terminal package is installed to it, when
activated. If left unchecked, you would need to do these steps manually.

You can setup Guest Account options in the next section.

Check the Enabled checkbox to use a guest account. The setup fields below are
now editable. Select the user you want to associate with the guest account. The
list contains the default user User not authenticated by MyQ (*unauthenticated),
but you can add more. You can also set what the guest user can see in the
embedded terminal once they log in, by choosing one of the options from the
Guest screen list: [empty], Topmenu, Copy, Scan, USB, Box, Fax.

4 Guest Account
Enabled: *

User: | L User not authenticated by MyQ -

Guest screen:
Topmenu
Copy
Scan

* Advanced Expand USE

Box
Fax

* Printer Credentials Cxp

FIGURE 4.9. Printer discovery - Actions - Guest Account

Continue with entering the Administrator user name and Administrator
password in the Printer Credentials section. They must apply to all the printers
in the discovery. If these are left empty or entered incorrectly, the applied actions
will fail.
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14. In the Network section:
« Select an SNMP profile. For more information check the related section in
the MyQ Basic Installation Guide.

15. Click Save. You return to the Actions pane where you see the name of the
created configuration profile in the Set configuration profile field.

First run actions

Back in the Actions pane, this section contains specific printer discovery settings for
just one printer, but it also gives you the option to Activate all the discovered printers.

4 First run actions

Activate: []
Create direct queue: [

Copy settings from the queue

Print test page:

Print as:

- Windows printer Expand

o Save & Cancel

FIGURE 4.10. Printer discovery - Actions - First run actions

1. Check Activate to activate all the discovered printers during the first run. Even if
you don't check this box, you will be able to select the printers manually in the
Printers overview and activate them.

2. Check Create direct queue if you want to create a queue for just one printer.
Checking this option will activate all the options below.

3. Select a queue from the drop-down list in the Copy settings from the queue
field.

4. Check Print test page and then select a user from the Print as drop-down list.

5. Click the arrow next to Windows printer to expand the section.
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4 Windows printer
Install Windows printer:

Full path of a file with the
printer driver: |- 4 -

Printer model;

Full path of a file with the
driver settings:
% Save & Cancel
FIGURE 4.11. Printer discovery - Actions - Windows printer

6. Check the box next to Install Windows printer. The rest of the parameters
become available, where you can browse for the printer driver, the driver settings
and the printer model.

7. Click Save.

8. Click Run to start the printer discovery (and activation if you have set it). You can
see the progress in the yellow toolbar.

When activation fails, the reason is shown in the Issues column of the Printers
overview (MyQ, Printers)

@ Printer administrator
usemame or password is not set

@ Activation failed

Updating the terminal

To update the terminal, first delete the installed terminal package and then upload the
new installation package on the MyQ server and re-activate the device in the Printers
overview. When a newer installation package is available, MyQ will show a message in
the Issues column that reactivation is necessary. The older version of the MyQ
Embedded terminal is automatically updated and all its settings are kept.

3.2. Remote installation via manual setup

The terminal is automatically assigned within the remote installation on the MyQ Web
Administrator interface, but if you perform the manual installation instead, you have to
assign the terminal to the printing device on the device's properties panel on the
Printers main tab. This needs to be done for each printing device separately.

On the MyQ Web Administrator Ul

32 MyQ HP Embedded Manual



3. Installation - 3.3. Changing login methods

1. Go to MyQ - Printers. Your printers overview opens.

2. Right-click on a printer and select Set configuration profile. The set
configuration profile window opens.

3. Select a Configuration profile from the drop-down list. It will at least contain the
installation package and login method.

INFO: If you have not yet created a configuration profile, go to Settings -
Configuration Profiles to set one or more up. See "Add the configuration

* profile" on page 27 for instructions. You can find and edit your
configuration profiles in Settings - Configuration Profiles.

4. Click OK. The profile is added to the properties. You can check it when you right-
click the printer and select Properties.

5. Right-click the printer and select Activate.

3.3. Changing login methods

If you want to change login methods after the installation, you need to edit the
configuration profile and reactivate your printer(s).

You can choose between two types of login: simple login and two steps authentication,
described in detail above. With the simple login option, you can select up to three
methods of login and with the two step authentication, you can select a combination of
the login methods.

To change the login type

1. In the MyQ Web Administrator interface, go to MyQ, Settings, Configuration
Profiles.

2. Select the profile you want to change and click Edit on the main ribbon (or right-
click and Edit, or double-click). Choose the login method in the pane to the right.

3. Click Save. A pop-up window tells you that you need to activate the printers
again.
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Apply settings x

For the changes to take effect, the following tasks need to be done. If you uncheck a task,
you should do it manually.

Printer re-activation — 25 printer(s)
Printers will be unavailable for a couple of minutes during re-activation.

+ OK o% Skip

4. Click OK if you want to re-activate all the printers connected to this profile
or
Click Skip if you only want to change the settings for specific printers.

5. If you chose to Skip, go to MyQ, Printers to open the Printers overview.
6. Select the printer(s) to change, right-click and select Activate.

7. Restart the printing device(s).

3.4. Selecting languages

The language selected as the default one on the MyQ server is also used on all the
embedded terminals. You can change the language that will be used on individual user
sessions on the terminals.

3.4.1. The default language

The default language of the terminal is the default language set on the General
settings tab. For more information, see "General settings tab" under "MyQ System
Settings"in the MyQ Basic Installation Guide.

3.4.2. The user's language

You can set different default languages for users by editing their properties panels on
the Users main tab. These languages are then used on their user sessions on the
embedded terminal. For more information, see "Editing user accounts” under "Users”
in the MyQ Basic Installation Guide.

3.5. Secured run of the terminal

To run the terminal in secured mode, you need to upload and install your SSL certificate
in the MyQ server and in the embedded terminal.
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To upload it in MyQ, login to the MyQ Web Administrator interface and go to MyQ -
Network. In the Communication Security section click Change Certificate and
Browse and upload your certificate. Click Save.

On the printing device's Web User Interface, install the certificate of the CA
(certification authority) that issued the server certificate, uploaded in the previous step.

i User: Admini
@ HP PageWide Color MFP 586 S s oo
HP PageWide Color MFP 586 10.14.4.60 [signowe |

Information General Copy/Print Scan/Digital Send Fax Supplies Troubleshooting Security HP Web Services N

Certificate Management

CA Certificates

When this product connects securely to a server, for example, an SMTP or LDAP server, the CA certificate is used to validate authenticity of the server so

Manage Remote Apps that data is not exchanged with an imposter. To validate server identity, install the certificate of the CA that issued the server certificate.
Certificate Management Choose File

Email Domain Restriction Choose File

Web Service Security The accepted formats are ".der", ".cer”, ".pem", and ".p7b".

FIGURE 4.12. The Certificate Management setting, where you can import the SSL certificate

3.6. Monitor Terminal Availability

Once the terminal installation and configuration is finished, you can monitor your
embedded terminal status in the MyQ Web Administrator interface, in the Printers
overview. Go to MyQ, Printers. The terminal status is displayed on the Terminal
column:

If the connection between the terminal package, the terminal and the server is OK,
there will be a green LED indicator.

If something is wrong between the connections, there will be a red LED indicator.
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number Price list Terminal B&W prints
1820262  basic Embedded 1889
.
Embedded
K810Q3  basic mbedde 1913
o
Embedded
100296 moedde 8451
*
107883 E.mbe{’d‘:"d 244405

FIGURE 4.13. Printers - Terminal Status
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4. Additional Settings on the HP Web Ul

Check the below settings in the device's web user interface to ensure the smooth
installation and run of the embedded terminals.

4.1. Security Settings

The following parameters should be enabled by default but if they are not, make sure
to enable them:

« Log in as administrator in the device's web user interface

« Go to the Security tab, in the General Security section

o Mark the checkbox next to these parameters
« Allow firmware upgrades sent as print jobs (port 9100)

« Allow installation of legacy packages signed with SHA-1 Hashing
Algorithm

« Enable PJL Drive Access

« Enable PS Drive Access

QD HP PageWide Color MFP 586 User: Administrator
f Search by Keywor
HP PageWide Color MFP 586 192.168.1.234 y Kepuord °

L Copy/Print Scan/DigitalSend  Fax  Supplies  Troubleshooting ~ Security  HP Web Services  Networking

General Security

FIGURE 4.14. Security Settings on the HP Web UI

4.2. Home Screen Customization

When an HP device is disconnected from the network or the MyQ server is offline, an
error message (OXPd application error) is displayed on the terminal. To be able to

dismiss this error message and login to the terminal's Admin Menu, the below
parameter must be enabled.
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« Login as administrator in the device's web user interface

« Go to the General tab, in the Control Panel Customization section, to Home
Screen Customization

o Mark the checkbox (enable) next to the Enable HP home screen if OXPd app
Fails to load parameter.

@ HP PageWide Color MFP 586 User: Administrator

Search by Keyword
HP PageWide Color MFP 586  192.168.1.234

Information General Copy/Print Scan/Digital Send Fax Supplies Troubleshooting Security HP Web Services Networking

Control Panel Customization > Home Screen Customization Help

0 ‘The operation was completed successfully.

[ Enable HP home screen if 0XPd app fails to load

FIGURE 4.15. Home screen customization on the HP Web Ul
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5.1. Accessing the terminal's Admin menu

To access the terminal's admin menu, tap the logo in the upper-left corner of the panel
and enter the Administrator's PIN. The default admin PIN is 1087.

FIGURE 4.16. Initial screen of the terminal

You can change the admin PIN in the printer's configuration profile in the MyQ Web
Administrator Interface.

1. Go to MyQ, Settings, Configuration Profiles.

2. Select the profile you want to change and click Edit on the main ribbon (or right-
click and Edit, or double-click).

3. Change the admin PIN in the Printer Credentials section, in the Administrator
password field.
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4. Click Save. A pop-up window tells you that you need to activate the printer(s)
again.

4 Printer Credentials

These credentials are used to configure the printer. You can overrnide these defaults in the
properties of each printer.

Administratar user name: | admin

Administrator password: | essssses

FIGURE 4.17. Configuration Profile - Change Admin PIN

After logging in the terminal as an administrator, the device's login screen is displayed.
Sign in by typing the HP service login Access Code.

D  LocalDevice ¥ Sign In ©),

Access Type

User Access Code

Access Code

FIGURE 4.18. Device service login screen
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6. Licenses

The total number of embedded terminals that can run at the same time is equal to the
number allowed by the embedded terminal licenses. If the number of embedded
licenses at the server is exhausted, the terminal is deactivated. As a result, users cannot
log in to this terminal and the User session not loaded message appears on the
terminal.

my

FIGURE 5.1. Users cannot log in as there are no embedded licenses available on the MyQ server

To regain access to the terminal, you can add a new license or deactivate one of the
currently activated terminals and then, reactivate the printing device on the MyQ Web
Interface.

Adding and activating licenses

For information on how to add the embedded terminal licenses, activate them and
extend the support period, see Licenses in the MyQ Basic Installation Guide.
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7. Personalization

On the Personalization settings tab of the MyQ Web Interface, under Terminal
personalization, you can customize the overall appearance of the Embedded terminal.
By a few simple steps, you can upload your personal logo or change the color and
graphical design of the terminal's actions by importing themes.

To open the Personalization settings tab, go to MyQ, Settings, Personalization. The
personalization options are described in the following sections.

& Settings -4 Personalization

il License

- Dashboard custom message tupand
== Server Type & Cloud

Y& General - Custom help Expand
% Personalization - Custom application logo Sxpand
Y Task Scheduler 4 Terminal personalization
& Network Custom logo: = Add

o . - e e
= Authentication servers Format: JPG/IPEG/PNG/EMP. Recommended size: 340px x 92m

B symp

Theme: * | Default ¥

U= Printers

FIGURE 5.2. The Terminal personalization section of the Personalization tab

7.1. Changing logo

The supported logo formats are: JPG, JPEG, PNG, and BMP. The recommended size is:
340px x 92pxX.

To change the logo displayed on the login screen of the terminal, in the Terminal
personalization section, do the following:

1. Click +Add next to Custom Logo and click Choose file. The Choose File to
Upload dialog window appears.

2. In the dialog window, select the File with the logo and click Open. The Choose
File button on the Personalization tab will be replaced with the name of the logo
file.

3. Click Save to confirm the change. The logo is now displayed on the
Personalization tab. You are asked to restart the terminal.
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4. Keep the Reset all terminals option selected and click OK. The new logo is
uploaded to the terminal.

Apply new settings x

For the changes to take effect, the following tasks need to be done. If you uncheck a task,
you should do it manually.

| Reset all terminals

o E?K &% Skip

FIGURE 5.3. Saving the logo changes

7.2. Changing themes

By installing and setting new themes for the terminal's buttons, you can change the
overall look of a terminal.

The themes are not part of the MyQ installation. To import a new theme to the MyQ
system, you need to download and run its installation file on the MyQ server. You can
either select from a variety of free predefined themes made available by MyQ, or
create your own.

INFO: You can create your own themes and styles, export them and import them

into MyQ using MyQ Theme Editor. If you have a MyQ account, you can download
. it from the MyQ community portal:

https://community.myg-solution.com/s/?language=en US.

The MyQ Theme Editor manual can guide you through.

Installation of MyQ terminal panel themes

Start the installer by double-clicking the theme's executable file and follow the
directions of the installation wizard. The theme is installed to the MyQ data folder and
can then be selected on the MyQ Web Administrator Interface.

NOTICE: Do not change the installation folder unless you have changed the MyQ
. data folder. For more information on the data folder, see "Relocating the data
" Folder and the jobs Folder" under "MyQ Easy Config" in the MyQ Basic
Installation Guide.
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Select Installation Folder
This is the folder where MyQ Modern White Theme will be installed,

To install in this folder, dick "Mext”, To install to a different folder, enter it below or didk
"Browse",

Folder:
|C Y\ProgramData WMy Q' Themes My Q Modern White Theme', Browse...

Advanced Installer

| < Back || Mext = | | Cancel

FIGURE 5.4. MyQ Theme installation wizard
Selecting the MyQ terminal panel theme
1. On the MyQ Web Administrator interface, go to MyQ, Settings, Personalization.

2. Under Terminal personalization select your installed Theme from the drop-
down and click Save at the bottom of the tab.

}g General
% Personalization 4 Terminal personalization
X Task Scheduler Custom Logo: = Add
% Network Format: JPG/IPEG/PNG/BME. R

(a] . -
2 Authentication servers

Theme: * | Default
B sNmp k

FIGURE 5.5. Personalization - Select Theme
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8. Terminal Actions

This topic discusses basic features of the terminal and shows you how to manage them
on the Terminal Actions settings tab on the MyQ Web Administrator interface. The
features are called actions and can be accessed from action nodes on the terminal.

@ MyQ

g Eliot Kate

FIGURE 6.1. User home screen with terminal actions

The action nodes correspond to buttons on the printing device display. On the MyQ
Web Administrator interface, you can configure the layout of the display screen as well
as the behavior of each button. Therefore, you are free to choose any combination of
available actions and their positions on the screen. The layout is displayed on a
WYSIWYG terminal preview and can be configured there.

Additional layout options are provided by the possibility to create folders and put action
nodes inside. Folders can be used to group actions of the same type, such as scanning
to different destinations, or to enable users access a higher number of actions.

Users and groups can be given rights to different actions. This way, you can configure
individual home screens for each user or group of users.
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The action nodes are presented in the following sections:

« Terminal action nodes (Basic description of terminal action nodes and the
corresponding actions)

« Managing terminal actions on the MyQ Web Interface

o Easy Fax

8.1. Terminal action nodes

8.1.1. Available action nodes
Print all

This action prints all jobs that are waiting in queue in the Ready and Paused states (see
"Jobs" in the MyQ Basic Installation Guide), including jobs delegated by other users.

Print all jobs after logging in

As an alternative to the Print All terminal action, you can use the Print all jobs after
logging in feature.

If you enable the Print all jobs after logging in option on the Printers settings tab,
under General, all the user's jobs are printed immediately after they log in to an
embedded terminal. This way, the user does not have to tap the Print all button to
print the jobs.

myo - ih. Home (8, Settings: Printers

% Settings i Printers

“. License
4 General
= Server Type & Cloud

< General Keep printing after logging out: [

- L Allow a color job on a B&W printer; []
_¥ Personalization

D Task Scheduler Print all jobs after logging in: [/

& Network Cards Expand
2 Authentication servers Local Print Spoeling Expand
&2 snmp

Offline Login Expand

I, Printers ~ Job price calculation before release txpand

..+ Configuration Profiles

" Save ® cancel

¥ Printer Discovery
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FIGURE 6.2. The Print all jobs after logging in option is selected.

While the Print all jobs after logging in option is selected on the server, users can
disable the feature on the embedded terminal before they log in. This way, each user
can individually decide if they want to print the jobs automatically or manually via the
Print all button.

If the user disables the feature on the terminal and does not login in 30 seconds, the
terminal screen refreshes with the Print all jobs after login option selected.

Reset MyQ

Job

'.’ Status

my

M Print all jobs after logging in 7

B -

Enter PIN, name and password, or present a card to log in

FIGURE 6.3. The print all jobs after login checkbox is displayed on the embedded terminal login screen.
My Jobs

This terminal action shows all the jobs that can be printed on the printing device. Users
can manage their ready, favorite and printed jobs here.

« Ready jobs: This is the initial tab of the My Jobs screen. It can be reopened by
tapping the page icon at the upper-left corner of the screen. It contains jobs
waiting in queue, ready to be printed.
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« Favorite jobs: Favorite jobs can be displayed by tapping the star icon [*] at the
upper-left corner of the screen. It contains a list of jobs you have marked as
favorites.

« Printed jobs: Printed jobs can be displayed by tapping the clock icon 2] at the
upper-left corner of the screen. It contains a history of your printed jobs.

Microsoft Word - Document A

Microsoft Word - Document B

FIGURE 6.4. My Jobs overview
Job Filters

In the MyQ Web Administrator Ul, in MyQ, Settings, Printers, under the General
section, it is possible to Allow a color job on a B&W printer, but the job is accounted
as B&W. This option is disabled by default.

= Printers

4 General

Keep printing after logging out: L]
Allow a color job on a B&W printer:

Print all jobs after logging in: [
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FIGURE 6.5. Allow a color job on a B&W printer setting

If a job is not allowed to be printed because the selected format/color is not supported

by the device, there will be an exclamation mark(ﬂ') icon next to the job. Clicking the
icon displays the reason for the error:

« Color jobs cannot be printed on this device, when a color job is spooled to a B&W
printer.

o A3 jobs cannot be printed on this device, when an A3 job is spooled to an A4
printer.

« Neither color nor jobs in this format can be printed on this device, when an A3 and
color job is spooled to an A4 and B&W printer.
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© MyQ

Ready M
‘ Print&Copy mono 1200% (12 of 1) |;]

Microsoft Word - A3.docx o

Microsoft Word - A3.docx

2 A3 - 10/09/2020 14:30:32

o A3 jobs cannot be printed on this device.
OK |
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Microsoft Word - A3.docx
= @

0.00 - 1 A4 - 10/09/2020 14:55:59

o Color jobs cannot be printed on this device.
OK

FIGURE 6.6. Possible error messages on My Jobs

. INFO: The description of jobs delegated by other users begins with their owner's
* name in brackets.

Managing jobs on the My Jobs screen:

To display the available job management options, select the job from the list. The print
jobs management bar opens at the top of the screen.

Selected: 2 o
Cost: CZK17.20000

FIGURE 6.7. The print jobs management bar at the top of the My Jobs screen

MyQ HP Embedded Manual 51



8. Terminal Actions - 8.1. Terminal action nodes

On the bar, you can select from the following options:
Print =1 : Print the selected jobs.

Add to Favorites I2: Add the selected jobs to your favorites (Visible on the Ready
jobs tab and on the Printed jobs tab).

Delete from favorites 2 Delete the selected jobs from your favorites (Visible on the
Favorite jobs tab).

Delete Il Delete the selected jobs.

INFO: After you select one job, you can tap additional jobs to add them to the
. selection. You can select all the jobs by tapping the Select All Jobs icon B.

Editing selected print jobs

Users can change properties of their print jobs directly on the Embedded terminal.

« The user has to select the job on the My Jobs screen, and then tap the Edit icon (
ﬂ). The Print Options dialog box appears.

FIGURE 6.8. Edit icon on My Jobs

« In the Print Options dialog box, depending on the permissions given by the
administrator, the user can select between color or B/W, toner saving options,
simplex/duplex options, and change the number of copies. After changing the
print options, the user can tap PRINT to print the jobs.
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MyQ

‘ Print options

Color

Duplex

Toner saving

Copies 1

FIGURE 6.9. Changing properties of selected print jobs before printing
Job Roaming — Have your prints on another location

The Job Roaming feature enables users to transfer their jobs from one location to
another: jobs sent to one branch can be printed on printing devices at any other branch.
The administrator can choose between a Separate and a Shared job list for the
remote jobs by going to MyQ, Settings, Jobs in the Job Roaming section. A MyQ
Central server with Site servers is required for this feature. For more information, see
the MyQ Central - Site Architecture guide.

To print the jobs, the user has to take the following steps:
1. Log in to the embedded terminal.
2. Tap My Jobs. The My Jobs screen opens.

3. The remote jobs are automatically downloaded and are marked with the source
server's IP address or hostname. Select them and tap Print.

If a Shared job list is used and the Print remote jobs within Print All is selected, the
user can tap the Print All terminal action and all the jobs, remote and local, are printed.
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Easy Scan

Scanning by a single touch. After the user taps this action, the page is immediately
scanned to a predefined destination. You can define multiple destinations to which the
scanned document is sent, and set scan parameters in MyQ. For information about this
action, see the sections "Basic settings of the Easy Scan action"” on page 68, "Advanced
settings of the Easy Scan action" on page 123 and "Easy Scan to OCR" on page 149.

Easy Copy

One tap copying. After the user taps this action, the page is immediately copied. You
can define the copy parameters in MyQ. For information about this action, see "Easy
Copy" on page 153.

Easy Fax

Two steps faxing. You can define the fax parameters in MyQ. For information about this
action, see "Easy Fax "on page 156.

Unlock Panel

Unlocks the printing device's panel and opens the native device screen.

Panel Copy

Opens the printing device's copy screen.
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Panel Scan

Opens the printing device's scan screen.

MyQ is able to automatically send scanned documents to a specified folder or email
belonging to the scanning user, with the Scan to Me feature. To set up Scan to Me, go
to the Scanning & OCR settings tab, under General and Enable scanning.

You can also change the subject and message of the email with the scanned document
there. As the sender of the document, you can select either the email of the logged
user or the default sender email set on the Network settings tab, under Outgoing
SMTP server.

The scanning function requires enabling the SMTP protocol, setting the SMTP server
address, and entering a sender email on the printing device web interface. For
information about how to enter the printing device web interface and find the
particular settings, see the printing device manual.

Set SMTP on the printing device

To enable the scanning function, take the following steps on the printing device web
interface:

« Enable SMTP protocol.
« Enter the MyQ server IP address or hostname.

« Ensure that the SMTP port is the same as the SMTP port in the Network settings
tab, under MyQ SMTP server. The default port in MyQ is 25.

« Enter sender email address. The address value is arbitrary.
Set the destinations for the MyQ users on the MyQ server

On the properties panel of each individual MyQ user, you can set the destinations using
three options: Sending scans to the user's primary email, Sending scans to other
predefined emails, Storing scans to the user's scan folder.

To provide a user with these options, set the appropriate fields on their properties
panel.

To send the email to the desired destination, the scan needs to be directed to a specific
receiver email address. There are two options to enable the MyQ users to send the
scans there: provide them with the respective receiver email address, or predefine
these email addresses on the printing device's Web User Interface.

Email addresses For Scan to Me
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« Sending scans to the user's primary email - The scanned document is sent to
the user email set in the email text box on the user properties panel.
The receiver email address has to be email@myg.local

« Sending scans to other emails - The scanned document is sent to all emails set
in the User's scan storage text box (multiple emails should be separated by
commas) on the user properties panel.

The receiver email address has to be folder@mygq.local

« Storing scans to the user's scan folder - You have to create a shared folder
and ensure that MyQ has access to this folder. After this, enter the folder's
location to the User's scan storage text box. The scanned document is sent to
MyQ, and then stored in the shared folder via the SMB protocol. The stored
document file name consists of the user account name, and the date and the time
when the scan was sent.

The receiver email address has to be folder@mygq.local

To enable MyQ to save the scan file in the user scan folder, you have to make sure that
the Folder is shared over your network and that the computer where you run MyQ has
all the necessary access rights to this folder.

Predefined list of the MyQ destinations on the printing device

During the installation of the MyQ HP Embedded terminal, the Scan to Me
destinations are saved in the device, but the shortcuts aren’t created automatically. It is
possible to create them manually in the device web Ul, in Device web Ul, Scan/Digital
Send, Contacts:

Select Address Book
Local W
= MyEmail email@myq.local
o MyFolder folder@myaq.local
Add Contact... Add Group... Delete AlL..

FIGURE 6.10. Scan to Me destinations on the device Contacts list
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D Scan to Email @
: Q
hp@myqg.local 0  MyEmail
= ili@
To email@myq.local
I% MyFolder
folder@myaq.local
cC
BCC
Subject
File Name
[Untitled]
Messane

FIGURE 6.11.Scan to Me shortcuts on the terminal
Using the user’'s email address as Sender address.

Another feature is using the user’'s email address as Sender address. For this to work,
some settings are required in the device web Ul:

1. Open the HP web Ul and go to Scan/Digital Send > Email Setup > Default Job
Options.

2. In the Address and Message Field Control section, set the From field to User's
address (sign-in required).

3. Uncheck the User editable option next to it.

4. Click Apply.
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CopyiPaint Scamfigital femd  Faa Lapplies Tioubleshsating Gecuiity WP Webferviced  Netwarking

Email $etup » Default Job Dptions

s b A

Ot mail Gorvars [RHTHF
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Aaderie wnd Mrvvege P arid dnwive
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St

[
e bl

FIGURE 6.12. User sender's address settings on the device web Ul

With this feature set up, when a user uses Panel Scan to Email, the From field is
populated with the MyQ user's full name, and it is greyed out and not possible to edit.

D Scan to Email ()
To
cc X
BCC ‘
|E Touch to scan and preview.

Subject

! Set options marked with the

triangle before scanning.

File Name
[untitled]
Message

FIGURE 6.13. Scan to email with the user's email as the sender's address

Scanned documents are sent to the user's email or folder, depending on what is set in
the User's scan storage parameter in the user's properties on the MyQ Web Admin
ul.
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Panel USB
Opens the printing device's USB screen.

Edit Account

To be able to use all the features of this action, go to the Users settings tab ( MyQ,
Settings, Users) and under General, select the Enable user profile editing option.

1 Users

(e

4 General

Enable user profile editing: v

FIGURE 6.14. Enabling the editing of the user profile

By tapping this action, the logged user can open their user profile screen, where they
can change their Full name, Password, Email and Default language. After the
change is submitted, the database entry is changed and the new values are set. The
changes are applied the next time the user logs in.
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ID Card Registration

After tapping this action, the ID Card registration screen opens and the logged user
can register their card by swiping it at the card reader.

e
my

ID Card registration

Place your card to the reader

FIGURE 6.15. ID Card registration screen
External workflow

By tapping this action, users are connected to external providers of workflows, such as
ScannerVision. The workflow ensures that the user performs certain predefined actions
before their document is scanned. To setup ScannerVision as an external workflow, see
"External workflow" on page 158.
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New Template (1)

New Template (4)

FIGURE 6.16. Selecting an external workflow

8.1.2. Default actions

The default actions are:

« Print All

« My Jobs

« Panel Copy

o Easy Scan — E-mail

« Easy Scan — Folder

« ID Card Registration (only visible if ID Card is selected as a login method)
« Panel USB

o Easy Copy

« Panel Scan

« External Workflow
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8.2. Managing terminal actions on the MyQ Web Administrator

Interface

Action nodes can be managed on the Terminal Actions settings tab. To open it, go to

MyQ, Settings, Terminal Actions.

myeQo- «
% Settings

“. License

= Server Type & Cloud
A, General

% personalization

(=) Task Scheduler

& Network

B sump

(™ Printers

" . o
< Authentication servers

.+ Configuration Profiles

B gettings: Terminal Actions

= Terminal Actions
= Add ~ Actions

- ’j_," Home screen

B print all

< B My Jobs

1 E Panel copy

= B Easy Scan — Email
= B Easy Scan — Folder
| I3 1D Card Registration
Panel USB

1 [ Easy copy

= ] Panel scan

4 ||, BB more Actions

& B} Application List
% B Recharge Credit

Kl Tools

FIGURE 6.17. Terminal Actions settings tab with the list of action nodes

62

MyQ HP Embedded Manual



8. Terminal Actions - 8.2. Managing terminal actions on the MyQ Web Administrator

8.2.1. Adding new action nodes

The action nodes can be added either under the Home screen on the list of actions or

directly on the preview of the terminal screen.

4 Add +

4 /j'_\ Home screen

i B Print Al

= [ External workflow

121 B My Jobs

17 B Panel Copy

= [ Easy Scan - Email

= [ Easy Scan - Folder

5 [ 1D Card Registration

f B rsnetuse

[ B easy Copy

= B Panel Scan

4[| B8 More Actions

o[ ppbostizatss
%) ) Recharge Credit
%) B Report Peoblem

@ Scannervision

' Actions v [l Tools * (' Refresh  Filter for terminal:| HP Embedded (REST AP()

0 Seethe documentation for compatibility details.

Panel Copy

=

5

External workflow

% |

Easy Scan — Email

=

Easy Scan - Folder

Easy Copy

10

Panel Scan

FIGURE 6.18. The two places where the action nodes are displayed: the list of nodes and the terminal

screen preview

Adding new action nodes on the list of actions

To add a new action node, do the following:

= Add > Actions EE Tools » &' Refresh
]

* ﬁ} Home screen ; = PN R mkimn £

m Berintan | < Addsubnode » | [|) Folder

| By Jobs i Print All

| [l Folder ] My Jobs

N E 1

1 B Panel copy _ [ EasyCopy

= [ Easy Scan — Email

|[§ Easy Scan |

= [ Easy Scan — Folder

FIGURE 6.19. Adding a new action node

1. Right-click the Home Screen folder and point on Add sub node in the shortcut
menu. A sub-menu with a list of available action nodes opens to the right.

2. On the sub-menu, select the action node. The new action node properties panel
opens on the right side of screen.
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3. On the panel, you can rename and edit the node. For information about editing
options, see "Editing action nodes" below. If you do not want to rename or to edit
the node, close the properties panel. The action node is now displayed on the
action nodes list and on the terminal screen preview.

Adding new action nodes on the terminal screen preview

1. Right-click any item on the preview and point on Add node in the shortcut menu.
A sub-menu with a list of available action nodes opens to the right.

2. On the sub-menu, select the action node. The new action node properties panel
opens on the right side of screen.

3. On the panel, you can rename and edit the node. For information about editing
options, see "Editing action nodes" below. If you do not want to rename or edit
the node, close the properties panel. The action node is now displayed on the
action nodes list and on the terminal screen preview.

: C%' Mew node k| |y Folder
g Edit (= Print Al
75 Delete =] My Jobs
U Easy Copy
=3 Easy 5can

FIGURE 6.20. Adding a new action node on the terminal screen preview

. NOTICE: The maximal number of nodes on the preview corresponds to the
" maximal number of nodes on the terminal screen.

8.2.2. Editing action nodes

Each action can be edited on its properties panel. To access the panel, double-click the
terminal action node on the list of nodes or on the terminal screen preview (see
FIGURE 6.18 on the previous page). On the panel, you can see up to three settings tabs
(depending on the particular action): General, Destinations and Parameters.
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(=i Print All x
General
Enabled:
Title: |gn
Printers: * | || All printers -
Rights: * B Al users -
Style: * | Print Al v
+ Save K Cancel

FIGURE 6.21. General settings of the Print All properties panel

General settings
Enabled

If you disable the node, it is not displayed on the terminal and cannot be used there.
Title

Here you can change the action node's name. If you do not change it, the default name
is used. Depending on the number of additional languages set on the MyQ Web admin
interface, you can use different names in different languages. The additional languages
can be set on the General tab, which can be opened from the MyQ Settings menu.

INFO: For more information about the additional languages setting, see "General
settings tab" under "MyQ System Settings" in the MyQ Basic Installation Guide.

|

Rights

Here you can select the users or the groups of users that will see the action node. Due
to this setting, the layout and available features of the embedded terminal can vary
depending on user's rights to particular nodes. By default, the right to see the node is
given to all users.
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Rights: * [ Carol Caye -

¢ B All users

M Managers

S Unclassified

FIGURE 6.22. The Rights combo box with the list of users and groups of users

To provide an additional user or a group of users with rights to the action
node:

1. Click the arrow on the right side of the Rights combo box. A drop-down list of
MyQ users and groups appears.

2. In the drop-down list, select the user or group. They are added to the selection
displayed in the combo box.

3. Click Save.

Destinations and parameters

For information about the destinations and parameters of the Easy Scan feature,
see "Setting parameters of the Easy Scan feature"” on page 116.

8.2.3. Changing the layout of the nodes on the screen

To change the nodes layout, you can either move the action nodes up and down the
order on the list, or move them on the terminal screen preview.

4 ‘fﬁ_‘ Home screen
= ) Print Al
|1 B My Jobs
[ B Panel Co
= n Easy Scan &
= B Easy Sca & Up
B8 B 0 Card R &3 Down
E? B Panel USE X Delete
I E Easy Copy

=y B Panel Scan

L m Maore Actions
FIGURE 6.23. Moving the action node up and down the order

Gﬂ' Mew node r
Edit
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INFO: If there are more than ten action nodes defined on the home screen or in
',/ any folder, move the scroll bar at the bottom of the preview screen to view the
surplus action nodes.

8.2.4. Deleting action nodes

You can delete nodes either from the action nodes list or from the terminal screen
preview. Both actions have the same result — when you delete the node, it disappears
from both places.

Deleting action nodes from the list

On the list of actions on the Terminal actions settings tab, right-click the action node
that you want to delete, and then click Delete on the shortcut menu. The action node
disappears from both the list and the screen preview.

4 {3 Home screen

i (B Print Al
=] B My Jobs
Il - L gy
= @
NI & Edit
=] & il Y
H P{ % Down
t;g FE; . DE'lSE
FIGURE 6.24. Deleting a node from the list

Mew node r

Deleting action nodes from the terminal screen preview

On the terminal screen preview, right-click the action node that you want to delete, and
then click Delete on the shortcut menu. The action node disappears from both the
screen preview and the action node list.

+ Mew node »
& Edit

&  Dglete

Print All Easy Scan — E-mail

FIGURE 6.25. Deleting a node from the terminal screen preview
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8.2.5. Restoring the original layout

On the bar at the top of the Terminal Actions settings tab, click Tools, and then click
Restore defaults. A confirmation dialog box might appear. If it does, click OK to
confirm the action.

8.3. Basic settings of the Easy Scan action

This section describes the settings needed to enable the Easy Scan action and define its
destinations. They can be changed on three tabs on the Easy Scan properties panel:
General, Destinations and Parameters.

The panel is automatically opened after the Easy Scan action node is created. Later, you
can access it by double-clicking the terminal action node on the list of nodes or on the
terminal screen preview.

=y Easy Scan - Multiple Destinations x

General Destinations  Parameters

Enabled:

Title: | enys Easy Scan - Multiple Destinaticms|

Printers: * | || All printers -
Rights: * SR All users -
Style: * | Easy Scan ¥
o Save R Cancel

FIGURE 6.26. General settings of the Easy Scan action node

8.3.1. Parameters used in Destinations

You can use predefined and custom parameters to create templates on the
Destination properties panel.

The custom parameters can be created on the Parameters panel.

All the available predefined parameters are listed in each section of the Destination
properties panel where they can be used.

Shared parameters

The following parameters are commonly used for all destinations and are related either
to the time and date of the scanning job, the user's properties panel or the properties

68 MyQ HP Embedded Manual



8. Terminal Actions - 8.3. Basic settings of the Easy Scan action

panel of the scan sending printing device.

Parameter Description

The value is taken from the User name field of the user's properties

%username%
panel.

%Fullname% The value is taken from the Full name field of the user's properties
panel.

%timestamp% Date and time when the scan was taken.

%date% Date when the scan was taken.

%time% Time when the scan was taken.

%originalSubject%

This value is taken from the subject set on the printing device.

This value is taken from the IP address/Hostname field of the

o/.1 o,

%ipaddress% printing device's properties panel.

%scanld% Idh;sQ\;ael:i/ee:s an unique scan identification number generated on the
%usernotes% This value is taken from the Notes field of the user's properties panel.
%printerName% g?:)spgftliii I;se,mt:ealken from the Name field of the printing device's
%location% This value is taken from the Location field of the printing device's

properties panel.

%serialNumber%

This value is taken from the Serial number field of the printing
device's properties panel.

%assetNo0%

This value is taken from the Asset number field of the printing
device's properties panel.

%printerContact%

This value is taken from the Contact field of the printing device's
properties panel.

Unique parameters

The following parameters are unique for specific destination settings:

Parameter Explanation

If the Scan Separation parameter is set to Separate each page, this

%counter% value shows the numbering of scanned pages. This parameter can be
used only to create the filename template.

%originalBody% This \{alue is taken Fror.n the 'sign.ature set on the printing device. It is
used in the User's email destination only.

%recipient% The recipient of the fax. It is used in the Fax server destination only.

%number% Fax number. It is used in the Fax server destination only.

%empty% This parame-ter is used in Fhe Fax server dest!nation only: I.t ensures
that the subject/message is empty; it is used in very specific cases.
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8.3.2. Setting destinations

On the Destinations tab, you can define where the scanned file is sent.
To add a new destination, do the following:

o Click +Add. The Destination panel opens where you can set the target
destination.

= Easy Scan ®

General Destinations FParameters

Cﬂ= Adh Edit Delete

R... | Type Title
S whnere 1o deliver the sCan

4 Add

FIGURE 6.27. Adding new destinations
Common settings

Type

Here you can select the scan's destination type. All options are described in "Available
destinations " on page 72.

(©) Destination x
4 General
Type: * | [empty] ¥
Filename template: * | %tusername®:_%scanld:

Title:

FIGURE 6.28. The Destination panel
Filename template

Here you can create the template of the scanned file name. The text of the template
can be combined with MyQ parameters to provide additional information about the
scanned file.
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The following parameters are available: %username%, %fullname%, %timestamp%,
%date%, %time%, %originalSubject%, %ipaddress%, %scanld%, %usernotes%,

%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%,
%counter%

Filename template: * | MyScan%usemame’s_TatimestampefeoriginalSubject?s

|__ MyScanKohei_2015-12-10_02-52-32TRANZE-_4567.pdf 12/10/2015 2:52 AM  PDF File

FIGURE 6.29. Example of a filename template in MyQ and the resulting file in a scan folder
Title

Here you can enter the destination title.

Title: |Scan folder

General Destinations Parameters

g Add o7 Edit 2K Delete
R...

Type Title

Folder

Scan folder

FIGURE 6.30. The title setting and the result

= -

Attach metadata File

If you select this option, MyQ will send you your scanned file with an an XML file
attachment, containing the scanned file's metadata.
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Available destinations

You can create one or more destinations for the scanned document to be sent. This

way, you can allow users to scan to multiple destinations with just one Easy Scan
action.

User's scan storage

Outgoing scan Ffiles are stored in the folder set in the Folder or email for storing
scanned documents text box on the user properties panel.

(&) Destination x

4 General
Type:* | User's scan storage ¥
Filename template: * | %username®_%scanld?:

Title:
Attach metadata file: *

4 Parameters
Connect as:* (® MyQ Print Server service
¥ Make the user doing the scan the owner of the file

User doing the scan

Cther user
- Advanced Cupand

o Save &K Cancel

FIGURE 6.31. The User's scan storage destination settings

INFO: For more information about the user's scan storage folder, see "Scan
Management"in the MyQ Basic Installation Guide.

- |

The Connect as parameter determines in which way the scan will be stored in the
folder:
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« Ifyou select the MyQ Print Server service option, the rights for access to the
destination folder have to be provided to the account under which the MyQ
service runs. This account will also be set as the owner of the scanned file. If you
select the Make the user doing the scan the owner of the File option, the user
doing the scan will be set as the owner of the scanned file.

« Ifyou select the User doing the scan option, MyQ will expect the folder to be a
shared folder on the domain account of the user doing the scan and will use the
entered password to access this folder. The user doing the scan will also be set as
the owner of the scanned file.

« Ifyou select the Other user option, MyQ will expect the folder to be a shared
folder on the domain account of the specified user and will use the entered
username and password to access the folder. The user specified here will also be
set as the owner of the scanned file. If you select the Make the user doing the
scan the owner of the File option, the user doing the scan will be set as the
owner of the scanned file.

NOTICE: MyQ cannot change the owner of scanned files that are stored under
the Users folder or any of its its subfolders. If you want to use the Make the
user doing the scan the owner of the File option, use a different folder than
Users (or its subfolders) as the scan destination.
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User's email

Scans are sent to the user's primary email address set in the Email text box on the
user's properties panel on the Users main tab of the MyQ Web Interface.

{z) Destination

4 General

Type: *

Filename template: *

User's emai

v

Feusername’s_Yoscanldit

x

Title:

Attach metadata file: *

4 Parameters

!
L
3
.
.

L= LR

Subject:

Massage:

- Advanced Fupand

o Save &K Cancel

FIGURE 6.32. The Scan to User's email destination settings

Under Parameters, you can define the subject of the emails sent to this destination in
the Subject text box and the body of these emails in the Message text box. The
subject or body can contain the following parameters: %username%, %fullname%,
%date%, %originalSubject%, %ipaddress%, %usernotes%, %printerName%, %location%,
%serialNumber%, %assetNo%, %printerContact%

INFO: For more information about the user's email destination, see "Scan
Management"in the MyQ Basic Installation Guide.

. |
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INFO: You can allow users to type the subject and body of the email. To do this,
* create text parameters and use them in the Subject and Message text boxes.

Email

Scans are sent to the email address specified on this tab (Destination tab).

(&) Destination x
< General
Type:* | Emai r
Filename template: * |%username?_Stscanldi:

Title:

Attach metadata file:

4 Parameters

Recipient: *
Copy:
Blind copy:
Subject:

Message:

~ Advanced Fupand

o Save &K Cancel

FIGURE 6.33. The Email destination settings

Under Parameters, in the Recipient text box, you need to define the recipient or
recipients of the email.
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In addition, you can add recipients of a copy in the Copy text box, recipients of a blind
copy in the Blind copy text box, the subject of the email in the Subject text box and
the body of the email in the Message text box.

/ INFO: Recipients of the blind copy do not see the email sender address.

The text boxes under Parameters can contain the following parameters: %username%,
%fullname%, %date%, %originalSubject%, %ipaddress%, %usernotes %,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%

INFO: All scans are sent to the destinations specified here, unlike the scans
,/ directed to the User's scan storage and the User's Email destinations, which are
sent to the email address or folder defined on the account of the logged user.
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Folder

Scans are sent to the folder specified on this tab (Destination tab).

(=) Destination

4 General

4 Parameters

- Advanced Cupand

Type: *

Filename template: *

Connect as: *

Falder v

Fusernames_Yescanldis

Title:
Attach metadata file:

Destination folder: *

® MMy Print Server service
¥ Make the user doing the scan the owner of the file
User deing the scan

Cther user

" Save

& Cancel

FIGURE 6.34. The Folder destination settings

You can select from the following parameters: %username%, %fullname%, %date%,

%originalSubject%, %ipaddress%,

%scanld%,

%counter%,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%

%usernotes%,

The Connect as parameter determines in which way the scan will be stored in the

folder:

« Ifyou select the MyQ Print Server service option, the rights for access to the
destination folder have to be provided to the account under which the MyQ

service runs. This

account will also be set as the owner of the scanned file. If you

select the Make the user doing the scan the owner of the file option, the user
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doing the scan will be set as the owner of the scanned file.

« Ifyou select the User doing the scan option, MyQ will expect the folder to be a
shared folder on the domain account of the user doing the scan and will use the
entered password to access this folder. The user doing the scan will also be set as
the owner of the scanned file. For more information about this option, see
"Enabling users to scan to their home folder protected by password" on page 141.

« Ifyou select the Other user option, MyQ will expect the folder to be a shared
folder on the domain account of the specified user and will use the entered
username and password to access the folder. The user specified here will also be
set as the owner of the scanned file. If you select the Make the user doing the
scan the owner of the File option, the user doing the scan will be set as the
owner of the scanned file.

NOTICE: MyQ cannot change the owner of the scanned files that are stored
under the Users folder or any of its subfolders. If you want to use the Make the
user doing the scan the owner of the File option, use a different folder than
Users (or its subfolders) as the scan destination.

INFO: All scans are sent to the destinations specified here, unlike the scans
directed to the User's scan storage and the User's Email destinations, which are
sent to the email address or folder defined on the account of the user doing the
scan.

Secured link

An email with a link to the scannned file is sent to the user's primary email address set
in the Email text box on the user's properties panel on the Users main tab of the MyQ
Web Interface. Sending scans to this destination works in a similar way as sending them
to the User's Email destination, with one important exception: instead of the scanned
file, the email contains a secured link to the file, which is stored on the MyQ server and
can be downloaded via this link.
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(&) Destination x
4 General
Type:® | Secured link ¥
Filename template: * |%username?_%scanld3t

]

Title:

Attach metadata file: *
- Advanced Eipand

o Save &K Cancel

FIGURE 6.35. The Secured link email destination settings

INFO: For more information about the User's email destination, and Ffor
/ information on the email with the secured link, see "Scan Management" in the
MyQ Basic Installation Guide.

FTP

Scans are sent to an FTP server.

Fax server

Scans are sent to a network fax server.
Custom destination

Advanced option requiring PHP customization. For further information about this
option, please contact MyQ support.

Cloud storage

Users can scan to the following cloud destinations: OneDrive, OneDrive for Business,
Google Drive, Dropbox, Box.com and SharePoint Online, Amazon S3. For information
about these options, see "Scanning to OneDrive" on page 83, "Scanning to OneDrive for
Business" on page 86, "Scanning to Google Drive" on page 94 "Scanning to Dropbox" on
page 100, "Scanning to Box.com" on page 97, "Scanning to SharePoint Online” on
page 103 and "Scanning to Amazon S3" on page 112.
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8.3.3. Scanning to FTP

Scanned documents can be sent to a folder defined on the FTP server.

{z) Destination

4 General
Type: *

Filename template: *

Attach metadata file: *

4 Parameters

lse 551 %

User: *
Password: *

Destination foldern

- Advanced Cupand

FTP v

Fusernamets_Toscanldiz

fHausername

,#/ Test

o Save &K Cancel

FIGURE 6.36. Setting the destination for scanning to FTP

Setting the connection Parameters:

« Server: Enter the IP address or hostname of the FTP server

« Port: Enter the port used for the FTP protocol, the default port is 21

« Use SSL: Select if you want to use secure communication

« User: Name of the user with an account on the server
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« Password: The user's password

« Destination folder: You can specify the subfolder where the outgoing scan files
will be stored (optional)

You can use the following parameters when defining the destination folder:
« %username%: User name of the user session owner
o %Ffullname%: Full name of the user session owner
« %date%: Date and time when the scan was taken
« %originalSubject%: The default subject set on the printing device
o %ipaddress%: IP address of the printing device

o %scanld%: Unique scan identification number generated on the MyQ server

INFO: After you fill the required parameters, you can click Test to test the FTP
connection. MyQ tries to upload a dummy file named rightsCheck.dat to the
defined destination folder under the defined user name and password and
informs you about the result.

FIGURE 6.37. The message informing about the test result appears at the top of the
Destination panel
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8.3.4. Scanning to a Fax server

Scanned documents can be sent as emails to a fax server which processes them and
sends faxes to appropriate Fax numbers.

(©) Destination x
<4 General
Type: * | Fax Server ¥
Filename template: * |%username®_Stscanld?
Title:

Attach metadata file:

4 Parameters

Param

[ET5: AUSETNAMEYo, JAlecipentso, AU

Fax address template:

Senden | Default sender v
Subject:

Message:

- Advanced Eipznd

o Save &K Cancel

FIGURE 6.38. Setting the destination for scanning to FAX

To send the document to a fax server, enter the appropriate email address template in
the Fax address template folder. You can select from the following parameters:

o %username%: Name of the user session owner
« %recipient%: Recipient of the fax
o %number%: Fax number

o %empty%: This parameter ensures that the subject/message is empty; it is used
in very specific cases
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o %ipaddress%: IP address of the printing device
e %scanld%: Unique scan identification number generated on the MyQ server
As the sender, you can select one of the following addresses:

« Default Sender: The email set on the Network settings tab, under Outgoing
SMTP server

« Logged user: Name of the user session owner

« Printer contact: The printing device contact email address set on its WEB User
Interface

In addition to the previous settings, you can define the email's subject in the Subject
text box and the email's body in the Message text box.

8.3.5. Scanning to OneDrive

(©) Destination x
4 General
Type: * | Cloud storage ¥
Filename template: * | %tusername®:_%scanld:

Title: | Onelrive

Attach metadata file: *

4 Parameters

Type: * | Cnelrive v
- Advanced Cupand

o Save &K Cancel

FIGURE 6.39. Setting the destination for scanning to OneDrive
To enable scanning to OneDrive:
1. Select the Cloud storage option in the Type drop-down.

2. Select the OneDrive option in the Type drop-down under Parameters and click
Save.
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If the Following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

o There is at least one Easy Scan action with this destination.

« User has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action
& COnelrive - Connect

Cloud storage

Type Status Action
i OneDrive Connected Disconnect

FIGURE 6.40. The Cloud storage widget displayed on the user web interface — before and after
connecting to OneDrive

To be able to store the outgoing scan file on OneDrive, the user has to be connected.
To connect to OneDrive, the user has to perform the following actions:
1. Log in to the MyQ Web User Interface with your user account.

2. On the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

Cloud storage x
1. Leggp to the cloud storage
2 C:p@:"e given code to the text field below.

3. Click OK to connect MyQ with cloud account.

Code:

o OK &K Cancel

FIGURE 6.41. Logging in to OneDrive
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4. Sign-in to OneDrive and confirm permissions (when asked about the permissions,
click Yes).

Sign in
Microsoft account What's this?

Email or phone

Password

Keep me signad in

FIGURE 6.42.Signing in

5. Copy the given code.
6. Paste the code to the MyQ Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The OneDrive connection status
changes to Connected.

INFO: The user stays connected to OneDrive even after they log out of the MyQ
Web Interface.

- |
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8.3.6. Scanning to OneDrive for Business

The fFeature has to be enabled in three steps:

« First you have to provide MyQ with access to your Azure AD
(see "1. Setting up MyQ access to Azure AD" below),

« Then, you have to create and set the OneDrive for Business destination
(see "2. Creating and setting the OneDrive for Business destination"” on page 90),

« Lastly, users have to connect their MyQ accounts to OneDrive for Business
(see "3. Connecting users' accounts to OneDrive for Business" on page 90).

1. Setting up MyQ access to Azure AD

To set up the access, you have to create a new Azure AD app registration to be used by
MyQ, and enter the Azure AD Application ID and Secret on the External Systems
settings tab in the MyQ Web Administrator Interface.

A) Create a new Azure AD app registration (to be used by MyQ)

In Azure AD, you need to create and set a new Azure Active Directory App registration
to be used by MyQ. After the registration is created, you set permissions and create a
secret key. You need the Application ID and the secret key to create an External System
for OneDrive on the MyQ Web Interface. The secret key populates the Security key
field.

1. Go to https://portal.azure.com/
2. Log in with your global admin user account.

3. In the Azure dashboard, in the left navigation pane, click Azure Active
Directory.

Create the app application

1. On the left menu, click App registrations.

2. Tocreate a new application, click New registration. The Register an
application page appears.

3. In the Name box, type a name for the application.

4. Choose Supported account types.
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5. In the Redirect URI box, choose Web and https://helper.myq.cz/ .

Register an application

* Name

The user-facing display name for this application (this can be changed later).

CneDrive Business Demo o

Supported account types

Who can use this application or access this API?

@3' Accounts in this organizational directory only (MyQ, spol. s r.o. only - Single tenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web ' | I https://helper.myg.cz/ o

vy proceeding, you agree to the Microsoft Platform Policies

FIGURE 6.43. Setting up Azure AD apps
6. Click Register.
Set the permissions
1. On the preview screen, click View API permissions.
2. Click Add a permission. The Request API permissions pane appears.

3. User.Read permissions are added by default. Add Delegated permissions to
Files.ReadWrite for the Microsoft Graph.

APl / Permissions name Type Description Admin Consent Re...  Status
~ Microsoft Gr 2

Files.ReadWrite Delegated  Have full access to user files

User.Read Delegated  Sign in and read user profile

FIGURE 6.44. Add permissions
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Create a secret key value

1. Back on the preview screen, click Overview, and then copy and save the

Application ID, because you need it in the next steps.

Display name
™

'] \ Tiicinecs Mama
Unelinve Business De

= = Copy to clipboard

FIGURE 6.45. Copy Application ID

2. On the preview screen, click Certificates and secrets, and complete the

following steps:
a. Click New client secret.

b. Add a Description.
c. Set the expiry for the key to Never.
d. Click Add.

Add a client secret

Description

| OneDrive Business Demo secret

Expires

O In 1 year
O In 2 years
et

-

FIGURE 6.46. Add Client Seret

e. Save the client secret key value, because you need it in the following steps.

¢ NOTICE: You cannot retrieve the client secret key value later.

88

MyQ HP Embedded Manual



8. Terminal Actions - 8.3. Basic settings of the Easy Scan action

B) On the External Systems settings tab in MyQ, enter the Azure
AD Application ID and Secret

I. Open the External Systems settings tab of the MyQ Web Interface (MyQ,
Settings, External Systems).

ll. Click +Add and select OneDrive Business from the menu.
lll. Add a Title. This will be used to identify the Cloud Storage Destination.

IV. Add the Application ID and the secret key as Security keythat you previously
copied and saved, and click OK.

OneDrive Business *

Title: * | OneDrive Business Demo
Application ID: |2cb2280a-Tb1e-423e-b70a-Tfe1f2488ee0

Security key: | sssssssssssisssiiisisssiis

o 0K & Cancel

FIGURE 6.47. Setting access to OneDrive for Business on the External Systems settings tab
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2. Creating and setting the OneDrive for Business destination

I. Create a new destination (see "Setting destinations" on page 70).

ll. On the new destination's properties panel, under General, select the Cloud
Storage option in the Type drop-down list box.

ll. In the Type drop-down box under Parameters, select the Title you added to the
External Systems settings in the previous steps and click Save.

(&) Destination F 4
4 General
Type: * | Cloud storage r
Filename template: * |Jsusername®_Sescanld?:

m o

Title: |CneDrive for Business

Attach metadata file: *

4 Parameters

Type:* | OneDrive Business ¥
- Advanced Cipznd

o Save &K Cancel

FIGURE 6.48. Setting the destination for scanning to OneDrive for Business

3. Connecting users' accounts to OneDrive for Business

If the following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

« There is at least one Easy Scan action with this destination.
o User has rights to see the Easy Scan button or is connected to cloud drive.

To be able to store the outgoing scan file on OneDrive for Business, the user has to be
connected.
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To connect to OneDrive for Business, the user has to perform the Following
actions:

l. Login to the MyQ Web User Interface with your user account.

ll. On the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

Cloud storage

Type Status Action

s Onelrive Business - ::-'IE::

FIGURE 6.49. The Cloud storage widget on user web interface

lll. Click Login to the cloud storage to show the Microsoft online sign in window.

Cloud storage X

1. Legip to the cloud storage
2. C:p@:"& given code to the text field below.

3. Click OK to connect MyQ with cloud account.

Code:

« OK &K Cancel

FIGURE 6.50. Logging in to OneDrive

IV. Sign in to your Microsoft account and click Next.
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V. On the window, click Accept. The MyQ Cloud storage login code appears.

BT Microsoft

Permissions requested

OneDrive Business Demo

This app would like to:
w Have full access to your files

~~ Sign you in and read your profile

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

FIGURE 6.51. Accepting the permissions

VI. Copy the given code.

[ MyQ Cloud storage login code - Google Chrome = O 4

8 Secure | https://helper.myq.cz/?code=AQABAAIAAADXzZ 3ifr-GR...

QABAAIAAADXZzZ3ifr-GRbDT45zNSEFEaiUw9phij

FIGURE 6.52. The MyQ Cloud storage login code dialog box

. INFO: The displayed login code will not be used within the rest of the
* connection setup process and does not need to be remembered.
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VII. Paste the code into the Code: field on the Cloud storage widget, and then click

OK to connect the cloud storage to MyQ. The OneDrive for Business connection
status changes to Connected.

Cloud storage X

1. Login to the cloud storage.
2. Copy the given code to the text field below.

3. Click CK to connect MyQ with cloud account.

Code:

AQABAAIAAACONIQERU3 TobcBOLZNUTaMxfwbc w2 IKEDBXSORIRAWT 206

o OK #K Cancel
Cloud storage
Type Status Action
s Onelrive Business Connected Disconnect

FIGURE 6.53. The Cloud storage widget after connecting to OneDrive for Business

INFO: The user stays connected to OneDrive for Business even after they log
* out of the MyQ Web Interface.

MyQ HP Embedded Manual 93



8. Terminal Actions - 8.3. Basic settings of the Easy Scan action

8.3.7. Scanning to Google Drive

(z) Destination

4 General

Type: * | Cloud storage

Title: |Google Drive

Attach metadata file: *
4 Parameters
Type: * | Google Drive

- Advanced Cupand

o Save

L4

Filename template: * | %tusername®:_%scanld:

&K Cancel

FIGURE 6.54. Setting the destination for scanning to Google Drive

To enable scanning to Google Drive:

94

1. Select the Cloud Storage option in the Type drop-down list box.

2. Select the Google Drive option in the Type drop-down list box under

Parameters, and then click Save.
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If the Following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

o There is at least one Easy Scan action with this destination.

« User has rights to see the Easy Scan button or is connected to Google drive.

Cloud storage

Type Status Action
& Google Drive - Canne
Cloud storage

Type Status Action
& Google Drive Connected Disconnect

FIGURE 6.55. The Cloud storage widget displayed on user web interface — before and after connecting
to Google Drive

To be able to store the outgoing scan file on Google Drive, the user has to be
connected.

To connect to Google Drive, the user has to perform the following actions:
1. Log in to the MyQ Web User Interface with your user account.

2. On the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

Cloud storage
1. Leggp to the cloud storage
2 C:p_@:"e given code to the text field below.

3. Click OK to connect MyQ with cloud account.

Code:

o OK &K Cancel

FIGURE 6.56. Logging to Google Drive

MyQ HP Embedded Manual 95



8. Terminal Actions - 8.3. Basic settings of the Easy Scan action

4. Sign-in to Google Drive and confirm permissions. (When asked about the
permissions, click Allow).

&' Signin - Google Accounts - Google Chrome - m} X

B https://accounts.google.com/Servicel oginZcontinue=https' ¥
Google

One account. All of Google.

Need help?

FIGURE 6.57. Signing in
5. Copy the given code.
6. Paste the code to the Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The Google Drive connection
status changes to Connected.

INFO: The user stays connected to Google Drive even after they log out of the
* MyQ Web Interface.
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NOTICE: A single Google user account can be connected to only one server at a
time. If the user wants to connect the account to another server, they need to
remove the MyQ Printing Solution application from the connected applications.
This can be done on the Apps with access to your account tab under My
Account / Sign in& security / Apps with account access / MANAGE APPS.

MyQ Printing Solution

MyQ Printing Sclution has access to: & Google Drive

Authorization date: 26 minutes ago

8.3.8. Scanning to Box.com

{-) Destination

4 General
Type: * | Cloud storage ¥

Filename template: * | %tusername®:_%scanld:

Parameters %use €%, %5fulinz

r
[
=]
iT

Title:

Attach metadata file:
4 Parameters

Type: * | Box.com

- Advanced Fupand

o Save &K Cancel

FIGURE 6.58. Setting the destination for scanning to Box.com
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To enable scanning to Box.com:

1. Select the Cloud Storage option in the Type drop-down list box.

2. Select the Box.com option in the Type drop-down list box under Parameters,
and then click Save.

If the Following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

o There is at least one Easy Scan action with this destination.

« User has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

ket Bow.com - Cannect

Cloud storage

Type Status Action

ket Bow.com Connected Disconnect

FIGURE 6.59. The Cloud storage widget displayed on user web interface — before and after connecting
to Box.com

To be able to store the outgoing scan file on Box.com, the user has to be connected.
To connect to Box.com, the user has to perform the following actions:
1. Log in to the MyQ Web User Interface with your user account.

2. On the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.
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3. Click Login to the cloud storage. The Api Request Authorization dialog box
appears.

Cloud storage

-

. Logip to the cloud storage.
2 C:j;:ne given code to the text field below.

. Click OK to connect MyQ with cloud account.

L

Code:

o 0K #K Cancel

FIGURE 6.60. Logging to Box.com

4. Sign in to Box.com and confirm all permissions.

[B) https://app.box.com/api/oauthd/au

& Secure | https;//app.box.com/a

With access to your jir joachim@rmyg-
solution.com Box account, MyQ App can

= Read and write all files and folders stored in
Box

Grant accees to Box

Deny acoess to Box

FIGURE 6.61. Signing in

5. Copy the given code.
6. Paste the code to the Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The Box.com connection status
changes to Connected.

INFO: The user stays connected to Box.com even after they log out of the MyQ
* Web Interface.
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8.3.9. Scanning to Dropbox

(z) Destination

4 General
Type:* | Cloud storage ¥

Filename template: * | %tusername®:_%scanldc

Title: Dropbox

Attach metadata file: *

4 Parameters

Type: * | Dropbox
- Advanced Expzand

o Save

&K Cancel

FIGURE 6.62. Setting the destination for scanning to Dropbox

To enable scanning to Dropbox:

1. Select the Cloud Storage option in the Type drop-down list box.

2. Select the Dropbox option in the Type drop-down list box under Parameters,

and then click Save.
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If the Following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

o There is at least one Easy Scan action with this destination.

« User has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

%3 Dropbox - Connect

Cloud storage

Type Status Action

% Dropbox Connected Disconnect

FIGURE 6.63. The Cloud storage widget displayed on user web interface — before and after connecting
to Dropbox

To be able to store the outgoing scan file on Dropbox, the user has to be connected.
To connect to Dropbox, the user has to perform the following actions:
1. Login to the MyQ Web User Interface with your user account.

2. On the Cloud storage widget, click Connect. Cloud storage login dialog box
appears.

3. Click Login to the cloud storage. The Api Request Authorization dialog box

appears.
Cloud storage x
1. Logip to the cloud storage
2 C:p_@:"e given code to the text field below.

3. Click OK to connect MyQ with cloud account.

Code:

+ OK #K Cancel

FIGURE 6.64. Logging to Dropbox
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4. Signin to Dropbox and confirm all permissions.

@

@ Dropbox, Inc [US] | https://www.dropbox.com/oauth2/authorize?..

$

Sign in to Dropbox to link with MyQ

ar

Forgot your password? m

FIGURE 6.65. Signing in

5. Copy the given code.
6. Paste the code to the MyQ Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The Dropbox connection status
changes to Connected.

INFO: The user stays connected to Dropbox even after they log out of the MyQ
Web Interface.

- |
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8.3.10. Scanning to SharePoint Online

The fFeature has to be enabled in three steps:

« First you have to register the MyQ app in SharePoint
(see "1. Enabling access to SharePoint" below),

« then you have to create and set the SharePoint Online destination
(see "2. Creating and setting the SharePoint Online destination"” on page 108),

« lastly, users have to connect their MyQ accounts to SharePoint
(see "3. Connecting users' accounts to SharePoint Online" on page 109).

1. Enabling access to SharePoint

To set up the access, you have to register the MyQ app in SharePoint and enter the
SharePoint Application ID and Secret on the External Systems settings tab of the
MyQ Web Interface.

A) Register the MyQ app in SharePoint
l. In the Web Browser, enter one of the the following URLs:

« For the root SharePoint site:
https://<site_name>.sharepoint.com/_layouts/15/appregnew.aspx
(e.g. https://mycompany.sharepoint.com/_layouts/15/appregnew.aspx)

« For a specific SharePoint site (site collection):
https://<site_name>.sharepoint.com/sites/<specific_site_name>/_
layouts/15/appregnew.aspx
(e.g. https://mycompany.sharepoint.com/sites/SCANNING/ _
layouts/15/appregnew.aspx)

NOTICE: You need to have admin rights on the specific level (for the
¢ SharePoint root site or for the specific site) to be able to access the
settings.
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IIl. Fillin or generate the fields (see their description below), and then click Create.
You are informed that the app identifier has been successfully created.

« Client Id: You can generate it or use your own. Copy its value; it will be used
later in the registration process.

« Client Secret: You can generate it or use your own. Copy its value; it will be
used later in the registration process.

o Title: "MyQ"
« App Domain: "helper.myq.cz"

« Redirect URI: "https://helper.myq.cz/"

App Information

Client Id

e 5 infol o g app id, secret
tithe, hosting url and redirect ur 01725829-73b7-4371f-90cc-c 1226309 Generate

Client Secret
117 srwkGFrmdWGLeHsbYoOaY0dwlh Generate

Title

i Ther i
App Uomal

helper.myq.cz
Example: "www.contoso.com
Redirect UR!
https://helpermyg.cz/

Example NP WwWwW, CoNtoso com/default.aspx

C'ﬁe Cance

FIGURE 6.66. Creating the app identifier

The app identifier has been successfully created,

Client Id 01725820-T3h7-431f-00cc-c 1226309273

Client Secret: 117 srwkGFrmdWGLeHsbYoOaY0dvlU MomYyfh KT kS k=
Title Q

App Domain: helper.myg.cz

Redirect URL: hitps://helper.myq.cz

FIGURE 6.67. Information about the successful creation of the app identifier
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lll. In the Web Browser, enter one of the the following URLs:

o For the root SharePoint site:
https://<site_name>.sharepoint.com/_layouts/15/appinv.aspx
(e.g. https://mycompany.sharepoint.com/_layouts/15/appinv.aspx)

« For aspecific SharePoint site (site collection):
https://<site_name>.sharepoint.com/sites/<specific_site_name>/_
layouts/15/appinv.aspx
(e.g. https://mycompany.sharepoint.com/sites/SCANNING/_
layouts/15/appinv.aspx)

IV. Fillin the App ID (the Client Id from step Ill), and then click Lookup. This should
fill all Fields except for Permission Request XML.

Anp o

| 91725820-73b7-4315-0 | Lopgep

FIGURE 6.68. Searching for the app

01725820-T3b7-431-0C Lockup

Exarnple: "www.contoso.con

https:/helpermyg.cz/

Example: "https/fwww.contoso.com/default.aspx

FIGURE 6.69. Additional fields are automatically filled in.
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V. Copy the below string, paste it to the Permission Request XML field, and then
click Create. You are asked if you trust the MyQ application.

<AppPermissionRequests AllowAppOnlyPolicy="true">
<AppPermissionRequest Scope="http://sharepoint/content/sitecollection/web"
Right="Write" />

</AppPermissionRequests>

Permission Reqguest XML

<AppPermissionRequests
AllowippOnlyPolicy="true">
<AppPermissionRequest
Scope="http://sharepoint/content/sitecoll
ection/web" Right="Write" />
</AppPermissionRequests=»

Cre&e Cance

FIGURE 6.70. Submitting the app's permision request

VI. Make sure that the Documents option is selected under Let it edit or delete
documents and list items in the list (it should be selected by default), and then
click Trust It.

vl

Do you trust MyQ:

Let it edit or delete documents and list items in the list;

Documents ¥

Let it share its permissions with other users.

Let it access basic information about the users of this site, My

Tl'q.lwt Cance

FIGURE 6.71. Allowing the MYQ app to edit and delete documents.

VIl. Now you can leave the SharePoint settings and open the MyQ Web Interface to
finish the setup.
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B) On the External Systems settings tab in MyQ, enter the SharePoint Online
Client ID, Security Key and Site URL

= External Systems

* OneDrive Business Expanc
4 SharePointOnline
Client |0 |91723829-T3b7-4311-90cc-c1a2630%ca73
SECUrit‘_}'—kE'}“: LR R R R R R R e R e Y
Site URL: |https://mycompany.sharepoint.oom/sites/SCA
- Other Expand

- External Systems Expanc

o Egure &K Cancel

FIGURE 6.72. Setting access to SharePoint Online on the External Systems settings tab of the MYQ
Web Interface

I. Open the External Systems settings tab of the MyQ Web Interface. (At the top-
left corner, click MyQ, then click Settings, and then click External Systems.)

ll. On the tab, under SharePoint Online, enter the Client ID and the Security key
(the Client Id and the Client Secret from step from "A) Register the MyQ app in
SharePoint" on page 103), and then click Save.
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2. Creating and setting the SharePoint Online destination

(©) Destination ®
4 General
Type: * | Cloud storage T
Filename template: * | %usernames_Sescanld?

!
m
r

P e LTl ST o, L T TURE [ R, ¥ gy . T gy B[, LI 1T gy Oy

momoEE

Title: | SharePzint Online

Attach metadata file: *

4 Parameters

Type:* | SharePoint Cnline ¥
- Advanced Expand

o Save &K Cancel

FIGURE 6.73. Setting the destination for scanning to SharePoint Online
I. Create a new destination (see "Setting destinations" on page 70).

ll. On the new destination's properties panel, under General, select the Cloud
Storage option in the Type drop-down list box.

lll. Select the SharePoint Online option in the Type drop-down list box under
Parameters, and then click Save.
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3. Connecting users' accounts to SharePoint Online

If the Following two conditions are met, the cloud storage widget is displayed
on the Home screen of the user logged on the MyQ Web Interface:

o There is at least one Easy Scan action with this destination.

« User has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action
B SharePoint Online Conne
Cloud storage

Type Status Action
BI SharePoint Online Connected Discanne

FIGURE 6.74. The Cloud storage widget displayed on user web interface — before and after connecting
to SharePoint Online

To be able to store the outgoing scan file on SharePoint Online, the user has to be
connected.

To connect to SharePoint Online, the user has to perform the Following actions:
1. Log in to the MyQ Web User Interface with your user account.

2. On the Cloud storage widget, click Connect. Cloud storage login dialog box
appears.
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3. Click Login to the cloud storage. The Api Request Authorization dialog box

appears.

4. Sign in to the office account and confirm all permissions. The MyQ Cloud storage

Cloud storage x

1. Legip to the cloud storage.
2 C:j;the given code to the text field below.
3. Click OK to connect MyQ with cloud account.

Code:

o 0K #K Cancel

FIGURE 6.75. Logging to SharePoint Online

login code dialog box appears with the login code displayed inside.

B Sign in to your account - Google Chrome - O x

@ Secure | https:/login.microsoftonline.com/b19336e4-8029-426d-a4e3-428a72e..

‘We have a new sign-in experience!
Try it now

myo

0 Use another account

© 2017 Microsoft =. Microsoft

FIGURE 6.76. Signing in to Google account

5. Copy the given code.

6. Paste the code to the MyQ Cloud storage dialog box.

7. Click OK to connect the cloud storage to MyQ. The SharePoint Online connection

status changes to Connected.
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INFO: If the Operation Ffailed error message appears after the code is
submitted, it can mean that the application's security key stored on the External
Systems settings tab of the MyQ Web Interface is incorrect. In such case, the
MyQ administrator has to re-enter the key on the tab.

|

INFO: The user stays connected to SharePoint Online even after they log out of
* the MyQ Web Interface.
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8.3.11. Scanning to Amazon S3

In order to scan to Amazon S3, you need to:
« setup a bucket on the Amazon console. Your scans will be stored in this bucket.
« create a user who will be used in the MyQ Web U],
« give the created user rights to the bucket,
« fillin a Client ID and Security Key in the MyQ Web U,
« create a terminal action to scan to Amazon S3.

Setting up a bucket on the Amazon S3 console

You need an Amazon account to create a bucket to store the scans in. MyQ does not
require any specific settings for scanning to an S3 bucket.

1. Login to https://console.aws.amazon.com/s3 and
sign in with your Amazon account
or
create a new account.
You need a credit card as proof of name. The credit card will also be used to
charge the use of Amazon S3.

2. Use the https://docs.aws.amazon.com/AmazonS3/latest/gsg/s3-gsg.pdf to guide
you through creating a S3 bucket.

Create a user in Amazon S3

You need to create a user to make a connection between Amazon S3 and the MyQ Web
ul.

1. Login to the Amazon console.

2. Click the arrow next to your login name and select My Security Credentials from
the drop-down menu.
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3. Click Users in the Identity and Access Management (IAM) pane.

Services ~  Resource Groups ~ % [l MyQTest v Global v  Support ~
Identity and Access clel e
Management (IAM) ‘
~ AWS Account Q Find users by username or access key Shesapasl
(119106932915)
Dashboard Username v Groups Access key age Password age Last activity MFA
Groups J TestGroup @© Today None None Not enabl
Users
Juan TestGroup @ 7days 7 days Today Not enabl
Roles
it TestGroup @ 7days 5 days Today Not enabl
Policies

Identity providers
Account settings

Credential report
Encryption keys

Q

~ AWS Organizations

@ Feedback @ English (US) 2008 - 2019, Amazon Web Services, Inc. of s affiates. Al rights reserved.  Privacy Policy  Terms of Use

FIGURE 6.77. Amazon - Identity and Access overview
4. Click Add user.
5. Follow the instructions to create the user.
6. Copy and paste the Client ID and the Acces Key ID of the created user.

Give user access rights to the bucket

To give bucket permission to the user you can follow this link or follow the short
procedure below.

1. Click Policies in the Identity and Access Management (IAM) pane.

2. Click Create a new Policy. The policy settings should be like in the picture.
If you do not want to give access to all buckets: deselect Any and click Add ARN
to enter a specific bucket.
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7.

8.

Visual editor |~ JSON
Expand all | Collapse all

v $3 (32 actions)

b Service

» Actions

~ Resources
close

» Request conditions

S3

Write

AbortMultipartUpload
CreateBucket

CreateJob

DeleteBucket
DeleteBuckefWebsite
DeleteObject
DeleteObjectversion
GetBucketObjectLockConfiguration
GetObjectLegalHold
GetObjectRetention
PutAccelerateConfiguration

® specific

PutAnalyticsConfiguration
PUtBucke{CORS
PutBucketLogging
PutBucketNotification
PutBucketObjectLockConfiguration
PutBucketRequestPayment
PutBucketversioning
PutBucketwebsite
PutEncryptionConfiguration
PutinventoryConfiguration
PutLifecycleConfiguration

Al resources

bucket Any resource of type = bucket
job Any resource of type = job
object Any resource of type = object

Specify request conditions (optional)

Import managed policy

Clone = Remove

PutMetricsConfiguration
PutObject
PutObjectiegalHoid
PutObjectRetention
PutReplicationConfiguration
ReplicateDelete
ReplicateObject
RestoreObject
UpdatelobPriority
Updatelobstatus

< Any

< Any

v Any

Cancel Review policy

FIGURE 6.78. Settings for Group policy - Amazon S3

Click Groups in the Identity and Access Management (IAM) pane.

Click Create New Group. Give the group a name and Save it.

Click Add Users to Group.

Add the created user to the group.

Click the Permissions tab and click Attach Policy.

Select the policy you just created and Save it all.

The user has now Write access to the created bucket.

Use Client ID and Security Key

To setup a connection between the MyQ Web Ul and Amazon S3:

1.

2.

114

Go to MyQ - Settings - External systems.

Fill out under AWS the Client ID and Acces Key ID you copied and pasted in the

previous procedure.

Click Save.
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Create terminal action for Amazon S3 Cloud storage

1. Login to the MyQ Web UL.
2. Goto MyQ - Settings - Terminal actions.

3. Double-click Easy Scan in the House screen menu.
The Easy Scan pane appears at the right of the screen.

4. Fill out the fields in the General tab.

5. Click the Destinations tab.

6. Click Add.

7. In the Destination pane select Cloud storage as Type.

8. Select Amazon S3 as Parameters.

(Z) Destination x
4 General
Type * | Cloud storage e

Filename ternplate: * | %cusername?:_%escanld?

Titles

Attach metadata file: * [

4 Parameters

Type:® | Arnazon 53 w
Bucket: *
Region: *
Folder path:
- Advanced Cxpand
+ Save K Cancel

FIGURE 6.79. Settings for Cloud storage - Amazon S3
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9. Fill out the fields:
i. Bucket: the name of the Amazon S3 bucket to store the scans in.

ii. Region: the region you have set when creating the bucket.
iii. Folder path: enter the path of a sub folder.

8.3.12. Setting parameters of the Easy Scan feature

On the Parameters tab, you can set the scanned Ffile's parameters, such as resolution
and format. You can select from a number of options for each parameter.

=y Easy Scan x
General | Destinations | Parameters
Cﬂi Add Edit Delete
R... | Title Value Type
£ | Resolution Machine default Code book
&  Color Machine default Code book
£l | Format Machine default Code book
£  Duplex Machine default Code book
£ | Continuous scan Disabled Code book
E8l  Scan Separation Machine default Code book
£  Criginal Image Machine default Code book
£  Original Crientation Machine default Code book
£  Density Machine default Code book
&  Size Machine default Code book

FIGURE 6.80. Parameters tab on the easy scan action node properties panel

Predefined parameters are described in the Predefined parameters section below;
for information on creating your own parameters, see "Creating custom parameters"” on
page 124.

NOTICE: All parameters are dependent on the particular printing device type.
Therefore, some values might not be available.
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NOTICE: Some parameters (resolution, color) significantly influence the scanned
¢ file's size. For example, a combination of higher resolution and full color will
dramatically increase the Ffile size.

Predefined parameters

NOTICE: With the DeFault option selected as a parameter's Default Value
! type, the actual values are taken from the default scan settings of the printing
device.

Resolution
The outgoing file's resolution. You can select from the following options:

« 200 dpi
300 dpi
400 dpi
600 dpi
1200 dpi
« Default

Color
The outgoing file's color scale. You can select from the following options:

« Color

Grayscale

B&W (two tones)
Automatic
Default

NOTICE: The B&W (two tones) setting is available for all Format options
¢ except for JPEG. If JPEG is selected, the Color setting will be automatically
changed to Grayscale.

Format

The outgoing file's format. You can select from the following options:
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PDF
JPEG
TIFF
XPS
HCPDF
Default

Duplex
Simplex and Duplex scanning options. You can select from the following:

« Single Sided

« Duplex - binding on top
« Duplex - binding on side
« Default

Continuous scan

With the continuous scan option Enabled, scan jobs are not sent until Done is tapped.
After clicking Scan, the printing device scans another page. You can select from the
following:

« Disabled
« Enabled
« Default
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Add Pages

To add more pages to the document, place D Legal (8.5x14)
them in the document feeder or on the glass,
and then touch "Scan”.

Select "Done" if there is nothing more to scan. [ statement (5.5x8.5)

[ oficio (8.5x13)

[ Ledger (11x17)

A3 (297x420 mm)

[N Executive (7.25x10.5)

A4 (210x297 mm)
A4 = (210x297 mm)
A5 = (148x210mm)
A5 [0 (148x210 mm)
B4 (257x364 mm)

B5 (182x257 mm)

D000

FIGURE 6.81. Continuous scan terminal screen
Scan separation

If a document with multiple pages is scanned, scanned pages can be stored either
separately (each page in a separate file) or all together in one file. You can select from
the fFollowing options:

« All pages together
« Separate each page
o Default

NOTICE: The Separate each page option is available for all formats except for
"~ XPS. If XPS is selected, the scanned pages will be stored in one file.
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Original Image

Determines the way in which the printing device is going to process the scanned page.
You can select from the following options:

o Text + Photo
« Photo

o Text

« Default

Size

The scanned output's size. This determines the size of the scanning area, therefore it
should correspond to the actual size of the scanned paper. You can select from the
following options:

o Automatic
[ ] A3

¢« A4

e« A5

« Folio

o Ledger

o Letter

o Legal

o Statement
« Default

Mixed size

This parameter enables automatic paper size recognition when different sizes of paper
are used during scanning. You can select from the following options:

« On: The Size parameter is ignored and the size of each scanned image is
recognized by the printing device

« Off: The Size parameter is used to decide the size of the scanned image

« Default

. NOTICE: To be able to use the Mixed size setting, A4, A3, Ledger or Letter
" option must be selected in the Size setting.
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Skip blank pages

With this parameter, you can select to skip blank pages in the scanned document. You
can select from the following options:

o Default
e Yes
e NO

Enabling users to change Easy Scan settings on the terminal screen

You can allow users to change their scan settings from the terminal screen. To do this,
you have to modify the settings of the particular parameter on the Parameters tab on
the Easy Scan action node properties panel.

@ MyQ

‘ Scan Profile

Resolution
Default

Color
Default

'

Format
Default

Duplex
Default
Original Image
Default

Size
Default

%

FIGURE 6.82. The Resolution setting can be changed on the terminal screen, other settings are locked.

To allow users to change their scan settings, open the parameter properties panel,
uncheck the Prohibit change of value option and Save.
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T Parameter x

Title: | Resolution

Type: | Code book ¥

Code Bock: | Resolution r
Default value: | Machine default -
Regquired: [+
Prohibit change of
walue:
 Advanced Expanc

o SMEI} &K Cancel

FIGURE 6.83. The Prohibit change of value option is deselected.

INFO: By default, all predefined parameters are locked (the Prohibit change of
value option is checked).

- |
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8.4. Advanced settings of the Easy Scan action

This section describes the advanced settings of the Easy Scan action, particularly
attaching metadata and creating your own scan parameters. These settings are not
necessary for the simple run of the Easy Scan feature, but they can be very useful; for
example, you can enable users to select the scan destination or you can use a
DMS software to extract additional information from the attached metadata file.

8.4.1. Attaching a file with scan metadata

<?xml version="1.0" encoding="UTF-8"?>
- <scanDatax
<timestamp>2015-12-11 08:08:13 < /timestamp>
zprofile>Easy Scan - My Folder < /profile>
zusername>Kohei< /username:=
+ <version=
- =fields=
+ =field=
+ =field=
+ =field=
+ =field=
+ =field=
+ =field=
+ zfield=
+ zfield=
+ zfield=
- zfield=
zname=Size</name=
zreference>scan.size < /reference=
=zvalue>Ad=/valuez
zcode=1303</code>
< ffield=
- =field=
<name>0utput Folder</name:>
=zreference=folder</reference=
=zvalue>Kohei</value>
< ffield=
=/fields>
- =files=
=file=Kohei_2015-12-11_08-08-13.pdf</file=
= [files=
<ip=10.1.3.46</ip>
< /scanData>

FIGURE 6.84. File with metadata of a scan

MyQ can generate a file with metadata, containing basic information about the
outgoing scan file and all of the scan's parameters. You can create new parameters for
additional information to be included in the metadata file. Third-party DMS software
can be used to extract the information from the metadata file and process the scan File.
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For example, it can store the scan file in different places depending on the values of
the metadata file's parameters.

To activate sending of the metadata file, select the Attach metadata File option on
the Destination tab of the action node properties panel. The metadata file is sent as a
separate file in XML format with the same name as the scanned document. It is saved
to the same folder, or sent to the same destination as the scanned document.

(&) Destination x
< General
Type:r® | [empty] ¥
Filename template: * |%username?_%scanld3t

Title:

Attach metadata file: *

FIGURE 6.85. Selecting the Attach metadata File option on the Destination tab

INFO: For information on setting the scan destination, see "Setting destinations"”
on page 70.

- |

8.4.2. Creating custom parameters

You can create new parameters to be used in the scan metadata or as parts of file
names, addresses, subjects and email bodies, and as paths to folders, passwords to
folders etc. The following parameter types can be created: Text, Password, Yes/No,
Code Book User Properties, Device Properties.

Adding the parameter

= Easy Scan - My Folder x

General Destinations Parameters

% f-w;:l Fdit Delete

R... | Title Value Type
= | Resolution Machine default Code book
5  Color Machine default Code book

FIGURE 6.86. Parameters tab of the Easy Scan - My Folder action node properties panel
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1. On the action node properties panel, open the Parameters tab.

2. On the tab, click +Add. The new Parameter properties panel opens on the right
side of screen.

3. Set the parameter, and then click Save. The new parameter is displayed on the
list on the Parameters tab.

Parameters settings

7+ Parameter b 4

Title: *
Type:* | [empty] ¥
Required:
Prohibit change of
value:

4 Advanced

Reference:

o Save &K Cancel

FIGURE 6.87. Properties panel of a new parameter

o Title: The parameter's name

. Type:

o

[¢]

Text text (string) typed by the user on the embedded terminal
Password: password to a user's account
Yes/No: Boolean parameter with two options: Yes, No

Code Book: the parameter uses a list of values from internal code lists,
contacts from a MS Exchange account

User Properties: the parameter can represent MyQ user properties (see
"Editing user accounts"” under "Users”in the MyQ Basic Installation Guide)
within the metadata file of the scanned document

Device Properties: the parameter can represent MyQ printing device's
properties (see "Editing printing devices" under "Printing devices" in the
MyQ Basic Installation Guide) within the metadata file of the scanned
document
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« Default value: A predefined value/option that will be used if nothing else is
selected.

« Required: The parameter value has to be defined. If the parameter does not have
a default value, users are not allowed to print before this value is entered in the
particular text box on the terminal screen.

« Prohibit change of value: If this option is selected, the parameter cannot be
changed by the users on the terminal screen.

« Reference: String that is used as a reference to the parameter. A parameter with
the parameterX reference is referred to as %parameterX% in MyQ. For
example, the reference of the often used user name parameter is username; the
parameter is referred to as %ousername%.

Text parameters

You can use these parameters in a variety of strings in MyQ: names of files, addresses,
subjects or email bodies, paths to folders and many other.In the Default value field,
you can assign the default. In the Validator field, regular expressions can be used to
define or limit the user's input.

Password

This parameter is used together with the Logged user option for the user scan storage
destination. Users type the password to their domain account to access their shared
folder there. For more information about the password use, see "Enabling users to scan
to their home folder protected by password” on page 141.

Yes/No parameters

You can use these parameters in the scan metadata file to provide answers on Yes-No
questions concerning the scan, such as if the scan is private or if it should be archived.

INFO: Parameters of this type have the Required option selected by default and
/ cannot be deselected as they always have a value — the default value being No.
By selecting the DeFault value option, you change the default value to Yes.

Code book

Users can select options from lists of values used in metadata and destinations.
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« Internal code list: You can predefine code lists with values and use the values as
options available for users. For information on how to create internal code lists,
see "Creating Code Lists and Codes on the MyQ Web Interface"” on the next page.
For more information about their use, see "Enabling users to select the output
folder from a code book" on page 143.

« LDAP sourced list: This parameter enables selecting scan recipients directly
from an LDAP server by importing the codes from the server. For information on
how to create the LDAP Source code books, see "Creating LDAP Source code
books" on page 133. For more information about their use, see "Enabling users to
search recipients via LDAP Source code books" on page 146.

« MS Exchange Address Book: You can use this code book to get personal
contacts from an MS Exchange server. The contacts are retrieved using an account
defined by the administrator in the MyQ Web UI. This account requires special
rights on the MS Exchange server that allow it to access other users' mailboxes.
The user will see the first 50 contacts on the terminal. To look for more contacts
they would have to use the search function. For information on how to create an
MS Exchange Address Book, see "Creating an MS Exchange Address Book code
book" on page 137.

NOTICE: Items from external code books marked as favorite by the users are
¢ deleted if they are not available at the data source, e.g. data deleted or renamed
on the source.

User Properties

You can select one of the following values to be represented by the parameter:

o User name

o Full name

« Email

« User's scan storage
« Personal number
« Phone

« Notes

o Accounting Group

Device Properties

You can select one of the following values to be represented by the parameter:
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« Name

o Location

« |IP address

« Brand

« Model

« Serial number
o Asset number
« Notes

8.4.3. Creating Code Lists and Codes on the MyQ Web Interface

On the Code Books settings tab (MyQ - Settings - Code Books), you can define your
own code lists and add multiple codes with defined values for each of them.

mvo - (353 Settings: Code Books

% Settings ED Code Books
i License
- General Expand

== Server Type & Cloud

% Ceneral o Save & Cancel
‘% Personalization EH Code Books

L Task Scheduler =ﬂ‘ Add - Actions & Refresh

% MNetwork Mame Type
A - Addresses Internal code list
== Authentication servers i :

E-mails Internal code list

=
= SNMP Falders Internal code list

FIGURE 6.88. The Code Books settings tab

Adding and deleting code lists
Adding a new code list

To add a new code list, do the following:
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1. On the Code Books settings tab, click +Add.

EE Code Books
% Add - Actions & Refresh

MName Type

FIGURE 6.89. Adding a new code list

2. In the drop-down, select Internal code list. The new code list's properties panel
opens on the right side of screen.

EB Code Books

|% Add - Actions & Refresh
LDAP Source Type

Internal code list

FIGURE 6.90. Creating a new Internal code list

3. On the panel, enter the name of your new code list and click Save. The new code
list is added to the list on the Code Books settings tab.

|} <no name> x
General Rights
Mame:* |Cutput Folder
L Saveh K Cancel
# Add Actions R Tools = [ &
Code Description Rights
The list is empty

FIGURE 6.91. Entering the code list name
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4. Itis necessary to assign rights to the new code list. On the Rights tab of the
properties panel, you can provide users or groups of users with the right to use
the code list. Click Add User and select the user or group from the drop-down.
Check the boxes for the rights you want to assign to them : View Enum, Manage
Enum, Manage Enum Items.

| | Test code book
General Rights

g AddUser o7 B &

_':ﬂ. All users -

View Enum
Manage Enum
Manage Enum ltems

o QK & Cancel

FIGURE 6.92. Assigning rights
Deleting a code list
To delete a code list, do the following:

« Select the code list, open the Actions menu on the Code Books toolbar, and
then select Delete. You can also right-click on the code list and click Delete).

B Code Books

== Add - & Refresh

Mame g | Edit

Addresses /#" Test code list
E-mails * Deletelbf'i ete code list
Falders meermarcode list

FIGURE 6.93. Deleting a code list
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Adding, importing and deleting codes from a code list

The codes are added, imported and deleted on the properties panel of the code list.

| | Output Folder 4

General Rights

MName:* |Cutput Folder

o Save &K Cancel
% Add Actions & Tools [ &
Code Description Rights
CAScanned Do...  Eliot (Home) ,_:', Eliot kate
CAScanned Do... | Eliot (Work) \_’-:' Eliot kate

FIGURE 6.94. The properties panel of the Output Folder code list
To add a new code to an existing code list:

1. Double-click on the code list (or right-click the code list and click Edit). The code
list's properties panel opens on the right side of the screen.

2. On the panel|, click +Add.

3. Enter the code name and its description (the description will be shown on the
terminal). You can also assign access rights to this code to users or groups. Finally,

click OK.
C'} Add Actions B Tools [ &
Code Description Rights
CA\Scanned Do...  Eliot (Home) B Eliot kate
CA\Scanned Do... © Eliot (Work) PJ Eliot kate
CAScanned Docuw| Carol (Home) ,_':, Carol Caye i

GI{I} Cancel

FIGURE 6.95. Adding a new code to a code list
To import codes from a CSV File

1. Double-click on the code list (or right-click the code list and click Edit). The code
list properties panel opens on the right side of screen.
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2. On the pane|, click Tools, and then click Import from CSV File.

ES Tools ~ [ &

Show archived

C% Add Actions
Code Descrig =
Ascending sort

C'i'=' Im:u;:u%fru:m CSV file

dZ

FIGURE 6.96. Importing codes from a CSV file

3.

In the dialog box, Browse and select the file, select the Column delimiter used
in the file, select the character set (Charset) used in the Ffile, choose if you want

to Update existing values and/or Skip header line, and click OK.

Import from C5V file

= i EeeE e e Fhe iferm rocde o = e=ra | = T e T

Choose File | Codes.csy

C5V file: *
Column delimiter: * | r
Charset: * | UTF-16 -
Update existing values
Skip header line
o OK &K Cancel

FIGURE 6.97. Setting the import

INFO:

Each line of the CSV file has to consist of either one, two or three columns. The
first column contains the code, while the optional second and third columns
contain the code's description and the users or groups with access to this code.

Codel;This 1s code 1;21]1 users
Code2;This is code Z;"eliot.kate,carol.cays"

Code3

FIGURE 6.98. Example of the CSV file
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To delete a code from a code list

1. Double-click on the code list (or right-click on the code list and click Edit). The
code list properties panel opens on the right side of screen.

Right-click the code that you want to delete. A drop-down box appears.

2.
3. On this drop-down box, click Delete.
'=2=' Add 4 Actions ~ | [l Tools =
Code Description
Jane lans
Kohei ¢  Edit
Eliot
+ Down
= Archive
F . Delﬁ Delete

&

FIGURE 6.99. Deleting a code from a code list

8.4.4. Creating LDAP Source code books

On the Code Books settings tab, you can create code books with values taken from the
users' attributes on external LDAP servers. For example, you can create a code book

with users emails.

[ Code Books

4 General
Cache code book for: |10 minutes
El Code Books
% Add - Actions = | & Refresh
Mame Type
Emails LDAP
Folders LDAP

o Save &K Cancel

FIGURE 6.100. The LDAP Source code books settings tab
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INFO: The Cache code book for setting in the General tab of the code book
properties, determines for how long the code book will be cached in MyQ to be
* available in case of a lost connection between the MyQ server and the LDAP

Sserver.

Adding a new LDAP Source code book
To add a new code list, do the following:

1. On the Code Books settings tab, click +Add.

EH Code Books
C'} Add - Actions & Refresh

MName Type

FIGURE 6.101. Adding a new LDAP Source code book

2. In the drop-down box, select LDAP Source. The new code book's properties panel
opens on the right side of the screen.

EB Code Books

E}' Add - Actions & Refresh

LDAP Source Type

Internal code list

FIGURE 6.102. Creating a new LDAP Source code book
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3. On the panel, enter the code book Title, Server, User and Password, one or
more Base DNs and eventually, Filter. For information about these settings, see
"Code Books Settings" on the next page.

Title: * |Emails
Server; © | testAD.local -
User: * |Administrator
Password: *
Base DMN: * |OU=famous_people, OU=MYQ_IMPORT_TEST,DC=test *
== Add
Filter: |objectClass=user
department=Writers

FIGURE 6.103. Filled details of the code book

4. Under Properties, define the titles and values of the code for each user by
entering his or her attributes from the LDAP database. For example, you can
enter the cn attribute as the Title and the mail attribute as the Value. This way,
each code will contain the user's email and its title will be the user's Full name.

4 Properties
Title: * |cn

YValue: * |mai

FIGURE 6.104. Properties section of the code book properties panel

5. Click Save at the bottom at the panel.
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INFO: To test the code book and connection to the source LDAP server, right-
click the code book, and then click Test. The Code Book dialog box appears. To
find a user, you need to enter initial letters of the Title attribute, as MyQ uses
prefix query.

Code Book: Emails x

Search C"a{
o OK & Cancel

L, Only first 15 items are visible

Charles Dickens: Dickens@mail.com

FIGURE 6.105. In the dialog box, you can see results of searches for particular items.

Code Books Settings
General
Title

The code book's name
Server

The LDAP server that you want to import the attributes from
User

The user name for accessing the LDAP domain server
Password

The password for accessing the LDAP domain server
Base DN

Here you can enter the base domain or domains that you import the attributes from.

Click +Add to add a text box for the new base DN, and then enter the domain. You can
add multiple domains this way.
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Filter
You can filter the users import by specifying the attributes' values.

Attribute=Value. Users with different values in this attribute are not accepted and are
filtered out of the import.

You can use the * symbol to search for substrings. The symbol can be appended from
both sides. For example, if you add a cn=*in* condition, only users whose common
name attribute contains "in" are accepted.

Add one condition per one raw. Users are accepted if they satisfy at least one
condition.

8.4.5. Creating an MS Exchange Address Book code book

On the Code Books settings tab, you can use an MS Exchange Address Book to
retrieve personal contacts from the user's mailbox from the Exchange Server. You can
set parameters for Email, Fax and Phone.

INFO: After opening the code book on the terminal, the first 50 items are
/ shown. The user can Search for not listed items by using the name of the not
displayed contact. Email, Fax and Phone are separately shown.

Adding an MS Exchange Address Book code book
To add this type of code book, do the following:
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1. On the Code Books settings tab, click +Add.

2. Select MS Exchange Address Book. The new code book's properties panel

opens on the right side of the screen.

El <no name:=

General

Marme: *
Servern *
Uzer *
Paszword: *

Security: *

Mone w

o Save ,#Test K Cancel

FIGURE 6.106. Creating a new MS Exchange Address Book code book

3. Fill the mandatory fields out as follows:

« Name: Add a name for the code book

« Server: The host name or the IP address of the MS Exchange Server.

User:The name of the user with admin rights on the MS Exchange Server.

« Password:The user's password.

Security: Select None or SSL.

4. Click Test to check the connection to the MS Exchange Server.

5. Click Save to make it available.
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8.4.6. Custom parameters examples

In the following sections you can see examples of how to use the custom parameters.

Providing additional information in a metadata file

In this example, you can see how to use parameters for obtaining additional
information about the scan file or any other data provided by users. The parameter can
be Text or Yes/No.

@ MyQ

‘ Scan Profile

# Should the scan be archived? (]

FIGURE 6.107. Options selected by users will be included in the scan metadata file

As an example, we will create a Yes/No type parameter called Should the scan be
archived?.

I. The Title will be shown on the screen, therefore we name it Should the scan be
archived?.

Il. The Typeis Yes/No.

lll. The Required option is selected by default and cannot be deselected as it always
has a value.

IV. The Default value is left unchecked..
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V. We do not have to use the reference, as the parameter is not going to be used in
any string in MyQ. Therefore, we can Save the parameter settings.

T Parameter x
Title:* |Should the scan be archived?
Type:™ | Yes/No r
Default value:

Reguired:

Prohibit change of
walue:

4 Advanced
Reference:
o 5|>!ge &K Cancel

FIGURE 6.108. Setting the Should the scan be archived? parameter

The following two figures show two possible values of the Should the scan be
archived? parameter. A DMS software can automatically archive the scans with value 1
into a predefined folder.

- =field=
=zname>=Should the scan be archived?</name=
<reference/=
<valua/>
< ffield =

FIGURE 6.109. No value on the <value/> raw means that the answer was No.

- =field=
zname>Should the scan be archived?</name=
zreference/=
zvalue=1</value=
< ffield =

FIGURE 6.110. Value 1 on the same raw means that the answer was Yes.
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Enabling users to scan to their home folder protected by password

If you do not want to give to the MyQ server universal access to users' shared folders,
but instead want to provide each user with separate rights to access their shared folder
from MyQ, you can enable the scanning users to enter the password to their LDAP
domain account to access the shared folder there.

) MyQ

‘ Scan Profile

Password

FIGURE 6.111. Users are prompted to type the password to their accounts on the domain before the
scan is sent.

To be able to access their shared folders, users should have the LDAP domain defined
in MyQ. The information about the domain is taken either from the Authentication
server setting on the user's properties panel in MyQ, or from the user's MyQ user
name (if the name is in the form LDAPusername@domain.local).

During the scanning, after the password is entered and submitted, MyQ takes the name
of the user's domain (either from the Authentication server setting, or from the back
part of the user name) and attempts to log on the user's account on this domain (either
the whole user name, or its front part). If the password is correct, MyQ saves the scan in
the shared folder, otherwise it displays the error message "Error while delivering a
scan X/Y. Unable to write to the folder.".
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User name: * |userk@domainX.loca

FIGURE 6.112. Itis possible to include both account information in the user name.

User name: * | userx

Authentication server; | domainX.loca -

FIGURE 6.113. Ifitis not part of the user name, the domain is taken from the Authentication server
setting.

INFO: For information about the Append the domain name to the username
/ import option of LDAP synchronization, see "User Import and Synchronization” in
the MyQ Advanced User Management Guide.

Setup of scanning to the password protected home folder

The setup has to be performed on two places of the Easy Scan properties panel: you
have to set a new Password type parameter on the Parameters tab and the User's
scan storage destination on the Destinations tab.

1. On the Parameters tab, create a password parameter For access to shared
folders on users' accounts

Create a parameter with the following properties:

Title: Password
Type: Password
Required: selected

« Reference: password

T Parameter x

Title: * |Password

Type:* | Password ¥
Required: |+
4 Advanced

Reference: |password

o Save &K Cancel

FIGURE 6.114. Settings of the Password parameter
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2. On the Destinations tab, create and set the User's scan storage destination

Under Parameters, select the Connect as: User doing the scan option and select the

newly created parameter in the drop-down list below this option.

{z) Destination

4 General
Type:* | User's scan storage ¥
Filename template: * |%tusername?_%scanldit
Title:

Attach metadata file: *

4 Parameters

Connect as: * MyQ Print Server service
® User doing the scan
Password

®

Enabling users to select the output Folder from a code book

FIGURE 6.115. The User doing the scan option is selected.

In this example, we will show how to enable users to select the scan destination folder
from a predefined code book. Let us suppose that we have already created and saved
the Easy Scan action node for this action (see "Adding new action nodes" on page 63)
and that we have created a code book named Folders which has names of folders as its
values (see "Creating Code Lists and Codes on the MyQ Web Interface” on page 128).
The next step is to add and set up a new Code Book parameter and a new Folder
destination for the Easy Scan action. The parameter is then used as a part of the path to

the folder.
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Kohei

Eliot

Jane

FIGURE 6.116. Users can select the destination on the Output folder screen of the embedded terminal
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1. Create and set the Code Book parameter for the output fFolder

Create a new parameter (see "Creating custom parameters” on page 124) with the
following settings: select the Code book type, select the predefined code book (in our
example Folders), select the Default value (optional), deselect the Prohibit change
of value option and enter the reference name of the parameter (in our example
fFolder) in the Reference text box.

T+ Parameter x

Title: * | Qutput Folder

Type:* | Code Bock r
Code Book: * | Folders -
Default value: -

Allow multiple values:
Allow custom values:
Required: |+
Prohibit change of
value:
4 Advanced

Reference: | folder

o Save &K Cancel

FIGURE 6.117. The parameter is set on the Parameters tab on the action node properties panel
If you want to allow users to select multiple recipients, select Allow multiple values.
If you want to allow users to enter their own value, select Allow custom values.

If you don't want to allow empty value of the parameter, select the Required option so
that users have to enter its value before sending the file.

Optionally, you can select a default value to define the folder where the output files
will be saved, if users don't change it.
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INFO: When defining the code book on the Code Books settings menu, you can
set a description that differs from the name of the parameter. Users will see this
description on the embedded terminal screen.

Code Description Rights
. . . -
. Scanned Docu...  Elict (Home) o, Elict Kate
e 8 Eiot Kate
Scanned Docu... | Eliot (Work) i, Eliot Kate
. A~ -
Scanned Docu,..  Carol (Home) &t Carcl Caye
n \ A - -
Scanned Docu..,  Carol (Work) ot Carcl Caye

FIGURE 6.118. Codes and their descriptions

2. Create the new Folder destination and use the parameter as a part of its
destination

Create and set up a new destination (see "Setting destinations" on page 70). For this
destination, you can use the parameter as any part of the destination path set in the
Destination folder text box. To use the parameter, enter its reference name (set on
the parameter's properties panel under Reference in the Advanced section; see
FIGURE 6.117 on the previous page) bounded in percentage signs as part of the path.

Destination folder: * |V\Users\3folder® |

FIGURE 6.119. The destination set on the Destinations tab contains the %folder% parameter

In our example, we used a parameter with the reference name Folder as the folder
where the files are stored (\\Users\%Ffolder%), but we could have as well created a
parameter with the full path to the folder instead.

Enabling users to search recipients via LDAP Source code books

In this example, we will show how to enable users to search for recipients on LDAP
servers via LDAP Source code books.

LDAP Source code books contain two parameters: Title and Value. The value of the
Title parameter is used as an input for search in the LDAP database and the Value
parameter defines the value returned by the database.

For our sake, we will use an LDAP Source code book with the cn attribute assigned to
the Title parameter and the mail attribute assigned to the Value parameter. For more
information on how to create LDAP Source code books, see "Creating LDAP Source code
books" on page 133. We will also create a new parameter and a new folder destination
for the feature.
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The scanning user types a string to be used in a search query. MyQ sends the query to
the LDAP database to search for user accounts, whose cn begin with the entered string.
The scanning user can select from the

returned accounts. After he or she selects the account, the value of the mail attribute
of the account is used as the scan destination.

NOTICE: To find the recipient, users need to type initial letters of the value of
the attribute assigned to the Title parameter, as MyQ uses prefix query. To find
a user with the cn attribute value Carol Kai, users need to type for example C,
Car, Carol or Carol Kai, and then select from the search result.

1. Create and set a new LDAP Source code book parameter for the output
folder

Create the parameter with the following settings: select the Code book type, select
the LDAP Source code book that you want to use, deselect the Prohibit change of
value option and enter the reference name in the Reference text box.

If you want to allow users to select multiple recipients, select Allow multiple values.
If you want to allow users to enter their own value, select Allow custom values.

If you don't want to allow empty value of the parameter, select the Required option so
that users have to enter its value before sending the file.

[ Parameter x

Title: * | Recipients
Type: * | Code Bock ¥
Code Book: * | Emails -
Allow multiple values: [+
Allow custom values: [+
Reguired: |+
Prohibit change of
value:
4 Advanced

Referance: |recipients

o Save &K Cancel

FIGURE 6.120. Properties tab of the LDAP Source code book parameter
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2. Create a new Email destination and use the parameter as the recepient there

Create a destination of the type Email and enter the parameter in the Recipient text
box there. For more information on how to create destinations, see "Setting
destinations" on page 70.

(&) Destination F 4
4 General
Type:* | Emai r

4 Parameters

L= L

Recipient: * |recipients3t

FIGURE 6.121. The Recipient text box on the Destinations tab with the %recipients% parameter

¢ NOTICE: The parameter has to be enclosed in % signs.
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8.5. Easy Scan to OCR

Optical Character Recognition is a service that converts scanned documents to a
searchable and editable Format, such as an MS Word document or a PDF. If you want to
employ this functionality, you can either use the MyQ Optical Character Recognition
(OCR) server, which can be purchased as a part of the MyQ solution, or a third party
application.

@ MyQ

‘ Scan Profile

Resolution
Default

Color
Default

Format
OCRTXT

Duplex
Default

Original Image
Default

Size
Default

FIGURE 6.122. Users can select the OCR format before scanning the document

Users can send the scanned file to OCR without using the easy scan feature — just by
sending the file to predefined email addresses. However, using the Easy Scan feature
simplifies the process of selecting the right OCR option and sending the File.

To enable using OCR together with Easy Scan, you have to create OCR profiles and
enable users to select them on the embedded terminal. By setting the profiles, you
define the input folders for the OCR software. Name of the profile should be related to
the OCR action defined for this input folder. For example, if you want to convert
documents in the folder to DOC format, you can name the profile OCRDOC and instruct
the software to convert every document scanned to this profile (stored to the OCRDOC
folder) to Microsoft Word format.
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INFO: For more information about using the OCR service in MyQ, see "Optical
. Character Recognition (OCR)" under "Scan Management” in the MyQ Basic
Installation Guide.

INFO: For information on how to purchase the MyQ OCR server, please contact
* the MyQ Sales department.

To set up the OCR feature, do the following:

1. Create an OCR profiles:

« Go to MyQ, Settings, Scanning&OCR , in the OCR section, click Add next to
Profiles and enter the profile name.

< [ OCR working folder: * | %app%\OCR

B Terminal Actions g OCR server needs 1

LA T T

yid data 1c

(= Scanning & OCR Profiles: o Add
Gl Price list
Mame
Users CCRDOC
'ﬁ Palicies oCReer
COCRTXT

ol o
dis User Synchronization

=l Credit Profiles are available in the Easy Scan termina

FIGURE 6.123. OCR Settings on the Scanning&OCR settings tab on the MyQ Web Interface

150 MyQ HP Embedded Manual



8. Terminal Actions - 8.5. Easy Scan to OCR

« The OCR profiles are added to values of the Format parameter of the Easy Scan
action.

T Parameter x

Title: | Format
Type: | Code book ¥

Code Book: | Format

Default value: | PDF -
Required: PDF
Prohibit change of JPEG
value: |TIFF
KPS
 Advanced Expand LCPDE
Machine default
OCRPDF
RTXT

-
L
CRDOC

o O

FIGURE 6.124. The OCR profiles among other values of the Format parameter

« On the Scanning&OCR settings tab, under OCR working Folder, you can change
the folder where the scanned data are sent. However, we recommend you not to
change the default folder (C:\ProgramData\MyQ\OCR)).

« The OCR folder contains two sub-folders: in and out. In the in folder, the scanned
documents are stored before being processed. In the out folder, the processed
documents are saved by the OCR software and are ready to be sent.

(€ - 1 C:\ProgramData\MyQ\OCRAin
Y Favorites Mame - Date modified
B Desktop OCRDOC 1/6/2016 1:13 AM
4. Downloads OCRPDF 12/14/2015 503 AM
‘| Recent places OCRTXT 1/6/2016 1:15 AM

FIGURE 6.125.The folders where the documents are stored to be proceed by the OCR software

INFO: MyQ creates the OCR folder the first time a file is sent to the
particular profile.
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2. Enable users to select the appropriate OCR Folder on the embedded terminal

I. On the Easy Scan action node properties panel, on the Parameters tab, on the list
of parameters, double-click the Format parameter.

ll. Deselect the Prohibit change of value, and then click Save.

T+ Parameter x

Title: | Format
Type: | Code book ¥
Code Book: | Format r
Default value: | Machine default -
Required: [+

Prohibit change of
value:

- Advanced Expanc

o Save &K Cancel

FIGURE 6.126. The prohibit change of value option is deselected

OCR processing

The OCR software should listen to the document sub-folders of the in folder
(in\OCRDOC, in\OCRTXT,..), process the file sent there, save the converted
document to the out folder and delete the source file from the in\*** folder.

MyQ listens to the out folder, sends the converted file to the destinations defined on
the Destinations tab (see "Setting destinations” on page 70) and deletes it from the
folder.

NOTICE: The file sent to the out folder by the OCR software must have the
¢ same name as the source file in the in\*** folder. If the name of the converted
file differs from the source file, it is deleted without being sent to the user.
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8.6. Easy Copy

With the Easy Copy feature, users do not have to go to the often complicated and
confusing copy screen of the printing device — they can copy directly from the MyQ
terminal home screen with a single touch. Upon tapping the button, MyQ can simply
proceed copying using the default settings of the printing device, or it can use different

values of the Easy Copy action parameters.

By adding multiple Easy Copy action nodes and giving rights to different users or
groups, you can create a variety of copying options for the selected users and groups

(see "Adding new action nodes" on page 63).

L | Easy Copy — Black

General Parameters

Enabled:
Title: |en Easy Copy — Black
Rights: * R Engineers| B Managers

o Save & Cancel

x

FIGURE 6.127. Easy Copy properties panel with specific name and rights

On the Parameters tab, you can select from a number of options for each parameter.

INFO: All parameters are dependent on the particular printing device type.

- |

Therefore, some values might not be available.

INFO: Copying is not stopped when the user does not have enough credit during

W

copying.
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Printing devices supporting Easy Copy
8.6.1. Parameters of Easy Copy

. NOTICE: With the Default option selected, values are taken from the default
" settings of the printing device.

Copies
Predefine the number of copies to be available 7-99.

Color

Color scale of the outgoing file. You can select from the following options:

« Color

« Monochrome
o Automatic

« Default

Duplex

Simplex and Duplex scanning options. You can select from the following options:

« Single Sided
Duplex

1-sided to 2-sided
2-sided to 1-sided
Default

Size

Size of the scanned input. It determines the size of the scanning area; therefore, it
should correspond to the actual size of the scanned paper. You can select from the
following options:

Automatic
A3

A4

A5

A6

B4

B5

B6

Folio
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o Ledger

o Letter

o Legal

o Statement
« Oficio ll

« Default

Magnification

With this parameter, you can determine the size of the copy. This way, you can make it
smaller or larger than the original file. You can select from the following options:

« Default

« Same as original
o« A3

« A4

[ ] A5

e A6

« B4

e B5

« B6

« Folio

o Ledger

o Letter

o Legal

o Statement

Skip blank pages

With this parameter, you can select to skip blank pages in the copied document. You
can select from the following options:

o Default
e Yes
e NO
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8.7. Easy Fax

With the Easy Fax feature, users can fax their scanned documents in just two steps; all
they need to do is tap the Easy Fax button on the home screen of the embedded
terminal, and then type the fax number.

=) Easy Fax x

General Parameters

Enabled:
Title: |ep-ys
Printers: * | ||y All printers -
Rights: * S All users -
Style: * | Easy Fax ¥

4 Phone book

Code Book Parameter: | [empty] ¥

o Save & Cancel

FIGURE 6.128. Easy Fax properties panel

By adding multiple Easy Fax action nodes and giving rights to different users or
groups, you can create a variety of faxing options for the selected users and groups
(see "Adding new action nodes" on page 63).

To enable the feature on a printing device, you need to enable the Fax module option
on its properties panel in MyQ, deactivate and reactivate the device. For information on
how to do this, see "Terminal Actions" on page 45.

On the Parameters tab, you can select from a number of options for each parameter.

INFO: All parameters are dependent on the particular printing device type.
Therefore, some values might not be available.

|

8.7.1. Enabling Easy Fax

To enable the Easy Fax feature on your printing devices:
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« go to MyQ - Settings - Configuration Profiles in the MyQ Web Administrator
interface

« Select the configuration profile and click Edit (or double-click, or right-click and
Edit)

« The properties panel opens on the right side. In the General tab, mark the Fax
module checkbox.

o Click Save.

<& Profile 1 =

General Printers

Mame *  Profile 1

Price list: -

Fax module:

4 Terminal

FIGURE 6.129. Enabling the fax module in configuration profiles

8.7.2. Parameters of Easy Fax

. NOTICE: With the Default option selected, values are taken from the default
" settings of the printing device.

Fax resolution
Resolution of the outgoing fax File. You can select from the following options:

« Normal

o Fine

o Super Fine
« Default

Duplex

Simplex and Duplex scanning options. You can select from the following options:
« Single Sided
« Duplex
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« Default
Original Image

Determines the way in which the printing device is going to process the scanned page.
You can select from the following options:

o Text + Photo
« Photo
o Default

Density

Density of the picture in the outgoing file. The higher it is, the darker the resulting
picture is. You can select from the following options:

« Automatic
o Lowest

o« Lower

o Low

« Normal

« High

« Higher

« Highest

« Default

8.8. External workFflow

An external workflow enables a connection to external providers such as ScannerVision.
The workflow is based on existing scan profile workflows, while the processing is
moved to an external server rather than MyQ.

The external workflow can provide the embedded terminal with scan settings and
metadata that need to be filled in before scan execution.

8.8.1. ScannerVision

ScannerVision is a solution to automate document workflows, by capturing, processing
and storing scanned documents. This may include barcode reading, recognizing texts
with the help of Optical Character Recognition (OCR), or converting documents to
another format. Storage possibilities include a network folder, a database, cloud
storage or storing as an e-mail attachment.

To create a ScannerVision workflow you need to install and configure the ScannerVision
server to work with the MyQ server.
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Installation

In order to install ScannerVision you first need to install .Net Framework 4.8 in the
Server Manager.

Installation .NET Framework 4.8
1. Open the Server Manager on the MyQ server.
2. On the Dashboard click Add roles and Features.
3. Click a few times Next until Features in the left pane is highlighted.
4. Select .Net Framework 4.8 Features.
5. Click Install.
6. Click Close.
7. Now install the ScannerVision server 9.1+
Configuration

The second part of setting up ScannerVision as an external workflow is to configure
MyQ and ScannerVision.

Configuring ScannerVison

In order to set ScannerVision properly, check if the license for MyQ is valid and
configure Network Settings, Templates, Clients and Users.

Check the license for MyQ
1. Go to ScannerVision, Help, License

2. Click Detailed License Information
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i ScannerVision License Manager - V3.0.0.99

Orline Activation

Serial number

Offiine Activation

Woucher Number (s)

Activate/Topup

Customer information

Name:
Company:
Email address:

Telephone number:

Server license information

Serial number:
Description:
Expiry date:

License type:

Maintenance information

Expiry Date:
Maximum Licensed Version:
Status:

Proxy Settings

info@scannervision.com
123456

Scan For You Office NFR
13 November 2020

Unlimited

13 November 2020
Any, currently supported, released version
valid

| Detailed License Information |

FIGURE 6.130. ScannerVision License Manager

3. Check if the number corresponds to the MyQ device licenses number

MyQ

EDSJLCZLXWSNEXSE

2 13 Hovember 2020

Network settings

FIGURE 6.131. License information

1. Open ScannerVision. Settings is shown as default.

2. Click Network Server Settings in the Module View.
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Server Templates Clients

Back ~

|General

Settings

—
o3

| &

Settings
7

Connections

Templates

= =5

Clients

Users
E=
ﬁr~|
Ol |
Master Forms

Ee

Log

Users  View Help

7] "]
Pause server  Stop server

B d o & @ @

Apply settings  Discard settings Server Settings Help Professional
Services

Network Server Settings >

Navigation Tip: Double dlick icons with orange circles and single dlick cons without.

Modules View

Generzl Server
Settings

SMTP Server
Settings

T

Message
Customizations

x
= Network Server Settings

g3

Network Server

TCP/IP port 1983

Settings Enable encryption
1=
T Web Server
Pzzon
FTP-ES Server Address .
Settings
Port 80
SSLPort 443

STA port 50100

FTP port 2222

Data port from 65000

Dataporttc 55535

Timeout

w

0

Use S5L

Equitrac Notifier

Port 1984

FIGURE 6.132.ScannerVision - Network Server settings

Add the IP address or hostname of the ScannerVision Web Server in the Address

field.

Change the preset ports if necessary.

Enable/disable non SSL.

Configure the FTP-ES server settings:

Server

Bazk =

Templates Clients  Users

Settings -> >

T
Settings
/,

4
0
ot .

Connections

Users

View Help

&) Ca S e : H T

Pause server  Stop server Apply settings  Discard settings

MNetwork Server Settings -» =

Havigation Tip: Double click icons with orange circles and single dick cons without,

Modules View

FTP-ES Server Settings

03 =540 7] Enable FTP-ES sarvar
General Server  Metwork Server . .
Settings Seftings FTP Server address | 10.144.73 s
= FE= -
: T Command port 9569
P |,
[ 5 Data port from 65000
SMTP Server FTP-ES Server
Settings ER Dataportto 65535
Message
Customizations

FIGURE 6.133. ScannerVision - FTP-ES Server settings

7. Save your settings.
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Templates Setup

Templates control what actions ScannerVision performs. They determine where
documents come from, what processing is done on them and where they ultimately
end up. Multiple templates can be defined and assigned to users and groups.

To add a new template:

1. Open ScannerVision Processing Engine and click Templates in the Navigation
Pane.

2. Click Add Workflow on the top menu.
3. Name the new template and mark it as Enabled.
4. Click Apply Settings on the top menu.

5. Once saved, double-click on the new template. In the right tab of the window,
select Client Capture.

6. In the Client Capture tab, mark the Enabled checkbox. Now the template's
settings are editable.

Navigation Tip: Double cdlick icons with orange circles and single click cons without.

Modules View X | Hot Folder | FTP Server I Mail Servf Client Capture )
Ho s GE

Hot folder settings

Qutput Format  Document Store ] Enabled
Settings Settings
ot o — o
P aas =|
= (% ~Q
Xml Data Import ~ ABC Settings Document
Annotati...
= Share Password
T iokiol

FIGURE 6.134. New Template Setup
Adding Questions on a Template
Questions are used to capture necessary document information.
To add a new Question to a template, in the Client Capture tab:
« Right click on the Questions area.

o Select Add question.
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« Inthe new Template Question window, fill in the Question, Tag name, and
Default text fields and any other of the optional fields.

« In Question Type select Typed.
o Click Save.

_ ScannerVision Processing Engine - Unlicensed Copy =& =
Server Templates Clients Users View Help
= =5 — Vs &5
En Es o = — H @ @ )
Pause server Stop server dforms  Add workf Apply settings  Discard seftings | ServerSettings | Help | Professional !
n Services
Back Templates -> > New Template (1) > Capture Setting
General igation Tip: icons with d single click
— Modules View % [ Hot Folder | FTP e
0% ~
| %8¢ = I .
D Client capture settings
Settings (v]
% Capture Settings Enabled
&
=t s "
i canning properties
i L] = Type |Text ~ | Lock Sides | One sid ~ O tock  Scansource | ADF =[O ok
e
o= Output Format
T:‘Dmes Settings Colors | Auts > |[& Lock Size A ~ [ tock
= | Resolution | 300 v | [ Lock tation | Portrait * [ Lock
= =
Clients - Pages properties
Documen it Store
™Y Settings
8 Min 0 M
users S )
i“o Questions
= —~
Xml Data Import
s T V| Que: V| Def: e V| R sion | Sample v
ScannerVision - Template Question .
Q Question | questionl
ABC Settings
Tag name | QUESTION|
= Default
- — =
Regular expression
g‘s““ Documen t
Annotati
Sample
7 v I
ScannerVision P g Engi Toaltip
Minimum [
Maximum L]
Required
Question type  Typed -
S Cancel

FIGURE 6.135. New Question Setup

Adding a Picklist to a Question

A Picklist can be added to a Question within a template, if the Question Type

selected is Typed.

To add a Picklist:

« Click on the Add Picklist button on the right.

« Once there, select Static as the PickList Type.

« In the Picklist window, enter a Name for the picklist.
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o Add picklist items by pressing the plus (+) button on the right.

o Click Save.

« Once saved, select the picklist(s) to be displayed for this question and click Save.

A ScannerVision Processing Engine - Unlicensed Copy =5 =
Server Templates Clients Users View Help
== =) € 5
! &T) & =3 = — H | [ @ 2
o Pause server Stop server idforms  Addworkflow  Deletetemplste | Applysettings Discard settings | ServerSettings | Help | Professional |
g: recognion - Services
n
Ba Capture Settings ->>
b General with orange circles and single dlick cons without.
i % [ Hot Folder | FTe Server | Mail Server | Client Capture
ke Client capture settings
Enabled
Scanning properties
= Type | Text * & Lock Sides | One side v [ Lock  Seansource ADF ~ [ tock
Colors | Auto - ¥ Lock Size | A4 ~ [ tock
Resolution | 300 v [0 Lock  Scan orientation | Portrait v [0 tock
Pages properties
Min 0 Max ]
sers
Quest
B
== Xml Data Import
o P s Y a T/ Defautt value ¥ Reg sion | Sample g
ScannerVision - Template Question IZ‘
Question | questionl
Tag name | QUESTION1
Default g
ScannerVision - PickList .
Regular expressior
Name | fist1
Sample
Guid | {68DF9505-7391-4C44-9893-2FB0724F21DC)
Tooltip
X Dynamic retrieval
Minimum size o
Masis 0 Picklist items ¥ %
1
Required
N 2
Question type | Selected 2
RCEL Name V| picklist Type V| GUID v B8
list2 Static {23178266-6E56-4DFD-9663-6884747CB1C1} = B
list1 Static {68DF9505-7391-4C44-9893-2F80724F21DC} B
Save Cancel Saw Cancel

Configuring Clients

The clients you configure here

ScannerVision.

FIGURE 6.136. New Picklist Setup

represent the MyQ

To add a client, go to ScannerVision Processing Engine and:

1.

Click Client on the Navigation Pane.

2. Click Add under the Clients view.

3. Choose MyQ as the Client type.
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4. Optionally add a Client name and Client description.

5. Add the printing device's IP address (make sure to use the device's IP address
and not the MyQ server one).

6. Choose an Authentication method from:
« None- everyone can access the same templates

« ScannerVision - Used for Single Sign On; Users have customized template
lists

7. Choose the templates to be accessed by everyone in case None was the
authentication method of choice.

8. Click Save.

?g‘-fr Nends  Users  View Help
L
5 ; = Fi) &
" ‘" £+ o = : § @ 3
Paueserver  Stop server Server Seffings | Help | Proessiona
Gerseral Havigation Tip: Double chick icans with ctange cires and single dhk cors willaul,

& 8 § & @g ACICIEIEIRE

add

ient Gaougr Directany oA Add Clhent - o x

ABTEES13.3F48-4085-BAC2. BT 2FRFER0053)

it 365
Yoo e
o Save Cancel
71 General 1 __

FIGURE 6.137. Client Configuration

Configuring Users

Users can be imported from a Windows Server, LDAP, AD or they can be manually
added. For further instructions, please check the ScannerVision User Manuals.
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Users also need to have templates assigned to them.

Whichever method is chosen, the users in ScannerVision have to match MyQ Users. To
check and make necessary modifications, go to ScannerVision Processing Engine, click
Users on the Navigation Pane and:

1. Make sure that the User name matches the MyQ user name (if users were
manually added).

2. Make sure that the Email address matches the MyQ user's email address (if
users were manually added).

3. Select templates for the user from the Available Templates.

4. Click Save.

e
Senve mplate lie U E Helg
i a & e o 2
L} u er  Stop server erie eip Praf
General Mawvegateon Tig: Doubde ek sons with crange cirdes and single click cont withoul.
ad . As . ds & A% | AL | A el A G
Letup Imepant Growups  Users e Edit h Add Drapheate Edit Delete
# User Groups Directory A Edit User - o W
L
Conmectians o Bctve
Ungrouped
== UseriD | (51878
e
CE
Tempilates User name | Erian
— User description
ients & Ernail address B SCANNENVISION.00m
|- Erawse folder
s )
LUers .
Password
&=
Usiter For )
mien
Leg e
% Generat o Save Cancel
% ook Tw « P

FIGURE 6.138. Users Configuration
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. NOTICE: If users are imported, their properties such as names and email
" addresses will match, however Templates will still need to be assigned to them.

INFO: In case of problems with configuring these settings, please contact
. ScannerVision support. Select an option in the Help and Support section on their
Support page.

Setting a ScannerVision Terminal Action in MyQ
Finally, you should create an External workflow in Terminal Actions.

1. Go to MyQ, Settings, Terminal Actions.

2. Add the External Workflow action node by right-clicking on Home screen. The
node is added to the list and the terminal preview. Double-click on it to modify its
settings. The node's properties pane opens on the right side.

3. Fill out the External workflow as follows:

a. Enter a Title. After saving, this will be shown as the name of the External
workflow action in the Home screen pane and on the terminal preview.

b. Enter the URL of the ScannerVision server; ScannerVisionServer:port. http or
https depends on the ScannerVision server settings.
The port number is not required if the default settings (80 for non SSL and
443 fFor SSL) are used on the ScannerVision server. If the port was changed,
the port number is required.
For example: https.//10.14.5.125 For SSL only with the default port used and
http://10.14.5.125:81 for non SSL and the port was changed from 80to 87.

c. Change the Printers and/or Rights if you want to create a specific
ScannerVision workflow.

d. Click Save.

i
i
'l
5

+
E
-
[
£

§

B
FgpoooooooBe |
A
PRl -

E

:;E“?‘.'-.

FIGURE 6.139. ScannerVision - External workflow
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9. Credit, Quotas and Projects - 9.1. Credit

9. Credit, Quotas and Projects

With credit accounting activated, users must have a sufficient amount of credit on their
account to be allowed to print, copy and scan. On their home screen on the embedded
terminal, they can view their remaining credit. If the Recharge Credit action is
available on the terminal, users can recharge their credit by entering a code from a
recharging voucher directly on any embedded terminal.

@ MyQ
Eliot Kate
Credit USD112.60000

ID Card Registration

FIGURE 7.1. The current amount of credit is displayed under the logged user's name

INFO: For more information about credit accounting, see "Credit” in the MyQ
Basic Installation Guide.

- |
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NOTICE: For the proper functioning of credit accounting, it is necessary to use
the MyQ Job parser to get the print job price before the actual printing. Go to
MyQ - Settings - Jobs and make sure it is Enabled. You can find further details
in the MyQ Basic Installation Guide.

9.1.1. Using terminal actions without sufficient credit

If recharging credit by vouchers is enabled in MyQ, users can still see the actions that
they do not have sufficient credit for. However, if they tap the particular action button,
they are immediately redirected to the Recharge Credit screen.

If recharging credit by vouchers is disabled in MyQ and a user does not have sufficient
credit, all actions requiring credit are unavailable and their corresponding buttons are
dimmed.

@ MyQ

g Eliot Kate

ID Card Registration

FIGURE 7.2. Print and scan actions on the user's home screen are unavailable due to insufficient credit.

169 MyQ HP Embedded Manual



9. Credit, Quotas and Projects - 9.1. Credit

Action taken when a user runs out of credit during copying, scanning or
Faxing

The copy action stops, although few more pages can be printed or copied, depending
on the printing device's speed. The user can stay on the panel, but cannot use the panel
copy action anymore.

The first scan or fax job is always finished. The user can stay on the panel, but cannot
use the panel action anymore.

Print jobs with additional information from the job parser

Print jobs received with the job parser activated, include additional information such as
number of pages, color and price.

Priced jobs cannot be printed unless the users have a sufficient amount of credit. The
users cannot use the Print all action when the overall price of all the priced print jobs is
higher than their credit.

@ MyQ

Ready
Credit USD134.00000

Document A

Document B

FIGURE 7.3. Additional print jobs information provided by job parser include their price
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NOTICE: If a job does not include additional information from the job parser,
users can start it as long as their credit is not equal to or below 0.

9.1.2. Recharging credit

After tapping the Recharge Credit action, the Recharge Credit screen opens and the
logged user can enter a recharge code from their voucher.

AR

Recharge Credit
Credit USD134.00000

Code

FIGURE 7.4. Recharge Credit screen

mye \ $100.00 -
AN

. 630551411108 AN

My

FIGURE 7.5. Credit voucher with the recharge code displayed near the bottom-right corner
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INFO: Users can view the prices of different configurations of a printed page by
tapping the Coins in the upper-right corner of the screen.

ar MyQ

Recharge Credit

Credit USD134.00000
Page Prices / per page, format >
A4

1-sided 2-sided
-]
Black & White Color Black & White Color

Print 8.8 9 6.6000000000000005 6.8
Copy 8.9 9 6.7 6.8
Scan 3.8

FIGURE 7.6. Overview of the prices on the terminal screen

9.2. Quotas

With the quota feature activated, users cannot print, copy or scan after they reach or
exceed their quota limit. They can view their current quotas on their session on the
embedded terminal.

The users can click on the quotas displayed on the terminal, and a pop-up window opens
with detailed information about all the quotas assigned to them.

MyQ HP Embedded Manual 172



9. Credit, Quotas and Projects - 9.2. Quotas

Easy Scan — Email Panel USB
Mono pages: Quota spent

Easy Scan — Folder Easy Copy

=

Color pages: 6 remaining

Panel Copy ID Card Registration

FIGURE 7.7. Currently active quotas are displayed under the logged user name; print options are
unavailable; if there are more than two active quotas, only the two quotas with the highest percentage
(the fullest) are displayed

. INFO: For further information about quotas, see "Quota” in the MyQ Basic
* Installation Guide.

9.2.1. Using terminal actions when a quota is reached

The embedded terminal's behavior depends on the quota settings in MyQ.

NOTICE: If you use the Color printing and copying quota that is set to be applied
within a user session (one of the When the current job is Ffinished and

¢ Immediately options), users cannot copy after they reach the quota. To enable
B&W copying after the color quota is reached, select the When the current user
session is Finished application option for the quota.

NOTICE: Quotas that disable scanning cannot be applied immediately.

Action taken when a user reaches a quota with immediate application

The copy action stops, although a few more pages can be printed or copied, depending
on the printing device's speed. The user can stay on the panel, but cannot use the Panel
Copy action anymore.

The first scan or fax job is always finished. The user can stay on the panel, but cannot
use the panel actions anymore.
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Print jobs with additional information from job parser

Print jobs received with the job parser activated, include additional information such as
number of pages, color and price.

Jobs exceeding the quota cannot be printed. Users cannot use the Print all action as
long as the overall size of all of the print jobs is larger than what is allowed by the
quota.
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9.3. Project Accounting

With the project accounting feature activated, users can assign projects to print, copy
and scan jobs directly on the embedded terminal screen. Projects can also be assigned
to print jobs in the MyQ Smart Job Manager pop-up window, on the MyQ Web
Administrator Interface or in the MyQ mobile application.

Document A

Document B

FIGURE 7.8. The assigned projects names are displayed under the print jobs names

INFO: For further information about project accounting, see "Project
Accounting” in the MyQ Basic Installation Guide.

- |
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9.3.1. Assigning projects to print jobs

My Jobs

If a user wants to print an unassigned job from the My Jobs list, they are immediately
redirected to the Project selection screen and have to select one of the available
projects (or the Without project option, if printing without project is allowed) to be
allowed to print it.

i MyQ

‘ Project Selection

Without project

f Catering
i Engineering

FIGURE 7.9. Users can assign projects on the Project Selection screen

Jobs with assigned projects are immediately printed.

MyQ HP Embedded Manual 176



9. Credit, Quotas and Projects - 9.3. Project Accounting

INFO: Jobs that have already been printed can be printed again from the
Printed jobs tab . The users are asked if they want to assign a new project
to them.

W Assign a new project to selected jobs?

CANCEL NO YES

FIGURE 7.10. Option to assign a new project to selected jobs before printing them again

Print All

If all the jobs waiting in queue have projects already assigned by MyQ Smart Job
Manager, MyQ Web Administrator interface or the MyQ mobile application, printing
starts immediately.

If there are any unassigned jobs, the user is redirected to the Project selection screen,
immediately after tapping the Print All button. They have to select one of the
available projects (or the Without project option, if printing without project is allowed)
to be allowed to print the jobs. The selected project (or the Without project option) is
assigned only to unassigned jobs; all other jobs keep their previously assigned projects.

9.3.2. Assigning projects on the Panel Copy screen

After tapping the Copy button on the Panel Copy screen, the user is immediately
redirected to the Project selection screen, where they need to select a project (or the
Without project option). The project is then assigned to all jobs copied on the panel
(see FIGURE 7.9 on the previous page).

9.3.3. Assigning projects on the Panel Scan screen

After tapping the Scan button on the Panel Scan screen, the user is immediately
redirected to the Project selection screen, where they need to select a project (or the
Without project option). The project is then assigned to all jobs scanned on the panel
(see FIGURE 7.9 on the previous page).

9.3.4. Assigning projects on the Panel Fax screen

After tapping the Fax button on the Panel Fax screen, the user is immediately
redirected to the Project selection screen where they need to select the project (or
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the Without project option).
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10. HP Package Manager

In the HP Package Manager website you can find the Card Reader page where you
can configure card readers and the General Settings page where you can turn the
exploded mode on or off.

Web Browser requirements

« Google Chrome 63 or higher (Recommended)

Mozilla Firefox 57 or higher (Recommended)

Internet Explorer 11 or higher

Microsoft Edge 14 or higher

« Safari 10 or higher
Older versions of web browsers will not work as required.

Signing in to the HP Package Manager

To sign in to the HP Package Manager, type the following address into your web
browser:  "https://<hostname>:<numberOfServerPort>/package/hp/admin” , where
<hostname> is the hostname/IP address of your MyQ server, and
<numberOfServerPort> is the MyQ Server port (8090 by default).

You will be prompted to sign in by typing the password to your admin account. After
that, click Sign in and the HP Package Manager opens.

Sign in to start your session

I=

[ sementeri [ soun

FIGURE 8.1.Signing in to the HP Package Manager website
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General Settings page

On the General Settings page you can enable or disable the exploded mode Ul for the
embedded terminal.

General Settings

Enable exploded mode | JD)

FIGURE 8.2.Enable/Disable exploded mode

If the exploded mode is enabled, the HP native screen is displayed on the embedded
terminal.

@ Reset  Signlin A © @ 158

Sign-in is required to use this product

FIGURE 8.3. Embedded terminal with exploded mode

Users can sign in using their MyQ account credentials. Then the MyQ screen is
displayed, where they can log in using their MyQ account again.
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FIGURE 8.4. MyQ login screen with exploded mode

Once logged in, they can see and use the available terminal actions.

() signout User A O @ 1521

B BEB

Print All My Jobs My Profile Scan Profiles Copy Profiles

= =

Copy Scan Print Fax

FIGURE 8.5. Terminal actions with exploded mode
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‘ Ready " 9 W Q%H g usert

MyQ Printer Test Job13
MyQ Printer Test Job11
MyQ Printer Test Job10

Easy Copy

MyQ Printer Test Job9

FIGURE 8.6. My Jobs, Easy Copy and Easy Scan profiles on a 4.3" display in Exploded Mode

INFO: See the devices where a 4.3" display is supported in "“Supported printing
" devices with a 4.3" display" on page 18.

Card Readers page

On the Card Readers page, you can find two sections with card reader settings: the
Card Reader Settings, and the HP Card Reader Settings.

Card Readers Settings

Here you can connect new types of card readers by adding the card reader's IDs and
serial number. To connect a new type of card reader to your printing device, enter the
VID, the PID, and optionally the serial nubmer. Click Submit to add the setting. Added
settings can be deleted by clicking the trash icon in the Actions column.

. NOTICE: After adding new types of card readers, you have to run the Remote
" setup of the HP Embedded terminals to apply the changes.
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10. HP Package Manager -

NOTICE: MyQ does not guarantee that the newly added card reader types will
¢ be compatible with the HP printing devices or that they will properly read your
currently used ID cards.

HP Card Reader Settings

These settings are activated by the ON/OFF switch in the upper-right corner. You can
configure up to four technologies (Card Settings 1 — 4) for the HP Universal card reader.
Each technology can be set on its individual Card Setting tab. After setting the card
reader, click Submit. Changes are applied immediately, no Remote setup of the HP
Embedded terminals is required.

INFO: This setting is applied to all HP printing devices equipped with the HP
Universal card reader.

W

Signing out of the HP Package Manager

To sign out of the HP Package Manager, click the exit icon in the upper-right corner of
the screen.
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11. Change Device Settings on the Terminal

The administrator can modify the printing device's settings, such as display brightness,
language, sounds, etc., directly on the terminal.

To do that, they first need to setup a new Printer Policy on the MyQ Web
Administrator Interface.

« Go to MyQ, Settings, Policies, click Add and Add Printer Policy.

« A new Printer Policy panel opens on the right side. Make sure that the policy is
Enabled.

« Select the administrator's account from the drop-down in Users and Groups. Add
an optional Description and then, from the drop-down menu, select the Printers
you want the policy to apply to.

« Select the desired Allowed Actions by marking the checkbox next to them and
choosing Yes or No from the drop-down menu. The available actions are Print,
Copy, Full color copy, Scan and Fax.

« Finally, make sure to set the Device access level to the administrator by marking
the checkbox and selecting Administrator from the drop-down menu.

« Click Save. Your new printer policy is now visible on the policies list.

184 MyQ HP Embedded Manual



11. Change Device Settings on the Terminal -

i Printer policy x
Enabled: *

Users and Groups:* @ Internal v

Description:  Admin

Printers: = | || All printers -
4 Allowed Actions
Print: (] | Yes ﬂ
Copy: [+ Yes ﬂ
Full color copy: [V | Yes ﬂ
Scanm: ] ves ﬂ
Fax: [+ Yes ﬂ

4 Other policies

Device access level: [ Administrator

<]

o Save K Cancel

FIGURE 8.7. Printer Policy panel on the Web admin Ul

Once this is done, the administrator can now login to the embedded terminal and
modify the device settings.

« Once logged in, click on the information icon (i) on the top right side of the
terminal.

« Depending on the device, you can now choose the session's language and see
related information. To modify the settings, click on the gear icon on the top right
side.
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MyQ

g Eliot Kate

Print All Easy Scan — Email Panel USB

I

Easy Scan — Folder Easy Copy

2 =

ID Card Registration Panel Scan

FIGURE 8.8. Information (i) icon on the terminal

{ Display Language

FIGURE 8.9. Device settings on the terminal
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12. Update and Uninstallation

12.1. Updating the terminal

Updating terminals is identical to installing new terminals. You need to delete the old
package and install the newer installation package (*.pkg). The older version of the MyQ
Embedded terminal is automatically updated and all its settings are kept.

To update the Embedded terminal follow these steps:
1. Open the Printers settings tab (MyQ, Settings, Printers)

2. On the tab under Terminal packages, Delete the old Embedded terminal
package and Add the new one.

3. Open the Printers main tab (MyQ, Printers).

4. Re-activate all the devices.

12.2. Uninstalling the terminal

MyQ embedded terminals can be uninstalled on the MyQ Web Administrator interface
or by forcing a factory reset on the printing device. In the first case, even if the terminal
is uninstalled, all of the device settings can be preserved for future use, whereas after a
device reset, all the settings are lost and the device returns to its default factory state.

12.2.1. Remote uninstallation on the MyQ Web Interface

To remotely uninstall an embedded terminal from the MyQ Web Administrator
Interface, follow the steps below.

. NOTICE: Before the uninstallation, make sure that the HP installation package is
" uploaded on the server and the HP service is running.
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Go to MyQ - Configuration Profiles. Choose the profile and click Edit (or double-click,
or right click and Edit). The properties panel opens on the right side. In the General
tab, under Terminal, change the Terminal type to No Terminal Click Save.

NOTICE: As long as the HP terminal package is uploaded on the MyQ server, the
HP service remains in Windows and is visible in the MyQ Easy Config application.
If you do not run any HP Embedded terminals on the server and want to remove
the service, Delete the HP installation package from the Printers settings tab in
the MyQ Web Administrator Ul. To open the tab, go to MyQ - Settings -
Printers.
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13. Business Contacts

MyQ® Manufacturer

Business information

Technical support

Notice

Trademarks
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