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MyQ Central Server 8.2

MyQ Central Server 8.2 has reached End of Life. MyQ Central Server 10.2 is now
available.
See the MyQ Product & Support End-of-Life Policy.

MyQ is a universal printing solution that provides a wide variety of services related to
printing, copying, and scanning. All functions are integrated into a single unified
system, which results in an easy and intuitive employment with minimal requirements
for installation and system administration.

The main areas of application of the MyQ solution are monitoring, reporting and
administration of printing devices; print, copy, and scan management, extended
access to printing services via the MyQ Mobile application and the MyQ Web
Interface, and simplified operation of printing devices via MyQ Embedded terminals.

Here you can find all the information needed to install, configure, upgrade, and
uninstall the MyQ Central Server.

All changes compared to the previous version are listed in the release notes,
available online and in PDF.


https://docs.myq-solution.com/en/central-server/8.2/technical-changelog
https://docs.myq-solution.com/en/central-server/8.2/guides-in-pdf
https://www.myq-solution.com/en/product-support-end-of-life-policy

Basic Information

1 Basic Information

The Central/Site architecture consists of one Central server and multiple site servers.
The Central server performs license management, central system management (the
Central server administrator can access and manage all the site servers) and user
management. In addition, it Functions as a central reporting server for statistical
data. It cannot be used as a print server and its options are restricted solely to its
central management role. Therefore it is not possible to administer printing devices
or print jobs there.

All of the Central server's data are stored to the MyQ Database, where they can be
accessed and managed. The server contains an Embedded (Firebird) database, but
can also be used with an external MS SQL database.

The site servers work as print servers and perform local management of printing
devices and print jobs. Data from these servers are replicated to the Central server's
database and can be displayed in reports on the Central server.

1.1 Database Setup

Within the installation of the MyQ Central Server, you can either use the Embedded
(Firebird) database, or later set up a connection to your own MS SQL Server.

If you select to use the Embedded database, you can still choose between both
options afterwards, while if you install the MyQ server without it, you have to use the
MS SQL Server.

Unless you have already been using an MS SQL server within your company and want
to connect MyQ to your MS SQL database, it is recommended to install and employ
the Embedded Database.

1.1.1 Embedded Database Configuration

As the Embedded Database is fully integrated with the MyQ server, it does not
require any further configuration.

1.1.2 MS SQL Server Configuration

To enable a connection to an MS SQL server, you need to make sure that the
following options are set on there:

¢ Authentication has to be set to the MS SQL Server and Windows
Authentication mode.

¢ Auser account with the public fFixed server role for access to the MS SQL
Server; a user account with the dbcreator fixed server role, for creating the
MyQ database. The default language of the user who creates the database
must be set to English (US).

e On MS SQL Server 2016 and older, the common language runtime (CLR)
integration feature has to be enabled.

e TCP/IP protocol has to be enabled and the IPAIl TCP Port has to be set to
1433.
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e ATCP 1433 port inbound rule has to be created in the Firewall.

1.1.3 MS SQL Server setup example

This is an example of an installation of a Microsoft SQL server (MS SQL Server 2012 is
used) and the setup necessary for its connection to the MyQ Central server.

Toinstall and set up the MS SQL server:

1. Install the MS SQL Server and the MS SQL Server Management Studio
application.

2. Open the SQL Server Management Studio app (Windows Apps menu).

3. Change the Server authentication setting of the MS SQL Server from the
Windows Authentication mode to SQL Server and Windows Authentication mode
(Server Properties, Security).

5 Server Properties - WIN-GOMOSMTOAOS\SQLEXPRESS [=[= [
Select a page ( = - I

% General ;S Scrt U Help

j‘ Memory

':z Processors Server authentication

=

%% Connections

%% Database Settings -
1 Advanced () SQL Server and Windows Authentication mode
[ Pemissions l}

® Windows Authentication mode

4. Provide any user account (existing or new) with the Database Creator role.
This account will be used to access the MS SQL server and manage the MyQ
database there, which means that the MyQ administrator needs to know its
credentials. The default language of the user who creates the database must
be set to English (US).

= [ WIN-GOMOSMTOAO9\SQLEXPRESS (SQL Server 11.0.2100
# [ Databases
= 3 Security
= [3 Logins
&, ##MS_PolicyEventProcessingLogin##
&, #2MS_PolicyTsqlExecutionLogin®#
A Admin
2% BUILTIN\Users | O
A NT AUTHORITY| Selecta . -
A NT Service\Mss{ | 4 Gereral Sscmt ~ [ He
A NTservicesQlf | & EEEETE
A NT SERVICE\Wirf _""‘ User Mapping Server role is used to grant server-wide security privileges to a user.
& 2, St
& WIN-GOMOSMY] | =
# [ Server Roles

Login Properties - Admin

Server roles:

[] bulkadmin
# [ Credentials dbereator
# [ Server Objects [] diskadmin

5.0n MS SQL Server 2016 and older, you need to enable the common language
runtime (CLR) integration feature. If you are using the MS SQL Server 2017 or
newer, you can continue to the next step.
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File Edit View Query Project Debug Tools Window Help

Basic Information

Palr S

ol NewQuery [y rfofyiy| & a@|9 -0 -&-5 || » |

P =

Object Explorer

]| 8

Comect- 3/ %) = 7 2] .5

utq b Debug W

ap 3 =37 U g3 85 43|
SQLQuery1.sql - Wl...Administrator (52))* X

sp_configure 'clr enabled', 1;

= [ WIN-GOMOSMTOAO\SQLEXPRESS (SQL Server 11.0

[ Databases
[ Security

[ Server Objects
[ Replication
3 Management

GO
RECONFIGURE;
GO

To enable the CLR, use the following script:

sp_configure 'clr enabled', 1;

GO
RECONFIGURE;
GO

6. Leave the MS SQL Server Management Studio and open the SQL Server

Configuration Manager app.
7. Enable the TCP/IP protocol.

File Action View Help

'L EEIEY

'@ SQL Server Configuration Manager (Local)
] SQL Server Services
E_ SQL Server Network Ceonfiguration (32bit]
[ g SQL Native Client 11.0 Configuration (32t
4 _E_ SQL Server Network Configuration
&= Protocols for SQLEXPRESS
[ g SQL Native Client 11.0 Configuration

Protocol Name Status
Y~ Shared Memory  Enabled
¥ Named Pipes Disabled

Disabled

8. Open the TCP/IP properties and set the IPALl TCP Port to 7433.
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IP Addresses
TCP Dynamic Ports 0 A
TCP Port
B 1p4
Active Yes
Enabled No
IP Address 127.0.0.1
TCP Dynamic Ports )
TCP Port
B ips e
Active Yes
Enabled No
IP Address fe80::5efe:10.14.5.61%25
TCP Dynamic Ports 0 =
TCP Port
B 1panl
TCP Dynamic Ports 0
TCP Port 1433 —
v
TCP Port
TCP port
Lok J[ concel |[ ooty [[ kb |
9. Restart the SQL Server service.
File Action View Help
@« 2B H OOO®
48 SQL Server Configuration Manager (Local) Name State Start Mode
SQL Server Services C, SQL Server (SQLEXPRESS) Running Automatic
. SQL Server Network Configuration (32bit|| 735QL Server Agent (SQLEXPRESS)  Stopped Start
3 g SQL Native Client 11.0 Configuration (32! | #§5QL Server Browser Stopped Stop
4 4, SQL Server Network Configuration
B~ Protocols for SQLEXPRESS berrsa
b § SQL Native Client 11.0 Configuration Resume
Resﬁrt
—] —
Properties
Help

10. Leave the SQL Server Configuration Manager.

11. Create a TCP 1433 port inbound rule in Windows Firewall.

[ General | Programs and Services I Remote Computers
Protocols and Ports | Scope | Advanced | Local Principals | Remote Users
Protocols and ports
sz Protocol type: [TcP v]
Prowocorumber: [ 63]
Local pot: [ Speciic Ports vl
[1433 |
Example: 80, 443, 5000-5010
Remote port: IAII Ports v |
| |
Example: 80, 443, 5000-5010
et Gt Mesag rts

Basic Information
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12. Exit the setup.

1.2 Central Server and MS Cluster

1.2.1 About

The MyQ MS Cluster high-availability solution consists of multiple nodes in the
active/passive configuration with the MyQ server installed on each node. MS Cluster
administrates the MyQ services and if the currently active node becomes unavailable,
it switches to one of the available passive nodes.

1.2.2 System Requirements
The fully detailed MyQ Central Server system requirements can be found here.
e Compatibility with Windows Servers

The MyQ MS Cluster solution is supported by the following Windows Server versions
and editions:

Windows Server Editions
wWindows Server 2012 Standard, Datacenter
Windows Server 2012 R2 Standard, Datacenter, Hyper-V® Server,
Storage
Server
Windows Server 2016 Standard, Datacenter
Windows Server 2019 Standard, Datacenter

windows Server 2022

» A prepared failover cluster with at least two nodes and storage for MyQ data is
needed. Each node must meet the system requirements of the MyQ server and
its components.

e The same time zone has to be set on each of the nodes.

o If the MyQ Desktop Client, MyQ Smart Job Manager or the MyQ Smart Print Services
applications are to be used on the MyQ users workstations, the IP address or
hostname of the cluster has to be set in the applications (not the IP address or
hostname of the nodes).

12
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1.2.3 Licenses

With the new MyQ X licensing model with Installation Keys used in MS Cluster, there
is only one installation key needed. The HW code is taken from the whole cluster, not
individual nodes, so the license is activated against the cluster’'s HW, and not a single
node.

o With the old licensing model, when MS Cluster is used with the MyQ server, the
amount of licenses needed depends on the number of nodes used, as the licenses
need to be added and activated separately on each node.

¢ MyQ server in Site mode - licenses are received from the Central server
automatically every day or during MyQ service or Cluster Node restart.

¢ MyQ server in Standalone mode - needs an extra licenses set for each
node; each licenses set must be activated only on one node.

1.2.4 Setup

Installing MyQ on the server in the cluster (all nodes)
On each cluster node, do the following:

1. Run the MyQ installation file and install MyQ (details can be found here).

2. Make sure that the time zone set on the MyQ server is the same as the time
zone set on each node).

3. Stop All MyQ services in the MyQ Easy Config application.

Easy Config —0Ox

myo

Start All  Stop All  Restart All

(> ) HTTP Server STOPPED
{ I | Central Server STOPPED

(| ) Database Server STOPPED

Setting services to manual startup (all nodes)
All services used by the MyQ server need to be set to manual startup, on every node.
The following services need to be changed this way:

e MyQ Central HTTP Server
e Firebird Server - Masterlnstance
e MyQ Central Server

13
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File Action View Help

e mEc= B »eun
Services (LocaD) | [T2) Services (Locah)
MyQ Central HTTP Server Name Description  Status  StatupType  LogOnAs
& Microsoft Passport Container  Manages lo... Menual (Trig... ~ Local Service
Start the service & M
) Microsoft Storage Spaces 5. Host senvice... Manual Network...
) Microsoft Store Install Service Providesinf... Manual Local Syste...
Description: MyQ Central HTTP Server  Apache/24... Manual Local Syste...
x“;';i‘i :"‘f‘ mf"“;"é MyQ Central HTTP Server Properties (Local Computer) X | LocalSyste..
OpensSSL/1.1.1k mod_fgid/2.3.92 Local Service
General LogOn Recovery Dependencies Local Syste...
| Local Syste..
Servicename:  [TTTEEE | Local Syste...
Displayname:  MyQ Central HTTP Server Local Syste
3 Local Syste..
o Fpache/2.4 48 (Wr4) mod_sutrn_riim/1 08
eOCTPHON: OpenSSL/1.1. Tk mod_fcgd/23.% Local Syste...
Local Service
Path to exccutable
Local Service
"C:\Program Fies\WyQ Central Server\Apachebin\Hipd exe” & runservice
Local Service
Satptpe:  |Manual - Local Service
| LocalSyste..
Local Syste..
Local Syste...
Senvice sttus:  Ropped LocalSyte
Start Stop Pause Reaumo Local Service
aoply Local Service
stat
from hee Local Syste...
NetworkS...
Sart porometers I Local Service
Local Syste...
Local Syste...
Cancel o Local Syste...
Local Syste..
€ Sensor Monitoring Service  Monitors va... Manual (Trig... Local Service
€ Sensor Senvice Asenvicefo. Manual (Trig... Local Syste
€ Shared PC Account Manager  Manages pr... Disabled Local Syste...

\ Bxtended  Standard /

Creating the MyQ server MS Cluster role (Failover Cluster Manager)
Open Failover Cluster Manager and do the following:

1. Right-click Roles and select Configure Role on the shortcut menu. The High
Availability Wizard opens.

ai% Failover Cluster Manager
File Action View Help
o= | 27 H

332% Failover Cluster Manager

Cluster 2019clust2.testlabad2016.local
v d‘Q'_J 2019¢clust2.testlabad2016.lo

R ) “ummary of Cluster 2019clust2

SN CqfigureRole.. )1Sclust2 has 0 clustered roles and 2 nodes.

L“’ S Virtual Machines... > 01Sclust2testiabad2016 local Networks: Cluster Network °
%j rC\ Host Server: Win201SNOD22  Subnets: 11Pv4and 0 IPv6

Create Empty Role
Cluster Events: 4, Citical: 5; Emor: 33
Refresh None

Help

I I\~ wonfigure

2. Click Next. The Select role tab opens.

3. On the tab, select Other Server, and click Next. The Client Access Point tab
opens.

4. On the tab, type a new Name for the MyQ server cluster, for example myg-
server, then enter an unoccupied IP address from the network to be used by
the MyQ server role, and lastly click Next. The Select Storage tab opens. MyQ
will use the hostname for communication with terminals, as the SMTP server in
MFPs etc.
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55 High Availability Wizard X

%ﬁ Client Access Point
_&5:

Before You Begin Type the name that clients will use when accessing this clustered role:
Select Role
Name: myg-sernver |
Select Storage The NetBIOS name is limited to 15 characters. One or more IPv4 addresses could not be configured
Oautomaﬁcdy. For each network to be used, make sure the network is selected, and then type an
Select Resource address.
Types
Corfimation Networks Address
Corfigure High 10.14.4.0/23 0 . 14 . 4 174
Availabiity
Summary

T e

5. On the tab, select the storage volumes that you want to use for the MyQ

server.
) High Availability Wizard X

@ Select Storage

Before You Begin Select only the storage volumes that you want to assign to this clustered role.
You can assign additional storage to this clustered role after you complete this wizard.

Select Role

Chient Access Point
Nme Sus

Select Resource [ ® & Custer Disk 1 (#) Online

Types O ®35 Custer Disk 2 (#) Online

Confirmation

Configure High

Avaiabilty

Summary

[ <P | [et> ] [ Goca

6. Click Next to finish the installation process.

Adding MyQ resources (Failover Cluster Manager)

Once the MyQ server role is created and configured, MyQ resources need to be
configured as well, in the Roles tab in Failover Cluster Manager.
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Add the Firebird server - Masterlnstance service to the MyQ server role:

1. Right-click the MyQ server role, then click Add resource on the shortcut menu,
and click Generic Service. The New Resource Wizard opens.

25 Failover Cluster Manager

File Action View Help

&= 2m Hpe

_ij,g Failover Cluster Manager | F-FNPe ()}

v 25 2019clust2 testlabad20 " -~
- Search Quenes v v
= Rl
31 Nodes Name Status Type Owner Node
ca Storage =3 mun-senver (#) Runnina Other Win2019NOD22
43 Networks Start Role

{4i] Cluster Events "_. Stop Role

»] Add File Share

Move >
%) Change Startup Priority »
#®  Information Details.
£5)  Show Critical Events

% _ Add Storage

& Add Resource » Client Access Point
B More Actions 4 EEIELTEET
Generic Script
A Remove ¢
Gen1§c Service
5] Properties More Resources ’

2.1n the list of services, select Firebird Server - Masterinstance, and click Next.

3. On the Confirmation tab, click Next to create the service. The service is
created and configured.

4. Click Finish to leave the setup.

Add the Apache Monitor script to the MyQ server role:

1. Right-click the MyQ server role, click Add resource on the shortcut menu, and
click Generic Script. The New Resource Wizard opens.

2. Enter the path to the ApacheMonitor.jse script, located in the MyQ
installation folder, and click Next. The Confirmation tab opens. The default
path to the scriptis:

C:\Program Files\MyQ Central Server\Server\ApacheMonitor.jse
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¥ New Resource Wizard X

;:| Generic Script Info

Enter the path to the script for which you want to configure high availability.
Confirmation
‘;:wr‘wﬁgure Generic
— Script file path: C:\Program Files\MyQ Central Server\Server\ApacheMonitor jse|

Summary

Cancel

3. 0n the tab, click Next to create the service. The service is created and
configured.
4. Click Finish to leave the setup.

Add the MyQ Monitor script to the MyQ server role:

1. Right-click the MyQ server role, click Add resource on the shortcut menu, and
click Generic Script. The New Resource Wizard opens.

2. Enter the path to the MyQMonitor.jse script, located in the MyQ installation
folder, and click Next. The Confirmation tab opens. The default path to the
scriptis:

C:\Program Files\MyQ Central Server\Server\MyQMonitor.jse
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| New Resource Wizard X

?Zl Generic Script Info

Enter the path to the script for which you want to configure high availability.
Confirmation
‘E onfigure Generic
o Script file path: C:\Program Files\MyQ Central Server\Server\MyQMonitor jse|

Summary

3. On the tab, click Next to create the service. The service is created and
configured.
4. Click Finish to leave the setup.

a If you are using an MS SQL database instead of the Embedded database, you
don't need to add the Firebird server - Masterinstance service to the MyQ
server role. You should only add the Apache Monitor script, and the MyQ
Monitor script.

Setting resources dependencies (Failover Cluster Manager)

After adding the services and scripts to the MyQ server role, open the Resources tab
of the MyQ server role at the bottom of the Roles tab and set the dependencies of
the MyQ services and scripts.
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| Search 5 || Queries v |k v |(v)
Name Satus Type Owner Node
158 myqeerver (%) Padtialy Runni.  Other Win2019NOD11

v P
{zy) ™yarserver

Prefered Owners: Any node

Neme
Roles
sApacheMonitor Script
= Firebird Server - Masterinstance
= MyQMonitor Script
Storage
& & Cluster Disk 1

Summary | Resources

Ratus
@ Offine
(@ Offine

@) Offine

@ Onine

Set the Firebird Server - Masterinstance service dependency

1. In the list at the bottom of the tab, right-click Firebird Server -

Basic Information

Masterinstance, and click Properties. The Firebird Server - Masterinstance
Properties dialog box opens.

’_‘5 Failover Cluster Manager
File Action View Help
@< 2m @
&K Failover Cluster Manager
v E3 2019clust2.testlabad2(

=: Roles

3 Nodes

4 Storage

33 Networks

{4 Cluster Events

(Search ;|| Queries v | v |(v)
Name Status Type Owner Node
T mqsever (%) Patialy Runni.  Other Win2019NOD22

[—

-9
v | 24
{ (? myq-server

Name Stat
Server Name

% U8 Name: myqserver o)
Roles

(&) Frebird Server - Defautlnetance ®

£3 Bring Online ®
fd Take Offline ®
E:'—b Information Details.

Show Critical Events

More Actions
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2.In the dialog box, open the Dependencies tab, add the shared disk drive (or
NAS) where the system is supposed to work on, add the name of the MyQ

server role, and click OK. The dependency is set.

Firebird Server - Masterinstance Properties X
Advanced Policies Registry Replication
General Dependencies Policies
Specify the resources that must be brought online before this resource can
be brought online:
AND/OR  Resource
Cluster Disk 1

» m Name: myq-server v

. ck here to add a dependency

Insert Delete

Cluster Disk 1 AND Name: myg-server

Gt ] [om

Setting the Firebird Server - Masterinstance service dependency is not
needed if you are using an MS SQL database.

Set the MyQMonitor script dependency
1. In the list at the bottom of the tab, right-click MyQMonitor Script, and click

Properties. The MyQMonitor Script Properties dialog box opens.
2.In the dialog box, open the Dependencies tab, add the Cluster Disk and the

Cluster Server, and click OK. The dependency is set.
MyQMonitor Script Properties -

General | Dependencies | Policies | Advanced Policies
Specify the resources that must be brought online before this resource can
be brought online:

AND/OR  Resource
» Cluster Disk 1
AND TMyQApp

Click here to add a dependency

Dette
Cluster Disk 1 AND TMyQApp
oK || Cancel |

20



Basic Information

Set the ApacheMonitor script dependency

1. In the list at the bottom of the tab, right-click ApacheMonitor Script, and click
Properties. The ApacheMonitor Script Properties dialog box opens.

2.In the dialog box, open the Dependencies tab, add the MyQMonitor Script,
and click OK. The dependency is set.

ApacheMonitor Script Properties X

General Dependencies Polcies Advanced Polcies

Specify the resources that must be brought online before this resource can

be brought online:
AND/OR  Resource
» MyQMonttor Script v
. ck here to add a dependency
Insert Delete
MyQMonitor Script

Concel | | donhy

To open the dependency report, right-click the MyQ server role on the Roles tab of
the cluster in Failover Cluster Manager, click More Actions, and click Show
Dependency Report.

1.2.5 Additional Setup

Even though the installation is finished, there are some additional steps needed to
setup the environment before bringing the resources online.

Setting up the MyQ admin credentials (active node)
On the active node, open the MyQ Central Easy Config application:

1. On the Services tab, Start All services.

2.0n the Home tab, set the Server Administrator Account password and the
Database Administrator Password (if the passwords have been changed
before, they can be changed again on the Settings tab).

3. 0n the Services tab, Stop All services, and close the MyQ Central Easy Config
application.

21



Basic Information

Setting the location of the data folder (all nodes)

On each node of the cluster, you need to set the location of the Data folder, which
requires access to the shared cluster disk, so the node has to be active. Therefore,
you need to switch the active mode between all of the nodes (move the MyQ server
role between the nodes).

To set the folder's location, open MyQ Central Easy Config on the currently active
node and:

1.

2

On the Services tab, Start All services.

. On the Settings tab, under the Data folder, click Change location, and then

define the path to the shared cluster disk. (For more information about how to
do this, check here).

. On the Services tab, Stop All services, and then close the MyQ Central Easy

Config application.

. In Failover Cluster Manager, move the MyQ server role to the next node and

repeat the process.

Running MyQ in the MS Cluster environment

The following instructions have to be followed while MyQ runs in the MS Cluster:

You should not start, stop or restart MyQ services while MyQ is controlled by
the MS Cluster (cluster resources are online). The services should only be
managed by Failover Cluster Manager.

When switching to a different node, MyQ Central Easy Config should not be
used on any node.

When performing system maintenance (cluster resources are offline), but MyQ
services are online on any node (activated manually), do not switch to a
different node. By doing so, you risk corrupting the MyQ database.

When switching to a different node, all services on the initial node are stopped
by the MS Cluster.

While MyQ runs in the cluster, the IP address of the MyQ server is the one that
you have selected within the setup of the MyQ server role, and the hostname
of the MyQ server is the one that you will set in the MyQ web administrator
interface after you bring the resources of the MS Cluster online.

It is strongly recommended to always keep the Storage and Server Name
resources online. In case you need to take them offline, make sure that all MyQ
services on the active node (the current owner of the MyQ server role) are
stopped in the MyQ Central Easy Config application.

After completing the setup (setup and additional setup) of the MyQ server
role, and also after each crucial change on the cluster, it is recommended to
test the cluster by moving the ownership of the MyQ server role between all
nodes of the cluster.

Starting the system (Failover Cluster Manager)

To start the system, you have to bring the resources of the MS Cluster online. For
information on how to do this, check here.
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Setting hostname of the MyQ server role

On the Resources tab of the MyQ server role in Failover Cluster Manager, you can
see (and change) the DNS Name of the MyQ server role. The Full name of the role
(DNS + domain) needs to be used as the server hostname and as the MyQ X Mobile
Client server in MyQ.

To see or change the DNS name of the MyQ server role on the MS Cluster, do the

following:

1. In the list at the bottom of the Resources tab of the MyQ server role, under
Server Name, right-click the server's name, and then click Properties. The
Name:*** Properties dialog box opens.

—
=

v U () ™yareerver Prefered Owners: Any node

Name
Server Name

#) U Name: myq-server

Bring Online

Sonsay] Resources Take Offline

nformation Details...
Show Critical Events

More Actions

Remove

&
(4]
X

Promerties

2.0n the General tab, you can see (and change) the DNS Name of the MyQ

server role.

Name: myq-server Properties X
General Dependencies Policies Advanced Polcies

! [ ™ Name: myg-server
~&~  Type: Network Name

Status: Onlne
[] Publish PTR records
DNS Name:

[myqserver
Full Name: myq-server testlabad2016 Jocal

IP Addresses:
Network IP Address
#*10.14.4.0/23 10.14.4.174
NetBIOS Status: 0K
DNS Status: 0K
Kerberos Status: 0K

To set the hostname of the MyQ server role on the MyQ cluster server, do the

following:
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1. On the Network settings tab of the MyQ web administrator interface of the
MyQ cluster server, use the Full name (DNS + domain) of the MyQ server in the

following setting:

a. This server hostname under General.
2. Then click Save at the bottom of the tab.

1.2.6 Configuration and Maintenance

The below chapters show additional configuration and maintenance steps.

Bringing the resources of the MS Cluster online (Failover Cluster

Manager)

To start the system, you need to bring all the MS Cluster resources online - the
Firebird Server - MasterlInstance service, the ApacheMonitor.jse script, and the

MyQMonitor.jse script.

To bring a service or script online, open the Failover Cluster Manager application, go
to Roles, right-click the service or script, and click Bring Online on the shortcut

menu.

3_';—; Failover Cluster Manager

File Action View Help

= 27 HE

£ Failover Cluster Manager
v 55 2018clust2.testlabad2(
7% Roles
i Nodes
.4 Storage
43 Networks
Cluster Events

Status
(®) Stopped

Name

7T myqserver

Type
Cther

1 ©
Owner Node Priority
Win201SNOD22 Mediu

Prefemed Owners:  Any node

Name
Storage

% A4 Cluster Disk 1
Server Name

® % Name: myqserver
Roles

=2 Frehird Server - Defaut Instanca
BRpg Online

Take Offline
nformation Details...
Show Critical Events

More Actions >

Remove

oXDE®

Properties

Status

® Onlne
@' Online
(3) Offiine

@' Offline
(®) Offine
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Taking the MS Cluster resources offline (Failover Cluster Manager)

To make sure that all the MS Cluster resources -except for Storage and Server
Name- are offline, it is sufficient to take the Firebird Server - Masterinstance
service offline; all of the scripts will be taken offline due to their dependency on this
service.

The Storage and Server Name resources must stay online.

To take the Firebird Server - Masterinstance service offline, open Failover Cluster
Manager, go to Roles, right-click the Firebird Server - Masterinstance service, and
click Take OfFline on the shortcut menu.

Name Status Type Owner Node
[ myq-server (®) Running Other Win2019NOD11
v ’_‘} myq-server Preferred Owners: Any node
®
Name Satus
Roles
=y ApacheMonitor Script (®) Oriine
3 Firebird Server - {@ Bring Online -
_ — £) Oninc
i MyQMonitor Scri ©°® Take Ofne
Storage x’d Information Details #) Onlne
# A Cluster Disk 1 i‘_%] Show Critical Events 3 Ovine
Server Name @ More Actions 4
o 2 — 8 Ovidere
® % Name: myg-serve K Remove
Properties

Summary | Resources

Restarting MyQ services via the MS Cluster (Failover Cluster Manager)

To restart MyQ services via the MS Cluster, take all the MS Cluster resources, except
for Storage and Server Name, offline and then bring them online.

Changing the MyQ admin credentials (active node)

To change the Server Administrator Account and Database Administrator
passwords, you need to do the following on the currently active node (the current
owner of the MyQ server role):

1. Open the Failover Cluster Manager application.
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2. Open the Nodes tab of the cluster, right-click the currently active node, right-
click Pause on the shortcut menu, and click Do Not Drain Roles.

a_,}: Failover Cluster Manager
v & 2019clust2 testlabad2016.lo
:"; Roles
51 Nodes
. Storage
&3 Networks
£4] Cluster Events

Search \:,I
Name Status Assigned Vote Current Vote
Z, Win2019NOD 11 @ Up 1 0
2 Win2019NOD22 (@)U 1 1
’ Pause » Drain Roles
Resume ' Do Not [ain Roles

Remote Desktop
Information Details...

Show Critical Events

0 | (2 8 | 3 | e (o

More Actions 4

3. Take all the MS Cluster resources, except for Storage and Server Name,

offline.
4.

Open the MyQ Central Easy Config application, start all services, change the

passwords, stop all services, and lastly close the application.

5.
6.

Bring the resources of

the cluster online.

Open the Nodes tab of the cluster in Failover Cluster Manager, right-click the

node, right-click Resume on the shortcut menu, and lastly click Do Not Fail

Roles Back.
3}23 Failover Cluster Manager
v 3 2019clust2 testlabad2016.l0
”:ﬁ Roles
51 Nodes
. Storage
3 Networks
Cluster Events

Name Status Assigned Vote Current Vote
2, Win2019NOD11 ® Up 1 0
_EL‘,, Win201SNOD22 @ Paused 1 1
Pause > l
I Resume ’ Fail Roles Back

Remote Desktop Do lﬁ Fail Roles Back
Information Details...

Show Critical Events

More Actions

0 | (2 & | (I

1.2.7 Backup and Restore

Backing up the MyQ database on the MS Cluster

The automatic and manual backup processes do not differ from the standard backup
processes described in “Backing up MyQ Data”. The only setting that requires special
attention is the backup destination folder. It is recommended to save the backup
files on the shared cluster disk.

Restoring the MyQ database on the MS Cluster (all nodes)
Before restoring the MyQ database, MyQ has to be installed and set up on all the MS

Cluster nodes.
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Now you need to restore the MyQ database and settings on the active node of the
Cluster (the current owner of the MyQ server role) via the following steps:

1. Start All services via MyQ Central Easy Config.

2. Open the Database tab in MyQ Central Easy Config.

3.In the Main Database section, click Restore.... Select the database _*.zip file,
and click Open. If the backup is password protected, there is a prompt to
provide the password. The database is restored and, if needed, upgraded as
well.

4. Repeat the process for all the other nodes.

Using Database Encryption

If you are using the Database Encryption feature in MyQ Central Easy Config, it is
necessary to perform the following steps after encrypting or restoring your
database:

1. Stop all Cluster resources except for Storage and Server Name.

2. Open MyQ Central Easy Config on the active node and start all services.

3. Enable DB encryption.

4. Stop All services in MyQ Central Easy Config.

5. Copy the DB encryption key to all the other nodes. The key is located by
defaultin
“C:\Program Files\MyQ Central Server\Firebird\plugins\keyholder.conf".

6. Start All MyQ services in MyQ Central Easy Config, and bring all the resources
online via Failover Cluster Manager.

1.2.8 Upgrading MyQ

Necessary steps before the upgrade

Before starting the upgrade, make sure that you have an up-to-date and properly
finished backup of the MyQ database. The database can be backed up either
manually in MyQ Central Easy Config or automatically as a scheduled task in the MyQ
web administrator interface. To make sure that the backup file is preserved, it is
recommended to copy the database backup file to a different location.

Upgrading MyQ (all nodes)

The upgrade needs to be performed on each node of the cluster. To be able to
upgrade MyQ on a node, you need to have access to the shared cluster disk, so the
node has to be active. Therefore, you need to switch the active mode between all of
the nodes (move the MyQ server role between the nodes).

Before upgrading MyQ on the nodes, take all the MS Cluster resources, except for
Storage and Server Name, offline.

To upgrade MyQ on all nodes, start with the currently active node (the owner of the
MyQ server role) and do the following:

1. Start All services via MyQ Central Easy Config.
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2. Run the MyQ installation file.

3. Finish the installation process.

4. Stop All services via MyQ Central Easy Config, and then close the MyQ Central
Easy Config application.

5. Move the MyQ server role to the next node and repeat all the steps.

After MyQ is upgraded on all the nodes, bring all the MS Cluster resources online.

o During the installation, you might encounter a warning message about a problem
related to updating the MyQ database. In such cases, continue with the setup, as the
problem does not impact the installation.

1.2.9 Recommended Troubleshooting

The MS Cluster solves issues on the currently active node which might affect the
availability of the MyQ server, by switching to one of the available passive nodes.

Problems related to the MyQ server need to be treated manually. In case you
encounter such problems, it is recommended to restart MyQ services in the Failover
Cluster Manager application. If the problem persists, contact MyQ support.

In case the MS Cluster does not start, try taking all the MS Cluster resources, except
for Storage and Server Name, offline, and then try to manually start MyQ services. If
successful, it is likely that the problem is on the cluster side; otherwise the problem is
probably related to the MyQ server, in which case contact MyQ support.
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2 System Requirements

The operating system and other software require their own additional system
resources. The system requirements described below are only for MyQ solution.

2.1 MyQ Central Server mode with integrated Firebird

database
glle);(secrentral 1-10,000 users :gﬁ? -50,000 lslg,e(:? -100,000
Physical Core* 6 6 6
RAM 8GB 12GB 16GB

Valid For a typical user case:

Integrated Firebird database - installed automatically.

Data Replications from Site servers.

User synchronization.

Up to 500 Sites (for the Site servers HW requirements, see MyQ Print Server -
Site mode) managed by the Central Server (license distribution, user
synchronization, and data replication between Central Server and Site servers).
Up to 30,000 printers total on MyQ Central Server.

2.1.1 Recommendations

¢ Install Windows updates out of the replication or user synchronization time.

¢ Always monitor the server performance during peak usage hours and adjust
the settings accordingly.

¢ Changing the power plan of Windows Server in Control Panel - Hardware -
Power Options from Balanced (the default setting) to High performance is
recommended to utilize the maximum performance. This may help speed up
database operations.

2.2 MyQ Central Server mode with an external MS SQL

database
MyQ Central 1-10,000 users 10,001 - 50,000 50,001 - 100,000
Server users users
Physical Core* 4 4 4
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MyQ Central 1-10,000 users

Server

RAM 4GB

MS SQL server )

(database) 1-10,000 users

Physical Core* 6

RAM 12GB

10,001 - 50,000
users

6GB

10,001 - 50,000
users

24GB

System Requirements

50,001 - 100,000
users

6GB

50,001 - 100,000
users

32GB

*number of physical cores with 3,5GHz frequency (calculated with AMD Ryzen

Threadripper 1920X 3,5GHz).

Valid for a typical user case:

User synchronization .

External MS SQL database used.
Data Replications from Site servers.

Up to 500 Sites (For the Site servers HW requirements, see MyQ Print Server -

Site mode) managed by the Central Server (license distribution, user
synchronization, and data replication between Central Server and Site servers).

2.2.1 Recommendations

Up to 30,000 printers total on MyQ Central Server.

¢ Install Windows updates out of the replication or user synchronization time.
¢ Always monitor the server performance during peak usage hours and adjust

the settings accordingly.

¢ Changing the power plan of Windows Server in Control Panel - Hardware -
Power Options from Balanced (the default setting) to High performance is
recommended to utilize the maximum performance. This may help speed up

database operations.

2.2.2 Operating System

Windows Server 2012/2012 R2/ 2016/ 2019/ 2022, with all the latest updates; only

64bit OS supported.

Windows 8.1/ 10/ 11 **, with all the latest updates; only 64bit OS supported. Be
aware of the connection limit of up to 20 clients (Windows EULA).

**For the trouble-free running of the machine, it is strongly recommended using a

server operating system.
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2.2.3 Additional software required

e Microsoft .NET Framework (any version recommended by Microsoft).

e For Windows Server 2022, it is necessary to install Server Core App
Compatibility Feature on Demand (FOD) (https://docs.microsoft.com/en-us/
windows-server/get-started/server-core-app-compatibility-feature-on-
demand).

It can be installed from PowerShell as a Windows Update using this

command: " Add-WindowsCapability -Online -Name

ServerCore.AppCompatibility~~~~0.0.1.0 "and then restart.

2.2.4 Storage sizing
The MyQ Central Server installation files are approximately 300MB.

Minimum 10GB dedicated disk for MyQ Data storage (jobs, main database and log
database) is recommended; see the below tables for more details.

Data storage with integrated Firebird database (included users, replications):

10k jobs 100k jobs 1M jobs
MYQ database 30MB 200MB 1,5GB
MYQLOG 30MB 300MB 3GB

database

MyQ data folder storage counted for 1 year.

Data storage on external MS SQL database (include users, replications):

10k jobs 100k jobs 1M jobs
MYQ database 500MB 700MB 7GB
MYQLOG 1GB 1,5GB 3GB

database

MyQ data folder storage counted for 1 year.

Storage performance

e minimum 100 IOPS required.
¢ RAID data storage supported.
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2.2.5 Database

e Microsoft SQL Server 2012 or newer.
o Microsoft SQL Server 2017 or newer is recommended.
e On MS SQL Server older than 2017:
o CLR must be enabled (https://docs.microsoft.com/en-us/sql/relational-
databases/clr-integration/clr-integration-enabling).
o User with owner privileges for Main and Log database.
e User (Server user/login) used to connect to the DB must have their default
language set to us_english.

2.2.6 Web browser

Microsoft Edge 91 or higher (Recommended)

Google Chrome 91 or higher

Mozilla Firefox 91 or higher

Apple Safari 15 or higher

Opera 82 or higher

Internet Explorer and MS Edge Legacy are no longer supported

2.2.7 Security

DigiCert Global Root CA certificate (required for Installation Key license activation)
- https://www.digicert.com/kb/digicert-root-certificates.htm#roots.

It should be included by default in the latest updated Windows versions.
Supported Public Key Infrastructure for asymmetric cryptography.

Limitations:
e To make sure that the MyQ system runs smoothly, you need to set an
exception for MyQ in your antivirus setup.
e MyQ should not be installed on a Domain Controller.

2.3 MyQ installation in Private Cloud

MyQ can also be installed in Private Cloud. For requirements and further details, see
Installation in Private Cloud.

For the Print Server requirements, check the MyQ Print Server guide.
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2.4 Main Communication Ports

If you need to adjust your firewall, it is recommended to allow MyQ processes in the
firewall and not particular ports. If you allow particular ports, MyQ may stop working
if:

1. you change port settings in MyQ, or
2. you upgrade to a newer version and the port specification has changed.

2.4.1 Incoming Ports

The server is listening on the following ports (does not include private ports):

Protocol Port Configurable Description

TCP 8083  Yes HTTP protocol for accessing the MyQ Web
(MyQ Easy interface and REST API.
Config)

TCP 8093  Yes HTTPS protocol for accessing the MyQ Web
(MyQ Easy interface and REST API.
Config)

2.4.2 Outgoing Ports

The server is connecting to the following ports (does not include localhost
connections):

Protocol Port Description

TCP 443 e License activation server. The MyQ license server
address is license2.myq.cz.
The old MyQ license server address is license.myq.cz.
e Other enabled services from Settings — External
Systems (Microsoft Exchange Online)

You can also set up additional services that require further configuration and their
port will often differ:

Protocol Port Default Description
TCP Custo  25/465/587 Connection to SMTP server for sending
m outgoing emails from MyQ.
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Protocol Port Default Description
TCP Custo  389/636/18 Connection to Authentication server(s)
m 12 (LDAP, Radius, ...) for user authentication/

synchronization.

TCP Custo 8090 Site server(s) connection.
m

TCP Custo - Connection to External credit account.
m

For a complete list of the ports used by Site servers, check Main communication
ports in the MyQ Print Server guide.

2.5 Network Communication Architecture

The image below depicts an overview of the components and main network
communication channels between MyQ Central server and MyQ Site servers.
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3 Installation

This topic shows you how to install the MyQ Central server and how to connect it to a
database.

a Before you start the installation, make sure your system is up to date and

meets the requirements as described in System Requirements.

MyQ Central server is installed simply by running the executable file and following
the instructions of the installation wizard.

1.

2

Download the latest available MyQ Central Server version from the MyQ
Community portal (MyQ Central Server X.X.X.X).

. Run the executable file. The Select Setup Language dialog box appears.
3.

Select your language, and then click OK. The License Agreement dialog box
appears. Select I accept the agreement and click Next. The Accessibility mode
dialog box appears.

. Select between the Standard or Enhanced accessibility mode, and click Next.

The Select Destination Location dialog box appears.

. Select the folder where you wish to install MyQ Central server. The default

path is:
C:\Program Files\MyQ Central Server.

. Click Next. The Select Components dialog box opens.

5 Setup - MyQ Central Server 8.2.0.973 bli-
Select Components
Which components should be installed?
Select the components you want to install; cdlear the components you do not want to
install. Click Next when you are ready to continue.
Embedded Database 40.3MB
Current selection requires at least 217.9 MB of disk space.
l < Back H Next > | l Cancel ‘

. IF you want to use the MyQ Embedded database server, keep the Embedded

Database option selected (default setting). If you want to use an MS SQL
database server, you should clear the selection. Click Next. The Ready to Install
window opens, with an overview of your selections.

. Click Install. MyQ Central server is installed on your computer. Depending on

the OS settings on the server, you might be asked to restart the computer. If
you are asked to restart the computer, you need to do so in order to finish the
installation. After the restart, the MyQ Central Server Easy Config application
opens and you can continue with the setup there.
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3.1 Central Server database setup

Once the MyQ Central server is installed, the MyQ Central Server Easy Config
application opens and you are asked to select and set the MyQ database. The two
following sections describe the setup of the database after the installation.

If you have deselected the Embedded Database option during the installation, the
MyQ Embedded database option is no longer available on the MyQ server.

3.1.1 Setting up the Embedded Database
To set up the Embedded database:

1. Select the Embedded Database (recommended) option, and click Next. The
database is installed and upgraded if needed.
Easy Config -0 X

i Home my°

Services

Which database type do you want to use?
Settings _
@) Embedded Database (recommended)

. O Microsoft SQL Server 2012 or higher

Log

About

OV @xXo2 I

English

m ’:BH’CE‘

2. Click Finish to leave the MyQ Database Wizard.
8/8/2018 2:53:15 AM - Updating external settings
8/8/2018 2:53:25 AM - Starting services

Back Cancel

3.1.2 Setting up an MS SQL Database
To set up an MS SQL database:
1. Select the Microsoft SQL Server 2012 or higher option and click Next.
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Easy Config —0O X

Home Database myo

Services

>

Which database type do you want to use?

Settings
(O Embedded Database (recommended)

P ® Microsoft SQL Server 2012 or higher

Log

About

OV X2

English
nglis oK

OK

m Cancel

v Restore data v

2. Fillin the setup fields with the following information:

—0OX

Provide Database Connection Information

Database name:

MyQDatabase

Database creation script

Log database name:
MyQDatabaselog

Database creation script

Database server address:

10.14.5.78
Server port:
1433

) Windows Authentication
® SQL Server Account

Username:

User

Password:
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a. Database name: name of the new MyQ MS SQL database (for example
MyQDatabase)

b. Log database name: this automatically filled according to the Database
name

c. Database server address: the IP address or the hostname of the MS SQL
server

d. Server port: TCP port used for communication with the MS SQL server; by
defaultitis 7433. In case of a Local database, the Server port field must be
left empty.

e. Username/Password: Login credentials for accessing the MS SQL database
management. The login account has to have the public fixed server role for
access to the MS SQL database. You can alternatively use Windows
Authentication.

3. Before you can continue, it is necessary to manually create the main and log
databases MyQ will be using. You can use the creation scripts that are available
to you under the 'Database name' and 'Log database name' fields. Run the
scripts on your MS SQL server and they will create databases using the names
you have provided in Step 2.

4. Once the databases are successfully created, click Next to continue. MyQ
Central Server Easy Config will run the Database Prerequisites Check.

5. Click Finish to leave the MyQ Database Wizard.

3.2 Installation in Private Cloud

MyQ Central Server can be installed and run, besides on-premise servers, also on an
Azure Virtual Machine, with a VPN tunnel connecting the physical network and
Azure's virtual network.

Environment Requirements:

¢ The minimum recommended virtual machine is B4ms, with a dedicated (not

system disk) standard HDD.
o The recommended CPU, RAM and HDD resources are the same as a standard
installation and can be found in system requirements.

¢ VPN tunnel (100mbps line is recommended) connecting the physical network
and Azure's virtual network where the MyQ Central Server is installed.

e |tis required to open ports used by MyQ or make sure they are not blocked on
Azure's Network security group .

For more information about Azure - Extend an on-premises network using VPN, see:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/
hybrid-networking/vpn#architecture

Once you set up the Azure virtual environment, follow the Installation instructions to
install MyQ.

About MyQ in Private Cloud
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Customers using Microsoft 365 as a private cloud hosting their internal systems can
add MyQ to the list of IT services they no longer need to have installed on an on-
premise server.

Part of the leased private cloud space can be dedicated
to MyQ server(s), and MyQ running in Azure can make use of Azure Active
Directories.

The single sign-on feature already used by users to access applications in the
Microsoft cloud can also cover cloud printing with MyQ, without the need to use a
VPN connection.

v \ - (‘(\
SECURITY g HIGH ACCESSIBILITY

HIGH SECUR
\‘ AVAILABILITY AND
A / SCALABILITY
| /
— I ~ '
;/) r f";\\‘fz T @
EASY DISASTER W ) D
RECOVERY . - NO NEED Of
I Combined cloud A "'\\ VPN FOR USERS
/ benefits of MyQ & \
/ Microsoft Azure ‘
O‘
NO NEED OF -
ON-PREMISE m Bl Micre "
MAINTENANCE ye - t .

MS Universal Print is also fully integrated in MyQ, offering mobility, quick printer
discovery, and no need for a VPN connection.

What is more, MyQ's Universal Print connector can work with older devices, so
there’s no need to invest into upgrading your fleet with more recent models which
would natively support Universal Print.

For more information, see Microsoft Universal Print in the MyQ Print Server guide.
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No VPN required
IPP Protocol VPN

_— —

0365/Azure AD User Universal Print MYy©Q Server

a5 Microsoft Azure

a A VPN tunnel connecting the physical network and Azure's virtual network is
also required when using Microsoft Universal Print. Thanks to this VPN
tunnel, there is no need for a VPN connection from the client’s side to the
MyQ Central Server.
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4 MyQ Central Server Easy Config

The MyQ Central Easy Config application is the basic environment for setup of the
essential parts of the MyQ Central server, such as the MyQ database and log.

It automatically opens during the installation of the server. Otherwise, you can find it
on the Apps screen in Windows 8.1+, Windows Server 2012 and newer. After you
open the application, you see its menu on the left side of the dialog box. From this
menu, you can access the following settings:

e On the Home tab, you can quickly change the default passwords for access to
the Server Administrator account and the Database Administrator account. You
can generate data needed by MyQ Support, and you can also log in to the MyQ
Web Administrator Interface from there.

¢ On the Services tab, you can control the run of the MyQ Central server's
services.

e On the Settings tab, you can change both the Server administrator and the
Database administrator passwords, setup the Windows Services account,
unlock the Server administrator account, change file paths of the MyQ system
data files, change the port of the web server and clean up your Cache and
Temp folders.

e On the Database tab, you can change the type and settings of the MyQ
database.

e On the Log tab, you can overview all operations executed by the MyQ system.

e On the About tab, you can see the information about the current version of
the MyQ Central server.

Once you open the MyQ Easy Config application on the Home tab for the first time,
you will be prompted to create passwords for the Server Administrator Account and
Database Administrator as these will be important for the server management access
and database security.

Database Administrator Account

This is the SYSDBA account used for accessing the Firebird database. It is strongly
recommended to create a strong and secure password for this account.

Server Administrator Account

This is the *admin account which is used for the initial MyQ configuration. Once you
create a password for this account, you can continue to the MyQ Web Interface, use
it for logging in as the administrator, and start configuration. It is generally
recommended to later disable this account once you have created dedicated
administrator accounts.

The Server administrator user name is *admin and its default password is 7234.
The MyQ database administrator user name is SYSDBA and its default password is
masterkey.
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The first time you open the application, on the Home tab, you can see the Server
Administrator Account, and the Database Administrator Password sections. In
each of the two sections, type the new password, confirm the password, and then
click Save.

MyQ Central Server Easy Config - 0O X

Home Home myo

Services

v Database Administrator Password

Settings

Change the default password

Database Password:

Log
Confirm password:

About

@
O
X
D
(7
=

English Save

“ Server Administrator Account

Change the default password

Username:

*admin

Password:

Confirm password:

v
o
D

v MyQ Web Administrator

To setup the server go to the MyQ Web Administrator and login as *admin.
MyQ Web Administrator

v Data for Support

Day: 3/6/2024 Eﬂ
Time: 12:22 PM Eﬂ - 1:22 PM Eﬂ

After you change Database Administrator the password for the first time, its
initial setup section disappears from the Home tab.

Additional options are available on the Home tab to access the MyQ Web
Administrator account, and generate Data for Support.

On the Services tab you can stop, start and restart the services of the MyQ Central
server.

42



MyQ Central Server Easy Config

— Easy Config —0O X
A& Home Services myo
G s ®®@ O
) 7,
P& settings Start Al Stop All Restart Al
€  Database <.> HTTP Server RUNNING
(L) Log i
<.> Central Server RUNNING
0 About —
m English <-> Database Server RUNNING

4.3 Settings

4.3.1 Windows Services Account

MyQ Services run, by default, under the Local System account, meaning the account
that was used during the installation.

This can be changed in the Settings tab, in the Windows Services Account section:

e Under Log on services as, select Custom account.

¢ Click on Browse, select the user account to be used for MyQ services and click
OK. The selected user account should have "Local administrator" rights or be a
member of the Local Administrators Group. It should also already have rights
to "Log on as service".

e Type the account's password and then confirm it in the next field.

¢ Click Save. MyQ Services are automatically stopped and restarted.
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— Easy Config —0O X
—
ﬁ Home Settings myo
Q s <
EIViceS v Windows Services Account LocalSystem

P& settings

Log on services as:
g Database ® Local System account =

O Custom account

L
’) Log Account:
Browse...
© rvou
Password:

& englsh

Confirm password:

> Database Administrator Password

e To change back to the default account, select Local System account, and click
Save. MyQ Services are automatically stopped and restarted.

4.3.2 Changing passwords on the Settings tab

As soon as you replace the default passwords, the passwords sections disappear
from the Home tab and they can no longer be changed there.

Database Administrator Account

This is the SYSDBA account used for accessing the Firebird database. It is strongly
recommended to create a strong and secure password for this account.

Server Administrator Account

This is the *admin account which is used for the initial MyQ configuration. Once you
create a password for this account, you can continue to the MyQ Web Interface, use
it for logging in as the administrator, and start configuration. It is generally
recommended to later disable this account once you have created dedicated
administrator accounts.
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Database Administrator Password

Change the default password

Password:

Confirm password:

Server Administrator Account

Change the default password

Username:

*admin

Password:

Confirm password:

Unlocking the Server Administrator account

After 5 consecutive failed login attempts to the Server administrator account, the
account is locked.

The admin can see a warning that the *admin account is locked, and unlock it, in the
Server Administrator Account section on the Settings tab. Once they click Unlock,
the account is unlocked.

Server Administrator Account
The *admin account has been locked out.

The administrator can also check their account’s status via the Windows command
line, using the following command:

C:\Program Files\MyQ Central
Server\PhpApps\MasterServer\src\EasyConFfig>"C:\Program Files\MyQ Central
Server\PHP\PHP\php.exe" confcli.exe.php cmdConfig adminUnlock check

To Unlock the account via the Windows command line, they can use the following
command:
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C:\Program Files\MyQ Central
Server\PhpApps\MasterServer\src\EasyConfig>"C:\Program Files\MyQ Central
Server\PHP\PHP\php.exe" confcli.exe.php cmdConFig adminUnlock SET unlock

4.3.3 Web Server Ports

On the Settings tab, under Web Server Ports, you can choose between secure/
unsecure communication, and change the ports for the connection to the MyQ Web
server:

¢ Allow unsecure communication: If enabled, the communication is not secure,
and the Port field becomes editable (disabled by default, unless you are
upgrading from a version already using unsecure communication).
o Port: communication port for the MyQ HTTP server; the default value is
8083.
» Secure port (SSL): communication port for the MyQ HTTPS server; the default
value is 8093.

Use the up/down arrows to select the new port, and click Save to apply the changes.

Easy Config —0O X

— Settings myQ

Services

Settings v Web Server Ports

Database Allow unsecure communication:
Log -
Port:

Secure port (SSL):
8093 v 1

&
Lo
X
e
)
(7
i3]

> Data Folder -8%

> Server Maintenance

4.3.4 Data Folder
On the Settings tab, you can see the MyQ database folder location.
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Data Folder . 13.19%
Path: C:\ProgramData\MyQ Central Server\
Size: 18.17 MB

Free space: 104.17 GB
Total space: 120 GB
Files count: 30

Depending on the type of the database, the Data folder either does, or does not
contain the MyQ database: the MyQ Embedded database is part of the folder,
whereas the SQL database is stored on the SQL server. Besides the MyQ database,
the folder contains additional files with data used by the MyQ system, such as
reports, certificates or the config.inifile.

The default folder path is:
C:\ProgramData\MyQ Central Server)\

Under normal circumstances, there is no need to change the location. In case you
have to do it, for example when there is not enough space on the system disk, follow
the instructions below:

1. On the Settings tab, in the respective section, click Change Location. The
Change folder location
dialog box appears.

2. In the dialog box, under New Folder, enter the path to the new folder or click
Select to browse and find the new folder location.

New Folder

C:\ProgramData\MyQ Central Server\ m

Free space: 11.89 GB
Total space: 24.66 GB

3. Under Change Operation, select the required method of existing data
relocation, and then click Change
Location. The folder is moved to the new location.

Change Operation

® Change folder location and move all current files (Recommended)
(O Change folder location without moving current files (Copy)
() Use the existing files in folder (Only for reconfiguration)

Warning: Server needs to be stopped during this operation

[ Grongelocaion | el

If you relocate your Data folder to a network drive, be aware that Apache or Firebird
service cannot access network drives created by the Administrator or other users.
The network drive needs to be created by the "nt authority\system" user. You can
do this using this guide: https://stackoverflow.com/questions/182750/map-a-
network-drive-to-be-used-by-a-service/4763324#4763324 or it should work when
you mount the drive on Windows startup.
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4.3.5 Server Maintenance

In the Server Maintenance section of the Settings tab, you can clean up your Cache
and Temp folders. This might be necessary in cases when problems with the
temporary files affect the MyQ system.

To delete the two folders, click Start Cleanup. A pop-up window informs you that
services are not available during the cleanup. Click Yes to continue or No to cancel.

Easy Config — 0O X

— Settings myo

Services

. > Database Administrator Password
Settings

Database

Server [A-t==i=t o
8 Start Cleanup —- X
Log

Services are not available during this operation.

About 5> WebS )
Do you want to continue?

V-]
O
X
D
(7
5]

English

> DataF

v Server Maintenance

Start Cleanup

Cache and Temp folders will be deleted.

A busy indicator window lets you follow the cleanup process, and informs you when
it ends.

Server Maintenance
Cleanup process finished successfully. .

1/8/2021 12:14:42 PM - Stopping services
1/8/2021 12:14:58 PM - Starting services
1/8/2021 12:14:58 PM - Cleanup process finished successfully.

4.4 Database

On the Database tab, you can change the database connection settings, check the
main and log database's status and perform backup and recovery, and encryption.
You can also see information about the current version of the database, available
updates, and also a warning in case there is a need for an upgrade.
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Easy Config — 0O X

r— Database myo

Services > Connection Settings

Settings

~» Main Database 0K
Database

Database version: 8.2.11
Log

Database Encryption: Off

@
G
X
D
(7]
5]

Certificate: l CN=mygq.local

4
n

MyQ Data folder backup path: C:\ProgramData\MyQ Central Server\Backup

> Log Database OK

4.4.1 Backing up MyQ data

To back up your MyQ data:

1. Open the Database tab.

2. In the Main Database section, click Backup.

3. Provide and confirm a password to protect the backup. If skipped, the backup
will be created unprotected.

Backup Data — X

Provide a password to protect the backup:

Confirm the password:

“oc [ concel

4. A new backup file is created, called backup_*.zip. Depending on the database
type, the backup_.*zip either does or does not contain the MyQ database Ffile
(MyQ.FDB): the MyQ Embedded database is part of the folder, whereas the
SQL database is stored on the SQL server. Besides the MyQ database, the
folder contains additional files with data used by the MyQ system, such as
reports, certificates, the metadata.backup file or the config.inifile.

4.4.2 Restoring MyQ Data
To restore your MyQ data:
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1. Open the Database tab.
2. In the Main Database section, click Restore.... Select the backup_*.zip file to

restore MyQ Data, and click Open. If the backup is password protected, there is

a prompt to provide the password. The database is restored and, if needed,
upgraded as well.

Easy Config

Database
(= Open

1T ’ , « Local Disk (C:) » ProgramData » MyQ Central Server » Backup v C,I Search Backup

Organize v  New folder = v [

U Music ~ Name Date modified Type
=/ Pictures
8 Videos
&y Local Disk (=
¥ VM_shared

v

| 1) backup_ -01-08_11-53- 1/8/2021 11:53 AM ompressed (zipp...
1) back p_2021-01-08_11-53-44 202 53 C ipp

File name: v| 2P File ¢ip)

l Open

MyQ Data folder backup path: C:\ProgramData\MyQ Central Server\Backup

v Log Database

Restore Data

Done A

7/13/2020 10:12:28 AM - Restoring the database
7/13/2020 10:12:30 AM - Reading metadata file
7/13/2020 10:12:30 AM - Stopping services
7/13/2020 10:12:46 AM - Restoring up file
7/13/2020 10:12:46 AM - Restoring the database file
7/13/2020 10:12:50 AM - Stopping services
7/13/2020 10:12:55 AM - Clearing cache folders
7/13/2020 10:12:57 AM - Starting the main database upgrade v
<| m >

Close

fm]>

4.4.3 Encrypting the main database

For better security, you can encrypt the main database using a certificate. MyQ does

not provide these certificates. You should install and use your own. The certificate
used for the encryption needs to have the “Encrypting File System” Enhanced Key
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Usage (EKU) and it must be located in one of the following computer certificate
stores:

¢ Personal

¢ Trusted Publishers

e Third-Party Root Certification Authorities
e Other people

Once installed, it will be visible in the Certificate drop-down.

This functionality is only available for MyQ Embedded Databases. If you have an SQL
Server, this section for encryption/decryption is not displayed.

— Easy Config -0
A Home Database myQ
@ SENEE v Main Database OK
& Settings
‘x 9 Database version: 27.6.16
(]
= Database No upgrade needed.
(9 Log
Database Encryption: Off
9 About Certificate: ICN:myq.IocaI |T|
R [

During the encryption, other services will not be available. A busy indicator will let
you follow the encryption/decryption process:

Encryption Process

Stopping services

7/1/2020 4:43:32 PM - Stopping services

Close

After the encryption, the Encrypt button will change to Decrypt so you can reverse
the action.
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4.4.4 Database Connection Settings

In the Connection Settings section, you can view database information, such as the
name, server address, server port, username, and password. If you click Change, you
can set up a new MyQ Embedded database or an SQL database. This change is only
available if you selected the MyQ Embedded database during the installation.

4.5 Log

The Log tab of Easy Config allows you to view all operations being executed by the
MyQ system. These can be filtered by Field, Date, Type, and Subsystem.

= MyQ Central Server Easy Config
A Home Log
L serviees Filters < | Dateand time Subsystem Context Text
3 1 Generz out
& Auto-refresh: ners
2§ settings General
cu o
€ Dotavose All Fields: o :
(9 1= From: N
=N 0
@ o N
To: 5
[§  english Eﬂ
Type: unselect ALLINEY R
Critical o
Error R
Warning o
Info cu .
Notice - )
Debug eners
Trace a

Subsystem: [unsetect I

1:04 PM cheduler D L e V o]
Oecu 3/6/2024 1:21:04 PM Scheduler Database and setting Scheduled task "Database and settings backup 0
[ EasyConfig 3/6/2024 1:21:04 PM EasyConfig Database back-up  Database ‘C:\ProgramData\MyQ Central Server BackupRestore.cs 176
[] General 3 B dul

3/6/2024 1:21:02 PM Scheduler Database and setting Executing sche

led task: Database and settinc 0

[ Kyocera Provider Jler

[] Platform Scheduler :
Plug- R o .
gk:g‘ " Scheduler System maintenance 0
plicator N - - B
Schedule D cation from Event 65

[ Scheduler e fcaten
T Web Service Scheduler D ication from QU rur 84
] Webut Scheduler Data replication from Scheduled task "Data replication from sites’ 0
Scheduler System health check, OUT | Services\SchedulerServicezrunSchedule | \WsfPlatform\Pluy 84

Scheduler System health check, System health check ended without any proble 0
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5 MyQ Central Web Interface

This topic describes the MyQ Central Web Interface where you manage most of MyQ
functions. It shows you how to access the web interface and the two menus where
you can access all settings and functions on the web interface: the Main menu, and
the Settings menu. Furthermore, it describes the web interface's Home dashboard
and shows you how to perform the initial MyQ setup. The last two sections introduce
two MyQ logs: the MyQ Log and the MyQ Audit Log.

— myo . MyQ Central Server 4 Home (7]

i\ Home

& Refresh ¥ Generate data for support | (J Log out

< Add a new gadget
Quick links hd Quick Setup Guide -

)

4 Users ‘g Reports k# Sites A Settings || Log / Time zone - DONE

«| Jobs | Printers
- - Edit

License
License = ¥ Enterlicense

Version: 8.2 DEV4 Support

Show License page \Waiting for previous steps

Administrator e-mail
MyQ Central Server sends important system notifications to this e-mail.
Enter the administrator's email

Password for network communication
Password is used for communication with MyQ Central Server servers.

Enter the password

Outgoing SMTP server
Configure the outgoing SMTP server

Users
Add users manually | Import users

5.1 Accessing the MyQ Central Web Interface

To access the MyQ Central Web Interface, you need to open it in your web browser
and log in as an administrator:

There are three ways to open the MyQ Central Web Interface:

1. Open your web browser, and then enter the web address in the form:
https://*MyQCentralserver*:8083, where MyQCentralserver represents the IP
address or the host name of your MyQ Central server, and 8083 is the default
port fFor access to the server.

2.Log on to the interface from the MyQ Central Easy Config application, by
clicking the MyQ Web Administratorlink on the Home tab, in the MyQ Web
Administrator section.

3. Open the MyQ Central Web Administrator application. You can find this
application on the Apps screen in Windows 8.1+, Windows Server 2012 and
newer.
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5.2 Logging in as an administrator

Enter the MyQ administrator name (*admin) and the password that you have set in
the MyQ Central Easy Config application, and then click Log In. If you have not
changed the default password yet (not recommended), enter the default one: 7234.

In the drop-down at the top of the login window, you can select your preferred
language.

myQ

MyQ Central Server

Language:

English (United States)

*admin

Login

5.3 Main menu and Settings menu

There are two menus where you can access all the features and settings of the MyQ
Central server: the Main (MyQ) menu and the Settings menu.

Main menu

To open the Main menu, click the MyQ logo at the upper-left corner of the screen.
From there, you can access the Home dashboard, the Settings menu and a number
of tabs where you can manage and use MyQ functions.

In this guide, all the tabs accessed from the Main menu, except for the Home screen
and Settings menu, are called main tabs, as opposed to settings tabs that are
accessed from the Settings menu.

= myo L MyQ Central Server

A Home

k4 Sites

2 Users

< Jobs

4. Credit Statement
Voucher batches

%> Reports

= Printers

) Payments

A, Settings

|| Log

. Audit Log

[E8 System health check

© Help

Administrator (admin)

MyQ Central Server 8.2 DEV4

O Log out
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Settings menu
To open the Settings menu, click Settings on the Main menu.

The tabs that are accessed from the Settings menu serve for the global setup of the
MyQ server.

5.4 Home Dashboard

On the Home dashboard, you can perform the initial MyQ setup. After the setup, you
can use the dashboard to directly access MyQ key features, to display statistics and
to generate data for support.

= mYQ . MyQ Central Server 4 Home e

{i_\ Home

' Refresh ¥2¥ Generate data for support | &) Log out

o Add a new gadget
Quick links hd Quick Setup Guide o

J Time zone - DONE

«| Jobs s Printers f-‘_ Users ‘, Reports gy Sites I\ Settings Log Edit
ll

. License
License - 7 Enter license

Version: 8.2 DEV4 Support

L 4 - .
Show License page Waiting for previous steps

Administrator e-mail
MyQ Central Server sends important system notifications to this e-mail.

Enter the administrator's email
Password for network communication
Password is used for communication with MyQ Central Server servers.

Enter the password

Outgoing SMTP server

[
nd Configure the outgoing SMTP server

Users

[
nd Add users manually | Import users

The dashboard is Fully adjustable; it consists of multiple building blocks (gadgets)
that can be added and removed from the screen. You can use the blocks to customize
both the layout and functionality of the dashboard.

By default, there are three gadgets on the dashboard: Quick links, License, and
Quick Setup Guide.

From the Quick links gadget, you can directly access the most important tabs of the
MyQ Web Interface: Jobs, Printers, Users, Reports, Sites, Settings, and Log.

= Jobs (M Printers R Users 05 Reports =& Sites & Settings | | Log

The License gadget shows license information and can redirect you to the License
settings tab.

The Quick Setup Guide walks you through the initial MyQ setup.
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5.4.1 Quick Setup Guide

On the Quick Setup Guide gadget, you can set the basic and most important
features of the MyQ system:

Time zone

e Here you can see if the time zone set in MyQ matches the Windows system

time set on the server.
« By clicking Edit, you open the General settings tab, where you can adjust the

time zone.

License

Adding and activating licenses

Click Enter License. The License settings tab opens. You are asked to enter
information about your installation and insert your installation key.

= myQ = MyQ Central Server 4 Home % Settings: License

A Settings “. License
cense Enter information about this installation

/N General
Fields marked by * are mandatory.

% personalization
Company: =  CompanyX
' Task Scheduler S pany.

Person: * | Eliot Kate
¥ Network

icati :* 10 Morning street
2. Authentication servers Address: g

. Country: * | Australia v
= printers 26 :

o] Email: *  kate@companyx.com
&% Users = panyx

AL User Synchronization Phone:
Rights - .

2 Insert the installation key
TR Enter the installation key

Credit
% Reports
v Save

L Log & Audit
& External Systems To get MyQ Central Server SMART license for free please register at MyQ Community portal

& System Management

Support

With active software assurance licenses, you have access to MyQ technical support
and free MyQ products upgrades.

Adding or Extending software assurance licenses

Click +Add support license. The dialog box appears where you can add the software
assurance license.

Administrator email

By clicking Enter the administrator's email, you open the General settings tab,
where you can set the administrator email. Important system messages (disk space
checker warnings, license expiration etc.) are automatically sent to this email.
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Password For network communication

To communicate with your site servers you must set a password. By clicking Enter
the password, you open the General settings tab, where you can set the password
for network communication, in the Security section..

Outgoing SMTP server

By clicking Configure the outgoing SMTP server, you open the Network settings
tab, where you can set the outgoing SMTP server.

Users

By clicking Add users manually, you open the Users main tab, where you can
manually add users.

By clicking Import users, you open the User synchronization settings tab,
where you can import users from LDAP servers, or from a CSV file.

5.4.2 Generate data for support

In case you encounter a problem that requires help from the MyQ support team, you
may be asked to provide more information about your MyQ system configuration,
licenses, printer devices, terminals, etc. In such case, you need to generate a MyQ-
helpdesk.zip File, which contains multiple files with all the necessary information, and
send it to the MyQ support team.

The .zip file contains:

e the Logs folder with error logs from Apache and PHP,

e the MyQ log file log_dateandtime.xlsx,

¢ the Windows Event log,

¢ and the MyQ-helpdesk.xml file with MyQ system information.

The MyQ log file corresponds to the MyQ log that can be displayed on the MyQ
Central Web Interface or in the MyQ Central Easy Config application, and contains
attachments with detailed information.

To generate the MyQ-helpdesk.zip file:

1. Click Generate data For support on the bar at the top of the Home dashboard.
The Generate data for support dialog box appears.

2.In the dialog box, specify the Day and the exact Time span of the MyQ events
to include in the MyQ-helpdesk file, and then click Export. The file is generated
and saved to your Downloads folder.

Generate data for support X

Fields marked by * are mandatory. A

Day:* [12/14/2020]

Month/Day/Year

Time:* |17:54 - 1854

+ Export * Cancel v
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You can also generate data for support in the MyQ Central Easy Config application. In
the Home tab, under the Data For Support section, set the date and time for the
data, and click Generate. The file is generated and you can select where to save it.

Easy Config _ D X

o Home myo

Services

> Database Administrator Password
Settings
Database > Server Administrator Account

Log

> MyQ Web Administrator
About

@
O
X
e
D
(7]
©

English
~ Data for Support

Day: 7/26/2021 EEI
Time: 1:25 PM EE‘ = 2:25PM EEI

5.5 MyQ Log

In the MyQ Central server log, you can find information about all parts of the MyQ
Central server: the MyQ Central server, MyQ Web Ul, etc. Log messages are sorted
into these types Critical, Error, Warning, Info, Notice, Debug, Trace and you can select
the types that you want to be displayed.

You can also set the log to display only messages informing about specific MyQ
subsystems, such as the Web Ul, Replicator or Schedulers, and also about a specific
context, for example Email sender or Disk space checker.

= myo = MyQ Central Server /_L\ o

L Log
L Log
Date: P Run | © Open % Show from here | &M Tools v &' Refresh || Search
B v |Time Type Subsystem Context  Attachments Text File
Select a period or enter a range with the format - Executing scheduled task:
starting date.ending date. Date format: 01/08/2021 1:05:17 P... | Notice General System health check
Month/Day/Year ;
- Executing scheduled task:
5517
Context: 01/08/2021 12:55:17... Notice General System health check
e Executing scheduled task:
01/08/2021 12:45:17... Notice General System health check
Subsystem: Evecut heduled task
- xecuting scheduled task:
8/2! :35:17...
- 01/08/2021 12:35:17. Notice General System health check
Type: 01/08/2021 12:29:09... Info General User deleted: Carol Kai
% Critical 01/08/2021 12:27:24... Notice General Login success: *admin
Error
- Executing scheduled task:
. 8/2021 12:20:16...
[ Warning 01/08/2021 12:20:16... Notice General System health check
% :ﬂ:' 01/08/2021 12:15:06... Info Platform booted | time=8s \WsfPlatform\Platform\Platform.c...
otice
o 154 + / W \ \Plat
[ Debug 01/08/2021 12:15:06... Notice Platform Starting Metrics Monitor \WsfPlatform\Platform\Platform.c...
[V Trace 01/08/2021 12:15:06... Notice General SnapScan payment provideris
not enabled
@8 Search No MessagesSource service
01/08/2021 12:15:06... Notice Platform Messages found. Messages will be \WsfPlatform\Messages\Service\S...

Aieahlad

The log is updated in real time, but you can pause it and select to show messages
from a specific time period, such as yesterday, this week, last week, last X hours, last
X weeks, etc.

Opening the MyQ Log
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On the MyQ Web User Interface, go to MyQ, Log, or on the Home dashboard, click
Log on the Quick links gadget.

Pausing/Refreshing the log

To pause or resume the real time run of the log, click Run on the bar at the top of the
Log tab. To refresh the log up to the current moment, click Refresh on the same bar.

Filtering the log: selecting time period, types of information, subsystem or
context

You can filter the log on the panel:

» After you pause the log, you can select the period in the Date combo box.

e The types can be selected and deselected on the panel at the right side of the
Log tab.

¢ On the Subsystem combo box, you can select/type one or more subsystems to
be displayed in the log.

« In the Context text box, you can type the context you want to be displayed.

After the filters are set, click Search to submit them.
Exporting the log/Generating data for support

Click Tools on the bar at the top of the Log tab, and then select one of the following
export options:

e Save as Excel — export the log as an Excel file
¢ Save as CSV — export the log as a CSV file
e Generate data For support — generates a .zip file with multiple files for MyQ

support.

=, Save as Excel

E.

Save as CSV

<
<

Generate data for support

(1

Remove highlighting
Highlighting log messages

You can highlight particular log messages. To do so, select the message that you
want to highlight and then press the SHIFT + SPACE keyboard shortcut.

Time Type Subsystem Context Attachments

J&/£0/ £V, UeDUC Jser session Mionitor virect printing

t the top oi.F the Log tab, and then

02/28/20... Debug User Session Monitor
To remove all highlights, click Tools on the bar a
click Remove highlighting.
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5.6 MyQ Audit Log

In the MyQ Audit Log, you can view all the changes of MyQ settings, along with
information about who made the changes, the time when they were made and which
subsystem of MyQ was affected by them.

= mYQ & MyQ Central Server 4 Home || Audit Log

| | Audit Log
Date: > Open & Refresh | Export [ Schedule Export || search
8 v | |Time Type Description Context  User Subsystem

Select a period or enter a range with the format

starting date..ending date. Date format: Older

mm/dd/yyyy ini i

o 01/21/2021 4:06:33 P... & Settings were changed. 2 Administrator « *admin WebUI

‘ . ‘ 01/21/2021 4:06:33 P... &  User Administrator was ed... 2., Administrator « *admin WebUl

Type: 01/21/2021 3:47:24 P.. &  Settings were changed. A Administrator + “admin WebUl

‘ All - ‘ 01/15/2021 3:02:22 P... ¥  User Eliot Kate was created. 2. Administrator « *admin WebUI

@ 01/08/2021 12:29:09... ™= Deletion: User Carol Kai :{ Administrator « *admin WebUI

08/27/2020 3:43:06 P... 4 User Carol Kai was created. 1 Administrator = *admin WebUI
08/27/2020 3:31:26 P... & Settings were changed. 2. Administrator « *admin WebUl
08/27/2020 9:58:30... o> Settings were changed. 3 Administrator = *admin WebUI
08/27/2020 9:58:20... & Settings were changed. 2 Administrator « *admin WebUI
08/26/2020 3:09:44 P... ¢«  Settings were changed. £ Administrator « *admin cu
08/26/2020 3:09:44 P... & Group All users was edited. System cu

Opening the MyQ Audit Log
On the MyQ Web User Interface, click MyQ, and then click Audit Log.
Filtering the Audit Log: selecting time period, user and type of event

The displayed data can be filtered by a time period, the user who made the changes
and the type of the event.

To display additional information about a particular change, double-click the change.
A panel with the detailed information opens on the right side of the Audit Log tab.

Exporting the Audit Log

You can export the Audit Log by clicking Export on the main ribbon. The log is
instantly generated and downloaded.

You can also click Schedule Export to have the log regularly exported. The
schedule’s properties panel open to the right, where you can set its parameters.
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General  Filters and parameters ~ Rights

MyQ Central Web Interface

Fields marked by * are mandatory.

Enabled: * m

Name: * [Audit Log Export
Description:

S

cpetn
Day:* [} Monday
[] Tuesday
[] wednesday
[] Thursday
[] Friday
[] saturday
[] Sunday
Hours of run: = [5:00 ]

hhimm, hh, h:mm, hh am, hh p
For multiple values, separate with a comma or semicolon

| ¥Ssawve | X Cancel |
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6 MyQ Central System Settings

This topic discusses basic system settings of the MyQ system. The settings are
located on separate tabs, accessed from the Settings menu:

On the General settings tab, you can set the administrator email, change
regional settings, and other general settings.

On the Personalization settings tab, you can add custom help links and custom
logos to be used in various parts of the MyQ system.

On the Network settings tab, you can modify network settings such as
certificates, server ports, etc.

On the Printers settings tab, you can set the duration of the temporary cards
validity in hours.

On the Authentication servers settings tab, you can add LDAP and Radius
servers for user authentication.

On the Task scheduler settings tab, you can add new task schedules, change
their settings and run scheduled tasks.

On the Log & Audit settings tab, you can set the Log notifier feature, which
enables sending notifications about selected log events to the administrator
and/or any number of MyQ users.

On the System management settings tab, you can change settings of the MyQ
history, set the maximum size of files that can be uploaded on the MyQ Web
Interface, delete data from the MyQ database, and also reset MyQ components
to apply settings previously made on other tabs.

6.1 General Settings

The General settings tab contains the General, Security, and Job Privacy sections.
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= myo = MyQ Central Server {L\ o

A General

A Settings
%4 License
N\ General
£ personalization
£ Task Scheduler
@ Network
£ Authentication servers
% Printers
& users
& user Synchronization
Rights
(=) Accounting
Credit
©~ Data replication from sites
& Reports
L) Log & Audit
" External Systems

# System Management

MyQ Central System Settings

A\ Settings: General

Fields marked by * are mandatory.

¥ General

Administrator e-mail: * “test@email.com

MyQ Central Server sends important system notifications to this e-mail

Time zone: | Prague (UTC+02:00 DST) -

Default language: * | English (United Kingdom) v

Default language is used 1) when user has no language set 2) for naming built-in users, groups, queues and other

objects 3) for default text of e-mail notifications

Currency: |USD

3-letter currency code

Number of digits after the decimal point: * |5

Column delimiter in CSV: * |; v

¥ Security

Password for communication: * |eeeeesee

s used for communication with Site servers.

¥ Job Privacy New

Job privacy feature limits access to sensitive job metadata for everyone but job owner and his/ner delegates.
WARNING: Once enabled it cannot be disabled again!

Enable Job Privacy (irreversible)

v Save * Cancel

In the General section, you can set the administrator email, time zone, default
language, currency and the column delimiter in CSV files.

¢ Administrator email: The administrator email receives important system
messages (disk space checker warnings, license expiration, etc.) automatically
sent from MyQ.

* Time zone: For the proper functioning of the MyQ system, make sure that the
time zone set here is the same as the time zone set in the Windows operating
system. After changing the time zone, you will be asked to restart the web

server.

o Default Language: The default language setting determines the language of
all emails that are automatically sent from MyQ and the language used on all
connected terminals and interactive readers.

e Currency: In the currency setting, you can enter the 3-letter currency code of
the currency that you want to use in your pricelist.

o The Number of digits after the decimal point option can be set from Oto 5
(defaultis 2).

¢ Column delimiter in CSV: The column delimiter in CSV files setting determines
the delimiter in source and destination files used for all the import and export
operations to and from the CSV file format. The default value is based on the
regional settings of your operating system.

In the Security section, you can set the Password for communication between the
MyQ Central server and Site servers. The same password has to be set on your Site
servers to ensure the communication between your Central server and Site servers.

In the Job Privacy section, you can enable the Job privacy feature. The Job privacy
feature limits access to sensitive job metadata for everyone, except for the job
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owner and their delegates. If Job Privacy is enabled at your Central server, it will be
automatically enabled on all the connected site servers.

Once enabled, it cannot be disabled again!

To use the feature, click on the Enable Job Privacy (irreversible) button.

¥ Job Privacy New

Job privacy feature limits access to sensitive job metadata for everyone but job owner and his/her delegates.
WARNING: Once enabled it cannot be disabled again!

Enable Job Privacy (irreversible)

In the confirmation pop-up, type your Server administrator password in the
Password field, and click Enable Job Privacy (irreversible).

6.2 Personalization Settings

On this tab, you can set a custom message to be shown on the Web accounts of MyQ
users, add links to your own custom help, and custom application logos to be used in

MyQ.
4 Personalization
Fields marked by * are mandatory.

¥ Dashboard custom message

Message: I

Example: If you have any questions, please send an email to %admin%

&) Revert values

¥ Custom help

Title:
Link:

The link is displayed on the user's MyQ Central Server home page

¥ Custom application logo

The logo will be used on the MyQ Central Server Web Interface and in reports.

Custom Logo: == Add

Format: JPG/JPEG/PNG/BMP. Recommended size: 398px x 92px

« Save K Cancel

6.2.1 Dashboard custom message

Here you can enter a message to be displayed on the MyQ users web accounts. After
you change the message, click Save at the bottom of the Personalization settings
tab.
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The %admin% parameter can be used to display the email address of the MyQ
administrator within the message (the Administrator email set on the General
settings tab).

6.2.2 Custom help

Here you can add a link to your own web based help that will be displayed as a
gadget on the user's MyQ home page.

To add a custom help link, enter the title and the link of your custom help, and then
click Save at the bottom of the tab.

uuuuuuuuuuuuuuuuuuuuu

6.2.3 Custom application logo

Here you can add your company's logo to be used in the MyQ system. The logo will
appear on the upper right corner of the MyQ Web Interface, on MyQ credit vouchers,
and on reports.

Supported picture formats are JPG/JPEG/PNG/BMP and the recommended size is
398px x 92px.

To import the logo, click +Add, Browse for the file and Open it, and then click Save
at the bottom of the tab. A preview of the new logo is displayed on the tab.

MyQ - & +ome .compongx P>)

& Refresh ¥ Generate data for support | (U Log out

== Add a new gadget

6.3 Task Scheduler Settings

The Task Scheduler settings tab serves as an interface for planning regular tasks in
MyQ. There are seven predefined tasks:

System health check, History deletion, Replication, System maintenance,
Database and settings backup, Log backup, and User Synchronization.

Apart from these, you can import projects from CSV files, and execute external
commands.

External commands are disabled by default. To enable them, switch the
scheduleExternalCommand parameter in the config.inifile from 0 (disabled) to 7
(enabled).
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= myQ & MyQ Central Server 4 Home
A Settings “ Task Scheduler
“. License “* New schedule v | » Run
/N General Status Action
B personalization v B System health check
* Task Scheduler vl History deletion
v £ Replication
9 Network — .
v & System maintenance
2. Authentication servers
- v Schedule Backup

% printers Schedule Backup
A Users == B User Synchronization

n . =
&% User Synchronization

) Settings: Task Scheduler

Actions v I Refresh
Name
System health check
History deletion
Replication
System maintenance
Database and settings backup
Log backup

User Synchronization

Period
Minute
Daily
Daily
Daily
Daily
Daily
Daily

6.3.1 Running and setting task schedules

To manually run a task schedule:

e Select the task schedule that you want to run.
¢ Click Run on the Task Scheduler toolbar.

Or

* Right-click the task schedule.

¢ Click Run on the shortcut menu.

To set a task schedule:

Double-click the task schedule that you want to set (Or right-click it, and then click
Edit in the actions shortcut menu). The respective task schedule properties panel

opens on the right side of the screen.
The task schedule properties panel is divided into four sections:

MyQ Central System Settings

Last run
01/08/2021 13:35
01/08/2021 11:16
01/08/2021 11:16
01/08/2021 11:16
01/08/2021 11:16
Never

Never

Next run

01/08/2021 13:45
01/09/2021 03:00
01/09/2021 03:00
01/09/2021 03:00
01/09/2021 03:00

* In the uppermost section, you can enable or disable the schedule, enter its
Name and write its Description.

¢ In the Schedule section, you must set a period of Repetition for the task run
and change the exact time of the task run start.
« In the Notification section, you can select to send an email notification. You

must also choose if you want to send the notification every time or just in case

of an error.

e The bottom section, if present, is particular to the type of task.

After you set the schedule, click Save.

66



MyQ Central System Settings

) User Synchronization X

General Rights
Fields marked by * are mandatory.
Enabled: *
Name: * | User Synchronization

Description:

w Schedule

Repetition: * | Daily v
Every N-thday: = 1
Hours of run: = |1
hhimm, hh, h:mm, hh am, hh p
For multiple values, separate with a comma or semicolon
¥ Notification

Send a notification after = L *admin v

performing the task:

Select a user or enter an emai
Only in case of an error or

warning:
¥ User Synchronization

Edit settings

v Save ® Cancel
Adding a new schedule:

You can add two kinds of new schedules, related to reports: Users export and
Printers export.

On the main ribbon, click New schedule and select Users export or Printers export.
The task schedule properties panel opens on the right side of the screen and it is
divided into four sections like the rest of the schedules. The last section, Report, is
present only on these two schedules and contains the following settings:

Format - Select the report’s format from the list: CSV, XLSX, ODS, XML.
Language - Select the report’s language from the list.

All sites must be replicated - If enabled, all sites are replicated and included in
the report.

Send via email

Recipient - Select the recipient from the list of users.

Subject - Type a subject for the email.

Message - Type the body of the email.

Embed the report in the email body - If enabled, the report is included in
the email body.

Maximum email size - Set the maximum email size from 0to 2047 MB. If the
email exceeds the set size, a secure link to the document is included instead.
Save to a file

@] o O O O
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o File - Set the path where the file is stored. The default path is %app%
\Data\Export\Users_%datetime%.csvwhere %app% is the MyQ Data folder
and %datetime% is the current date and time.

“ Users export X
General  Filters and parameters  Rights

Enabled: *

Name: * ‘ Users export ‘

Description:

> Schedule

> Notification

Format: * ‘CSV v‘

Language: * ‘ English (United States) -

All sites must be [ ]
replicated.:

¥ Send via email

4

Recipient:

Select a user or enter an email

Subject: ‘ ‘

Message: ‘ ‘

Embed the reportinthe [ ]
email body:

Maximum email size: ‘2047 |MB

If the email exceeds the maximum size, a secure link to the
document will be sent.

w Save to afile

File: ‘%app%\Data\Expon\Users_%datetime%.csv

%date% = current date, %datetime% = current date and time

« Save ® Cancel v

6.4 Network Settings

On the Network settings tab, you can manage the network communication between
the MyQ Central server and other parts of the MyQ solution. It is divided into the
following sections: General, Security of communication Security, Outgoing SMTP
server, HTTP Proxy server, and Firewall.

6.4.1 General

In this section, you can enter the hostname of the MyQ Central server. This hostname
is used by external components of the MyQ system, such as the MyQ Replicator or
Site servers, for communication with the MyQ Central server.
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6.4.2 Security of communication

In this section, you can Enable only secure connection, and upload your security
certificate.

¥ Security of communication
Security of communication with the Web Administrator Ul and other Site servers in the cloud

Enable only secure connection: * o
Certificate: ' myq.local 2| Change certificate | | 2] Generate certificate
To upload a certificate:

1. Click Change certificate. The Change Certificate dialog box appears.

2.In the respective column, click Choose Files. The Open dialog box appears. You
can select from the PEM Format and the PFX (P12) format.

3. Browse and select the certificate that you want to upload, and then click OK.

[¢ OpenSSL configuration file for creating a CSR for a server certificate

# Adapt at least the CN, DNS.1, C and O lines, and then run

# "c:\Program Files (x86)\MyQ\Apache\bin\openssl.exe" req -new -config CSR.conf -keyout myserver.key -out myserver.csr
# on the command line.

[req]

default_bits = 2048

default_md = sha256

prompt = no

encrypt_key = no

distinguished_name = req_distinguished_name
req_extensions = v3_req

[req_distinguished_name]

# Country Name

c=us

# State or Province Name, not required un-comment if needed
#5T = VA

# Locality Name, not required un-comment if needed

#L = SomeCity

# Organization Name

0 = MyCompany

# Organizational Unit Name, not required un-comment if needed
#0U = MyDivision

# FQDN of the MyQ server

CN = . company . com

[v3_req]

keyUsage = keyEncipherment, dataEncipherment
extendedKeyUsage = serverAuth
subjectAltName = @alt_names

[alt_names]

# Please note: all DNS names must resolve to the same IP address as the FQDN.
# DNS.1 should be same as CN

# Edit and un-comment rows 2+ as needed

DNS.1 = www.company. com

#DNS.2 = company. com

#DNS.3 = waaw. company . net

#DNS.4 = company.net

Click Generate Certificate to recover the default MyQ test certificate (MyQ.local).
The files server.cer, server.key and server.pfx are stored in C:\ProgramData\MyQ
Central Server\Cert.

6.4.3 Outgoing SMTP server

To send email reports, send error messages to users, send automatically generated
PIN to users, and forward scanned documents, you have to configure the email server
where all the emails are forwarded to.

To configure the server, do the following:

Select a Type from Classic SMTP Server or or SMTP Server with OAuth login.
For Classic SMTP Server:

1. Enter the server hostname or IP address in the Server text box. If the email
server listens to other than the 25 TCP port, change the Port setting to the
correct value.

2. Choose between the None, SSL and STARTTLS Security options.

3. Optionally choose to Validate certificate or not.
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If credentials are required, enter the User and Password.
Enter the address that you want to be displayed as the Sender e-mail on PIN,
alert and report messages.

6. After you enter the data, you can click Test to test the connection to the email

server.

For SMTP Server with OAuth login:

1.

v~ W

If you have already set up a Microsoft Exchange Online server or a Gmail with
OAuth2 server in the External Systems settings, those servers are available in
the Server field drop-down. If not, you can click on the Server field and then
click Add to add your Microsoft Exchange Online or Gmail server. For more
information, check Microsoft Exchange Online Setup and Gmail with OAuth2
setup.

¥ Qutgoing SMTP Server

Type: Classic SMTP Server
® SMTP server with OAuth login

Server: | v
== Add new...
Gmail Test
Useg MS Exchange Online
Sender email: * | MyQ@MyQlocal

," Test

Port: *

. If the email server listens to other than the other than the 25 TCP port, change

the Port setting to the correct value.

. Security is STARTTLS by default and cannot be changed.
. If credentials are required, enter the User.
. Enter the address that you want to be displayed as the Sender email on PIN,

alert and report messages.

. After you enter the data, you can click Test to test the connection to the email

server, and click Save to save your changes.

6.4.4 HTTP Proxy Server

In this section, you can set up a MyQ Proxy server which can be used for activating a
license. Mandatory fields are Server (name) and Port. After changing ports, restart
all MyQ services.

6.4.5 Firewall

In this section, you can automatically open all the ports on the Microsoft Windows
Firewall that are necessary to run the MyQ application.

6.4.6 Authentication Servers settings

If you want to authenticate users against an LDAP server, synchronize users from an
LDAP server or authenticate users against a Radius server, you have to add all the
servers on this tab.
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Adding a new LDAP server:

1. Click +Add and select LDAP server. The new LDAP server properties panel
opens on the right side of the screen.
_':_ Authentication servers

4 Add Actions &' Refresh

.: LDAP Serveg(Insert) | Domain/Name Server Security

2~ Radius server testAD.local 10.1.3.79:389 None

. Enter the LDAP domain.

3. Select the LDAP Type. You can select from Active Directory, Novell, OpenLDAP,
and Lotus Domino. (For Active Directory you must select SSL in the Security
field and the Server port must be 636)

4. If you want the communication with the LDAP to be secured, select the
Security protocol that you want to use.

5. Enter the Server IP address or hostname and the communication port. (For
Active Directory you can leave the IP address or hostname empty if you do not
know them. The server will then be saved as Auto-discover)

6. If you have more addresses related to one LDAP server, you can add them by
clicking Add.

7. Click Save. The LDAP server now appears on the list of servers.

N

£ testAD.local -

General

Domain: * testAD.local

Type: * | Active Directory v

Security: * | None N
Server: |10.1.3.65 389 X
== Add
v Save ¥ Test X Cancel

Adding a new Radius server:

1. Click +Add and select Radius server. The new Radius server properties panel
opens on the right side of the screen.
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2. Authentication servers

o= Add v Actions &' Refresh

:; LDAP Server (Insert) | Domain/Name Server Security

:E"; Radius I:sr'.'er testAD.local 10.1.3.79:389 None

N

. Enter the Radius server Name.

3. Enter the Server IP address or hostname, the communication port and the
Shared secret.

4. If you have more addresses related to one Radius server, you can add them by
clicking Add.

5. Click Save. The Radius server now appears on the list of servers.

2. Radius 1 x

General

Name: * |Radius 1
Server:” |.i‘.7::':'f:’ 1812 Shared secret” X
=+ Add

o Save R Cancel

o When an authentication server is renamed, a server with the old name will still
appear in the Authentication server settings of a user profile, alongside the server
with the new name. The old server is removed after the following user
synchronization propagates changes.

6.5 Printers Settings

On the Printers settings tab, in the Validity of temporary cards field, you can set
the duration of the temporary cards validity in hours. The default value is 24 hours.

= mYQ & MyQ Central Server 4 Home X || (M Settings: Printers X

A Settings s Printers

+ Task Scheduler )
Fields marked by * are mandatory.

% Network
. v Cards
< Authentication servers
lidity of rary cards: © |24 hours
o Printers Validity of temporary cards \ \
_'{ Users « Save K Cancel

‘?b User Synchronization
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6.6 Accounting Settings

In the Accounting settings tab, in the General section, the MyQ administrator
selects the Accounting mode MyQ will be using:

e Accounting Group - This is selected by default. In this mode, all quotas are
available and can be spent.

e Cost Center - In this mode, only the selected (cost center) payment account is
spent.

It is possible to switch between the modes anytime.
Limitations:

e The Cost Center mode does not work on printers without a terminal.

e The Cost Center mode can be used only with embedded terminal versions
8.2 or higher.

¢ In the Cost Center mode, if a user has more than one account, the job is
paused and the account must be selected via MyQ Desktop Client (v.8.2 or
higher). If there is only one account, the account is assigned automatically.

" Accounting
Fields marked by * are mandatory.

¥ General

Accounting mode NEW : * Armmﬁ Gluu
ting group is selected automatically, all quotas are spent.

Cost Center: Only selected payment account is spent. The Cost Center mode can be used only with embedded terminal
versions 8.2 or higher.

« Save *® cancel

If you use the Cost Center mode on embedded terminals with a version older than
8.2, the terminals activation fails. The following error message can be found in the
log: “Terminal is incompatible [ reason=Terminal version must be at least 8.2 in cost
center mode”.

If you switch to the Cost Center mode on embedded terminals with a version older
than 8.2, the following warning can be found in the log: “ This terminal is not
supported in cost center accounting mode. Upgrade terminal at least to version 8.2".
Switch to the Accounting Group mode or upgrade your embedded terminals to
version 8.2 for the terminals to be successfully activated and work properly.

Comparison between Accounting Group and Cost Center

Accounting group Cost center

Max 1 accounting group per user Multiple cost centers can be assigned
to a user

If multiple quotas are assigned to a Only one quota is spent. If credit, or a

user, all of them are spent. cost center without quota is selected,

no quota is used.
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Accounting group

If credit or personal quota is selected,
the job is still accounted to the
accounting group

Every job performed by user is
accounted to their Accounting group

MyQ Central System Settings

Cost center

If credit or personal quota is used, no
cost center is accounted.

Ajob is accounted to the cost center
only if selected, orif it is the only
account the user has.

6.7 Data replication from sites Settings

In the Data replication From sites settings tab, in the General section, the MyQ
administrator selects the data to replicate from Site servers. This option was added
in MyQ Central Server 8.2 (Patch 6) and requires MyQ Print (Site) Server 8.2 (Patch 7).

Check the checkbox next to an option to enable the data replication and uncheck it
to disable it (all options are selected by default). Click Save to apply any changes. The

available options are:

e User sessions (non-editable)

e Printers (non-editable)
e Printer groups
e Printer events
e Price lists
e Projects
e Jobs
= myo = MyQ Central Server 4 Home £ Settings: Data replication fro...
A Settings £ = Data replication from sites
4 License Fields marked by * are mandatory.
N\ General o ]
3 personalization
Replit ta: * i
© Task Scheduler eplicate data: * [ User sessions
[V printers
¥ Network [/} Printer groups
:; Authentication servers ] printer events
[V Price lists
= Printers W Projects
A Users [V} Jobs

Data to repli

.& User Synchronization
Rights
(=) Accounting
) Credit

- Data replication from sites

icate from site servers

e When data are excluded from the replication settings, they are not replicated

to the MyQ Central server.

« If an older MyQ Print Server version is used, then segmentation settings on

MyQ Central server don't take effect.
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* If job-related data (Jobs, Projects) were skipped during replication, then
including the data again doesn't lead to replication of already skipped data;
only new data are replicated.

o If printer-related data (Printer groups, alerts, Price lists) were skipped during
replication, then including the data again also replicates previously skipped
data.

6.8 External Reports

By default, the only access to the MyQ Firebird database is via the SYSDBA account.
Since this account has full read/write rights, it is not secure to use it for accessing the
database from 3rd party software (for example Bl tools for reporting). A read-only
access account is needed to avoid unintentional database corruption.

In the External Reports settings tab, the administrator can enable a database read-
only account to be used with external reports.

Activating the Enabled switch automatically creates a read-only access account to
the MyQ Firebird database with the following settings:

e Account name: db_datareader. This is the newly created read-only database
user. The account name cannot be changed.

e Password: password for the db_datareader account, set by the administrator. A
new password must be set every time when switching from the Disabled to
Enabled state.

¢ Confirm password: confirmation of the above password.

Enabling the database read-only account automatically enables a Windows Firewall
rule to allow incoming connections to the MyQ Firebird database. If disabled, the rule
is deleted.

a After restoring a backup using MyQ Easy config, the Windows Firewall rule
and the db_datareader's account password will be restored if the account
state was Enabled when the backup was created. If the account state was
Disabled, then the existing Windows Firewall rule will be deleted and the
user account will be dropped in the restored Firebird database.

6.9 Log and Audit Settings

On this tab, you can set general settings for the MyQ Log, and the Log notifier
feature, which enables sending notifications about selected log events to the
administrator and/or any number of MyQ users. The notifications can be sent via
email or they can be sent to Windows Event Viewer.
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= I'I'IYQ = MyQ Central Server 4 Home Settings: Log & Audit
X Settings | | Log & Audit

2 License Fields marked by * are mandatory.

A General pp——

Log debug level messages: [ ]
B

£ Authentication servers ¥ History

Delete logs older than: * |14 days

&) Accounting

Credit
£ Data replication from sites = Log Notifier rules
% Reports o Additem | o7 Edit « Enabled X | @ Regular expression test

| Log & Audit Enabled  Rule name Type Subsystem Context Text Destination
& Bxteral Systems v Scheduler Notice Scheduler

& system Management

General - If you select the Log debug level messages option, the system will
generate more information for troubleshooting. The information will be shown in the

MyQ Log.

However, this Feature will impact your system's performance. Therefore, we
recommend you enable it only in case of a system malfunction or if it is requested by
MyQ support.

History — Here you can set when the logs should be deleted (in days).

Log Notifier — The notifications and their destinations are both specified by log
notifier rules. Here you can set the period after which the log is checked for new
events in the Check new records in log every: ... seconds text box (300 by default).

6.9.1 Management of the Log Notifier Rules

To add a new rule, click +Add item at the upper-left corner of the Log Notifier rules
widget. The properties panel of the new rule opens on the right side of the tab. On
the tab, edit and save the rule.

= Log Notifier rules

‘%Aﬁltem & Edit|e Enabled| X & « Regular expression test

To open the editing options of a rule, double-click the rule (or right-click the rule, and
then click Edit on the shortcut menu). The following settings can be changed:

Enabled: activate, deactivate the rule

Rule name: name of the rule

Type: the available event types - Info, Warning, Error, Notice, Debug, Critical
Subsystem: subsystems of the MyQ application (Terminal, SMTP Server, CLI,
etc.)

Context: specific part of the subsystem

Text: text of the log event message; you can use Regular expressions to search
for specific patterns

After you set the notification rule, click Save. The rule is saved and you can select its
destinations.
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| | Log Notifier rule %

General

Enabled: *
Rule name: * |Scheduler
Type: | Info v
Subsystem: Scheduler v
Context:

Text:
< ﬁve R Cancel

| | Destinations
Add item Edit

To add the destination, click +Add item under Destinations.

You can select between two destination options: E-mail and Windows Event Log. If
you select the E-mail destination, you need to add one or more recipients; you can
either select them from the list of MyQ users in the Recipients drop-down or directly
type the addresses there. After you set the destination, click Save.

The new rule is displayed on the tab.

| | Scheduler Info x
Destination: | E-mail v
4 E-mail

Recipients: | Administrator v

< Egve * Cancel
To enable/disable Log Notifier rules:
1. Right-click on the rule.
2.Select Enabled (or Disabled) on the shortcut menu.

Enable... Rule name Type Subsystem

& Terminal Inf I
erminals nfo Edit s

| En

X Dekblzdle\eta
6.10 External Systems

In MyQ, Settings, External Systems, there are two sections:

e External Systems, and
e REST API applications

The External Systems section is used for setting up Microsoft Exchange Online and
setting up Gmail (with OAuth?2).

In the REST API applications section, you can add REST API applications.

Click +Add and Ffill in the Title, Client ID, Secret, and Scope of the application and
click OK.
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6.10.1 Microsoft Exchange Online Setup

It is first needed to set up Microsoft Exchange Online in Microsoft Azure, and then
configure it in MyQ.

Microsoft Exchange Online setup in Microsoft Azure

1. Log in to the Microsoft Azure portal and go to App registrations.

[ £ App Regl v, -

Services Seeall  Marketplace

% App registrations No results were found.

2. Create a New registration:
App registrations =

= New registration \fr Endpoints Troubleshooting ¥ Download (Preview) Q Got feedback?
——

3. Create a multitenant app:

a. Name - The name for this application (this can be changed later). For
example, MS Exchange Online. It is important to use the same name as the
one used in MyQ under External Systems

b. Supported account types - Who can use this application or access this API?
Select the Accounts in any organizational directory (Any Azure AD directory -
Multitenant) option.

c. Redirect URI (optional) - The authentication response is returned to this
URL after successfully authenticating the user. Select the Public client/native
(mobile&desktop) option from the drop-down and fill in https://
login.microsoftonline.com/common/oauth2/nativeclient as the redirect URI.

d. Click Register.
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

I[ MS Exchange Online ‘/l

Supported account types

Who can use this application or access this API?
O Accounts in this organizational directory only (| !y - Single tenant)
I@ Accounts in any organizational directory (Any Azure AD directory - Mulmenanl)l

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

|| Public client/native (mobile ... v I]I.[ https://login.microsoftonline.com/common/oauth2/nativeclient \/I]

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

A

proceeding, you agree to the Microsoft Platform Policies

4. The new app overview page opens. Copy the Application (client) ID and the

Directory (tenant) ID, as they are needed for the connection to MyQ.
g8 MS Exchange Online  #

< @ oelete @ endpoints [ Preview features
I! Overview I
A Essentials
& Quickstart
Display name MS Exchange Online Client ¢
# Integration assistant
- Application (clieny 1D :ff S S 4o d-T | ia) Redirect URIs

Manage Application ID

l Managed application in

= granding tory (tenant) ID ]

upported account types : Mul
D Authentication Supported account typ

5. On the left-hand menu, click Manifest and modify and Save the JSON with the
following:

"allowPublicClient": true,
"replyUrlsWithType": [
{

"url": "https://login.microsoftonline.com/common/oauth2/

nativeclient",
"type": "InstalledClient"

1,

"requiredResourceAccess": [

{
"resourceAppId": "00000003-0000-0000-cOOO-000000000000",

"resourceAccess": [
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"id": "258f6531-6087-4cc4-bb90-092c5fb3ed3f",
|ltypel|: "SCOpe"

"id": "d7b7f2d9-0f45-4eal-9d42-e50810c06991",
|ltypel|: "SCOpe"

"id": "652390e4-393a-48de-9484-05f9b1212954",
|ltypel|: "SCOpe"

"id": "7427e0e9-2fba-42fe-b0c0-848c9e6a8182",
|ltypel|: "SCOpe"

6. On the left-hand menu, click Authentication. In Advanced settings, under
Allow public client flows, select Yes next to Enable the following mobile and
desktop flows, and then click Save at the top.

Search (Ctrl+
B overview
& Quickstart
# Integration assistant
Manage
8randing & properties
D Authentication
Certificates & secrets
{l! Token configuration
9 API permissions
@ Expose an AP
HL App roles

& Owners

&b Roles and administrators

27 Got feedback?
Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (|l only - Single tenant

(®) Accounts in any organizational directory (Any Azure AD directory - Multitenant

Advanced settings
Allow public client flows €
Enable the following mobile and desktop flows:

earn more

= |

7. 0On the left-hand menu, click API permissions and add the additional
permissions required for the correct functionality, described in the table

below.

- MS Exchange Online | APl permissions %
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Scope ID

7427e0e9-2fba-42fe-
b0c0-848c9¢6a8182

e1fe6dd8-
ba31-4d61-89e7-88639da4683d

652390e4-393a3-48de-9484-05f9b

1212954

d7b7f2d9-0f45-4ea1-9d42-
e€50810c06991

258f6531-6087-4cc4-
bb90-092c5fb3ed3f
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Description

Microsoft Graph: offline_access

Allows the app to see and update the data you
gave it access to, even when you are not
currently using the app. This does not give the
app any additional permissions.

Microsoft Graph: User.Read

Sign in and read user profile

Microsoft Graph: IMAP.AccessAsUser.All

Allows the app to read, update, create and
delete email in your mailbox. Does not include
permission to send mail.

Microsoft Graph: POP.AccessAsUser.All

Allows the app to read, update, create and
delete email in your mailbox. Does not include
permission to send mail.

Microsoft Graph: SMTP.Send

Allows the app to send emails on your behalf
from your mailbox.

Microsoft Exchange Online setup in MyQ

1. Log in to the MyQ web administrator interface, and go to MyQ, Settings,

External Systems.

2. In the External Systems section, click +Add and select Microsoft Exchange

Online.

3. In the pop-up window, fill in the required fields:
a. Title - add the name you chose during App registration in MS Azure; for
example, MS Exchange Online.
b. Client ID - the Application (client) ID you copied during the MS Azure

setup.

c. Tenant ID - the Directory (tenant) ID you copied during the MS Azure

setup.
4. Click OK.
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Microsoft Exchange Online X

Fields marked by * are mandatory.

Title: * ‘MS Exchange Online ‘

Client ID: * ‘Application (client) ID from MS Azure ‘

Tenant ID: * |Directory (tenant) ID from MS Azure \

« 0K R Cancel

5. After setting up the external system in MyQ, you are requested to confirm a
code through the Microsoft website (https://microsoft.com/devicelogin). The
code you need to confirm is shown in the pop-up window, just below the link to
the Microsoft website. There is timeout for confirming the code (usually itis 15
minutes).

Microsoft Exchange Online X

0 To finish the connection of MyQ and Azure go to the
following URL and paste there the code below.

https://microsoft.com/devicelogin
Code:| ==inmamain

¥ OK

The email functionality will not work until the confirmation is successfully
completed.

This confirmation must be done with the Microsoft account that owns the email
box (email address), which is used to connect to the exchange (Sender email in the
MyQ, Settings, Network tab).

For example, if you use the sender email “print@somedomain.com”, then you need
to authenticate on the Microsoft website as this user during this step.

Microsoft Exchange Online is now connected to MyQ and is ready to be used in the
Network settings tab as an Outgoing SMTP server.

6.10.2 Gmail with OAuth2 setup

It is First needed to set up Gmail with OAuth2 in Google Cloud Platform, and then
configure it in MyQ.

Gmail with OAuth2 setup in Google Cloud Platform

1. Log in to Google Cloud Platform and click on Select a project to create a new
project.
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= Google Cloud Platform | Selectaproje )
Select a project NEW PROJECT

‘ Q Search projects and folders

2. Add Project name, optionally add a location, and click Create.

New Project

~ Project name *

MyQ Test (2] ‘
Project ID: myqg-test- It cannot be changed later. EDIT
~—— Location * \
‘ H No organization BROWSE ‘

Parent organization or folder

CREATE CANCEL

3. On the left-side menu, hover over APIs & Services and click on Enabled APIs &
services.

API  APIs & Services

Enabled APIs & services

J .
T Support > Library
. Credentials
© 1AM &Admin >
OAuth consent screen
31 Getting started Domain verification
‘;0 Compliance Page usage agreements

4. Click on +ENABLE APIS AND SERVICES to add the Gmail API to your project.
API APIs & Services APls & Services |+ ENABLE APIS AND SERVICESI

«»  Enabled APIs & services

5. Type Gmail in the search field and click on the Gmail API result.
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Welcome to the API Library &

The API Library has documentation, links, and a smart search experience.

| Q  Gmail X

gmail postmaster tools api

6. Click Enable under the Gmail API.
= Google Cloud Platform 8¢ MyQTest v

<

Gmail API
M Google Enterprise API

Flexible, RESTful access to the user's inbox

ENABLE TRY THIS API (2

7. 0Once enabled, you are prompted to create credentials in order to use the Gmail
API. Click on Create Credentials to proceed.

= Google Cloud Platform & MyQTest v Q Search Products, resources, docs (/)

API APIs & Services @  Touse this AP, you may need credentials. Click'CREATE CREDENTIALS' to get started. CREATE CREDENTIALS

@ Enabled APIs & services X i
& API/Service Details W DISABLE APl

o Library

8. In the create credentials window, in the Credential Type section, choose Gmail
APIlin the Select an API field, choose User data, and click Next.
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Credential Type

Which API are you using?

Different APIs use different auth platforms and some credentials can be restricted
to only call certain APls.

Select an AP1 *
{ Gmail API v

What data will you be accessing? *

Different credentials are required to authorize access depending on the type of
data that you request. Learn more

Data belonging to a Google user, like their email address or age. User consent
required. This will create an OAuth client.

(O Application data
Data belonging to your own application, such as your app's Cloud Firestore backend.
This will create a service account.

NEXT

9. In the Scopes section, click Add or Remove Scopes. In the Update selected
scopes windows, type Gmail APl in the search field, select the Gmail API .../
auth/gmail.modify scope and click Update.

X Update selected scopes

Only scopes for enabled APIs are listed below. To add a missing scope to this screen, find and enable
the APl in the Google API Library or use the Pasted Scopes text box below. Refresh the page to see any
new APIs you enable from the Library.

= Filter | @euEIVAZE*) | Enter property name or value X [~}

RS Scope User-facing description

(] Gmail https://mail.google.com/ Read, compose, send, and permanently delete all your
AP cmail from Gmail

Gmail .../auth/gmail.modify Read, compose, and send emails from your Gmail
API account

|:| Gmail ./auth/gmail.compose Manage drafts and send emails
API

O ocmail ./auth/gmail.addons.current Manage drafts and send emails when you interact with
AP| action.compose the add-on

|:| Gmail ../auth/gmail.addons.current View your email messages when you interact with the
API message.action add-on

D Gmail ./auth/gmail.readonly View your email messages and settings
API

O Gmai ../auth/gmail. metadata View your email message metadata such as labels and
API headers, but not the email body

10. In the OAuth Client ID section, select Web applicationin the Application type
field, and add a Name for your OAuth2 client.
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© OAuth Client ID

A client ID is used to identify a single app to Google's OAuth servers. If your app
runs on multiple platforms, each will need its own client ID. See Setting up OAuth
2.0 for more information. Learn more about OAuth client types.

~ Application type * ’

‘ Web aEEIication v

~ Name * |
MyQ ‘

The name of your OAuth 2.0 client. This name is only used to identify the client in
the console and will not be shown to end users.

The domains of the URIs you add below will be automatically added
to your OAuth consent screen as authorized domains.

11. In the OAuth consent screen section, click Add Users and add the users' email
addresses used for sending emails and/or receiving print jobs via email.

12. Once done with all the sections, click Create.

13. Navigate to APIs & Services, Credentials, to view your Client ID and Client
secret that are needed for the setup in MyQ.

= Google Cloud Platform & MyQTest v Q Search Products, resources, docs (/)

API APIs & Services < Client ID for Web application ¥ DOWNLOADJSON (' RESETSECRET [ DELETE

&> Enabled APIs & services

;

# Library
o Credentials nly used to identify the client in the ¢
[ Client secret | G Ul

OAuth consent screen Creation date June 2, 2022 at 5:22:01 PM GMT+2

Gmail setup in MyQ

1. Once you are finished in Google Cloud Platform, log in to the MyQ web
administrator interface, and go to MyQ, Settings, External Systems.

2. In the External Systems section, click +Add and select Gmail.

3. In the pop-up window, fill in the required fields, and click OK:

Gmail X

Fields marked by * are mandatory.

Gmail Test ’

Title: *

Client |D. * ‘856 S OO o O OO OO 0T A 4nm"

-

* sssssnes ’

Security key:

o OK R Cancel

a. Title - Add a title For your Gmail external system.
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b. Client ID - Add the Client ID from the Google Cloud Platform credentials.
c. Security key - Add the Client secret from the Google Cloud Platform
credentials.

4. After setting up the external system in MyQ, you are requested to authorize
the connection by going to the provided URL, copying the generated code,
pasting it in the Authorization code field, and clicking OK.

Gmail X

To finish the connection with Gmail go to the following URL, authorize, copy generated
code and paste it in input below.

https://accounts.google.com/...s%3A%2F%2Fmail.google.com%2F

Authorization code: ‘4( LA ETUMAREY AL L VR PR T i E s enam s\

o OK &K Cance

Gmail is now connected to MyQ and is ready to be used in the Network settings tab
as an Outgoing SMTP server.

6.11 System Management Settings

On the System Management settings tab, you can set warning levels for the disk
space checker, change the settings of the MyQ history, and also delete data from the
MyQ database.

= myQ = MyQ Central Server 4 Home o Settings: System Management
A Settings & System Management
=4 License

Fields marked by * are mandatory.

/N General v Disk heck
&5 personalization ) )
Checks free space on the volume and stops Central Server if the critical level is reached. Sends an email notification to the administrator when warning
£ Task Scheduler or critical level is reached

@ Network Warning level: = 2048 MB
£ Authentication servers Critical level: * |100 MB
= Printers "
¥ History
n
&% Users

[ A Delete user sessions older than: * | 1460 days
&% User Synchronization

Reports can be created only within this period. Older data is deleted.
Rights .
Delete archived reports older than: = 90 days
(= Accounting Reports are archived so you can download them without a need to execute them again.

) Credit Close payment sessions older than: * 24 hours

% Reports

| Log & Audit « Save ® Cancel
" External Systems

& System Management
© System maintenance

87



MyQ Central System Settings

6.11.1 Disk space checker

In the Disk space checker section, you can set the Warning level and the Critical
level (in MB) for the free disk space where the MyQ Central server is stored. Once
one of these levels is reached, an email notification is sent to the MyQ administrator.
If the critical level is reached, services are also stopped.

¥ Disk space checker

Checks free space on the volume and stops Central Server if the critical level is reached. Sends an email notification to the administrator when warning
or critical level is reached

Warning level: = 2048 MB

Critical level: = 100 MB

6.11.2 History

In the History section, you can change the periods after which data stored on the
MyQ server is deleted. You can set time periods for the following data:

* Delete user sessions older than: User sessions remain on the MyQ Central
server for the period set here. Older ones are deleted.

* Delete archived reports older than: Reports are archived for the period set
here. Older reports are deleted.

¢ Close payment sessions older than:

To change the values, enter new values to the particular text box, and then click
Save.

¥ History

Delete user sessions older than: * | 1460 days

Reports can be created only within this period. Older data is deleted.
Delete archived reports older than: = |90 days
Reports are archived so you can download them without a need to execute them again.
Close payment sessions older than: = 24 hours
« Save K cancel

6.11.3 System Maintenance

In the System maintenance section, you can delete data from the MyQ database,
and manage advanced options.
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‘—_‘ System maintenance

¥ Data deletion

Users to delete: 1
X Delete users without sessions
Users with user sessions will not be deleted.
Deleted inactive users: 1
< Permanently remove deleted users
Deleted inactive users will be permanently removed. This action can not be undone.
Inactive printers: 0
< Remove printers without user session and events
Only the printers without user session and events will be deleted. This action can not be undone.
User data: User Sessions, Jobs, Groups, Users

X Delete user data

This action can not be undone. We recommend that you make a backup.
¥ Advanced

Restart HTTP Server (Apache)

Reconfigure MS Cluster monitoring script

Data Deletion section

The delete/remove buttons perform the following actions. These actions cannot be
undone. It is recommended you backup your data before performing any of them.

e Users to delete: Deletes all users without user sessions.

* Deleted inactive users: Removes all inactive users from the MyQ database.

 Inactive printers : Removes all printers without a user session from the MyQ
database.

¢ User data: User Sessions, Jobs, Groups, Users: Removes all user related data
from the MyQ database.

Advanced section

e Click the Restart HTTP Server (Apache) button, to restart the HTTP server.
¢ Click the Reconfigure MS Cluster monitoring script button to reconfigure the
MS Cluster monitoring script.

6.12 Central and Site administration

As opposed to the MyQ Print server standalone model, where all parts of the MyQ
system run on one server, the MyQ Central/Sites model consists of one Central
server and multiple site servers.

The Central server cannot be used as a print server and its options are restricted to
its central management role. Therefore it is not possible to administer printing
devices or print jobs there. The site servers work as the print servers and perform
local management of printing devices and print jobs. Their function and management
options are similar to those of a standalone server.
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After you setup your Central server and add and activate your licenses, you should
setup your Site servers as well. In a Site server’'s MyQ web interface, go to MyQ,
Settings, Server type and fill in the following information:

In the Server type section, choose Site server. This can only be used within a MyQ
Central server installation and the change is permanent. You cannot switch back to
standalone mode afterwards.

In the Connection settings section:

Site name - add a name for your site server

Central Server address - add the Central server’s host name or IP address
Enable secure connection - enabled by default. The connection between the
Central server and the site servers is secured.

Port - 8093 by default.

Password For communication - password used for the communication
between the MyQ Central server and Site servers.

In the Licenses section:

e Embedded terminals - add the number of embedded terminal licenses to be
used on this site (distributed by the Central server)

e Embedded Lite terminals - add the number of embedded lite terminal licenses
to be used on this site (distributed by the Central server)

= myQ @ Home = Settings: Server type

A Settings — Server type
= License A Fields marked by * are mandatory.
Server type
= P ¥ Server type
A General
Standalone server: licensed separately.
=% personalization Site server: Production MyQ server, licenses are allocated from the Central Server.
* Task Scheduler Server type: * (U Standalone server
®) Site server
¥ Network -
2 ¥ Site server
<= Authentication servers
SNMP Site name:
M Printers Central Server address:
4 Configuration Profiles Enable secure connection: [/
¥ Printer Discovery Port:* 8093
B Terminal Actions w Cloud licenses count
Events Embedded terminals: * o
- Event Actions Embedded Lite terminals: * o
A Users
. ¥ Security
0 Policies
& User Synchronization Password for network

communication: * __ . o = an
P - Password is used for communication with terminals and MyQ servers
< User Authentication

Rights
v Save * Cancel

() Accounting

Once the site servers are connected to your Central server, you can manage them via
the Central’s server MyQ web interface, in MyQ, Sites.

In the Sites main page, select a Site server and click Edit on the main ribbon (or
double-click or right-click and select Edit on the Site server) to modify it. The Site
server's properties panel opens on the right side.
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¢ On the General tab, you can view the Site’s name, port, and if the connection is
secure. You can also add a description for the Site server.

e On the User Synchronization tab, you can select the user groups that you
want to synchronize.

e On the Client tab, you can add IP ranges for the client PCs that will be used
with MyQ Desktop Client (mandatory if you are using the Central server API to
obtain the server address for MDC. Check here for more information). You can
also exclude IP ranges on the tab.

e On the Rights tab, you can manage user rights for the Site server.

After any modification, click Save. Any changes are then distributed during the User
Synchronization.

6.12.1 Site server data replication

The replication is set as a scheduled task on the Central server. You can change the
time and period of its run on the Task Scheduler settings tab.

In case you want to run the task outside of the schedule, you can do so on the Sites
main tab.

The replication consists of two stages: at the first stage, the data are downloaded
from the site server to a folder on the Central server, and at the second stage, they
are uploaded to the Central server's database. Only data that are already uploaded
to the database are included in the reports on the Central server.

On the Sites main tab, you can check the current state of replications for all site
servers:

e The Status column gives you the following information:
o green - Ready
o yellow - Unknown, http 404
o red - error; this can be an http 5xx or http 200 with body '0' error
o gray - unreachable, a timeout. As an admin you can set the timeout and the
period in the config.ini.
e The Last downloaded data column displays date and time of the last
successful download of the site server data.
e The Download Status column shows either a green (OK) or a red (error) icon.
e The Last successfully replicated data column shows if any error happened
during the replication. The displayed date and time represent the last record
replicated before the error.
¢ The Replication status shows you any of three colored icons:
o green icon - OK; all the downloaded data were successfully replicated
o yellow icon - pending; there are downloaded data waiting to be replicated
o redicon - error; replication was not finished due to errors (not warnings!)

Status Name Printers Emb. Emb. Lite Last downloaded data Download status | Last replicated data Replication status

® Ready £ 40 9 0 31/03/2020 11:06:05 ® oK 31/03/2020 11:06:05 @ oK

To manually run a replication of a site servers' data:
1. Open the Sites main tab (MyQ, Sites).
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2. 0n the Sites main tab, select a Site, click Actions on the toolbar, and then click
Download data.

& Edit &l Managev ¥ Show deleted & Refresh

»

Name pE= DOE§1|03C* data |e Last successful end Downloaded till Replication state

Delete

= Wollongong | 12 D 20/06/2017 02:55... 20/06/2017 0255558 | 42% |@

Scheduled run of replication
By default, the replication is set to run once per day.

To change the Replication schedule, open the Task Scheduler settings tab (MyQ,
Settings, Task Scheduler), and then double click the Replication schedule to open its
properties panel, where it can be set. For more information, see Task Scheduler.

~ Task Scheduler

“* New schedule » | P Run Actions v | & Refresh

Status Action Name Period Last run Next run
v System health check System health check Minute 01/22/2021 16:03 01/22/2021 16:13
v ‘1 History deletion History deletion Daily 01/22/2021 11:36 0172372021 03:00
¥ i Replication Replication Daily 01/22/2021 11:36 01/23/2021 03:00
4 i System maintenance System maintenance Daily 01/22/2021 11:36 01/23/2021 03:00
v Schedule Backup Database and settings backup ~ Daily 01/22/2021 11:36 01/23/2021 03:00
- Schedule Backup Log backup Daily Never -
== B User Synchronization User Synchronization Daily Never -

The statistical data on Site servers are stored for the period of time that is set on the
System Management settings tab of the site server MyQ Web Interface, under
History. To maintain the data, make sure that the time intervals between
replications are shorter than these periods. Furthermore, the time periods for
storing the data on Site servers should be long enough to avoid losing data, in case
the scheduled replication is delayed, for example due to lost connection between
the Central server and a Site server.

6.12.2 Site server rights management

Once a Site server is connected to the Central server, the MyQ administrator can
manage the user rights for that server. Any changes are then distributed during the
User Synchronization. As soon as the changes are synchronized, the previous user
rights settings in the Site server are overwritten and the new rights are read-only in
the Site server’s rights settings.

To manage a Site server’s rights in the Central Server, go to MyQ, Sites, select the
Site server and click Edit on the main ribbon (or double-click or right-click and select
Edit on the Site server). The Site server’s properties panel opens on the right side. Go
to the Rights tab, click on Add user to select the user (or user group), and then
assign rights to them.
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=MNYQ © MQCentl server 4 Home B8 Sites (7]

|} Searches &’ Edit (& Manage v 5 Actions w | @ Refresh || Search = Site
s Al Status Name Emb. Emb. Lite Last downloaded daf General = User Synchronization Clients  Rights

[ Deleted - & NB350
o cody http://NB350:8090

2 0 17/02/202109:26:08] oo el user | o7 | X | @

Name Rights

&, Paul Brown

There is also the option to copy these settings to another Site server. Select the Site
server that you want to copy the settings to, and click Actions - Duplicate settings
on the main ribbon (or right-click and Duplicate settings). On the Duplicate settings
pop-up, select the Source of the settings from the drop-down, and in Duplicate
settings, mark the checkbox next to the settings that you want to duplicate, User
Synchronization and/or Rights. Click OK and the changes are copied to the selected
Site server.

Duplicate settings X

Fields marked by * are mandatory.

Source: * |NB350 -

Duplicate settings: * [/ User Synchronization
[v] Rights

« OK R Cancel

6.12.3 Job Roaming

The Job Roaming feature enables users to transfer their jobs from one location to
another: jobs sent to one Site can be printed on printing devices at another Site.

The feature only works in the Central/Site mode, however, it does not have to be
centrally managed; Job Roaming between two locations depends exclusively on the
settings of the locations Site servers.

The print job is stored on the original Site server until the user logs in at another Site,
where they download the job to the Job Roaming queue. Thanks to the fact that the
files are not unnecessarily transferred between servers, this method guarantees the

lowest possible network load.

On a Site's server MyQ web interface go to MyQ, Settings, Jobs. In the Job roaming
section:

* Allowed users - Select from the list which users are allowed to use job
roaming.
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e Manage queue for these jobs - Click to open and manage the job roaming
queue’s properties.
o Separate job list - With this option, the remote jobs are displayed on a
separate job list. This is optimal For 10+ servers and a slow network connection.
 Shared job list - With this option, the remote jobs are displayed on the same
job list as the local jobs. This is optimal for up to 10 servers and a fast network
connection.
o Print remote jobs with Print All - This option is only available with a shared
job list. If you select it, the Print All terminal action prints both local and
remote jobs.

v Job roaming

Allowed users: | & Managers v
Manage queue for these jobs

(®) Separate job list
Remote jobs are displayed on separate job list. Optimal for 10+ servers and slow network

() Shared job list

Remote jobs are displayed on one list with local jobs. Optimal for up to 10 servers and fast network

[C] Print remote jobs within Print All

Print All button will print local and remote jobs
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7 Licenses

A MyQ Enterprise or MyQ Ultimate license is required. You can purchase the license
with rights to a certain number of printers.

For information about the differences between the two types of licenses, see
http://myg-solution.com/products.

You can view your current license in the License Settings of you MyQ User Interface,
orin the Licences widget shown on your dashboard. Three types of assurance plan
are available, Standard, Premium, and Premium Plus. More information on assurance
plans is available here.

[ License License 5 License

There are two ways of licensing in MyQ. The one that has been used so far (old
licensing model), with separate keys for each license, and the new MyQ X licensing
model -in use since MyQ Server 8.1 (patch 2), that introduced the use of an
Installation Key per MyQ setup.

This chapter covers the following topics:

¢ adding, activating and deleting licenses
¢ extending software assurance licenses

7.1 License distribution to Site servers

When using a MyQ Central Server, licenses are first added to the Central server and
then distributed to Site servers; no licenses are added directly to Site servers. On
each Site server, you set parameters of the Site licenses (exact number of embedded
and embedded lite terminals that will be available on the Site server). The Central
server generates corresponding Site server licenses (Embedded terminals,
Embedded Lite terminals) and accordingly subtracts the number of items from its
own licenses.

When you add licenses to the Central server, make sure that you cover the needs of
all the Site servers that are used together with the Central server. For example, if you
run two Site servers, one with 12 activated printing devices and one with 17 activated
printing devices, you need to add and activate a license supporting at least 29
printing devices. If there are 23 embedded terminals used with these printing
devices, you need to add and activate a license supporting at least 23 embedded
terminals, etc.

Non-MFPs printers are automatically assigned with an Embedded lite license (2x non-
MFPs printers = 0,5 EMB lite + 0,5 EMB lite = 1XEMB license).
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R License activation
(online or manual)
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MyQ Central Server

Licenses

MyQ License Server

License activation
(online or manual)

MyQ Standalone Server

AN

1. New cloud license activation
2. Periodical license confirmation
3. Request of new cloud licenses
4. Periodical info about used licenses
5. Request of cloud license deactivation

MyQ Site Server #1

MyQ Site Server #2

MyQ Site Server #3

Once the installation key is added and activated on your Central Server setup, you
can go to each Site server’'s MyQ web interface and allocate licenses. Go to MyQ,
Settings, Server type, in the Licenses section, add the number of licenses for
Embedded terminals and/or Embedded Lite terminals and click Save.

=mMyoQ
A Settings
=4 License
== Server type
A General
&3 Personalization
£ Task Scheduler
! Network
£ Authentication servers
2 snme
(M printers & Terminals
.# Configuration Profiles
¥, Printer Discovery
2 Terminal Actions
Events
< Event Actions
& users
9 policies

& User Synchronization

ﬂ’_‘ Home

= Settings: Server type
= Server type
Fields marked by * are mandatory.
¥ Server type

Standalone server: licensed separa

tely.

Site server: Production MyQ server, licenses are allocated from the Central Server.

Server type: Site server

¥ Connection settings
Site name:

Central Server address:

Enable secure connection: ¥

Port: *

Password for communication: *

8093

Prague

Password is used for communication between Central server and Site servers.

¥ ‘Licenses

Embedded terminals: *

Embedded Lite terminals: *

10

2

« Save *K Cancel

7.2 Adding licenses

You can add new licenses either on the Home dashboard during the initial setup of
MyQ, or any time on the License settings tab.
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After activation, the license is linked with the hardware configuration of the server
where MyQ is installed. If the configuration changes (For example, after you reinstall
MyQ on a different server, or after you change any of the hardware components of
the server), the license becomes invalid and you have to reactivate it within seven
days.

The total number of devices allowed to be activated at the same time is equal to the
number allowed by individual licenses (for example: a license allowing ten printing
devices + a license allowing one printing device + a license allowing five printing
devices = sixteen printing devices allowed to be activated).

Adding licenses on the Home dashboard

The First time you set up the system, you can add new licenses on the Home
dashboard. In the License section, click Enter License. You are redirected to the
License Settings tab, where you can add your license information.

Adding licenses on the License settings tab

On the License settings tab, you are asked to enter the following information about
your installation:

e Company - Your company’s name

Person - Your full name (e.g. the MyQ administrator's name)
Address - The company’s address

Country - Select the country from the drop-down

Email - Your email address

Phone - Your phone number (optional)

= myQ & MyQ Central Server 4 Home %l Settings: License

A Settings “. License
“. License : : 0o -
Enter information about this installation

/N General
. Fields marked by * are mandatory.
=¥ Personalization

Company: =  CompanyX
*) Task Scheduler pany pany

Person: *  Eliot Kate
¥ Network

S :* 10 Mornil treet
: Authentication servers Address orning stree

@ Printers Country: Australia v

Email: *  kate@companyx.com
A Users mal @companyx

cﬂ: User Synchronization Phone:

Rghts Insert the installation key

(S Accounting Enter the installation key
Credit
'.— Reports
v Save
LI Log & Audit
& External Systems To get MyQ Central Server SMART license for free please register at MyQ Community portal

‘L System Management

Then, enter your Installation keys in the Insert the installation key field and click
Save, and then Activate.
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If you are connected to the internet and you have used an Installation key, your
licenses are now added and activated.

If you have used license keys, your licenses are added but need to be activated.
Follow the activation steps below.

If you want to manually activate your licenses, see the steps below.

If you haven’t purchased any license or installation keys yet, you can register in
the MyQ Community portal and request for the free MyQ SMART license.

You can see the newly added licenses on the License settings tab, under License.
If you are using a subscription license, you can see when the subscription is expiring:
=i License
& Update from License Server | & Remove license
Version: 8.2 DEV4 [EXTISNEET (Subscription)

Status: & OK, expire in 40 days (03/01/2021)
Assurance expire on: & 03/01/2021, Standard

Embedded terminals: 1of 1 100 %
Features: Virtual machine high availability

Installation key:

10 days before the expiration, a banner message appears on the interface, reminding
you to prolong your subscription:

"Your subscription is about to expire soon, all services will stop in 10 day(s). Please
prolong your subscription”

If you don’t prolong it on time, your licenses will expire and MyQ will stop working.
The following banner message is displayed: "Server stopped working, because your
subscription has expired."

A Server stopped working, because your subscription has expired.

A Settings “. License
=. License <« Update from License Server | X Remove license
e r: 8.2 DEV4 (Subscription)
¥ Personalization Status: €Y Subscription expired on 2021-01-20
+ Task Scheduler Embedded terminals: 10of0 0%

nstallation key:

@ Network

If you have auto-prolongation for your subscription on, you can see when it will be
renewed:

= License
& Update from License Server | & Remove license
Version: 8.2 DEV4 ENIERES (Subscription

Status: & OK, will be automatically prolonged in 40 days (03/01/2021)

Assurance expire on: & 03/01/2021, Standard

Embedded terminals: 1o0of 1 100 %

es: Virtual machine high availability

If the MyQ server cannot connect to the License server :
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o After the first unsuccessful connection, the MyQ server starts displaying the
alert banner "MyQ server cannot connect to License server, subscription cannot
be prolonged and all services will stop in X days. Check internet connection and try
to connect manually'. X = number of days until the expiration + 10.

* If the MyQ server can't connect to the License server for 10 subsequent days
after the subscription has expired, the MyQ server will stop working and
display the alert banner "Server stopped working, because it cannot reach
License server to update the subscription. Check internet connection and try to
connect manually.”

A Server stopped working, because it cannot reach License server to update the subscription. Check internet connection and try to connect manually.

X Settings = License

" License - < Update from License Server| K Remove license

== Server type lersion: 8.2 RC1 (Subscription)

A General atus: €9 Subscription expired on 2021-02-02

o i
& Personalization

7.3 Activating licenses

7.3.1 To automatically activate a selected license:

The HTTP Proxy Server setting for license activation is not supported for License
Keys generated on the MyQ X Partner portal. Manual (offline) activation must be
used instead.

Installation Keys are automatically activated as soon as they are added (if connected
to the Internet).

7.3.2 To manually activate a license:

If you are using the old licensing model (with license keys):

1. Generate the MyQ-helpdesk .zip file. For information about how to do this, see
"Generate data for support".

2.Send a request for an activation key to license@myg-solution.com with the
MyQ-helpdesk.zip file attached. You will get an email response with the
generated activation key.

= License

o Enterlicense | P Activate b Adivate&anually P Activateall ¥ Delete

License Key Count Status Support
il 5500000EA-231028516D400286C300C028D5-12C150BF S

- Valid until:
Edition: SMART 0 OK, activate by 04/19/2020 o 03/19/2021
Printers: 40 (cloud enabled) Expiration date: 03/20/2021 e p—

Initial support: 12 months, Standard

3. Go to the Licenses settings tab (MyQ, Settings, Licenses). Under License,
click Activate manually (or right-click the license, and then click Activate
manually on the shortcut menu.) A dialog box for entering the activation key
appears.

4. In the dialog box, enter the received activation key, and then click OK.
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If you are using the new licensing model (with Installation Keys):

1. Go to the MyQ Web Administrator interface, in MyQ, Settings, Licenses. Add
your Installation Key and click Next. The online activation fails and you get the
following message. Click on Manual Activation.

Installation Activation X

A\ The Installation Key does not exist.

Try again Manual activation

2. In the newly opened window, click on Download the activation request File.

3. Upload the file in the MyQ X Partner portal and download the activation
response file.

4. Go back to the MyQ Web Administrator interface, upload the activation
response file and click Activate.

Installation Activation X

Manual activation

1. Download the activation request file.
2. Activate the installation through the Licensing Portal.

3. Upload the activation response file:

itrator\Desktop\download.zip Browse...

P Activate R Cancel

7.3.3 Reactivating Licenses in case of Hardware change

When moving a MyQ installation from an old server to a new server, a Support
task needs to be created with the MyQ License department (Support task - Type
license issue) For license installation key reactivation

Steps:

1. Prepare the new server with a clean MyQ installation.

2. Create a backup of MyQ (MyQ Easy Config\Database\Backup) on the old MyQ
server.

3. Restore the backup file from step 2 on the new MyQ server (MyQ Easy
Config\Database\Restore).

4. With the Installation key now in MyQ Web UN\Settings\License on the new MyQ
server, you should request for license installation keys activation in 10 days.

5. Generate the Helpdesk support file from the new MyQ server installation (MyQ
Web Ul\Log\Tools\Generate data for support).

100



Licenses

6. Create a Support request (type License issue) for reactivating the installation
key with attached Helpdesk support file on the MyQ Helpdesk partner portal.

7. When reactivation is confirmed in the task, activate the installation key in MyQ
Web UI\Settings\License on the new MyQ server.

Notes:

A valid Software Assurance is required for the period when these changes are

made.

¢ In case of offline activation, provide the Helpdesk support file from the old
MyQ server as well.

e Be sure that you are not using 2 MyQ servers with the same database at the
same time.

e Licenses on the old MyQ server will no longer be activated (there is a 10 days

period from deactivation).

When significant hardware changes are done on the MyQ server and MyQ
installation key required activation in 10 days (MyQ Web UI\Settings\License), a
Support task needs to be created with the License department (Support task -
Type license issue) For license installation key

Steps:

1. Check MyQ Web UI\Settings\License in case any HW changes are done on MyQ
server.

2. If the installation key in MyQ Web UI\Settings\License requires activation in 10
days or less, continue with the next steps.

3. Generate the Helpdesk support file (MyQ Web UI\Log\Tools\Generate data for
support).

4. Create a Support request (type License issue) for reactivating the installation
key with the Helpdesk support file attached on the MyQ Helpdesk partner
portal.

5. When reactivation is confirmed in the task, activate the installation key in MyQ
Web UI\Settings\License.

Notes:

o Avalid Software Assurance is required for the period when these changes are
made.

7.4 Deleting licenses

To delete a license:

1. Select the license that you want to delete.
2. 0n the Licenses settings tab, under License, click Delete.
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=i License

& Enter license Activate Activate manually Activate all | &K DeIS

License Key Count Status Support

= 5000377B3-01231FFF503C40FFF6D5C3002FFF-91393DC1

Trial license o oK .a]\é;qé\‘zozo
Edition: SMART Unlimited g iration date: 05/18/2020 s
Printers: Unlimited (cloud enabled) Manage support

Initial support: 2 months, Standard

7.5 Extending software assurance licenses

You can extend the support period by assigning a support license to the particular
main license. This can be done at any time, even before your current support period
expires. In this case, the service is extended from the last day of validity of the
current support.

7.5.1 New licensing model (with Installation keys)

You can order to prolong your support on the MyQ X Partner portal. Once your order
is approved, go to the MyQ Web Administrator interface, in MyQ, Settings, License
and click the Update from License Server button to update your prolonged
Software Assurance license. If the new date is not displayed, refresh the web page.

“. License

<4 Update from License Server | & Remove license

Version: 8.2 DEV4 ENILLLES

Status: & OK
Assurance expire on: «f 01/01/2022, Standard
Embedded terminals: 0 of 1 0%
Features: Virtual machine high availability

nstallation key:

Manual activation

1. Once your additional licenses order is approved, go to the MyQ Web
Administrator interface, in MyQ, Settings, License and click the Update Ffrom
License Server button. Since there is no network, you will be prompted to
Download the activation request file.

2. After you download the file, go to the MyQ X Partner portal, under your
Project, in the Installations tab. Click Offline activation.

3.In the pop-up window, upload the offlineActivation.zip file you downloaded
from the MyQ Web Administrator interface and click OK. The activation
response file is then automatically downloaded.

4. Go back to the MyQ Web Administrator interface, upload the activation
response file and click Activate. Your additional licenses are added and
activated.
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7.5.2 Old licensing model (with license keys)

The licenses can be extended either on the Home screen or on the License settings
tab.

To extend a support license on the Home screen:

On the Home screen, under Support, click +Add Support license. The Add support
license dialog box appears. You have to manually activate the license, as described
below.

Support - DONE
Printers till & 08/31/2020, Embedded terminals till ¢ 08/31/2020

v

Add support licens

1)

To extend a support license on the License settings tab:

1. On the License settings tab, under License, click Manage Support. The license
properties panel opens on the right side of screen.

= License

4 Enterlicense P Activate P Activate manually P Activateall X Delete

License Key Count Status Support
=| 5500000EA-231028516D400286C300C028D5-12C150BF ‘ :
valid unti
Edition: SMART OK, activate by 04/19/2020
4 At 03/19/2021
Printers: 40 (cloud enabled) L Expiration date: 03/20/2021 ’V')P: CocuDooT
nitial support: 12 months, Standard ~ WK'L o

2.0n the panel, click +Add Support license. The Add support license dialog box
appears. You have to manually activate the license, as described below.

=: 50000B775-4100AC100C00AD56505A91-7D091F5E x
Support
= Add suppo&license Delete

License Status From Till

The list is empty

Manual activation

1. Generate the MyQ-helpdesk.zip file.

2.Send a request for an activation key to license@myg-solution.com with the
MyQhelpdesk.zip file attached. You will get an email response with the
generated activation key.

3. Add the support license key in the Activate support license dialog box, select
the Activate manually option, enter an activation key, and then click OK.
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Add support license “

Support license: * | Support License 1
Activation: () Activate via Internet
® Activate manually

Activation key: * |Key 1

v 0% R Cancel

7.6 Migrating old licenses to MyQ X

If you are using older MyQ editions, it is recommended to migrate your licenses to
MyQ X.

Compared to older editions, MyQ X offers a new price list with updated and new
functionalities, one Installation key containing all the license information instead of
multiple license keys, a fast and automated license ordering process, and a complete
overview in the MyQ X Partner portal of all the products and their software
assurance.

Moreover, if you use embedded lite licenses, during the license migration to MyQ X,
their price is halved (two embedded lite = one embedded license). If you have an odd
number of embedded lite licenses, the total is rounded up, and then halved (eleven
lite = twelve lite = six embedded licenses).

The software assurance expiration date is recalculated during the migration:

1. Expiration dates are converted to a real number and the average is computed.
(for example, you have 100 x Embedded (E) and 200 x Embedded Lite (EL) [so 100
X 'expiration date' of (E) + 200/2 x 'expiration date' of (EL)) / count of ((E) + (EL/
2)

2. The computed average is a real number and, converted back to the date format
may produce, for example, 23h:56min - for this reason 1 day is added.

3. From the average corrected date, only the month + year are used, without day
+ time, and one month is added to the final date.
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SA Days of all Pes

Software Assurance SA Days till i
Expirat

Expiration
{from today, 5.10.2020)

Embedded 304
Embedded 10 296

Embedded 3 440

Embedded 1 20022022 503,00

TOTAL of Embeddeds 59

Lite 10 04.112020 30,00 300,00

Lite 1 19.122021 440,00 440,00
TOTAL of Lites 11 740,00
Round up to an even number of Pcs 12 807,27
Coversion of Lites to Embeddeds (2-in-1) 6 40364
TOTAL Enterprise & Support 65 ) 14022021 132,10 858664 )
FINAL Enterprise & Support 65 01.032021 >

The prerequisites for license migration are:

e MyQ Print Server or MyQ Central Server 8.2 or higher installed (valid support
required).

 Valid support required; support date for version 8.2 is 15 January 2021, but it is
recommended having valid support all the time, especially when there are
planned system changes and MyQ Helpdesk would be contacted.

¢ Access to the MyQ X Partner portal (Partner ID and password. If you do not
have access, contact your Sales representative).

With the above prerequisites fulfilled, you can start the Migration Process.

7.6.1 Migration Process
You can start the license migration process in the MyQ web administrator interface.

Go to MyQ, Settings, License. At the top bar, click Upgrade to installation key.

“. License

2 Upgrade to installation key | ' Refresh | X Remove license

rsion: 8.2 DEVA [ENTEERER

upport expire on: o 02/17/2021, Standard
firtual machine high availability

The Upgrade to installation key wizard starts, guiding you through the upgrade:

1. If you already have an Installation Key, click Yes and continue to step 4. If not,
click No.

Upgrade to installation key x
Do you have the new installation key? ~

o Yes % No -

2. The MyQ server will now export the MyQ-licenses.xml file. You need this File to
generate the new installation key at the MyQ X Partner Portal. Click Next.

Upgrade to installation key x

MyQ server will export MyQ-licenses xml file. You will need this file to generate a new license key at
MyQ Partner Portal.

& Back “ Next

3. The MyQ-licenses.xml file has been downloaded. Go to the MyQ X Partner
portal and follow the process to generate a new installation key. Once you
generate it, your old license keys cannot be used again.
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Upgrade to installation key x

XML file has been downloaded. Go to the MyQ Partner portal and follow the process to generate a
new installation key.

& Back “ Next

4. Back in the MyQ web administrator interface, insert the installation key in the
field, and click Next.

Upgrade to installation key x

Insert the installation key

& Back “» Next

5. MyQ is contacting the License server to get the license information. In case you
have no internet connection, click Manual activation to manually activate the
license.

Installation Activation x

&
Contacting license server.

Manual activation

6. Check the overview and if everything is correct, click Activate; otherwise, click
Cancel.

Installation Activation -

MyQ X Enterprise Edition: 30
@ This installation will be activated and bound to this server.

b Activate % Cance!

7.Your license keys were successfully upgraded to an installation key and are
now activated.

Upgrade to installation key -
Your license was successfully upgraded

« 0K

You can see your new licenses overview in the License settings tab.

. License

¥ Update from License Server | K Remove license

Version: 8.2 DEV4 [ENETERE3
Status: « OK
Assurance expire on: «# 01/01/2022, Standard
Embedded terminals: 00f1 [ 0%
Features: Virtual machine high availability

nstallation key

If the activation fails due to connection issues, or for any other issues with the
migration, contact MyQ Support.

7.7 VMHA License

Normally, the hardware signature of the server hosting MyQ is occasionally verified
to make sure that the license is still installed on the same server and isn't misused. In
certain scenarios, the underlying hardware may change and so a license reset is
required to re-activate the license. If the hardware changes often (which is common
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when the server is hosted in a virtual environment), the Virtual Machine High
Availability (VMHA) feature may be required.

© The VMHA license is included free of charge in MyQ Enterprise and MyQ
Ultimate 8.0+ licenses. Discover our licensing options to find out more.

For the VHMA feature to function, a domain environment is mandatory - the server
running MyQ must be a member of a domain. For MyQ installed in an MS Azure
environment, a domain is not required. Changing the domain or migrating to a
completely different server will still require a license reset.

To verify that the VHMA feature is available, go to MyQ, Settings, License.

With old license keys, once the VMHA license is registered and activated, you can
enable the VMHA feature in MyQ, Settings, Network. Once enabled, the license
verification mechanism will no longer check for changes in the hardware when
checking the HW license signature key.

With the new licensing model, with installation keys, VHMA is enabled by default in a
Print Server or Central Server setting. If you are using Site servers, you have to
enable the feature in each Site server.
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Each Site server connected to your MyQ Central server can synchronize users directly
from the Central server and be almost entirely dependent on the changes made
there, described below.

Central Server

vl'

’ lml )

m
[:

There are, however, a few exceptions:

e Users can register themselves by swiping an unknown ID card, on the Web user
interface, by sending a job via LPR protocol, or by sending a job via email. The
newly created user is automatically replicated to the Central server. If the
connection to the Central server is working, the user is automatically added to
the server database and also replicated to the Central server database. From
there, the accounts are
imported to all other sites using the Central server as a synchronization source
during the scheduled process of synchronization. If there is no online
connection to the Central server, the registration of the new user fails.

e Users that are already in the system can change their language and generate
PIN on the Web User Interface. In addition, they can register their cards on
MyQ terminals. Every such change has to be authorized by the Central server. If
there is no connection to the Central server, the registration of the new PIN/
card fails.

e The administrator can add a new card, and add or generate a new PIN for users
that are already in the system. Every change has to be authorized by the
Central server. If there is no connection to the Central server, the registration
of the new PIN/card fails.

In the following sections, you can find information on user management options on
the MyQ Central server:

e QOverview, registration, adding, importing, synchronizing and deleting users:
List of users, Manually adding and deleting users, Users synchronization from
LDAP servers.

¢ PIN generation: Generating PIN
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e Individual users settings: Editing user accounts, Groups of users, Exporting
users
e Special administrative rights: Rights

8.1 List of users

On the Users main tab, you can see users and information about them. With the All
users search option selected, you see a list of all the users that are currently in the
system.

Apart from this search option, you can also choose from:

* Unclassified - select to display only the users that do not belong to any group
e Managers - select to display only group managers

* Locked - select to display users whose accounts have been locked

e Deleted - select to display only deleted users

8.1.1 Default system users

The database of every installation of MyQ contains six default system users. These
users are used for administration of the MyQ system and cannot be deleted.

1. *admin - This is the MyQ administrator account. It is used for administration of
the MyQ system on the Web Administrator User Interface.

2. *api - MyQ uses this account to connect to external applications.

3. *fax - All printed faxes are charged to this account.

4. *guest - This is the Guest User account.

5. *system - All the actions performed by the MyQ system are charged to the
*system user.

6. *unauthenticated - If there are any printed, copied or scanned pages that for
some reason cannot be assigned to concrete users, they are charged to this
account. This can happen, for example, if the print server is not available and
users print in an emergency, offline mode on a printing device. It can also
happen if someone prints directly on a printing device, bypassing the MyQ
system. In such cases, you might need to check the printing device security
settings.

— myo L MyQ Central Server 4" Home B users
‘_9_, Users .- All users
4 New Group v || Search = New User Actions v | @ Tools v & Refresh || Search
4 - Searches Status User name Full name i E-mail Personal number
& S~ All users 2 ~admin Administrator
Unclassified & *api API
Managers & fax Fax
Locked & *guest Guest User
2| Deleted A ssystem System
o) Groups £ *unauthenticated Unauthenticated user

109



Users

8.2 Adding and Deleting users Manually

8.2.1 Adding Users

To manually add a new user, follow these steps:

1. On the Users main tab, click +New User. The properties panel of the new user
opens on the right side of the screen.

= myQ = MyQ Central Server 4 Home & users

n

.., Users . All users

+ New Group w || Search Actions v | i Tools v ' Refresh || Search

2.0n the panel, enter the username and full name of the user, and eventually set
other data of the user account (see User information and settings), and then
click Save.

8.2.2 Deleting Users

When you delete a user, they are removed from all groups (including All users) and
are marked Deleted. They are not completely removed from the MyQ database and
can be undeleted.

8.2.3 Deleting users
To delete a user:

1. On the Users main tab, select the users that you want to delete, and then click
Actions. The Actions drop-down box appears.

2.In the Actions drop-down box, click Delete. You can find the deleted users
under the Deleted search option.

8.2.4 Undeleting users
To undelete a user:

1. On the Users main tab, under searches, select the Deleted search option. The
list of deleted users appears.

2. 0On the list, select the users that you want to undelete, and then click Actions.
The Actions drop-down box appears.

3. Click Undelete.

8.3 Editing user accounts

Each individual user has their own properties panel. To open the panel, double-click
the user on the list on the Users main tab (or right-click the user, and then click Edit).
The properties panel opens on the right side of the screen. The panel is divided into
three tabs: General, Groups, and Delegates.
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2. Eliot Kate x

General  Groups Delegates

Fields marked by * are mandatory.
User name: * | Eliot Kate

Aliases: == Add
Cards: =g Add

PIN: == Add == Generate PIN

Full name: *  Eliot Kate
E-mail:
Phone:
Personal number:
Default language: ' [empty] -

User's scan storage:

Folder or email for storing scanned documents

Use authentication server: L]

Authentication server: | None -
Notes:
Synchronization source:

v Save ¥ Cancel

8.3.1 User information and Settings

e User name - Here you can enter or change the user name. This entry is
mandatory. It is unique and is used to identify the user. It is compared to the
parameter obtained from the User detection
method.

¢ Aliases - In addition to their user name, each user can have a number of aliases.
MyQ treats the aliases as alternative user names.

¢ Card - Here you can set the number of the user’s identification card.

¢ PIN - Here you can manually create or automatically generate new PIN code for
the user and remove existing ones. An unlimited number of PINs can be added.

e Full name - Here you can enter or change the user's full name. This entry is
mandatory.

e E-mail - Here you can enter or change the user's email.

¢ Phone - Here you can set the user’'s phone number

e Personal number - The personal number can be used as the user ID in MyQ.
The primary ID is the user name property.

o Default language - Here you can select the language of the user's sessions on
MyQ embedded terminals.
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» User's scan storage - Here you can set the folder or email, where scanned
documents are saved.

¢ Use authentication server - If you select this option, an LDAP server is used
for the user authentication. The user uses their LDAP credentials to
authenticate to MyQ instead of having a password set in MyQ. Select the
domain for the authentication on the setting below.

e Authentication server - Here you can select the LDAP domain for user
authentication.

8.3.2 Adding users to and removing them from groups
To add a user to a group on the user properties panel, in the Groups tab:

1. On the bar at the top of the Groups tab, click +Add. The Select group dialog
box appears.
2. Eliot Kate x

General ~ Groups Delegates
== Add == Remove Accounting Group Manager
Name Accounting Group Manager
2. In the Select group dialog box, select the groups where you want to add the

user to.
3. ;lick OK.

Select group u

Count: 5 1 /1 ltems per page: 100

"4 w( &K Cancel

A user can also be added to a group on the Users main tab using drag and drop. Drag
the user and drop it on the group icon, on the groups tab on the left side of the
screen.

Default group and Group manager options

On the bar at the top of the Groups tab, you can see two options: Accounting and
Manager.
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The Accounting group is the group where the user is counted in reports and it is set
to every user by default.

If you make a user the Manager of a certain group, the user can see jobs and reports
of all the users from the group. To make the user a manager of a group, select the
group and click Manager.

To remove a user from a group:

On the bar at the top of the Groups tab, click -Remove. The group disappears from
the Groups tab.

To remove selected users from a group on the Users main tab, select the group
there, select the users that you want to remove, click Actions, and then click Remove
from group in the Actions drop-down box.

8.3.3 Selecting user delegates

On the Delegates tab, you can select delegates (users or groups) who are able to
print all of the delegating user jobs sent to a Delegate printing type of queue. The
delegate will see the jobs on the embedded terminal. The print jobs are displayed in
the form: (Sending user**Name of the print job).

Users need to have rights to a delegate printing type queue to be able to select
delegates.

To select delegates:

On the bar at the top of the Delegates tab, in the Delegates combo box, enter the
user (or the group of users), and then click Save. This way, you can add multiple users
(or groups of users).

2 Turek Jan | v

o

Delegates: A Doe John

To deselect delegates:

On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or group of users) that you want to deselect, and then click the remove
button (X) on the right side of the user (or group of users).

8.4 User groups

On the Users main tab, you can create new user groups.

8.4.1 Creating user groups
To create a group, do the following:

1. On the group tab on the left side of the Users main tab, point on the group
under which you want to create the new group. A drop-down box appears to
the right.

2.0n the drop-down box, click +New Group. The new group properties panel
opens on the right side of the screen.

3. Enter a Name for the new group, and optionally add a Description.
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4. Click Save.
To select delegates for the group:

1. Open the group properties panel by double-clicking on the group.

2.0n the bar at the top of the Delegates tab of the group properties panel, in
the Delegates combo box, enter or select the user (or the user group).

3. Click Save. This way you can add multiple users (or the user group).

To deselect delegates for the group:

On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or user group) that you want to deselect, and then click the remove button
(X) on the right side of the user (or user group).

8.4.2 Deleting user groups

1. On the group tab on the left side of the Users main tab, right-click the group
that you want to delete.
2. Click Delete.

8.5 Exporting users

In case you need to export the list of MyQ users to a CSV file — for example if you
want to use the CSV file for user synchronization — you can do so on the Users main
tab of the MyQ Web Interface.

To export the list of users:

1. Click Tools on the toolbar at the top of the Users main tab.

2. Click Export in the Tools drop-down box. The Users Export dialog box appears.

3.In the dialog box, select the group you want to export and click OK. The file is
downloaded to your default Downloads folder.

— myo L MyQ Central Server 4" Home & Users
N
. Users .- All users
+ New Group w || Search + New User Actions v & Refresh | Search
4 -] Searches Status User name “y Bulkcreditrecharge  E_mgj| Personal number
la) .
- All users &% *admin ‘ _~ Export ]
Unclassified & *api ] selectall (Ctri+A)
Managers & EliotKate 1 Edit columns
Locked 3 *fax Default layout
2| Deleted A squest Double header height
5_& Groups _Q “system System
2 -unauthenticated Unauthenticated user

8.6 User import and synchronization

User synchronization is a method of synchronizing user related data in the MyQ
database with data in external sources, such as LDAP servers or CSV files. Importing
new users is an optional part of the synchronization process. Within the
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synchronization setup, you can activate or deactivate the new users import; if you
deactivate it, MyQ only updates accounts of users that already are in its database.
You can read more about how user synchronization works here.

This topic provides detailed information about the synchronization. It fully describes
the methods of import and synchronization available in MyQ, and presents two
options of running the synchronizations:

User synchronization from LDAP servers

User synchronization from CSV Ffiles

Manual and scheduled synchronization run

User synchronization from Azure Active Directory
User synchronization from Google Workspace
Using external authentication servers

User passwords are not synchronized/stored in the MyQ Database in case of
LDAP/Azure synchronizations.

8.6.1 User Properties in MyQ

User name: Name of the user account in MyQ. In Active directory and Open
LDAP, this property corresponds to the samaccountname user attribute on the
LDAP server.

Full name: This is the full name of the user. In Active directory and Open LDAP,
this property corresponds to the cn user attribute on the LDAP server. Usually,
it is the given name and the surname of the user.

Alias: In addition to their user name, each user can have a number of aliases.
MyQ treats aliases as alternative user names. You can use aliases, for example,
if you need to enable one user to send jobs to MyQ from different OS accounts.
Card: The number of the user’s identification card. It can be either imported
from LDAP or added to MyQ on the user’s properties panel. Also, it can be
registered by an administrator on a card reader connected to a USB slot or
registered by the user on an embedded terminal.

PIN: The MyQ personal identification number is used for access to MyQ Web
Interface and MyQ terminals.

Personal number: The personal number can be used as the user ID in MyQ. The
primary ID is the user name property. If you select the Pair by the personal
number property during the user synchronization, the personal number is used
instead.

Email: The user's primary email address.

Notes: You can use this text box to enter additional notes concerning the user.
Language: The language used on the user's MyQ Web Interface and their home
screen on the embedded terminal.

User's storage: You can select a folder or one or more email addresses where
MyQ sends the user's scans. Depending on the scanning setup, scans can be
sent here, to the user primary email set in the Email property text box, or to
other sources defined in MyQ or entered by the scanning users.
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8.6.2 User synchronization from LDAP servers

An LDAP server contains a database that stores all user accounts, passwords and
other user related data of an organization. On the LDAP Synchronization settings
tab on the MyQ Web Interface, you can synchronize users directly from the server
database.

MyQ can communicate with as much as five LDAP servers at the same time. It
supports Active Directory, OpenLDAP, Novell, Lotus Domino and Google Workspace.
To synchronize the users, you need to add the synchronization source first, and then
setup the synchronization. After the synchronization is set up, you can either run it
manually on the User Synchronization settings tab or set it as a regular task on the
Task Scheduler settings tab.

The settings described here apply only to Active Directory, although the settings for
OpenLDAP, Novell, Lotus Domino and Google Workspace are similar.

OpenLDAP, with its default settings, limits the number of returned entries and the
maximum total time for a query. The default size limit is 500 entries and the default
time limit is one hour. In case of a larger customer installation with OpenLDAP, you
must adjust these limits appropriately in the OpenLDAP settings, otherwise the user
sync will give incomplete results.

For more details see: https://www.openldap.org/doc/admin24/limits.html

Creating an LDAP synchronization

Before creating the synchronization, you have to add the LDAP server to MyQ. You
do this on the Authentication servers settings tab (MyQ, Settings, Authentication
servers).

To create a new LDAP synchronization:

1. Add the new synchronization:
Under User synchronization, click +Add. A drop-down box appears.

= myo = MyQ Central Server 4 Home & settings: Authentication serv...
A Settings ; Authentication servers
£ License 4 Add v Actions » | &' Refresh

LDAP Server (Insert) || pomain/Name Server Security

s
A\ General ‘ -]
Radius server

a

5 personalization
&) Task Scheduler
¥ Network

2. Authentication servers

In the drop-down, click LDAP Server. The LDAP synchronization properties
panel opens. On the panel, you can set up the synchronization.

2. Set up the synchronization on the LDAP synchronization properties panel:
Set up the synchronization on all three tabs on the LDAP synchronization
properties panel. On each of the tabs, click Save after changing the settings.
For information about the synchronization setup, see "Setting up the LDAP
synchronization " on the next page.
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3. Return to the User synchronization overview:
The new LDAP synchronization is displayed on the list of synchronizations.

Setting up an LDAP synchronization

The setup consists of three parts: creating the synchronization on the General tab,
setting import of users on the Users tab and setting import of groups on the Groups
tab. You can swap between these tabs on the bar at the upper-left corner of the
LDAP synchronization properties panel.

K ‘& 2. LDAP synchronization =i CN=Claude Monet,OU=Painters,0U=famous_people,OU=MYQ_IMPORT_TEST,D

-
General Users Groups |5 CN=Builtin Attribute . Value
— |» CN=Computers accountexpires 0223372036854775807
Enabled: }» OU=Domain Controll badpasswordtime 0
}» CN=ForeignSecurityP| badpwdcount 0
4 Connection parameters - :
}o CN=Infrastructure | ¢p Claude Monet
LDAP Server: * | testAD.local v |} CN=LostAndFound codepage 0
User: |Administrator 4 U OU=MYQIMPORT_T, i ntrycode 0
Password: ssessss 4 b OU=famous_peop department Painters
- SU:Pamters displayname Claude Monet
# Export to CSV after successful import ‘f‘ EN:CIaude distinguishedname CN=Claude Monet,OU=Painters OU:
Enabled: v ‘;” ::\j:o;a': dscorepropagationdata 16010101000000.0Z
File: |C:\Users\Users.csv | “;‘ :l\: ..o gl employeeid 13246
o CN=Pablo P
—, path including file £ CN=Rembra gidnumber 2147483647
) £ CN=Salvado givenname Claude
o Save % Cancel 8 CN=Vincent instancetype 4
L OU=Scientists lastlogoft 0

General Tab

On the General tab, set the general properties of the synchronization: enable or
disable the synchronization, select the LDAP server domain, enter user name and
password for access to the server, eventually select to export the imported users to a
CSV file. See the list below for a description of individual settings.

¢ £ 2 LDAP synchronization

General  Users  Groups
Enabled:

4 Connection parameters
LDAP Server: * | testAD.local -
User:  Administrator

Password: |ssseessd |

4 Export to CSV after successful import
Enabled:

File:

v Sa‘ﬁ ® Cancel

¢ Enabled: Here you can enable or disable the synchronization.

e LDAP Server: Here you can select the domain that you want to synchronize
from.

e User: Enter the user name for access to the LDAP domain server.

e Password: Enter the password for access to the LDAP domain server.

e Enabled: If you enable the Export to CSV after successful import option,
MyQ creates a CSV file with the imported users after the synchronization.

¢ File: Select the folder where you want to save the created file.
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After you correctly set the connection parameters (LDAP server, username and
password) and save the settings, the LDAP browser opens on the right side of the
screen.

E In the User setting, a sub-domain user account with enough rights can also
be used for authentication, but the sub-domain has to be specified in the
username.

For example, the user Administrator connects to the testAD.local LDAP
server, but their account is in the cz.testAD.local sub-domain. For successful
authentication, the filled in username should be:
Administrator@cz.testAD.local

Users Tab

On the Users tab, pick one or more base DNs (distinguished names) from which you

import the users. In addition, you can assign user attributes from the LDAP server to

user properties in MyQ and select additional options concerning the synchronization.
% & £ LDAP synchronization

General Users Groups

i You can drag and drop tree items and attributes on fields

Base DN:
== Add

Properties Expand
Options Expand

4 Filter

+ Save #K Cancel

¢ Base DN: Here you can pick the base domain or domains from which you
import users. Click +Add to add a text box for the new base DN, and then drag
a group from the database browser and drop it in the text box. You can add
multiple domains this way.
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CN=Infrastructure

Base DN: I

OU=Painters,OU=famous_sa o IMP P L[y CN=LostAndFound

X /‘-\ 4 ||, OU=MYQ_IMPORT_TEST

— ‘, _ I

ICU=".’u'rit-:-rs"-..O.J:.‘amous_peo_oie ClJ:fxv’.‘r"Q_ir-.vPI )4 Ly OU=famous_people

x |, OU=Painters
|; OU=Scientists

+ Add | | OU=Writers\ |
Ol =M

Properties “xpand - OU=MyQ

| ) OU=other

* Properties: These are the properties of every individual user. MyQ will
automatically find and assign the user's SAM account name to user name, cn
to Full name and mail to Email (this applies to Active directory and OpenLDAP
only). The user name property is the only one that cannot be changed. To
assign an attribute to a property, write the name of the attribute in the
property text box or drag it from the attributes of any individual user and drop
it in the text box. The following properties support adding multiple values to
them, separated by a semicolon (;):

o Alias
o PIN
o Card

For example, in the Alias property, you could add alias1;alias2;alias3.

The AD attribute name should not contain the semicolon (;) character. If a semicolon
is part of the attribute's name, that attribute will not be synchronized in MyQ.

4 Properties 4 [l OU=turope countryCode
4 [y OU=Hamburg dSCorcPropagationData
Full name: £ cN-Doe John
. I ——— department
Al oo distinguishedName
|» OU=Prague .
Card: instanceType
L CN=Compurters
PIN lastLogoff
IN: |+ OU-DLCPARTMLNTOS e
- astl agon
Personal number: |» OU=Domain Controllers
[ lugunCount
Email: m | OU=éscrzyaié ;
' h | CN=ForeignSecurityPrincipale mas h
Noules: | OU=Groups name
Language: |- OU=HokusPokus Ob{EthaIEQOF/
| CN=Infrastructure objectClass
User's scan storage: |J OU=Japan objectClase
- - |» CN=LostAndFound objectClass
> CN=Managed Service Accounts objectClass

For assigning default languages to users, you have to use an attribute from the LDAP
server that has the language abbreviations as its values. For example, you can create
and use an attribute called lang with the values en for English, hAr for Croatian, etc.
The list of the abbreviations used in MyQ can be found here.

e Options: For a description of the common synchronization options, see User
information and settings. The basic options that are common for both the
synchronization from LDAP servers and for synchronization from CSV files are:

o Deactivate missing users: If you select this option, MyQ deletes users that
are imported from the current synchronization source and that are not in
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the source anymore. To delete users that were added from different
sources, select the Ignore synchronization source option together with
this option.

o Add new users: If you select this option, MyQ adds new users from the
current synchronization source. If you do not select it, MyQ updates the user
accounts of the users who are already in MyQ, but does not add any new
users.

o Convert user name to lowercase: Unlike some other systems that do not
differ between two words with the same letters but different cases (such as
"Pear", "pear"), MyQ is case sensitive. You can use the Convert user name
to lowercase option to prevent creating multiple accounts for one user.

o Use authentication server: If you select this option and a user logs in by
entering their username and password, the credentials are not
authenticated against the MyQ database, but instead against an LDAP or
Radius server. If you synchronize users via LDAP, the source LDAP server is
automatically assigned as
the authentication server. If you synchronize users via CSV, you can select
the authentication server from the list of predefined authentication servers.

o Pair by the personal number: If you select this option, MyQ identifies users
by their personal number instead of their user names. This way you can keep
track of a single user with different names in different sources or a user
whose name has changed for some reason. For example, if this option is
activated and a username in LDAP changes from cat.stevens to yusuf.islam,
MyQ does not create a new user account, but recognizes the old user by
their personal number.

o Ignore synchronization source: If this option is not selected, MyQ
recognizes two users from different synchronization sources as two
different entities. This can cause conflicts during synchronizations from
multiple sources. If it is selected, MyQ ignores the synchronization sources
and treats all users the same, regardless of their synchronization source. For
example, if you run a synchronization and MyQ would import/update a user
that has been already added from a different synchronization source, it
does not update the user. Instead, it shows the message The name/alias "X"
is already used by the user "X"among the synchronization results. After you
select the Ignore synchronization source option, the user is updated by
the latest synchronization.

If you select this option together with the Deactivate missing users option,
all users that were added from different sources and are not in the current
synchronization source are deleted during the synchronization.

o Append the domain name to the username (username@domain.local): With
this option selected, the name of the domain can be retrieved from the MyQ
username. The information about the domain may be needed for example,
when scanning to users' home folders is used on an embedded terminal.

* Filter: You can filter the users import by specifying the values of attributes.
Add the conditions in the form: Attribute=Value. Users with a different value
on this attribute are not accepted and are filtered out of the import.

For attributes where the values are strings, such as the cn attribute, you can
use the * symbol to search for substrings. The symbol can be appended from
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both sides. For example, if you add a cn=*in* condition, only users whose
common name attribute contains "in" are accepted.
Add one condition per raw. Users are accepted if they satisfy at least one

condition.

4 Filter
givenname=Charles

cn="van™

Attribute=Value

Attribute=Value

Updating users...

1: Charles Dickens added (Dickens | | | | synch/test_writers)
2: Rembrandt van Rijn added (Rembrandt | | | | synch/test_painters)
3: Vincent Van Gogh added (VanGogh | | | | synch/test_painters)
0.863sec.
9.802 sec.

Groups Tab

On this tab, you can import groups and the group structure from the LDAP source.

There are four different ways of specifying which groups are imported. You can use
multiple different methods together and by each method, you can create different
groups of users. You can also select to import the groups under an existing group in

MyQ.
& & £ LDAP synchronization i CN=test_painters,0U

General Users Groups » Js CN=Builtin

lJs CN=Computers
(L OU=Doman Controlers
|l CN=ForeignSecurityPrin

® Do not change default group
|Jo CN=Infrastructure

Import groups under this v
group: |Jo CN=LostAndFound
4 ||, OU=MYQ_IMPORT_TES]
* Group stored in user's attribute tipand (b OU=famous_people
Js OU=My
Group stored in user's DN Sipand t o ! ;Q
! =other
Tree group stored in user's DN tipand (Js OU=random
_@_ CN=Janus
4 Group stored in user's berOf attribute g& CN=test_painters

_@_ CN=test_scientists
\_@ CN=test_writers

» |Jo CN=NTDS Quotas

* Uy CN=Program Data

> )y CN=System

Groups base DN:

Filter:

Import empty groups: * Uy CN=Users

Import tree of groups: :Jj‘. CN=test

o Save K Cancel

¢ Do not change default group: A user can be a member of multiple groups but
all their prints, copies and scans are accounted to only one group: the default
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(accounting) group of the user. If you select this option, the default group of
the selected user does not change during the synchronization.

» Import groups under this group: You can select an existing group in MyQ
under which you import the groups from the LDAP database.

e Groups stored in user's attribute:

o Attribute: You can select this option if you want to use an attribute that
defines groups in the LDAP database. To add it, type the name of the
attribute in the property text box or drag the attribute from any individual
user and drop it in the Attribute text box.

4[|} QU=MYOIMDORT TEST
b OU=biY LEST | countrycode

Group stored in user's attribute

3 =tam S_peop
amous_peopls ™ Hepartment
Attribute: @ 4 ||, OU=Painters

displayname

Make £, CN=Claude Mone __ 4
default " distinguishedname
= &% CN=Leonardo Da

dscorepronaaationdata

You can also create groups by combining multiple attributes. To create such
groups, put each of the attributes between two percentage signs (%). For
example, the combination of attributes %attribute1%_%attribute 2%,
imports a new group named value1_value2.

4 Group stored in user's attribute

Attribute: %department%_%givenname%%

Make default

SYNC GROUPS

Number of groups to import: 7
Pairing property: path
Painters_Claude: created
Painters_Lecnardo: created

Furthermore, you can create tree structures of groups by separating the
attributes with vertical bars. For example, the combination of attributes
%attribute1%|%attribute2%, imports a group value1, and its sub-group value
2.

o Make default: If you select this option, the group becomes the default
group of the imported user.

e Group stored in user's DN:

o OU component index: Here you can select a group by its OU (organizational
unit) index among the DN components. The index is counted from right to
left: the first OU group from the right has index 7, the second from the right
has index 2and so on.

=i CN=Claude MonethU:Painters,OU=famous_people,0U=MYQJMPORT_TEST,bC:testAD,DC=local

On the image above, there are three OU groups: MYQ_IMPORT_TEST has
index 7 (as it is the first OU group from the right), famous_people has index
2 and Painters has index 3. The other components are not OU and therefore
have no index.

o Make default: If you select this option, the group becomes the default
group of the imported user.
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* Tree group stored in user's DN: Here you can import the whole tree structure
of groups. You can restrict the import to any part of the structure by striping
the DN components from the left and from the right. In the respective text
boxes, enter the amount of components to be striped from the left and
from the right side. You have to strip at least one component from the left (the
user CN component) and one component from the right (the right-most DC
component).

=i CN=Claude Monet,OU=Painters,0U=famous_people,OU=MYQ_IMPORT_TEST,DC=testAD,DC=local

On the image above, there are six components. If you strip one component
from the left

and one from the right, you import the following structure of groups: testAD >
MYQ_IMPORT_TEST > famous_people > Painters. By stripping components from
the left, you remove the groups from the bottom to the top of the structure.
By stripping components from the right, you remove the groups from the top
to the bottom of the structure.

o Make default: If you select this option, the bottom group of the imported
structure becomes the default group of the imported user.

e Group stored in user's memberOFf attribute:

o Group base DN: MyQ can import security and distribution groups stored in
the user's memberOF attribute. The security groups are used to define
access permissions granted to their members. Distribution groups can be
used for sending emails to a group of users. To specify which groups should
be taken into consideration during the import, you have to insert the groups
base DN. MyQ imports only groups that are included in the base DN; other
groups stored in the memberOF attribute are ignored. The group base DN
does not have to be in the same organizational unit as the users base
domain. If a user is member of more than one group on the LDAP server, all
the groups are stored in the memberOFf attribute. Therefore, the Make
default option, which requires a single value, is not available for this
method of import.

To add the groups base DN, drag it from the database browser and drop itin
the Group base DN text box.

o Filter: You can filter this import by specifying the values of attributes. Add
the conditions in the Form: Attribute=Value. Groups with a different value on
this attribute are not accepted and are filtered out of the import. You can
use the * symbol to search for substrings. The symbol can be appended
from both sides. For example, if you add a cn=*in* condition, only users
whose common name attribute contains "in" are accepted. You can add one
condition per raw. Groups are accepted if they satisfy at least one condition.
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4 Group stored in user's memberOf attribute
Groups base DN: |DC=testAd,DC=loca

Filter: | cn=test”

SYNC GROUPS

Number of groups to import: 3

Pairing property: path

test_writers: updated via PATH match
test_painters: updated via PATH match
test_scientists: updated via PATH match
9.0814sec.

o Import empty groups: If you select this option, groups from the Group
base DN are imported even if there is no user having them in their

memberOF attribute.

Users

o Import tree of groups: If you select this option, the whole tree structure is
imported. Otherwise all groups are added separately; not as a part of a tree

structure.

4 Group stored in user's memberOf attribute
Groups base DN: |OU=MYQ_IMPORT_TEST,DC=testAd,DC=loca
Filter: |cn=test®

cn=synch

Import empty groups: ¥

Import tree of groups:

4 M Groups
|s synch
|4 test_painters 7
|/ test_scientists 7

|J test_writers 5

8.6.3 User synchronization from CSV Files

To synchronize users from a CSV file, you have to create a new CSV synchronization
on the User Synchronization settings tab and on the synchronization properties

panel, add the source file and set properties of the synchronization.

After the synchronization is set up, you can either manually run it on the User
Synchronization settings tab or set it as a regular task on the Task Scheduler

settings tab.

Creating a new CSV synchronization

To create a new synchronization:

1. Open the new synchronization: On the bar at the top of the User

synchronization settings tab, click +Add Sync source, and then click +Add
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CSV source. The CSV synchronization properties panel appears on the right
side of the screen.

£ User Synchronization

[‘% Add sync source v] P Synchronize now ~ Edit|% Enabled X
[a)

Add LDAP source Description
% Add ES“"‘ source testAD.local
Add Ct'stom Script

2. Set up the synchronization: On the CSV synchronization properties panel, set
the path to the CSV file and configure the synchronization. For information
about the synchronization options, see "CSV synchronization setup options"
below.

| CSV synchronization x

Enabled:

CSV file: |C:\Users\Users.csv |
Encoding: * | windows-1252 -
Column delimiter in CSV:  Default ¥

Skip header line: v
3. Save the setup.

CSV synchronization setup options
These are the CSV synchronization setup options:

¢ Enabled: Here you can enable or disable the synchronization.

e CSV File: Here you can set the path to the CSV file on the MyQ server.

» Encoding: Select the encoding that is used in the CSV file. The default value
depends on the OS settings of the computer where you access the MyQ Web
Interface on.

¢ Column delimiter in CSV: Select the delimiter that is used in the CSV file. If
you select the Default option, MyQ scans for the delimiter set on the Column
delimiter in CSV drop-down list box on the General settings tab.

o Skip header line: In case the CSV file contain a header line, you need to select
this option and skip the first line of the file during the synchronization. All lists
of users exported from MyQ contain the header line.

¢ Import groups under this group: Here you can select an existing group in MyQ
under which you import the groups from the CSV file.

» Synchronization source: Here you can specify a different source than the CSV
to be marked as the synchronization source by the MyQ system. For example,
you can insert an LDAP server domain.
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Ignore synchronization source: If you select this option together with the
Deactivate missing users option, all users that are not in the current
synchronization source are deleted.

Use authentication server: If you select this option, an LDAP or Radius server
is used for the authentication of the imported users.

Authentication server: Here you can select the LDAP or Radius domain for the
user authentication.

Deactivate missing users: If you select this option, MyQ deletes users that are
imported from the current synchronization source and that are not in the
source anymore. To delete users that were added from different sources,
select the Ignore synchronization source option together with this option.
Add new users: If you select this option, MyQ adds new users from the current
synchronization source.

Pair users by personal number: If you select this option, multiple accounts
with a single personal number are paired.

Convert user name to lowercase: If you select this option, all letters in user
names are converted to lowercase.

Cards/PIN/Groups/Delegates: In each of the mandatory drop-down boxes,
you can select from these synchronization options for the respective
parameter (Cards, PIN, Groups):

o Do not synchronize: The value of the respective parameter in MyQ is not
changed.

o Full synchronization: The value of the respective parameter in MyQ is
always replaced by the value in the CSV file. If the value in the source file is
empty, the value in MyQ is erased.

o Synchronize if not empty: If the respective field in the CSV Ffile is not
empty, the parameter value in MyQ is replaced by the value in the CSV file.
Otherwise, the parameter value remains unchanged. This is the default
setting.

o Add new: If the parameter is already set in MyQ, it is not replaced. Only new
values are added.

CSV file syntax

In the list below, you can find information about individual fields of the CSV file.

A single word or a plain number can be put in the CSV fields as they are, while more
complex strings, such as full name or email address, have to be bounded by quotes.

FULLNAME: Name of the user in double quotation marks, for example " Thomas
Pineapple".

USERNAME_ALIASES: Login of the user and eventually their aliases. The login
should be the same as the user's domain login name, for example Tom. When
you import multiple aliases, separate them with commas, for example
"Tom,Tomy,Apple".

EMALIL: Email of the user, for example "t.pinapple@domain.com".

CARDS: Number of the user's authentication card/chip. It has to be inserted in
the form in which it is read by the card/chip reader, for example 7E9700C89.
GROUPS: Here you can add user groups. You can import a whole branch of the
groups tree structure. The groups on the imported branch have to be
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separated by vertical bars. If you want to import multiple groups (or groups
tree branches), separate them by commas. For example, if you add two
branches separated by a comma: "Activities/|Outdoor/Swimming,Activities|
Outdoor/Birdwatching", MyQ

imports a single parent group Activities with a single child group Outdoor, with
two

child groups Swimming and Birdwatching
(Activities>Outdoor>Swimming,Birdwatching). Commas and vertical bars cannot
be used in group names as they are used as group delimiters.

e CODE: The personal number of the user. The ID number must be unique for
each user. This parameter is very useful when using multiple sync sources.

¢ SCANSTORAGE: The folder or email where the user wants their scans to be
sent to, for example "\Users\Tomy".

¢ PIN: You can define one or more PINs to be assigned to users within the
synchronization process. It is not absolutely necessary, as PINs may also be
generated later within the setup of the user account. The PINs should be in the
hashed MD5 format, for example 74BFA6BB14875E4.

e MANAGED_GROUPS: You can make the user the manager of a particular group
by adding the group or path to the group here in the way in which you would
import the group. If you want the user to be a manager of a child group, enter a
whole branch ending with this group. For example, enter the branch "Activities/
Outdoor[Swimming" to make the user a manager of the Swimming group. If
there are no parents of the group in the group structure, enter just the group
name, e.g. Activities. Commas and vertical bars cannot be used in group names
as they are used as group delimiters.

e AUTHSERVER: In this field you may define the domain for user authentication,
for example "testAD.local".

e PHONE: The user's phone number, for example 080008020.

e LANG: Default language of the user, for example en.

e PWD: If you want to use the MyQ password, insert the password in the hashed
MD5 format, for example 78BFA6BB14875E8. If you are using a different
authentication server (i.e. LDAP server), you can leave it empty.

e EXTID: EXTID is an internal MyQ parameter. This field has to be left empty.

o DELEGATES: For each user, you can import any number of delegates. If you
import multiple delegates, separate them with commas, for example
"Carol,Kohei,Eliot".

“FULLNAME”; "USERNAME_ALIASES”; “EMAIL”; “CARDS”; “GROUPS”; “CODE”;
“SCANSTORAGE”; “PIN”; “MANAGED_GROUPS”; “AUTHSERVER”; “PHONE”;
“LANG”; “PWD”; “EXTID”; “DELEGATES”

", .

“Thomas Pineapple”; “Tom, Tommy, Apple”; “t.pinapple@domain.com”;

7E9700C9;”Imported Users, Activities | Outdoor | Swimming,

Activities |Outdoor | Birdwatching”;22212;”\\Users\Tomy”;
14BFA6BB14875E4;Birdwatching;testAD.local;080008020;en; 18BFA6BB14875ES8; ;“Carol,Kohei,Eliot”;
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8.6.4 User synchronization from Azure Active Directory

Azure Active Directory is a service accessed from the Microsoft Azure Portal. It has to
be enabled and configured in Azure Active Directory Domain Services.

The activation and setup of the service are described in the following Microsoft
guides:

e To enable and configure Azure Active Directory Domain Services:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/
tutorial-create-instance

e Configure Azure AD Domain Servers to use SLDAP:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/
tutorial-configure-ldaps

After you activate the Azure Active Directory, you need to add it to MyQ and set up
the synchronization in the standard way (see User Import and synchronization). When
setting up the Authentication server in MyQ, you need to make sure that the LDAP
server parameters are set to the following values:

e Domain = DNS DOMAIN NAME of the Azure AD Domain
e Security: SSL
e Server = SECURE LDAP EXTERNAL IP ADDRESS of the Azure AD Domain
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Home > myqdev.onmicrosoft.com - Properties

! myqdev.onmicrosoft.com - Properties

Overview

B Activity log
LOCATION
s Access control (IAM) AMack -
- i West Europe
Manage
AVAILABLE IN VIRTUAL NETWORK/SUBNET
Properties MyQDevNetwork/MyQDevTestSubnet
l Secure LDAP
GROUP ASSCCIATED TH SUBNET
Health NSG
osoft.com-NSG
Q) Notification settings
ADDR O RTUAL NETWORK

Troubleshooting + Support 10.0.0.5 10.0.0.4
K Troubleshoot

New support request

=

8.6.5 User synchronization from Google Workspace

Google Workspace (previously named G-Suite), a set of cloud computing, productivity
and collaboration tools, software and products developed by Google Cloud, can be
used with MyQ Central Server (versions 8.0+). For setting up the connection to MyQ
follow the short procedure below.

¢ Go to https://support.google.com/a/answer/9048541?hl=en to configure your
Google Workspace Environment for working with MyQ as an LDAP Client.
o Turn service status on or off
o Edit access permissions
¢ Go to https://support.google.com/a/answer/9048541#generate-
certificateauthentication to get a private key and a certificate.
o Generate certificate authentication
o Generate access credentials.
The downloaded file is a *zip file containing the private key and the
certificate you need for connecting to MyQ.
o After the above procedure, you need to set up the user synchronization from
Google Workspace in the standard way. When setting up the Authentication
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server in MyQ, you need to make sure that the LDAP server parameters are set

to the following values:

o Domain - add your Google Workspace domain; the name of the domain
component must be used (for example, dc=example,dc=com )

o Type - select Google Workspace from the drop-down
o CertiFicate - click Add and browse to upload the downloaded certificate file

(.crt)

o Private key - click Add and browse to upload the downloaded private key

file (.key)

=mMyo

= MyQ Central Server

X, 2 R )& 2. LDAP synchronization

[0

Fields marked by * are mandatory.

Domain: * |dc=example,dc=com

Type: * | Google Workspace ¥ ‘

Security: | SSL v ‘

Server: ‘ |dap.google.com \ ‘ 636

w Certificate

Google Workspace server requires a client certificate. How to

Certificate:

Private key:

f Test

W Save

4 Home £ LDAP synchronization
| ¥
generate it
Browse.. = X
Browse... X
X Cancel

o Find out more about Google Workspace's Secure LDAP scema.

8.6.6 Using external authentication servers

In addition to the internal MyQ authentication methods (password, PIN or ID card),
you can use two types of external authentication servers: LDAP and Radius.

With the two external methods, MyQ does not use the internal MyQ PIN or password
for user authentication, but instead authenticates users against an LDAP or Radius
server. After the user enters their credentials during the authentication, the
credentials are sent to be verified directly by the external server. If there is no online
connection with the LDAP or Radius server, users cannot log in.

To enable this method of authentication, you have to take two steps:
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1. register the external authentication servers in MyQ
2. select to use them For user authentication

To register external authentication servers in MyQ, see Authentication Servers
Settings.

Selecting to use the registered external authentication servers for user
authentication, can be done either automatically during the user import from an
LDAP server or a CSV file, or manually on the properties panels of individual users.

Automatically selecting the external authentication option

Importing users from a CSV file

When you import users from a CSV file, you have two options of selecting the
authentication server for the users:

1. You can select the Use authentication server option and select the server
during the synchronization setup on the synchronization properties panel.

2. You can specify the Authentication server for a particular user in the
AUTHSERVER field of the CSV file. If the field is not empty, its value has
priority over the value selected on the properties panel.

(3} CSV synchronization ®

Synchronization source: |CSV -

Ignore synchronization
source:

Use authentication server: v

Authentication server: |Authentication server X -

For more information about importing users from CSV files, see User synchronization
from CSV files.

Importing users from an LDAP server

During the users import from an LDAP server, you can select the Use authentication
server option, to use the current synchronization source server for users
authentication. For information about importing users from LDAP servers, see User
synchronization from LDAP servers.

& & LDAP synchronization

General Users Groups

4 Options
Deactivate missing users
v| Add new users
Convert user name to lowercase
¥ Use authentication server
Pair by the personal number

Ignore synchronization source
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Unlike the Use authentication server setting for the import from a CSV file, which
allows you to select the authentication server, the Use authentication server
setting here gives you a single option — users will be

authenticated against the LDAP server where they are imported from.

Manually selecting the external authentication option
To manually select the external authentication option

1. Open the Users main tab and double-click the user. The user's properties panel
opens on the right side of the screen.

2.0n the panel, select the Use authentication server option. The Authentication
server setting becomes available.

3. On the Authentication server drop-down, select the server you want to use,
and then click Save at the bottom of the panel.

8.6.7 Manual and scheduled synchronization run

The synchronization can be manually run on the User Synchronization tab of the
MyQ Web Interface, or it can be set as a scheduled task on the Task Scheduler tab.

Manual synchronization run

On the User synchronization settings tab, enable the synchronizations that you
want to run, and then click Synchronize now on the bar at the top of the tab.

= myo = MyQ Central Server & settings: User Synchronization
A, Settings 2 User Synchronization
=4 License 4 Add syncsource w | I Synchronize now . Edit " X
/N General Enabled Type Description
“Z% personalization 2 LDAP test

Scheduled synchronization run

On the Task scheduler settings tab, you can setup a scheduled run of the
synchronization. For more information about this option, see Task scheduler.

8.7 Users Settings

In the Users settings tab (MyQ, Settings, Users), the MyQ administrator can manage
the MyQ users PIN options, the MyQ accounts Password complexity, and the MyQ
Account lockout options.
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= mvo = MyQ Central Server 4 Home & settings: Users
A Settings l Users
& License Fields marked by * are mandatory.

A\ General

v PIN
5 personalization
User can change PIN: ]
) Task Scheduler
Minimal PIN length: = |6

9 Network

- Send new PIN via email: O

< Authentication servers 0

Generate PIN for users created by

™ printers synchronization or manual input: Send new PIN via email” will be automatically checked
& Users ¥ Email with a new PIN

L user Synchronization Subject: * | MyQ Central server: Your new PIN

Rights Message: * | Your new MyQ Central server PIN is: %PIN%
(= Accounting Please contact the administrator at %admin% in case of further requests
Credit
© R n%, %usernamed%, %realnamess, %admin%
@ Reports
= Revert values

L Log & Audit
" External Systems v Password complexity

i System Management
Minimum length: = |8

Enforce password complexity: = 2 of 4 rules

At least one spedial (non-alphanumeric) character

¥ Account lockout

Attempts before lockout: * |5

Lockout time: * |15 minutes

' Save K Cancel

PIN section

With the User can change PIN option selected, the users can generate a new PIN on
their account on the MyQ Web User interface, by clicking Generate PIN on the Home
screen of their user account.

The Minimal PIN length option determines the mandatory minimum PIN length. The
number can be set between 4 and 76. If the administrator creates the PIN manually, it
cannot be shorter than the value set in this field. If the PIN is generated by the
system, it cannot be shorter than the value in this field, and also cannot be shorter
than the minimal value enforced by the number of users, described below.

The required minimal PIN length that depends on the number of MyQ users is:
¢ <1000 — 4-digit pin is required
¢ 1000 - 10 000 — 5-digit pin is required
¢ 10000 - 100 000 — 6-digit pin is required
The required minimal length lowers the chance of randomly guessing the PIN. Also,

trivial PINs, such as 77717 or 22222, are excluded from the automatic PIN generation
process.

If the administrator increases the Minimal PIN length value, a pop-up will prompt
them to generate new PINs for all the active users. If the administrator chooses to
generate new PINs, the old PINs will be deleted and new PINs will be automatically
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sent via email to all the active users. Otherwise, the old, potentially shorter PINs will
be kept.

Generate PIN X

Do you want to delete existing PINs and generate new PINs to all the
active users?

Users must have an email address

PIN length: 6

v OK X cancel

With the Generate PIN for users created in synchronization or manual input
option selected:

e Anew PIN is generated for new, manually created users.
o A manually created user without an email address will not receive the new
PIN via email.
e During User synchronization, a new PIN is generated for every user that does
not already have a PIN.
o PINs are generated only for users with an email address. Users without an
email address are skipped.

With the Send new PIN via email option selected, users are sent an email informing
them about the new PIN every time a new PIN is generated. This is automatically
checked if the above option (Generate PIN for users created in synchronization or
manual input) is selected.

There is also an email template you can use for informing the users about their new
PIN (Email with a new PIN). The template is editable and the values can be reset to
their defaults if needed, by clicking Revert values.

Password Complexity section

In this section, the MyQ administrator manages the password complexity of MyQ
users accounts.

¢ Minimum length - set the minimum character length for the password, in range
1-100 (8 by default).
* Enforce password complexity - set how many of the four password
complexity rules are to be enforced (2 by default):
o At least one upper-case letter
o At least one lower-case letter
o At least one number
o At least one special (non-alphanumeric) character

Account lockout section

In this section, the MyQ administrator can set the number of failed login Attempts
before lockout, and the Lockout time (in minutes).
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8.8 Rights

On the Rights settings tab, you can provide users or groups of users with
administrator rights or provide them with rights to run one or more of the MyQ
agendas: they can perform actions, change settings or see information that are
inaccessible under a standard user account. On the tab, you can add users or groups

and provide them with the rights.

To add a new user or a group of users to the list on the Rights settings tab:

1. On the Rights settings tab, click +Add User. The Select user or group dialog

box appears.

2. In the dialog box, select the user (or group) and click OK. The new user (or
group) properties panel opens on the left side of the screen.

3. Select the user (or group) rights.

4. Click OK. The user (or group) appears on the list on the Rights settings tab.

= myo L MyQ Central Server 2 Home

A, Settings
=4 License
N\ General
“£% personalization
) Task Scheduler
% Network
:,- Authentication servers
= Printers
i Users
& User Synchronization
Rights
(=) Accounting
I Credit
'& Reports
L_| Log & Audit
To edit a user’s rights:

Settings: Rights
Rights

o Adduser | o | % | €

R

"] Administrator

[] Manage settings
[] Manage users

["] Recharge credit
] Manage vouchers
[] View printers

D Manage reports
[] Manage payments
[] view log

[] Manage licenses
["] Read Jobs

v OK X Cancel

Double-click the user (or the group) on the list of users and groups on the Rights
settings tab. The panel appears on the left side of the screen.

In the user rights panel, under the General section, you can change the user’s rights.

These rights are described below:

¢ Administrator - The user is provided with administrator (*admin) rights.
* Manage settings - The user gets access to management of all settings on the
Settings tab of the MyQ Web interface except for the settings on the Rights

tab.

¢ Manage users - The user gets access to the Users main tab, the Users settings
tab and the Policies settings tab, can add users and change their settings and
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rights. The user also gets access to the Accounting settings tab, but cannot
change the settings. Access to the Credit settings tab is granted, but the user
is only allowed to change Users and Groups

Recharge credit - The user gets access to the Recharge credit main tab.
Manage vouchers - The user can get access to the Voucher Batches main tab.
View printers - The user gets access to the Printers main tab, to monitor
printers.

Manage reports - The user can manage all reports.

Manage payments - The user gets access to the Payments main tab.

View log - The user can view the MyQ log.

Manage licenses - The user can view and manage MyQ licenses on the License
settings tab.

Read Jobs - The user can see other users' jobs.

Delete Cards - The user has the Delete all ID cards button available on their
User profile widget in the MyQ web Ul and they are able to delete all their ID
cards.
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9 Credit

With the credit accounting fFeature activated, users can copy, print, and scan only if
they have enough credit on their account in MyQ. Printing is allowed only for print
jobs that do not exceed the credit, and copying is terminated immediately after the
credit is exceeded. The credit system can be restricted to selected users and groups.

Users can view the current amount of credit on their accounts on the MyQ Web
Interface and in the MyQ mobile application. If a printing device is equipped with an
embedded terminal or a reader with an LCD display, the logged users check the
current state of their credit there and are allowed to select only those jobs that do
not exceed their credit.

Based on the setup and properties of the printing environment, a variety of recharge
methods may be employed. The MyQ administrator can manage the credit on the
MyQ Web Interface, and also provide the users with the option to recharge the credit
themselves on embedded terminals, on recharging terminals, in the MyQ mobile
application, via recharging vouchers, or via a third-party payment method.

The MyQ Administrator (and authorized MyQ users) can also reset the credit to a
specificamount on the MyQ Web Interface.

9.1 Activation and setup

The activation and setup of credit accounting is managed on the Credit settings tab
(MyQ, Settings, Credit).

To set up credit accounting:
Enable credit accounting on the Credit settings tab:

Credit

Fields marked by * are mandatory.

Enabled: ‘

« Save X Cancel

Activate credit for a user or for a group of users:

e Under Users and Groups, click +Add item. A new item appears on the list of
users and groups on the Credit settings tab. Select a Name (user or group)
from the drop-down.

e Click OK to save the settings.

2 Users and Groups
= Additem | o Edit X | €

Name

oK Cancel
.. Payment providers

Enable/disable methods of payment For credit recharge
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Available payment methods:

o CASHNet

External Payment Provider
PayPal

SnapScan

TouchNet uPay

Voucher

WebPay

To enable any of these options (if disabled), select it in the Payment providers
section, and then click Enabled on the bar at the top of the section (or right-click the
item, and then click Enabled on the shortcut menu).

.. Payment providers

Enabled Name Type

¥ Disabled CASHNet Credit recharge
' Enabled External Payment Providers Credit recharge
X Disabled PayPal Credit recharge
¥ Disabled SnapScan Credit recharge
¥ Disabled TouchNet uPay Credit recharge
«' Enabled Voucher Credit recharge
X Disabled WebPay Credit recharge

9.2 Manual Credit recharge

The administrator (and users authorized to recharge credit) can manually recharge
the credit of each user to a specific value. This can be done either on the Credit
Statement main tab, or on the Users main tab in the MyQ Web administrator
interface.

On the Credit Statement tab, you first open the credit recharge action, and
subsequently select the users and groups to recharge credit.

On the Users tab, first select the users or group, and then recharge their credit.

Users' credit can be reduced by entering a negative number in the recharge credit
dialog box. By entering -700, the credit is decreased by 100.

9.2.1 Providing users with rights to recharge credit

By default, the only person who can recharge credit is the administrator. However,
the administrator can authorize a MyQ user to recharge credit as well. The user needs
to be provided with the rights to access the credit settings and to recharge credit.
This is done on the Rights settings tab of the MyQ Web Interface.

To authorize a user to recharge credit on the Credit Statement tab, you need to
provide them with the right to Recharge credit.
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To authorize a user to recharge credit on the Users tab, you need to provide them
with the right to Recharge credit, and the right to Manage Users.

The authorized user can then recharge credit on their MyQ Web interface in the same
way as the MyQ administrator.

9.2.2 Recharging credit on the Credit Statement tab

On the Credit Statement tab, you can overview the changes in the credit balance of
MyQ users, and also recharge credit to users and groups. To open the tab on the MyQ
Web administrator interface, go to MyQ, Credit Statement.

To recharge credit to users or groups:

1. Click Recharge Credit. The Recharge Credit dialog box appears on the tab.

= mVQ = MyQ Central Server 4 Home 4 Credit Statement
Date: |4 Recharge Credit | (44 Reset Credit (44 Unblock Credit | @M Tools w (' Refresh | Search
B ~| | Date Type Credit balance  Value Payment provider  User Created by

Select a period or enter a range with the format
starting date.ending date. Date format:
Month/Day/Year

2. In the dialog box, either Enter the card ID of a user card, or select the User or
group to recharge the credit to, then Enter amount to be recharged, and lastly
click Recharge Credit.

Recharge Credit X

Enter the card ID:
User or group: * | Sk Managers v

Enter amount: * USD |50

+ Recharge Credit &K Close

You can also Reset Credit and Unblock Credit to users or groups, by clicking the
relevant button, selecting the user or group, and the credit amount.

Depending on the administrator and device settings, when the server blocks credit
on the account, it temporarily decreases the available balance until the user session
finishes. This prevents spending the same credit multiple times resulting in a
negative balance. Credit may also be blocked when there is a server or account
failure while the user’s session is active.

9.2.3 Recharging credit on the Users main tab

To open the Users main tab on the MyQ Web administrator interface, go to MyQ,
Users.

To recharge credit to selected users:

1. Select the users.
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2. Click Actions.
3. Click Recharge Credit in the Actions drop-down. The Recharge Credit dialog
box opens.

A
myQ - &

== New Group v | | 5= New User 3~ Actions ¥ B3 Tools v & Refresh

Status Usern Email
n . . L .
4 |5 Searches db  *admil =g Rc—chwe Credit joachim@myg-solution.com
@) n
»— All users dh  anony
+~ Unclassified ) *api
— Managers A . § .
g : ab  Carol joachim@myg-solution.com
»— Locked =
=] &b  Dicker Dickens@mail.com
%] Deleted

4. Enter amount to be recharged, and then click OK. The credit is increased by
the specified amount.

Recharge Credit X

Recharge Credit: R Kohei Geniji

Enter amount: | 120

V4 &K ®K Cancel

To recharge credit to a group of users:

1.In the panel on the left side of the Users main tab, right-click the group, and
select Recharge Credit. The Recharge Credit dialog box appears.
7y ) Groups

| Engineers 1 (+]
== New Group
o Ed|t

gl Recharhe’iredit
7 Generate PIN

2.In the dialog box, Enter amount to be recharged and click OK. The credit is
increased by the specified amount.

9.3 Recharging credit via CASHNet

The CASHNet payment gate enables customers to directly pay for their credit via a
payment card or via a digital wallet.

To be able to integrate the CASHNet payment gate into MyQ, you need to have a
Checkout store created by the service provider. For the correct setup and MyQ
integration, you need to save the following data:
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e Operator ID, Password, Station, and Client Code are necessary for logging in
to the CASHNet Web User Interface.

¢ Merchant name, Station, Store URL, and Item code of the Checkout store
are necessary for the integration into MyQ.

9.3.1 Setting up CASHNet
Set up the eMarket store on the CASHNet Web User Interface

1. Log in to the CASHNet Web User Interface.
2. Open the Store Setup tab.

CASHNET

Home Cashiering Find Transactions Reports 9§

Home Page

Home Page

Cashiering Operator: MYQ Department: MAIN Station: MYQ Client: EMAF

Checkout .
« Your last login was on Tuesday, July 24, 2018 at 1:27:13

* Your password expires in 89 days. Click here to change i

Find Transactions . :
« To change your secret question click here.

Reports

Online Service Manager
Messages

Imports ¢

System Setup Have a question? Email us at support@cashnet.com or phone
Thanks!

Store Setl:? CASHNet Support

Fulfill Orders Your Batches

3. On the tab, click the dark blue button with the text Click here to use new
eMarket store setup for Storefronts&Checkouts. The eMarket store setup
page opens.

Click here to use the new eMarke“kftore setup for Storefronts & Checkouts

4. 0n the page, double-click the Checkout store button to open its setup page.
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eMarket

STORE NAME a STORE CODE STORE TYPE ONLINE

u} Checkout °

5. On the Checkout setup page, under End of transaction behavior, configure
the following options:
a. Show receipt page: disable
b. Use redirect URL(s): enable
c. Redirect URL For successful transactions & successful online post
responses: leave empty
d. Redirect URL for unsuccessful transactions or non-responsive online
post attempts: leave empty
e. Append data to the redirect URL: set to Yes, and redirect using HTTP post

End of transaction behavior

Show receipt page (:D
Use redirect URL(s)

Redirect URL for successful transactions &
successful online post responses

Redirect URL for unsuccessful transactions
or non-responsive online post attempts

Append data to the redirect URL No Yes, and redirect using HTTP get @ Yes, and redirect using HTTP post

You can now leave the CASHNet Web User Interface.
Set up the CASHNet payment option on the MyQ Web Interface

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the CASHNet payment
provider (or right-click the CASHNet payment provider, and then click Edit on
the shortcut menu). The CASHNet properties panel opens on the right side of
the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab of the MyQ Web Interface.

4. Type the Minimal amount that users will have to pay when they buy credit.
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o} CASHNet %

Currency: |USD

Minimal amount: |1.00000

5. Enter the Merchant name, Station, Store URL, and Item Code of the

Checkout store, and then click Save.
4 CASHNet

Merchant name:
Station:
Store URL:

ltem code:

9.3.2 Recharging credit via CASHNet on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

Credit

Account balance: $10.00000
(gl Recharngredit (=) Credit Statement

In the dialog box, the user has to select the CASHNet payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit X

Account balance: $10.00000
Payment provider: * | CASHNet v

Enter amount: * USD 24.00000

' 4 Rechlgge Credit K Close

A window with the CASHNet payment options opens in the web browser; the rest of
the steps correspond to the standard CASHNet payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.
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CASHNet tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN" message. Try to replace the hostname with
the IP address of your server.

9.4 Recharging credit via PayPal

Another way of recharging credit in MyQ is to let users directly buy the credit via
PayPal on their accounts on the MyQ Web interface.

A PayPal Business account is required to receive the payments.

The currency used on the PayPal account of the paying users has to match the
currency set on the MyQ server. In case someone pays in a different currency, the
payment does not go through and stays in the pending transactions of the receiving
PayPal account. In order to receive the payment, the administrator

has to approve the transaction on the PayPal account. After this, the credit must be
manually recharged on the MyQ server as the information about the payment is not
sent to MyQ.

9.4.1 Setting up PayPal

To set up PayPal as a payment option, you have to create a new App to link your
company's PayPal business account with MyQ, and then set up the PayPal payment
option on the MyQ Web Interface.

Create a new REST API app in the PayPal Developer environment

1. Log in to the PayPal Developer environment (https://developer.paypal.com/)
with your PayPal Business account's credentials, and then open the Dashboard.

2.0n the Dashboard, under MyApps & Credentials, create a new REST API app.
The new app's settings tab opens.

REST API apps

Create an app to receive REST API credentials for testing and live transactions.
| Note: Features available for live transactions are listed in your account eligibility.

3. Select Live at the upper-right corner of the tab, and remember (copy) the app's
Client ID and Secret. The credentials will be used to connect the account to

MyQ.
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MyQ I(Sandbox m

App display name: MyQ /'

LIVE APl CREDENTIALS

Set up the PayPal payment option on the MyQ Web Interface

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the PayPal payment
provider. The PayPal properties panel opens on the right side of the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab on the MyQ Web Interface.

& General (=} PayPal x

“ General Currency: |USD

Administrator email: * 3-letter currency code

al amount: |1.000

Time zone: * Client ID:
Default language: * Security key:
Mode: | LIVE v
Additional languages: o Save R Cancel

Currency: USD

3-letter currency code

4. Type the minimal amount that users will have to pay when they buy credit.
5. Enter the Client ID of the REST API app into the Client ID text box on the
PayPal properties panel and the Secret into the Security key text box below

[z} PayPal x|

LIVE API CREDENTIALS
Currency: USD

3-letter currency code

I‘-r

PayPal account:
Minimal amount: |1.000

Created Secret

4 PayPal
Client ID: Client ID:
Security key: [sessssssscrsiasisceniannan
Mode: | LIVE v
= / « Save ® Cancel

Jan 17,
2017

145



Credit

6. Make sure that the L/VE Mode is selected, and then click Save. (The SANDBOX
mode is used only for testing purposes).

9.4.2 Recharging credit via PayPal on the user's account on the
MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

myo v AE Home

& Refresh ) Log out
Quick links: (% Print File |=| Jobs v Reports | J§ Settings

Credit

Account balance: $10.00

(gl Rechﬁe Credit |22 Credit Statement

In the dialog box, the user has to select the PayPal payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit X

Account balance: $10.00
Payment provider: * | PayPal v

Enter amount: * USD 36,000

& Recha|§e Credit R Close

A window with the PayPal payment options opens in the web browser; the rest of the
steps correspond to the standard PayPal payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

a PayPal tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN” message, try to replace the hostname with
the IP address of your server.
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9.5 Recharging credit via SnapScan

With the SnapScan app, users can pay for their MyQ credit via a QR code displayed in
the app on their mobile phones.

To be able to connect SnapScan to MyQ, you need to create a Merchant SnapScan

Account and obtain the Merchant Account API. Within the setup of the connection
on the MyQ Web Interface, you must enter the Merchant ID and the API key of the
account.

As SnapScan is a South African service, users need to use a phone with a South
African Mobile number (+27) to be able to scan the QR code and pay for the credit.

9.5.1 Setting up the SnapScan payment option
To set up the SnapScan payment option on the MyQ Web Interface:

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the SnapScan payment
provider. The SnapScan properties panel opens on the right side of the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab of the MyQ Web Interface. For the SnapScan payment
method to work, it needs to be set to ZAR.

% General [} SnapScan x
4 General I Currency: |ZAR l
Administrator email: * A SR ELETE EEE
al amount: |1.00000
4 Sna' scan
Time zone:* Merchant ID:
Default language: * API Key:
Time interval to get |30
payments.:
Additional languages:
+ Save K Cancel

4. Type the Minimal amount of money that has to be paid when a user buys the
credit.

5. Enter the Merchant ID(Company Name) and the API key provided by
SnapScan.

6. Set the Time interval to get payments (in seconds), and click Save. The Time
interval to get payments setting limits the time for the recharge action; if
MyQ does not receive confirmation of the payment within the interval, the
credit recharge is canceled. If the payment is successful but MyQ does not
receive the response within the time limit, the user has to contact the MyQ
administrator, who can manually recharge the credit.

147



Credit

9.5.2 Recharging credit via SnapScan on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

Credit

Account balance: $10.00000
gl Rechargﬁoedit (=) Credit Statement

In the dialog box, the user has to select the SnapScan payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit X

Account balance: ZAR36.00000
Payment provider: * | SnapScan v

Enter amount: * ZAR |24.00000

4 Recl'ﬁge Credit &K Close

A window with the SnapScan payment options opens in the web browser; the rest of
the steps correspond to the standard SnapScan payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

a SnapScan tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ'’s server DNS address could not be found. / DNS_
PROBE_FINISHED NXDOMAIN" message, try to replace the hostname with
the IP address of your server.

9.6 Recharging credit via TouchNet uPay

With partner driven recurring payments, the TouchNet Ready Partner application is
the recurring engine controlling when payments take place, as well as the amount of
each payment. The TouchNet Ready Partner's application links the user to the uPay
payment pages where the user enters their payment information. This can be either a
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credit card or a bank account. This solution is widely used on American campuses for
making payments.

9.6.1 Setting up TouchNet uPay

To use this option in MyQ you must be a partner of TouchNet.

MyQ only supports SSL, so your MyQ application must use a secure port. The default
is 8093.

You also need to copy the following information Client ID, APl Key and uPay Site ID.
To setup TouchNet uPay in MyQ:

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the TouchNet uPay
payment provider. The TouchNet uPay properties panel opens on the right
side of the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab on the MyQ Web Interface. TouchNet uPay uses USD as
currency.

4. Type the Minimal amount that users will have to pay when they buy credit.
Leaving it blank will accept every payment.

5. Enter the information you got from TouchNet into the mandatory fields Client
ID, API Key and uPay Site ID.

6. Use TEST as Mode when you are not yet in production, otherwise use
PRODUCTION.

7. Click Save to store your settings.

9.6.2 Recharging credit via TouchNet uPay on the user's
account on the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

myo v A_;b Home

& Refresh ) Log out
Quick links: (% Print File |=| Jobs ‘5 Reports & Settings

Credit

Account balance: $10.00

gl Rechﬁe Credit| = Credit Statement
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In the dialog box, the user has to select the TouchNet uPay payment provider, enter
the amount of credit that they want to buy, and then click Recharge Credit.

A window with the TouchNet uPay payment options opens in the web browser; the
rest of the steps correspond to the standard TouchNet uPay payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

a TouchNet uPay tries to connect to the MyQ server via the hostname or IP
address that is set on the Network settings tab of the MyQ Web Interface. In
case a hostname is set on the tab and paying users receive the "This site can’t
be reached /XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN” message, try to replace the hostname with
the IP address of your server.

9.7 Recharging credit by vouchers

The MyQ administrator (and users authorized to manage vouchers) can generate and
print any number of vouchers of a defined value to be distributed to users.

The vouchers can be sold to MyQ users through any standard distribution channel.
Once the user has the credit voucher, they can recharge their credit on their account
on the MyQ Web Interface, on embedded terminals, on MyQ TerminalPro terminals
and in the MyQ mobile application.

All generated and used vouchers are logged in the MyQ database. The information

about which voucher was used and for which user can be accessed on the MyQ Web
administrator interface. This ensures full control and transparency and enables the

administrator to prevent possible misuse.

To enable users to manage vouchers on the Voucher Batches main tab, provide
them with the Manage Vouchers rights. For more information about rights and how
to provide them, see Rights.

9.7.1 Setting the voucher fFormat

Before the vouchers are generated, it is necessary to set the format of the voucher
unique code and define the text printed on the voucher. These parameters can be set
and modified on the Credit settings tab, under Payment providers. Double-click the
Voucher item (or select the item and click Edit) to open the Voucher properties
panel.

The unique code format can be defined by creating a Voucher code mask —a
predefined code template consisting of zeroes and lower case a's. Zeroes are
substituted by numbers and a's are substituted by upper case letters or numbers. For
example, the 00a0000aaa mask will generate numbers such as 86D9841POE,
03E8976E67, etc.

Always set the code format adequate to the number of users and the frequency of
the voucher generation process, to ensure a sufficient variety of codes. If the amount
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of the currently valid codes is large and the variety not sufficient, the chance of
randomly guessing the valid code number is high and the credit system can be easily
bypassed.

The text entered in the Voucher-custom lines 1 and 2 fields is displayed on the
printed vouchers. You
can enter, for example, the name of your company and additional information.

2 Voucher x
Voucher code mask: 000000000000
Voucher - custom line 1: |Company X
Voucher - custom line 2: |Printing Vouc"e's|
' Save K Cancel

Do not forget to set the currency on the General settings tab, if you have not set it
earlier. The currency on the printed voucher is the same as the one set in MyQ.

9.7.2 Custom logo for Credit Vouchers

If you want to use your own logo on MyQ credit vouchers instead of the default MyQ
logo, you can import the new logo on the Personalization settings tab in the MyQ
Web Administrator Interface.

The file with the logo has to be in the JPG, JPEG, PNG or the BMP format; the
recommended size of the logo is 398px x 92px.

To import the logo:

1. On the MyQ Web administrator interface, open the Personalization settings
tab. (MyQ, Settings, Personalization).

2. 0n the tab, under Custom application logo, click +Add, browse and upload the
file with the logo, and lastly click Save at the bottom of the tab. A preview of
the new logo is displayed on the tab.

4 Custom application logo

Custom Logo: | Choose File | LogoX.png X

@ Compansx

9.7.3 Voucher Batches

Vouchers can be generated on the Voucher Batches tab of the MyQ Web Interface.
To open this tab, go to MyQ, Voucher Batches.

To generate new vouchers:

1. On the bar at top of the Voucher Batches tab, click +Add. The New Voucher
Batch dialog box appears.
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<~ Voucher Batches

Voucher batch: + w - lif L Print vouchers
Serial n... |Created Created by
2. In the dialog box, enter the number of vouchers to be generated in the Count

field, the Price of the vouchers in the batch, add the validity period in the Valid
till field, and then click OK.

New Voucher Batch X
Count: * |80
Price: * 100

Valid till: |05/12/2016 (&

V4 0& R Cancel

The new voucher batch record is displayed in the voucher batches list. You can
overview all of the vouchers by double-clicking this record.

Managing Voucher Batches

Voucher batches can be filtered by serial number, date, creator, price and expire
date. From the Voucher Batches main tab, you can export the list of voucher batches
to a CSV, and display and print vouchers included in particular batches.

myo - /" Voucher Batches

. Voucher Batches

Ve = Add Open = Printvouchers | ] Saveas CSV @ Refresh
Seria)l n.. |Created Created by Price
Created: 1 06/09/2016 12... Administrator $20.00
8 v |2 10/17/2016 3:0... Administrator $100.00

9.7.4 Vouchers usage overview

To open the table of all the vouchers generated in one batch, double-click the batch
on the Voucher Batches main tab (or select the batch, and then click Open on the
bar at the top of the tab).

In the table, you can see records of all of the generated vouchers with information
such its unique code, price, validity, the current status of the voucher usage, etc. If
the number of records is too high to be displayed clearly, you can filter them by using
filters on the left side. Vouchers can be filtered by code, voucher batch, price, etc.

To delete a voucher, select it in the table and click Delete on the bar at the top of the
tab. When a voucher is deleted, the code on the voucher becomes invalid.
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myo M ¢ Vloucher Batches (/" Vouchers

</ Voucher Batches - # Vouchers

Code:

Voucher batch:

2
Used:

Used by:

Price:

Expire date:

#8 Search

Delete &) Save as CSV & Refresh

Batc; Serial n... Code

406237095071
581029225253
630551411108
965696907710
592086933793
120926730516
071383229421
275759628481
689149674674
751278250753

LA A A A L A I A I A B A B A I )
W 0 ~ O v s W N

o

Price
$100.00
$100.00
$100.00
$100.00
$100.00
$100.00
$100.00
$100.00
$100.00
$100.00

Valid till

06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...
06/23/20...

Credit

9.8 Recharging credit via external payment providers

The external payment provider option is used for managing credit via a Recharge
Terminal.

For information on how to set it up, please check the MyQ Recharge Terminal Guide.

If a Recharge Terminal is used, you can view the transaction info in MyQ, Payments.

=myoQ
[ Payments

Date:

Status:
fempty]

User:

Payment provider

lempty]

8 Search

@ Home [ Settings: Credit () Payments

« Confirm ¥ Cancel | @ Refresh || Search

8|l Date Status
< |Today
2 10/21/2020 12:41:51 PM  Completed

1 10/21/2020 12:40:42 PM  Created

Value Transaction info Payment provider

User

15000 "payment from extenal provider” External Payment Provider = £, Hector Hermiston » sunt,porro.482

1500 “string” External Payment Provider &, Hector Hermiston » sunt porro.482
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10 Central Server Reports Management

On the MyQ Central server, you can create and run reports which include all sorts of
information that are downloaded from the site servers and stored on the Embedded
or MS SQL database. Running reports on the Central server is useful, especially if you
have several branch offices and want to access overall statistics.

The process of downloading data from site servers and storing them on the MyQ
Central server's database is called Replication. It is essential for central reporting, as
all site servers that are included in reports have to be fully replicated to ensure that
the data in the reports are correct and up-to-date.

Replication

myQ
o

[ o
! ’hl

MyQ Central Server

Replication

Replication

MyQ Site Server #1

MyQ Site Server #2

MyQ Site Server #3

10.1 Reports

myo v L Reports
#- Reports
o= Add v L Preview P Run~v .~ Edit

4 | ® All reports
4 | a My reports
¥ Users- Daily summary
"Lf‘ Users — Session details
¥ Users- Monthly summary
i Shared reports

X

| All reports
Open

' Refresh

Status Run at Report

Today
' 02/14/2020 11:46:55 ... My sessions

& 02/14/2020 11:41:35 ... My daily summary
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In the MyQ web interface, on the Reports main tab (MyQ, Reports), you can create
and generate reports with a variety of data concerning your printing environment.
The reports can be related to users, printing devices, print jobs, etc.

Reports in MyQ are divided into two main categories: My Reports and Shared
reports. My Reports show

users reports created by themselves, while Shared reports show them reports
created by the administrator or by other users.

There are three default reports: My daily summary, My sessions and My monthly
summary. These are displayed in the My Reports folder of the MyQ administrator,
who can modify them, delete them or change their design. For all the other users, the
default reports are displayed in the Shared Reports folder and cannot be changed in
any way.

In addition to the three default reports, the administrator can create an unlimited
number of reports and sort them into sub-folders of the My Reports folder. Users
can create their own reports but they are limited to use only certain report types
depending on the rights granted by the administrator.

Each report can be directly displayed on the web interface and saved in any of the
following formats: PDF, CSV, XML, XLSX and ODS. The reports can be automatically
generated and stored in a predefined folder. There is no data limitation for the
generated report, it includes all the data from the specified period.

All the reports have the MyQ logo displayed by default, but it can be replaced by your
company's logo. To upload a custom logo go to MyQ, Settings, Personalization. In
the Custom application logo section, click +Add next to Custom logo and upload
your own file (supported formats - JPG, JPEG, PNG, BMP and recommended size -
398px x 92px).

10.1.1 Report Types

When you are creating reports on the Reports main tab, you can choose from a large
number of built-in report types that are sorted into multiple categories. Some of the
types are included in more categories (For example, Groups: Daily Summary, Print
Jobs: Daily Summary, etc.), while some of the types are particular to only one
category (For example, Device Alerts in Alerts Maintenance or Credit Balance in Credit).
You can overview all of the report types on the Reports settings tab, under Report
types (in MyQ, Settings, Reports).
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& Report types

+ Add | o

Type

Edit | X || search

Name Category

Alerts & maintenance

Counter analysis

Event history

Top N alerts summary

Credit balance Credit

Credit operations Credit

ntal

Expired & deleted jobs
Printers ntal
User groups ntal

Users

s 33 3
g 99 %
3333

ntal

Day of Week
Hourly activity
Monthly statistics

Pricelist comparison

2 0 0 0 0
? 8 &8 8
3:8:3.85.8
2 2 3 3 B

Weekly statistics

Counters by function and duplex(BETA)

Counters by fu d paper format(BETA)
Counters by paper format and duplex(BETA)

Daily Summary

@2 9929
s 8 5 o

g
g g8¢8¢
TER RS

Day of Week

Providing users with rights to use a report

The administrator can run all the built-in reports and provide other users and groups

with rights to run them as well. In MyQ, Settings, Reports, right-click on a report and
click Edit. On the General tab, in the Permission for running the report field, choose
users and groups from the list and click Save.

You can also add custom report types developed by the MyQ development team. To
do so, just click +Add, upload the custom report definition file, select users or groups
to access it, and click OK. For more information about custom report types, contact
MyQ support.

Report Categories

¢ Alerts and Maintenance - These reports provide information about device

alerts and unusual changes on device counters.
Credit - These reports contain information concerning credit, for example the
remaining credit of selected users.
Environmental - These reports inform about the environmental impact of
printing. They show how many trees needed to be harvested, how much energy
was spent and how much carbon dioxide was emitted during the production of
the paper used for printing and copying within your company's printing
environment. Data sources vary in their estimations. MyQ calculations in the
report are based on the following data estimates:

o Carbon dioxide for paper production: 12,7 gram per paper sheet

o Energy used For production: 48 Wh per paper sheet or 32Wh for a recycled

paper sheet

o Trees: 8333 paper sheets are counted as 1 tree.
General - These reports provide general information about the MyQ system,
such as total counters statistics and printing peaks or comparison of price lists
used for printers.
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e Groups - These reports inform about groups of users. They can contain
information about membership, printed pages, weekly stats etc.

e Print Jobs - These reports contain information about jobs printed in MyQ, such
as the list of all expired and deleted jobs over a certain period.

e Printers - These reports inform about all the printing devices in the MyQ
system (both local and network). Generated reports can contain graphs of the
device usage, daily, weekly and monthly counters, etc.

¢ Projects - These reports contain information regarding projects and project
accounting in MyQ, such as daily summary of projects or projects assigned to
selected users over a certain period.

e Users - These reports can contain various information about users. They can
concern their print jobs, credit statements, printed pages etc.

Alerts and Maintenance Reports

The following reports are included in the Alerts and Maintenance category:

Counter Analysis

This report shows the page counts per session, covering B&W pages, color pages,
total pages, and scans by the user. It shows sessions where the counters reached or
exceeded the predefined value.

a The report is not available when Job Privacy is enabled.

Event History

This report shows the occurrence of predefined device errors and alerts. It only
shows alerts that are turned on in Settings > Events in the MyQ Web UI.

Top N Alerts Summary

This report shows the most common errors and alerts. The number of alerts shown
can be customized.

o Charts are available for this report.

Credit Reports

The following reports are included in the Credit category:

Credit Balance

This report shows the current Credit balance.

Credit Operations

This report shows a list of credit transactions (top-up and spent).
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Environmental Reports

The information in these reports is based on the following data:
1 tree = 8333 pages / 1 page = 12.7g of CO2 / 1 page = 48Wh of energy / 1 recycled
page = 32Wh of energy

The following reports are included in the Environmental category:

Expired and Deleted Jobs
This report shows a list of expired/deleted jobs and the environmental impact of not
printing them. They are sorted by print queue.

a The report is not available when Job Privacy is enabled.

Printers

This report shows the environmental impact of each printer.

User Groups

This report shows the environmental impact of each User Group.

Users

This report shows the environmental impact of each User.

a The report is not available when Job Privacy is enabled.

General Reports

The following reports are included in the General category:

Day of the Week
This report shows the output volume by day of the week.

Charts are available for this report.

Hourly Activity
This report shows the output volume by time of day.

Charts are available for this report.

Monthly Statistics
This report shows the output volume by month.

Charts are available for this report.

Price List Comparison

This report shows the price lists applied to various printer groups.
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Weekly Statistics
This report shows the output volume by week.

o Charts are available for this report.

Groups Reports

The following reports are included in the Groups category:

Counters by Function and Duplex(BETA)

This report shows counters per group by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

E The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per group by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per group by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows a summary of the daily output by group.

159



Central Server Reports Management

Day of the Week

This report shows a summary of the daily output based on the day of the week by
group.

Monthly Summary
This report shows a summary of the monthly output by group.

o This report supports aggregated columns.

Top N

This report shows the groups sorted by largest output volume.
Charts are available for this report.

It will show the top 5 by default, but this can be changed in the Design section of the
report, under Filters and Parameters, by changing the number for N.

Total Summary

This report shows the total output volume per group for a predefined period.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.

User Group Membership

This report shows the list of members of the group and their membership options.

a The report is not available when Job Privacy is enabled.

Printers Reports

The following reports are included in the Printers category:

Counters by Function and Duplex(BETA)

This report shows counters per device by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.
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Counters by Function and Paper Format(BETA)
This report shows counters per device by print/copy, color, and paper format.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per device by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by device on a daily basis.
o This report supports aggregated columns.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
device.

o This report supports aggregated columns.

Meter Reading via SNMP

This report shows the device’s total output volume.

This report (unlike the rest of MyQ reports) includes accounting data of the jobs
bypassing MyQ server.

Monthly Summary

This report shows a summary of the monthly output by device.
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Top N
This report shows the printers sorted by largest output volume.

o Charts are available for this report.

Print Jobs Reports

o Reports in this category should not be used for accounting purposes. Print Job
reports display print jobs either as received by MyQ (for devices without an
embedded terminal) or they reflect the printing parameters selected on the
embedded terminal, rather than the final printed outcome.

The following reports are included in the Print Jobs category:

Daily Summary

This report shows the list of print jobs printed by user on a daily basis.

a The report is not available when Job Privacy is enabled.

Expired and Deleted Jobs

This report shows the list of expired and deleted jobs.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.

Printed Jobs Summary

This report shows the list of all the print jobs printed by the user for a predefined
period.

a The report is not available when Job Privacy is enabled.

Projects Reports

The following reports are included in the Projects category:

Counters by Function and Duplex(BETA)

This report shows counters per project by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

162



Central Server Reports Management

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per project by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per project by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by project on a daily basis.
o This report supports aggregated columns.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
project.

o This report supports aggregated columns.

Monthly Summary
This report shows a summary of the monthly output by project.

163



Central Server Reports Management

o This report supports aggregated columns.
Print Jobs per Project
This report shows the list of print jobs assigned to each project.

a The report is not available when Job Privacy is enabled.

Project Groups Total Summary

This report shows the total output volume per project for a predefined period.

Projects per User

This report shows the output volume per user and project. The data is grouped by
user.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.
Top N
This report shows the projects sorted by largest output volume.
0 Charts are available for this report.
User Project Assignment
This report shows the list of projects assigned to each user.

a The report is not available when Job Privacy is enabled.

Users per Project

This report shows the members of each project.

o This report supports aggregated columns.

Users Reports

The following reports are included in the Users category:

164



Central Server Reports Management

Counters by Function and Duplex(BETA)

This report shows counters per user by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per user by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by function paper format and duplex(BETA)
This report shows counters per user by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by user on a daily basis.

E The report is not available when Job Privacy is enabled.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
user.

165



Central Server Reports Management

a The report is not available when Job Privacy is enabled.

Monthly Summary

This report shows a summary of the monthly output by user.

a The report is not available when Job Privacy is enabled.

Session Details

This report shows the list of all user's interactions on the device.

a The report is not available when Job Privacy is enabled.

Top N
This report shows the users, sorted by largest output volume.

Charts are available for this report.

a The report is not available when Job Privacy is enabled.

Total Summary

This report shows the total output volume per user for a predefined period.

a The report is not available when Job Privacy is enabled.

User Rights

This report shows the list of users with enhanced access rights.

a The report is not available when Job Privacy is enabled.

Servers — User Rights

This report shows the rights assigned to users for each site server.

Creating new aggregate columns

For some types of reports, you can create any number of custom aggregate
(summary) columns. An aggregate column can display either the sum or the average
of a selection of any number of other columns available for the type.

To create a new aggregate column for a report:
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1. Go to MyQ, Reports. On the list of reports on the right side, select the report
and click Edit on the ribbon (or right-click, edit). The report properties panel
opens on the right side of the screen.

. Go to the Design tab on the properties panel.

3.In the Table section, click +Add new aggregate column. The properties panel

of the new column opens.

N

Table -:] Add new aggregate column X
4 Add [ 4 Add new aggregate column |~ Edit 4+ & | X Columr: | ‘
Column ‘Width Align ‘Summary Aggrege Width: ‘ ‘
Site Auto Left None No Leave empty for Automatic size
Group Auto Left None No Align: ‘ Auto - ‘
Period Auto Auto None No
Row summary: ‘None v ‘

B&W Pages Auto Auto Sum No
Color Pages Auto Auto Sum No T ‘ - ‘
Total Auto Auto Sum No )

Aggregate operation: ‘ Sum - ‘
Scans Auto Auto Sum No
Total Price Auto Auto Sum No + Save ® Cancel

v

O D>

4. In the panel, set the columns properties, select the Aggregate operation you
want to use (Sum or Average), and click Save. The new aggregate column is
listed with the other table columns, and you can double-click on it to edit it.

Supported types of reports for aggregate columns
The aggregate (summary) columns can be created for the following types of reports:

e From the Groups category: Monthly summary

e From the Print jobs category: Expired and deleted jobs

e From the Printers category: Daily summary, Day of the week, Meter reading via
SNMP

e From the Projects category: Daily summary, Day of the week, Monthly
summary, Project groups total summary, Projects per user, Users per project.

10.1.2 Reporting sources

Accounting in MyQ depends on the MyQ server version, the MyQ embedded terminal
version and the printing device. MyQ 8.0+ currently uses the user-session
architecture. The values in every report are based on user sessions (except for the
Meter reading via SNMP printers report, described below).

e Counters are calculated in the following way:
o B&W pages = B&W prints + B&W copies + Fax
o Color pages = Color prints + Color copies + Single color copy
o Total Pages = B&W pages + Color pages
o Total prints = B&W prints + Color prints
o Total copies = B&W copies + Color copies
e Price related columns include discounts.
¢ Any printers monitored via MyQ Desktop Client are included in the reports.
¢ Any non-MyQ users activity (*unauthenticated) is included in the reports.
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¢ MyQ does not track deleted printers. If a deleted printer is later added and
activated in MyQ, the reports will not include any activity during the time the
device was deleted.

e |f a printer is deactivated but not deleted, the reports include information
about the period it was inactive only after it is reactivated. In that case, after
the reactivation, all the activity is accounted to users not authenticated in a
single session. The reports cannot include printers' data while they are
deactivated.

e When an embedded terminal is installed on the printing device, accounting is
also done for any direct/tandem print queues of the device.

e When an embedded terminal is not installed or a device is used with a MyQ
Hardware terminal, accounting is done via SNMP by the MyQ Print Server
(depends on provided data via SNMP from the device).

Values calculation in the Meter reading via SNMP printers report
The values in this report are based on counters read directly from the printers.

¢ Any printers monitored via MyQ Desktop Client are not included in the reports.

¢ The highest and lowest values are compared for a selected period and printer/
group of printers.

e The total value displayed in the report is the summary of all the subtotal
values, without Pages printed while the device was deactivated.

10.1.3 Report values description

Description of values in the reports' default and additional columns and how they are
accounted.

These values are accounted as page counts in the following way: 2 clicks for the A3/
Ledger page format and 1 click for the rest (A4 etc..); in case of Duplex, it is 4 clicks
for the A3 / Ledger format and 2 clicks for the rest (A4 etc.). L formats are coverage
counters.

B&W prints

B&W copies

Color prints

Color copies

Single color copy
Total prints

Total copies

Fax

Color pages (L1)
Color cost (L1)

Color pages (L2)
Color cost (L2)

Color pages (L3)
Color cost (L3)

Print color pages (L1)
Copy color pages (L1)
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If discounts are used, they are not applied to all “cost” values in reports, e.g.
Color cost (L1)", "Color cost (L2)" or "Color cost (L3). However, "Total cost",
"Color cost" do reflect discounts.

These values are accounted as paper sheets in the following way : 1x A3 / 1x A4 etc.

A4 paper

A3 paper

A5 paper

B4 paper

B5 paper

Other paper
Folio paper
Ledger paper
Legal paper
Letter paper
Statement paper
Rest of the paper formats

These values are accounted as paper sheets as well, however, when a printing device
is used without an installed Embedded terminal, this counter is specified via SNMP
and depends on the counter used from the printing device.

Simplex
Duplex

Terminals version 7 and lower might have reported Duplex values differently
depending on the vendor - either as the number of images (e.g. 1 page
printed duplex as Duplex=2) or the number of sheets (Duplex=1). Since
Terminals 8.2, these values are unified as the number of sheets. The
combination of data from older Terminals with Terminals 8.2 in Reports may
cause an inconsistency in the Duplex values.

Ajob printed in 1x A3 monochrome sheet, on both sides in duplex mode, on a device
where an Embedded terminal is installed, is accounted in MyQ as 1x A3 paper + 4x
print monochrome and 1x duplex. In the MyQ log it will look like this:

PM=4, A3=1, Duplex=1

10.1

.4 Creating and editing reports

You can create a new report in a few steps:

1. At the top-right corner of the Reports main tab, click +Add, and then click

+New report. The New report dialog box appears.
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== Add v| "\ Preview P Run~v o Edit XK

V> Users — Daily summary

'5 Users — Session details

#5 Users- Monthly summary
s Shared reports

2. In the box, select the type of the new report and the folder to place it, and
then click OK. The editing panel of the new report opens. On the panel, edit
and save the report.

New report X
Type: * | Weekly statistics v
Folder: | My reports -

4 w( R Cancel

Editing a report

1. On the General sub-tab of the report's editing tab, you can change the report's
Name, add a Description, select Sharing rights, meaning the users or groups
who will have the rights to Run the report and those who will have the rights to
Edit the report. You can also click Schedule to set its scheduled run. Once
done, click Design to open the Design sub-tab of the report.
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' Save P Run
Only you can see this report

General Design

4 General

Name:* General - Weekly statistics

Description:

4 Sharing
Run: _Qq Administrator -
Edit: ‘?4 Administrator -

4 Scheduled run
This report is not scheduled.

2 Schedule

2.0n the Design sub-tab, you can set the report's layout, select the items (Users,
Printers, etc.) to be included in the report, add or remove columns and change
their order.

Options

e Orientation: Select either the Portrait, or the Landscape orientation.
| | Options

Orientation: | Portrait v

Filters and parameters

- Filters and parameters

User: B All users -

Accounting Group: v
Printer: -

Printer group: | All printers -
Period: * 'Last 7 days = -

Counter value: =0

Available filters and parameters differ depending on the report type. These are the
main parameters available for most of the standard reports types:
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e User: Select the users to be included in the report. If you select the Me option
and share this report with all users, each user can only see just the data that
concern themselves; this way you can make personalized reports for each user.

e Accounting Group: Select the accounting groups of users to be included in the

report.

e Printer: Select the printers to be included in the report.
 Printer group: Select the groups of printers to be included in the report.
 Period: Select the time period to be covered by the report.

Table
.| Table
= Add Edit
Column
User name Auto
Printer Auto
Full name Auto
Finish date Auto
B&W pages Auto
Color pages Auto
Total Auto
Scans Auto
Total price Auto

Width

Here you can enable and disable the table option.

You can also add and remove columns to the table, edit them and change their order.
For each column, you can change the width, alignment and the type of summary that
will be shown on the final (bottom) row (Sum, Average or None).

To add a new column, click +Add. To open the editing options of an existing column,
double-click it (or select it, and then click Edit). To remove a column, select it and
click X. To move a column up or down the order, select it, and then use the up/down

arrows.
Period B&W pages
2017-3 5,621
2017-4 1,211
Period B&W pages

6,832

Color Pages

9,189

569

Color Pages

9,758

Total Scans Total price
14,810 5,506 $5,440.000
1,780 1,234 $7,072.000
Total Scans Total price
16,590 6,740 $12,512.000

Some reports do not include the option to use tables and their data can be displayed

only in the chart form.
Chart
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#- Chart

Chart type: | Line v

m

Data series: o= Add

Column Color
B&W pages

Color Pages

Total

Scans

Here you can enable and disable the chart option.

You can also select from the Bar, Line, Pie and Doughnut chart types. Furthermore,
you can add and remove data types to be shown on the chart and select colors for
each data type.

To add a data type, click +Add. To open editing options of a data type, double-click it
(or select it, and then click Edit). To remove a data type, select it and click X. To move
a data type up or down the order, select it, and then use the up/down arrows.

Some reports do not include the option to use charts and their data can be displayed
only in the table form.

16000

N e pages
14000 B color Pages
12000 B o

B scans
10000
8000
6000

2000

0—

2017-3

2017 2017-4

Designing your own reports can be a bit tricky, since it always depends on many
factors - amount of data included (columns), length of column names and values,
report orientation etc. To get the best result, you can click Preview anytime during
the report's creation to check what the new design will look like. Only after you are
satisfied with the layout, click Save to save the report.

W Save . Preview
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10.1.5 Generating reports
To preview a report

Select the report and click Preview (or right-click it and click Preview on its shortcut
menu). The report is shown in HTML format and the number of included data is
limited.

To run a report

Select the report and click Run. (Or right-click it and click Run on its shortcut menu).
The report runs in the specified format (PDF, CSV, XML, XLS or ODS) with no data
limitation.

To export the displayed report

After the report is generated, click one of the format buttons on the bar at the top of
the report screen to download it.

» PDF » CSV P XLSX » ODS » XML

There is a fixed limit of records of the reports that are generated on the Reports
main tab of the MyQ Web Interface. It can be set in the Limit results to: text box on
the Reports settings tab (MyQ, Settings, Reports). It is set to 7000 by default. This
only applies to the reports run on the MyQ Web Interface; scheduled reports are
always complete.
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11 Connection to Bl tools

Starting from version 8.1(patch 2), MyQ Central Server exposes data to be analyzed
with external Bl tools (Business Intelligence tools).

The below information refers to the setup and use of Power Bl by Microsoft, along
with a MyQ setup.

For further information about Power BlI, visit:
https://docs.microsoft.com/en-us/power-bi/fundamentals/desktop-getting-started

11.1 Embedded Database Connection Configuration

Power Bl can access the MyQ Embedded Database via ODBC. In order to create an
ODBC data source:

a Power Bl will only let you connect to a ODBC data source that is available on
the local PCit is running within. Your data source should be created on the
same PC that Power Bl desktop run.

1. Download and install the latest ODBC driver for Firebird from:
https://firebirdsql.org/en/odbc-driver/

2.0nce installed, open the ODBC Data Sources application from the Windows
Apps menu.

3. Go to the System DSN tab and click Add.

—}— ODBC Data Source Administrator (64-bit) X

User DSN  System DSN  File DSN Drivers Tracing Connection Pooling About

System Data Sources:

Name Platform  Driver Add...
ni—
Remove

Configure...

An ODBC System data source stores information about how to connect to the indicated data provider.
A System data source is visible to all users of this computer, including NT services.

Cancel Apply Help

4. In the Create New Data Source window, select Firebird/InterBase(r) driver and
click Finish.
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=

User DSN| Create New Data Source X
System O
[ Select a driver for which you want to set up a data source.
Name
-~ m Name Version Cor,
‘7 =) Firebird/InterBase(r) driver 2.00.05.156 Fire
;,,L ODBC Driver 11for SQL Server 2014.120.5000.00 Mic
SQL Server 10.00.17763.01 Mic
< >
ider.
=
Bac Cancel

5.1n

a.
b.

OK Cancel Apr Help

the Firebird ODBC Setup tab, enter the connection details:

Data Source Name (DSN): Add a name as an identifier for the connection
Database: Add the path to your database Ffile (C:
\ProgramData\MyQCentral\MYQ.FDB by default)

. Client: Add the path to the Firebird library client used for the connection. It
is recommenced to use the MyQ Central Server client, found in C:\Program
Files\MyQ Central\Firebird\fbclient.dl( by default

. Database Account: Add the Database Account user name. The default one
is SYSDBA, but it is highly recommended not to use the default database
account, but create a new database user with limited rights to only read
required tables, described in the Database Views Description chapter.

. Password: Add the Database Account password. In case you are using the
default database account (not recommended) and you haven't changed the
password in MyQ Central Easy Config, the default one is masterkey.

f. The rest of the Fields can be left unchanged. Click Test Connection and if

successful, click OK.
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Data Source Name [DSN)

Firebird ODBC Setup

MyQ Central Embedded DB

Description

Database

|C:\PrograrnData'\MyQ Central\MY0Q.FDB | | Browse
Client

IC:‘\Plogram Files ‘Ml Central\Firebird\fbclient.dll I | Browse

Database Account Password Role
|DBADMIN |  osoccceee | |
Character Set
INDNE vl ’ Services | I Test connection
Options
Transaction Extended identifier properties
[ read (default write) [] quoted identifiers
[ nowait (default wail S R e
l:] LOCk_ Tlmeout_ autoquoted identifier
Dialect ®3 O1

safe thread

ISet rull field SCHEMA, v |

0K I I Cancel I I Help
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11.2 Creating Reports

Reports can be created according to each customer's specific requirements. It is
possible to create the reports manually, or use the Power Bl template created by
MyQ and available in the MyQ Community, in order to generate reports quickly.

Report examples

Manual reports creation
Reports creation via template import

Database Views description

11.2.1 Manual Reports Creation

To manually create the reports, open Power Bl and:

1. Establish the connection to your database:

a. For direct connection (only for MS SQL servers), click Get data, SQL

Server and add the server and database name.

b. For ODBC, click Get data, More.... In the new window, select Other, click on
ODBC on the list, and click Connect. In the new prompt, select the Data

source name (DSN) you created in the ODBC Data Sources app and click OK.

177



Get Data

All

File

Database
Power Platform
Azure

Online Services

Other

Certified Connectors

From ODBC

Dta source name (DSN)

MyQ Central Embedded DB

b Advanced options

SharePoint list

OData Feed
&% Active Directory

Microsoft Exchange
Hadoop File (HDFS)

Spark

R script
Python script

o

&>

w

@ Hive LLAP (Beta)
&>

&>

<= ODBC

Import data from ODBC.

= Solver
7 Cognite Data Fusion (Beta)
@ FHIR

% Information Grid (Beta)

Connect Cancel

o Grce
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2. In the Navigator window, select all the options with the DIM_and FACT_
prefixes and click Load (see Database Views description).

Navigator

Display Options ~

4 E5 ODBC (dsn=MyQ Master Embedded DB) [7

# [ DIM_ACCOUNTING_GROUP
¥ [ DIM_PRICELIST

¥ [T DIM_PRINTER

¥ [ DIM_PROJECT

[ DIM_PROJECT_GROUP

¥ [ DIM_SITE

% [ DIM_USER

¥ [ FACT_ALERT

% [ FacTioB

v E FACT_SESSION_COUNTERS

[ USERSESSION_TOTALPAGES
CI B3 ACCESSENTITY

o
os
os
o
os
os
o

ACE

ALERT

ALIAS

AUDITLOG
AUDITLOGPROPERTY
AUTHSERVER

CARD

‘ Select Related Tables ]

o X
» FACT_SESSION_COUNTERS &
[} D FINISH.DATE  FINISH.TIME  FINISH.YEAR  FINISH_MONTH  FINISK
186353 10/20/2016 2:56:29PM 2016 10
186354 10/20/2016 2:56:30PM 2016 10
186355 10/20/2016 2:56:29PM 2016 10
186356 10/20/2016 2:56:30PM 2016 10
186357 10/20/2016 2:56:35PM 2016 10
186358 10/20/2016 2:56:51PM 2016 10
186359 10/20/2016 2:56:54PM 2016 10
186360 10/20/2016 2:57:00PM 2016 10
186361 10/20/2016 2:57:05PM 2016 10
186362 10/20/2016 2:57:24PM 2016 10
186363 10/20/2016 2:57:25PM 2016 10
186364 10/20/2016 2:57:26PM 2016 10
‘ 186365 10/20/2016 2:57:57PM 2016 10
186366 10/20/2016 3:00:40PM1 2016 10
186367 10/20/2016 3:02:10PM 2016 10
© The data in the preview has been truncated due to size limits.
v
< >
Load Transform Data ] l Cancel ‘

3. Power Bl loads the data, however the relationships between them must be
created manually, since Power Bl cannot extract them:

a. Go to the Modeling menu and click on Manage relationships
b. Click New... and create the relationships between the views, selecting the
IDs in each of them. Click OK once done.
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File Home  Insert [ Modeling| View  Help
g " B A A A
B HH
- 4 6 BB AR e Al
Manage New Quick New New New Manage View = Q&A Language Linguistic
relationships | measure measure column table parameter | roles  as setup schema v
sl ) )
Manage relationships
= X
o Active Create relationship
v
Select tables and columns that are related.
|
FACT_SESSION_COUNTERS -
FINISH_DATE FINISH_TIME FINISH_YEAR FINISH_MONTH FINISH_DAY FINISH_HOUR USER_ID
< >
DIM_USER
USERNAME FULLNAME EMAIL PHONE PERSONAL_NUMBER
-2 *admin Administrator null null nuill
4 . guer o o
New -9 *fax Fax nuill
Cardinality Cross filter direction

One to one (1:1)

¥ Make this relationship active

~  Both

[ Apply security filter in both directions

oK

Cance!

4. Your model has been created and you can add visualizations to the report.

5] DIMPROJECT.GROUP 75

El

[5] OIM_PROJECT

[3] DIMSITE

5]

FEEE]

DIMACCOUNTING.G... &

*

[5] FACT.ALERT [5) DIMPRINTER . | moare

* ox x

[B] FACT_SESSION_COUNTERS i+
[5] FACT_PRINTERIOB.COUNTERS... 75

5] DIMUSER

11.2.2 Reports creation via template import

There are two template versions, one to be used with an Embedded database and
one to be used with an SQL server. An ODBC DSN for either an SQL Server or Firebird
must be configured before using the template.
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e ODBC template

¢ SQL template

To import the template provided by MyQ, open Power Bl and:

1. Open the File menu, select Import, and click on Power Bl template. Find and
open the correct template according to your database.

Import

[ @) roersenpve

2. Establish the connection to your database:

a. For direct connection to an MS SQL server, add the SQL Server and
Database name and click Load.
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MyQ Central Server Reports SQL

Template for MyQ Central Server reports. Enter the server and databse information

b. For ODBC, add the Data source name (DSN) you created in the ODBC Data
Sources app and click Load.

MyQ Central Server Reports ODBC

Template for MyQ Central reports. Enter the ODBC DSN for the database connection.

Data Source Name (DSN)©

B (o

3. Power Bl imports the data. The reports can be edited; the changes are saved in
a different file so the template can be reused.

11.2.3 Report examples

The examples below were generated using the MyQ templates.

Print date range m
6/7/2018 6/14/2018

O O

SAVINGS PRINTED JOBS IN COLOR PRINTED JOBS IN B&W

1984 247 55

Total pages

TOP JOBS BY TOTAL PAGES TOP JOBS BY SIZE TOP USERS BY NUMBER OF JOBS PRINTED
0.8bn 30
., 0.6bn
I 20
=
= 0.4bn =)
= 1
“0.2bn 0
0.0bn 0
Test page Test
A43 page A4
060718 3
112057758 06071..
NAME NAME
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Date range

6/7/2018

O

6/14/2018

TOTAL COST PER WEEK

NUMBER OF JOBS PRINTED PER WEEK

160

140

TOTAL_PRICE_USER

120

FINISH_WEEK

COLOR PAGES PER WEEK

24 25

Connection to Bl tools

myo

NUMBER OF ALERTS PER WEEK

60

N
S

Number of alerts

N
S

CREATION_WEEK

MONO PAGES PER WEEK

180 @COPY_COLOR ®PRINT_COLOR @ COPY_MONO ®PRINT_MONO
400
& 600 =
160 8 2 300
o £ 400 z
E E 200
140 g s
§ 200 2 100
z a
z N &
S 8 .
120 0 0
23 24 23 24 2 24
PRINTED_WEEK FINISH_WEEK FINISH_WEEK
£nd of session date range m
6/7/2018  6/14/2018
TOTAL PAGES . . .
@PRINT_MONO ®PRINT_COLOR ®COPY_COLOR ®COPY_MONO
TOTAL COLOR PAGES AND TOTAL MONO PAGES TOTAL COST

1K
(34.25%)

K
(65.75%)

1000
o Total Color... 2 79 8 9 500
® Total Mono... °
Total cost for users

0

TOP PRINTERS TOP ACCOUNTING GROUPS TOP USERS
200 200 172

] ] &
3 2 g
g % 100 g 100

50 III
O 8 h b A
5

&

> 2
T
LSRN

TS

NAME

11.2.4 Database Views description

There are two groups of views; dimensions and facts. The fact views contain
measures, numeric data which can be used in calculations for reports. The dimension
views contain descriptive information used for the measures in the facts. Dimension
views have the dim_ prefix and fact views have the Fact_ prefix.

>
e 0
& @
¢ &

- - i

0 ——

\ A A o

R G 0 P o 8
&y

& Nl
O S

Levell USERNAME

The IDs in the views are internal MyQ IDs and can be used to establish relationships

between views.
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Site Dimension (dim_ Site) - Information about the site where the sessions were
registered.

Field Name Description
ID Site ID
Name Site name
Address Site URL

Printer Dimension (dim_Printer) - Information about the printer

Field Name Description

ID Printer ID

Name Printer name
IPAddress Printer IP address
MAC Printer MAC address
Brand Printer brand

Model Printer model
Location Printer location
Serial_Number Printer serial number

User Dimension (dim_User) - Information about the user

Field Name Description
ID User ID
Username MyQ username
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Field Name

Fullname

Email

Phone

Personal_number

Connection to Bl tools

Description

User's name and surname
User's email

User's phone number

User's MyQ personal number

Accounting Group Dimension (dim_ Accounting_ Group) - Information about user

groups

Field Name

ID

Name

Parent_ID

Path

Description
Group ID
Group name

The parent group ID. Null if the group has no
parent group.

The path of the group, formed by the ID of the
ancestor groups separated by the character "|"
This can be used to build the hierarchy of user
groups.

Project Dimension (dim_Project) - Information about projects

Field Name

ID

Name

Code

Group_ID

Description
Project ID
Project name
Project code

ID of the project group containing the
project
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Project Group Dimension (dim_Project_Group) - Information about project groups

Field Name

ID

Name

Parent_ID

Path

Description
Project group ID
Project group name

The parent group ID. Null if the group has no
parent group.

The path of the group, formed by the ID of the
ancestor groups separated by the character
"|". This can be used to build the hierarchy of
project groups.

Job Fact (Fact_job) - Information about print jobs

Field Name

ID

Session_ID

Name

Owner_ID

Printer_ID

Computer

Size_in_bytes

Pages_mono

Pages_color

Description
Job ID
Session ID
Job name
Job owner ID

Printer ID where the job was printed. Null if
not printed

Computer name or address where the job
was sent from

Job size in bytes
Number of pages in black and white

Number of pages in color
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Field Name

Copies

State

Printed_date

Printed_time

Creation_date

Creation_time

Connection to Bl tools

Description

Number of copies

Job state

Date when the job was printed

Time when the job was printed

Date when the job was created

Time when the job was created

Session Counter Fact (Fact_Session_Counters) - Information about user sessions

Field Name

ID

Finish_date

Finish_time

Finish_year

Finish_month

Finish_day

Finish_hour

User_ID

Printer_ID

Site_ID

Description

Job ID

Date when the session was closed

Time when the session was closed

Year when the session was closed

Month when the session was closed

Day when the session was closed

Hour when the session was closed

ID of the user who created the session

Printer ID

Site ID
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Field Name

Project_ID

User_group_ID

Total_price_user

Total_price_admin

Total_pages

Print_mono

Print_color

Copy_mono

Copy_color

Copies

Fax

Scan

PaperA4

PaperA3

PaperA5

PaperB4

PaperB5

Connection to Bl tools

Description

Project ID

Accounting group ID

Total price of the session for regular users

Total price of the session for users with
admin rights

Total pages of the session

Number of pages printed in black and
white

Number of pages printed in color

Number of pages copied in black and white
Number of pages copied in color

Number of copies

Number of pages printed due to fax, in
black and white

Number of scanned pages
Number of A4 sheets used
Number of A3 sheets used
Number of A5 sheets used
Number of B4 sheets used

Number of B5 sheets used

187



Field Name

PaperFolio

PaperLedger

PaperLegal

PaperLetter

PaperStatement

PaperOther

Connection to Bl tools

Description

Number of Folio sheets used
Number of Ledger sheets used
Number of Legal sheets used
Number of Letter sheets used
Number of Statement sheets used

Number of sheets with other paper
formats used

Printer job counters (Fact_PRINTERJOB_COUNTERS_V2) - Information about

printer job counters

Field Name

ID

Finish_date

Finish_time

Finish_year

Finish_month

Finish_day

Finish_hour

User_ID

Printer_ID

Description

Session ID

Date when the session was closed
Time when the session was closed
Year when the session was closed
Month when the session was closed
Day when the session was closed

Hour of the day when the session was
closed

ID of the user who created the session

ID of the printer
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Field Name

Site_ID

Project_ID

User_group_ID

Type

Paper_format
Price

Duplex

Mono

Color

Single_color

Click_mono

Click_color

Sheets

Connection to Bl tools

Description

ID of the site

ID of the project used for the session
ID of the accounting group

Type of the operation (print, copy, scan,
fFax)

Paper format

Price for the job

Yes if the job was printed in duplex
mode

No if the job was not printed in duplex

mode

Number of pages printed in black and
white

Number of pages printed in color
Number of pages printed in single color
Number of printed mono images
Number of printed color images

Number of used papers

Alert Fact (Fact_Alert) - Information about printer alerts

Field Name

Printer_ID

Description

Printer ID where the alert was
generated from
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Field Name
Severity

Training

Code

Creation_Date

Creation_Time

Resolved_Date

Resolved_Time

Connection to Bl tools

Description
Alert severity

Level of training required to handle the
alert

Alert code

Date when the alert was generated

Time when the alert was generated

Date when the alert was resolved

Time when the alert was resolved

There is a limitation that even if you are using a Job Privacy license, the data in the
database are not changed by this feature and are still readable.
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12 System health check

This option presents you with an overview of error messages with the level of
severity added after some registered checks are done. The errors concern database
health, disk space availability, PIN length settings and time zone configuration, etc.
They are listed in the table below.

Code Severity Description

101 High Main database health is not good; multiple messages can
appear in the log

102 High Log database health is not good; multiple messages can
appear in the log

103 Medium PIN length needs to be increased

104 High Disk space is on warning level

105 Critical Disk space is on critical level

106 High Time zones misconfiguration

109 High License subscription is going to expire
110 High License Subscription expired

111 High Contacting license server failed

112 High HW code mismatch

113 High License activation required

114 High License expires soon

When the error message has a Critical severity, the administrator gets an email.

Every error message with a Low severity is logged in the MyQ main log.

12.1 Using system health check

To access the system health check overview go to MyQ, System health check, or
click on the system health check icon on the top-right side of the window.

191



myo - @ Home 8 System health check

1. Set your search criteria in the left pane.

System health check

%9

Date: P Run | Show hidden | & Refresh Last run: 09/16/2019 2:17:25 PM
B v |Code Created Severity Description
Severity:
All > syste ealth problem detected
#8 Search

You can search for errors on a specific Date by clicking the calendar icon. If you
want to set a wider range search, clicklghe arrow to choose a date:

Date:

I

Today
Yesterday
This week
Last week
This month
Last month
This year
Last year
Last X hours
Last X days
Last X weeks
Last X months

e
T

Select a Severity from the drop down list.

= - ‘Code

2. Click Search. The search result is shown in the right pane.
3. Click Run to trigger the System health check Task schedule to perform a check

with these date and severity settings.
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13 Updating MyQ

The MyQ update to a higher version or reinstalling the same version is performed
automatically after running the installation executable Ffile.

Before a MyQ update on Windows Server 2012/2012 R2/2016/2019 (or on Windows
8.1/10), make sure that the latest Windows updates are downloaded and installed on
the server.

When upgrading or updating MyQ, ensure all antivirus exclusions are made and that
there are no running scan operations on the MyQ directories structure.

It is strongly recommend to backup your database before the update.
To update MyQ:

1.

Run the MyQ software installation executable file. The Select Setup Language
dialog box appears.

2. Select your language, and then click Next. The Setup dialog box appears. It

informs you that there is an older version of MyQ and that the installer will
start the update process.

3. Click Yes. The License Agreement dialog box appears.
4. Select 1 accept the agreement and click Next.
5. In the Ready to Install dialog, click Install. The rest of the update process is

nearly identical to this of installing MyQ.

In older MyQ versions, it was possible to switch between a Standalone server, a Site
server, or a Central server. This is no longer available, as the MyQ Print server and
MyQ Central server are different products and use separate installers. If you have
such a setup and plan to upgrade it to MyQ Central server 8.2, be advised that the
upgrade will not be successful. It is required to upgrade your system to version 8.1,
back up your database, download the latest MyQ Central server installer, and
migrate your setup.

Migration Bulletin

1.

2

Upgrade your system to version 8.1. If you are using an older version, the
migration is not possible. It is recommended to update your database to the
latest version as well. Back up your database before continuing.

. Download and run the MyQ Central Server 8.2 installer.
3.

The migration wizard informs you that the migration is possible, with some
limitations. The database administrator password will revert to the default
one, masterkey. You can change it after the migration in MyQ Central Server
Easy Config. All MyQ Services will run under the Local System account. You can
change that after the migration in MyQ Central Server Easy Config. Any custom
or modified scheduled tasks are not migrated. You can set them up again after
the migration in the Task Scheduler settings tab. Any custom or modified
reports are not migrated. You can set them up again in the Reports tab. Click
Next to start the migration.
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10.

Updating MyQ

B Setup - MyQ Central Server 82.0.1042 | = | & [ICH
Information
The old version of MyQ Central Server was detected in your system.

Please read the following important information before continuing.

Automatic migration to a new version of MyQ Central server can
proceed with the following limitations:

® DB admin password will be reset to default

* All MyQ services will be started under the Local System
account

® Custom or modified scheduled tasks won’t be migrated

® Custom or modified reports will not be migrated

For more details please read Migration Bulletin.

I Next > I l Cancel I

. Click Yes in the pop-up confirmation to start the migration.
.In the License Agreement dialog, select I accept the agreement and click

Next.

. In the Options dialog, you can choose to backup your database before the

migration starts (selected by default and highly recommended). Click Next.

. The Ready to install dialog informs you of your previous options. Click Install.
. The migration process begins. First, your database is backed up, then your

previous installation is uninstalled, and lastly, the latest version of MyQ Central
Server is installed. Click Finish to exit the migration wizard.

. MyQ Central Server Easy Config opens, and your database is installed and

upgraded automatically. Click Finish once done.

In the Home tab, in the Data migration from the previous Central Server
installation section, you can see the progress of the migration, and you can
also Pause it.

Easy Config -0 x

Home Home myo

Services

~~ Data migration from the previous Central Server installation

ELIEE State: Running

Progress: 54%
Database Remaining time: 36 seconds

@
o]
3
e

)

Until the data migration is finished, the following actions are not available:

In MyQ Central Server Easy Config:

e Encrypt
e Decrypt
e Backup
e Restore

In MyQ Central Server:
e Scheduled Tasks
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e System Maintenance
e Generating Reports
¢ Replication
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14 Uninstalling MyQ

To uninstall MyQ:

1. Run unins000.exe. You can find this file in your MyQ program folder (the
default folder is: C:\Program Files\MyQ Central Server)). The MyQ Uninstall
dialog box appears.

2. Click Yes.

All parts of MyQ will be uninstalled except for the Data Folder. You can delete the
folder manually. In case you install MyQ again, the installation program will ask if you
want to use the old database files or replace them with new files.
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15 Business Contacts

MyQ®
Manufacturer

Business
information

Technical
support

Notice

Trademarks

MyQ® spol. s r.o.
Harfa Business Center, Ceskomoravska 2532/19b, 190 00
Prague 9, Czech Republic

IDno. 61506 133
MyQ® spol.sr.o. is registered in the Commercial Register at
the Municipal Court in Prague, file no. C 29842 (hereinafter as

“MyQ®")

http://www.myg-solution.com
info@myg-solution.com

support@myg-solution.com

MANUFACTURER WILL NOT BE LIABLE FOR ANY LOSS OR
DAMAGE CAUSED BY INSTALLATION OR OPERATION OF THE
SOFTWARE AND HARDWARE PARTS OF THE MyQ® PRINTING
SOLUTION.

This manual, its content, design and structure are protected
by copyright. Copying or other reproduction of all or part of
this guide, or any copyrightable subject matter without the
prior written consent of MyQ® is prohibited and can be
punishable.

MyQ® is not responsible for the content of this manual,
particularly regarding its integrity, currency and commercial
occupancy. All the material published here is exclusively of
informative character.

This manual is subject to change without notification. MyQ® is
not obliged to make these changes periodically nor announce
them, and is not responsible for currently published
information to be compatible with the latest version of the
MyQ® printing solution.

“MyQ®", including its logos, is a registered trademark of
MyQ®. Any use of trademarks of MyQ® including its logos
without the prior written consent of MyQ® Company is
prohibited. The trademark and product name are protected by
MyQ® and/or its local affiliates.
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