myQ X

Print Server

Copyright © 2021 MyQ spol. s r.o.

@
\J] All Rights Reserved
4




Table of Contents

1

1.1
1.1.1
1.1.2
1.1.3
1.1.4

2

2.1
2.1.1
2.1.2
2.2

3
3.1
3.1.1
3.1.2
3.2
3.2.1
3.2.2
3.2.3
3.24
3.2.5
3.2.6
3.3
3.3.1
3.3.2
3.4
3.5
3.6
3.6.1

3.6.2
3.6.3

3.7
4.1

5.1
5.2
5.3
5.4

WHAE'S NEW IN 10T ettt esesessessessessesessessessensens 13
HIGRLIGNES....eeeeeeeeteeteeeeeteeete ettt ettt be b se e sae s a s s s e s se s sesnenesansenan 13
BASY PriNE ettt esas et esae s e estesbe et essesssessesbasssesbesssessessasssensesssessensasssensessaensen 13
Job Preview on Embedded TermMiNalS......ccoceeeieeeeeieeeeeeteeeeeeereeeeeseeseeeseseesessesessesessesennes 13
INEEGration WL ENEFQ ID ......ooveeereieteeeeeeceteeteeete ettt eesessesesaesesesessesessesessenensessnsesensenen 13
PriNE JOD ENCIYPEION vttt ettt stesessesssessesessesessesensesessessssessnsensasessasessasenes 13
BaSiC INFOrMALION .....ooveeeereeeeereeeteeetceteeete et ere s s e s nee 14
MYQ ATCRIEECEUTE ..ttt sses et sessesse s esessessesessessensensenensensenssens 14
MyQ Servers aNd aPPLICALIONS.......ceueveiereieiereieteeeteeee e e ss s s s ssssssssssesssesssens 14
Print Server from the OS ProCess PErSPECLIVE .....ueeeeeeeeeeeeeeeeeerceereeereeereeereeesesesesesesens 16
Network Communication ArChit@CEUTE .....viueveveeereeereeeeere ettt nenas 17
SYSEEM REQUITEMENES ...ttt e e saeesressseesnessseesnes 20
MyQ Print Server - Site mode (Central Server & Site Servers architecture) ......... 20
Site servers Hardware requirements up to 30 000 deVICES .......coueeeerereererrererrereererenreseenenees 20
RECOMMENAALIONS. ....eiieteeeeteiereeeteeeeceereeeeteseeaeseese e ese s esessesessesesaesensesessesensesessesersesensessnsesersenes 21
MyQ Print Server - StandalonNe MOAE ... enens 21
MyQ Print Server Hardware requirements up to 600 deViCes.........ccceevererverervererrererveresnene 21
RECOMMENAALIONS. ....viieteeereiereeereeee et eetereseeese e esessesessesessesessesensesessesensesessesersesensesersesersenes 22
1Y o] 1= [« OSSR 22
MYQ DESKEOP CLIENE ....evveereeeeeretereeteeeteeeteeeteeere s s e ese s ese s ebesesessesensesessesessessasensasessasessasenes 23
Recommended NO. OF USETS aNA GIOUPS ......cecveeerereeeeeerereeeerereesesesesssesesesssesesessssesesesssssesens 23
OPETALING SYSEEM ..uviieeiiieeieteerretesrestesteetersesssessesseessessesssessessasssessesssessessasssessesssessesssessessasnsons 23
Additional SOFEWAre FEQUITEd ......cueeueeeerceiierceieeteectereteecteretesessssessessesessessessessesenns 23
WED DIOWSET ...ttt a et s et s e saese s ss s esessesasessesesensensesessasenssens 24
SECOUTIEY cevtereetieieeteeterteeeerteee et estee e esaesssessessee st essesssessessasssessasssessessasssessesssessessasssensesssessenssessensasnsens 24
MyQ installation in Private CloUd....... et re s nene 24
Installed parts and possible CONFLICES.......uorieeeeeeeereeereeeeee e 25
Main COMMUNICALION POTES.....ueiiiteeeectecteeteceeeeeereeteerteeseesteesaesaesseesseessesssessaessesssanns 25
INCOMING POTES ..eeeeeeeeteetetecteetecteeeetestseeesaseseetessaeseessessesssessasssessessssssessesssensessasssessassessessasnees 25
OUEGOING POTES....oeeeieeeeeeeeereteeetereereeseeseeseesessessesaessessessessssasessensessessensensessesesensensensessensensensans 27
EMDbEdded PAckages POTES ......eoeieeeieeeecteeceteteteetcetcsstessesessesessesessesessesessesesesessessasessasenes 29
Windows Server Performance MONILO.........ocieieeeereiereeeeeeeeererereeesessesesessesesesennes 36
INSEALLAEION ettt e be b r e ene 39
INSEALLALION IN PrivAte ClOUd.....u ettt ere s s s sneseenens 39
MYQ ANA MS CLUSEET....ueereereretereeeeereetecteteteeereeseesessessesseseseeseesensessessenes 42
ADOUL ...ttt ese bt ese s s ssese e b esessesessesessasesensesensesesseseseasesensesenees 42
SYSEEM REQUITEMENES ....eecveeeeeeeietecteeteceeeeeestesteetestesse e e esessessessessessasssessessessessessassasnnan 42
LICENISES . veeteereeeeeteectee e eeeceesteessee s eeseessaesseesaessaessasssassaasaensaessasssansaesasssasssenssensasnsenssanns 43



5.4.1
5.4.2
5.4.3
5.4.4
5.4.5
5.4.6
5.5

5.5.1
5.5.2
553
55.4
5.5.5
5.6

5.6.1
5.6.2
5.6.3
5.6.4
5.7

5.7.1
5.7.2
5.7.3
5.8

5.8.1
5.8.2
5.9

6.1
6.2

6.3
6.3.1

6.3.2
6.3.3
6.3.4
6.3.5
6.3.6
6.4

6.4.1
6.4.2
6.4.3
6.5

6.5.1
6.5.2
6.5.3

Installing MyQ Print Server in the cluster (all NOAES).......coeueeeeerereeeeerereeeeeereeeerere e 43

Setting services to manual StArtup (All NOAES) u.....eeeeeeveeeeriieeeeecrcceteeeeece e enenees 44
Creating the MyQ server MS Cluster role (Failover Cluster Manager) ........coceeeevereverennne 45
Adding MyQ resources (Failover ClUSEEr MANAGET)........ccceereeereerereeeseesssesesesesesesssesssesesesesenes 46
Setting resources dependencies (Failover Cluster Manager)........oeeeeereeeereneeeereseenennes 48
DEPENAENCY REPOTLS ...oeveereeeereeereeereeereeeeeeseteseeseseesesessessesessesessesessesessesensesersesersessnsessrsessrsenes 52
AdAILIONAL SEEUP ...ttt se st esssbe s e s s esesessessesessessensesenne 53
Setting up the MyQ admin credentials (Active NOAE)........cuveeereeereceeeeereeeeeceeeeeereeerenees 53
Setting the location of the data Folder (All NOAES) .....cueueeveeeeeeeeeeeeeeeeeee e 53
Running MyQ in the MS Cluster @NVIFONMENL ........ccoveveveeeeerereeeeteeeeerere s sesese e ssesenene 53
Starting the system (Failover CLUSEEr MBNAGEN) ...ttt esereeseeesesnesenees 54
Setting hostname of the MYQ SEIVET TOLE.......oueeeeeeereeeeeeeerceeteeereeereeee et eae s eesenees 54
Configuration aNd MaiNEENANCE .....ceeveeeeereeeeerereeereereree e esessessesessessessesessessesseseases 55
Bringing the resources of the MS Cluster online (Failover Cluster Manager) .................. 56
Taking the MS Cluster resources offline (Failover Cluster Manager) ........ccoceeeeveeevereenenene 56
Restarting MyQ services via the MS Cluster (Failover Cluster Manager).........ccoceevevnenee. 57
Changing the MyQ admin credentials (ACtiVe NOAE) ......cucuereeverereiereereeeeeeeereeereeereeene 57
BACKUD @NA RESEOT ...ttt ses s sesse s essssessensensesessensensasens 58
Backing up the MyQ database on the MS CIUSEET........c.ceeverereeeeerereeeetere e esesere e sesenene 58
Restoring the MyQ database on the MS Cluster (all NOdES)......cueveeereverrereereererereeereeenen 58
USING DAtabase ENCIYPLION.......cuceeeeeereeeteeeteeereeetetereeeresesesesessesessesessesesesessesesessnsessnsessrsenes 59
UPGrading MYQ ...eeeeeeceeeeecectetctceeteteteseesetessessesessessesessessessesessessessesessensessessssensenssens 59
Necessary steps before the UPGrade...... . ceeceeceteeeeeeereeererese st sse s ssesesens 59
Upgrading MyQ (Ll NOMAES) ....cueeeeeeeeeeereeereeeteeeteeeteeeteeere s s sesesese s sessesesesessessnsessnesersenen 59
Recommended TroubleShOOLING ...t reseenens 60
MYQ EQSY CONFIG.auiriirriiirieecrecrctetecrectcteteeeesreresessee s essessesseeseessessessenses 61
HOMIE ettt st s e e s e e s s e e s ae e s e e s s st e e b e s b e s s saessaa s sbesesaesssaessnasnsaesnsannn 61
SEIVICES eveeeeeereeeteeiteeeeeeesteesteesseeseesseesseessesssessaeseessesssessaesesssasssessaessaessessseesaesseesseessenssenses 62
SEEEINGS ettt ettt sre e ste e ae s e e s e et e et e s s e e b e e b e e b e s ae s s e e bae b e s e ra e ae e b aenaanaenses 63
WiINAOWS SEIVICES ACCOUNE ....veeveeeerereieteteeeteseeteeeseeesessesessesesesessesessessnsesssesesesssessesessesensesennes 63
Changing passwords on the SEELINGS LA ........eoueeeeeeeeeeeeeeeeeee e 64
Unlocking the MyQ AdmiNiSErator aCCOUNE......c.vcuceeerieiereecteeereeererereeereeerereressesessesesesesens 64
WED SEIVET POTES ...ttt etess s ese e sessesessesessesessesensesensessnsessasessesesssesssenssennes 64
DAta AN JODS FOLARTS ..ttt ae et e s aebe e se s sessese s e saese s enenesennenn 64
SEIVET MAINEENANCE ...veeeveeeereeteereeteeteestenteetestesssessessesssessesssessessasssessesssessessasssessesssessesssessensasssens 65
SECUNIEY eveurereereereeeeeetertertesseeseeeeaeaessessessassasseesaessansasassessasssensensarsansassassasssensensensansansesnenn 66
WWED SEIVET ...ttt ceese s esesaese s esesaese s esesesassesansesesesansessnsessssesarsessnsessesesssenssessesensnsens 66
DAL ENCTYPEION. ..t iteeeieteetectectecteteeretesae et esteeeestessee e esesseessessasssessesssessensesssensasssessessasssensesseensen 66
UNLOCKING PHP SCRIPEING...viuiteeiteeeteeeereeerceeteteteeeteteresesesesessesesesessesessessssessssesssessasessasessasenes 67
DAEADASE .t be bbb e be b e s s enebe s ennenebens 68
Backing UP MYQ AL ....uiueeiireereecrecreecetceteretese st ssessebe s esessebessesessesessesessesensensasensasessasenes 68
RESEOMNNG MYQ Dala....ceeeieieciieeecteeeeeeceseesteeeestesseeeessesseessessesssessessesssessesssesessaessessasssesassessens 69

Importing settings from another MyQ inStallation ...........coeeeeeeereeeeerereeeeereeeeereree e 70



6.6

7.1
7.2
7.3
7.4
7.41
7.4.2
7.5
7.6

8.1
8.2

8.3
8.3.1

8.3.2
8.3.3
8.3.4
8.3.5
8.4
8.4.1
8.4.2
8.4.3
8.5
8.5.1
8.5.2
8.5.3
8.5.4
8.5.5
8.5.6
8.5.7
8.5.8
8.5.9
8.5.10
8.6
8.6.1
8.6.2
8.6.3
8.6.4
8.7
8.7.1
8.7.2

o T« FO OO OO OR TR SRRt 71
MYQ WED INEEIFACE ..ottt s s ene 72
Accessing the MyQ WeD INEEMFACE ...ttt ere s nesenens 72
LOgging in @S an admMiNMiSETAEO  ....ecuieererierereerieeeretee et ereseseseesessessessesessessenssens 72
Main menu and SELEINGS MENU.....cicieiieeereteeeeetetceeeereeeseeseesessessesessessessesessessesssens 74
HOME DAShDOANT ...ttt ettt s s s sssesssese s sssnesesesannnees 75
QUICK SEEUP GUIAE ..ttt ae e ae et s s s se s se s esessesessesessesessesensesessesensesensene 80
GENETALE SUPPOTE DAEQ ...ttt te et e reeeseeeaeesaseesseessesssasssassssesssesssesssesssesnsesnnes 81
MYQ LOG ittt sttt s st e s e e s st e s sae e s s e s saa s s b e s aa e s b e e st e s saaessae s saeessaessnessaeensaenn 82
MYQ AUAIE LOG ...ucuiireiereieeeretereeeteeeteeeteseaesesesesesesasesesesessesessesesssssssssesessesesssesensesensnne 85
MyQ SYSEEM SEELINGS...cuveiieeeeeeeceeeecte e creere e e s e e e e aeessnessaeens 87
SEIVETN TYPE SELEINGS ..eeeeveteeteeeceeteteetesteeee e tetestessesseeseesesessessessessassaessensesessessassesneen 87
GENETAL SELEINGS .ttt ese st essesessesse s esessessensessasessensesessensenseneasen 88
PersonaliZation SEELINGS.....cu ittt reee e sese s essesessessessesesessensesens 89
CUSEOM APPLICALION LOGO ettt ettt be bbb s s ese s sessenennene 89
Terminal PErsONALIZALION.......cccoueeeeeieececteeeeetereetere et e et ese s s e e ese e ebeseesessesessesesesenssenees 90
Dashboard CUSEOM MESSAGE........cueieereiieeeieieisiesesesesesesesssesesesesesese e e e e e ssssssssssssssssssssssesasssans 91
CUSEOM NELP ettt ettt et b b b s bbb e be s se s b ensesessesensesensesensenensens 91
Custom link in the MyQ DeSKEOP CLENL ......c.oueeeereeererereeeeeeeeeteeteeete s s s s nesenene 92
Task SChEAULET SEEEINGS.....cvieeeeceeeterceceeeteeeeereteeee et bese s sessessesessesesnesenns 93
Running and setting task SCREAULES ...ttt enee 93
Providing rights FOr task SChEAULES.........uoueeeeeeeeeeeeeteeteeteeteee et eere e aenan 94
Automatic database and l0g DACKUP ....c.cucueiueieeeeeeeeeecee sttt st esesesesesesesenas 95
NEEWOTK SELEEINGS ..ottt ereesesteseseesessesseseesessessessssessessesssersessesesens 95
GENETAL. ettt ettt e e et st e e et et e e e s et e e e et e s e e et esese st esesesassesesesassesesasenssesasensasasananssasan 96
COMMUNICALION SECUTIEY «eeovereieteteeeeereeeeteetestetete e s eeeesessessessesesessessessessssessessensessessensessesenns 96
OULGOING SMTP SEIVET ..ueeteereeteereeeeeeesterteeseestesssessessesssessesssessessasssessssseesssssasssessesssessessasssessasssens 97
MYQ SIMTP SEIVET .ttt e e et e et e rte st e s stesssesesae e s assaasssasesaesseesssasssasssassaensaenssesssasssenn 99
F TP SOV ettt sttt te e e et e s e s e e st e s e st e s b e st s besse s b e sbessa et essesrsansesseansassasntansasseensensesnsn 99
MYQ X MODILE CLENE ...ttt ere bbb s s s s s ese s ese s e e sesessessneseasenen 99
HT TP PrOXY SOIVET c.utiieeteeeectecteestee e e eteeeeeeaeesseestesssasssasessasssasssesssasssessssasssesssesssessseenssesssessens 100
Supported SErvices WIth HTTP PrOXY .....cccoceeereerereeneeeesesesesesesesesesesesssesesesssssesessssesesesennes 100
Services NOL SUPPOTEING HTTP PrOXY ...ucceceereneerienieereenieneeseessesssessesssessessssssessesseessessesssessenss 100
FITEWANL ettt ettt s et s e et e s s e et ebese et et esasassssesensnsesssasansnsane 100
CONNECEIONS SEELINGS ..ottt ete e e e e e sseesbeeaesssessaeseessessaensesssannns 100
Microsoft EXChange ONLINE SEEUP ...ttt sessese e s ssesessenan 101
GMAIl WILR OAUENZ SEEUP .ttt ettt se e sn e s s s ss s s sanenanne 105
Entra ID with MicroSOft Graph SEEUP .....cvceeveeeeeeeteeeeeteeeetereeete et se s s enene 106
MYQ SMATE WOTKFLOWS....oeveireeiteectcetetcteetetereeeteseseseseseseseseseesess s esesesessesesssesssensenan 110
AUERENLICALION SErVErS SELLINGS ...ooveeeeeceeererceeceeetetcrcteetercre et esse s eseesessessennenes 120
AdAING @ NEW LDAP SEIVET ......ooverereeeeerereeeeeseseeesesesessesesesssesesesssesesessssesessssssesesessasesesessnsesens 120



8.7.3
8.8
8.9
8.10
8.11
8.11.1
8.12
8.12.1
8.12.2
8.12.3

8.13
8.13.1

9.1
9.1.1
9.1.2
9.2
9.2.1
9.2.2
9.3
9.4
9.4.1
9.4.2
9.5
9.5.1

9.6

10
10.1
10.1.1
10.1.2
10.1.3
10.1.4
10.1.5
10.1.6
10.2

10.3
10.3.1

10.3.2
10.3.3
10.3.4
10.3.5
10.4

ACCOUNEING SEELINGS ..ottt teste e s e eseesessessessassesssessesesessesseesssssensen 123
EXEEINAL REPOTLS ..ottt se s e essesessessesessessessessssensensenssensensensans 124
REST API ADPS.coctiiieeteeeeeeeeteeeeesseeseeeseesseessesssessesssassasssssssssssesssessssssesssesssessssssasssesssessens 125
[0 Yo Y= ul o[ Ve |3 USRS 126
Management of the LOG NOLIFIEr RULES ....c.cveueeeeeeereeereeereeereeeeeretee e ere e ene s neenes 127
System ManagemMeENE SELEINGS ..c.veeveeeereeteeteceeceecreeteeeeereesreeaeeseessesseessesssesseesseens 128
DiISK SPACE CRECKET ..ttt ettt be s s bbb e s bessebessesessesensesensenensenens 129
HISEOTY ettt e se et e beste e e saeseessessesessessessessessessesssasensessersensensessesaesensensensens 129
AQVANCEA ...ttt stese e s s ssse s s s e bbb ebe e sesesesaassesesessesesensasesesesensenene 130
Security SEEtiNgs iN CONFIG.iNi..ciciieecriiereeereeeteeereeereee s s s s esesnesene 132
SECUMIEY SECLION ...ueeeeeeeeeetetetereeeree e reeseeseaeeeaeaesaesaesessesesessensessesssssssasansersersersessessessssersensenes 133
LICENISES .oeeeeeeeeeereeteeeeeeecteesteeeeeseesseesaeessesseessesssesssessesssasssessasssasssesssenseensesns 135
AdAING lICENSES ettt ettt se s e be s essesessessessesensensessenn 135
Adding licenses ON ENE HOME SCIEEN........ecueeveeeeereeeeetereeteeeteeesee e seesessesessesesesessesessesensenens 136
Adding licenses on the License SELLINGS Lab ........coeeeveeereeereeereeeeeereeeteeereeere s nenens 136
ACEIVAEING LICENSES ...eeeveereeeeceeeeecteeteeeeeeecteesaeeseeaeesessasssesssessaessasssessasssssssesssesssensann 138
TO MANUALLY CEIVALE @ lICENSE: ..ottt ese s s s s s s esenesessenens 138
Reactivating Licenses in case of Hardware change ... 139
DELELING LICEBNSES ..ottt se et s e e bt ne e sesessessesensessessesessensennens 140
Extending sOftware assuranCe ICENSES.......cecveeveveeerereerereeerereerereeerenesessesesesesennes 141
New licensing model (with INSEALALION KEYS) ....cvcveveeevererereeeteieteieeteeere e senaas 141
Old licensing Model (With lICENSE KEYS) .....oveueeeeerereeeeeeteeeteteeetetese s sese e neseseseanes 141
Migrating old licenses £O MYQ X .....ouvceereeereeerereeereeereeereeesesesesessesessesessesessssesesseseses 142
MIGTALION PIOCESS ...uveveeveveeeeeeereereeseteseeesseseseeseesessessessessessessessessesessessensensensensessessesessessensensen 143
VIMHA LICENSE c.tereeeeeteecreesteeteseecteessessaesssesssessesssessasssessasssesssessasssesssessasssesssesssesssensans 145
P IINEEIS ettt rte et este s s e e e se s ae st e s e e saa s s e s sa e seenans 146
Printers and Terminals SELEINGS ...oveveieeeciceerercrceeterereeerere e esesse s ssesessesseseene 147
GENETAL vttt ettt ea s s s e sebe s s s b ebe e s sesesaasesesessssesesesessasesesessassesensasesesesennes 147
MYQ X MODILE CLENE ...ttt s et bbb s s essesesesessesensenan 148
LOCAL PriNE SPOOLING ...ttt ete s s se s ese s sesesessesesesessesensesessesensenens 148
OFFlINE LOGIN c.errereeerererereeeteteeeeseseeesesesesesssesesessesesesessesesesssssesessssesesesensesesesenssesesessrsesesessnses 149
TErMINAL PACKAGES ...ttt be e b s s s ebessesessesensebensenensenens 149
Terminal ACLIONS SEELINGS ..ovecveeeeeretereeeeeteeeterete et ebessesesseseseesessesessesessesensesessesensenens 152
Manually adding printing AEVICES ...ttt neseene 198
CONFIGUIALION PrOFIlES...uieeeeeieeeeeereeeteeeteetere et ere s sse s eseseeseseaseseanenenns 199
GENETALEAD ettt et e a b et senaanas 199
TEIMUNAL LD .ttt ettt e s s s e e ss s s se s b e s ss s seneseanenene 200
PIINEETS EQD .ottt et et se st b e s s s s s e s ese s s e sese s nstesesa s sesensanesesesansnsane 201
AdAILIONAL OPLIONS ...ttt eae et s se s ebessese s esessesessesessesensesensesensesensenens 202
VeNAOr-SPECIFIC OPLIONS ...voveveeererereeeerereeeeereeeeerereesese e sesese e sesesesesssesesessesesessasesesesensesene 202

DiSCOVEring PriNtiNg AEVICES.....uuueeueeeeeeerteeeeereereterereeseteeeseesesessessesesessessesessensensens 202



10.4.1
10.4.2
10.4.3
10.4.4
10.5
10.6
10.6.1
10.6.2
10.7
10.7.1
10.7.2
10.7.3
10.8
10.8.1
10.8.2
10.9
10.10
10.11
10.11.1
10.12
10.12.1
10.12.2
10.13
10.13.1
10.13.2
10.13.3

11

111
11.2
11.3
11.3.1
11.3.2
11.4
11.4.1
11.4.2
11.4.3
11.4.4
11.5
11.6
11.7

11.8
11.8.1

11.8.2

AULOMALEd PriNEET AISCOVETY ..u.vuieeieeeieeeeeeeceesete ettt et esesesssesesesesesesesesssesssassssssssasssnes 202

To run a discovery and add Printing dEVICES: ... eeieeeeerceetceeeeereeereeereeereeesesesesenens 203
Printer discovery general CONFIGUIALION ........c.ecueeeeeeeteeeteeereeeteeereeereeere et eese e s sesesnenens 204
PriNter diSCOVEMY QCLIONS. ....c.ccueeeeeeeeeeeeeereestesetssetesesesesesesesesssesesesesesesesasesesssessssnsssssssnsasaes 205
Activating and deactivating printing deViCesS........ueeeerereeeeeeeeeeereeeeereerereeene 208
Deleting and UNdeleting PriNLEIS .....ceceeeeereeerercrcreeretcrereeresrerereesessesessesessensensene 208
DELELING PIINEETS..c..vveveeeeeteteeeeeeeeeeeeeess s st s te st esesesesssesesesesesesesasesesesesssasssesessnesessssnsasaes 208
UNAELELEING PIINEETS ettt ese et ese s ese s e sesssesesesessessesessesenssensenan 209
EQIEING PIiNEEIS ettt et sessesse s esessessessensesessensensane 210
Printer infOrmation and SELLINGS........cccucveirieeeeeeeteeeteietete et tetetesetese et e se e s s s e ssssssasasas 211
Adding/remoVving Printers £O GrOUPS.....ccceeeeereieereeteeieetetesesseseseesesesesssesesesssssesesenssesesas 213
Adding/remoVving Printers £O QUEUES .......cceeeeeereereeeseeeseaetesesesesesesesesesesesesesesessssssssnsssssssaes 214
P i GIOUPS . .cctiiteeteeteceeteeteeeeeeecteeaeeeeeseesseebessaesseesseessesssensaessesssasssesssesasnsasssensenn 214
CrEaLing PriNEEI GTOUPS...cceiieeeeeeterteeeerteeseessesseessessesssesessaessessasssessessasssessassssssasssessessasssessanses 215
DelEling PriNEET GrOUPS....cveueeeereeereeererereeteeeteeesesesesesessesessesessesessesessesensesensesensesensesessesensenens 216
Exporting and impPOrting PrinLErS......eccveeerererereereteeereeresterereesessessessesessessessens 216
Monitoring network printers in offline Mode.........ceeeeeeeeecereeerceereeereeenne 217
[\ oY Y1 u(o) o pYe N UoYat= W oY a1 o(=] -y 218
ACCOUNLING ON LOCAL PIINEETS .ottt sttt sttt sssesesesesesesesese e e e sesessssassnnes 218
PrINEEN EVENES ..ttt ettt teste e e e s se st et sesse st e s s e ssesae s s e ssassesaesassasaennesanes 219
EVNIES ..ttt rseest st sese st e saesse st esaes e ssaesaesstassessesssessassesssassesssessesseessesseessasnesstesaessassaesnasns 219
EVENE ACKIONS ... ettt teeteteste e e ste e e e eseesesseseaesaessessesaesansansassensensesasseesansansansansans 221
SINIMP PIOFILES .ttt se s s ese s s s be e asesessesensesesnasens 223
Adding and editing SNMP V1 aNd V2C PrOFfileS......uueuereeeeeereeeeeeeeeeereeereeereeereeeseenesenenens 223
Adding and editing SNMP V3 Profil@s.........cccuveeeeeeeeeerreerneeieietereeeseseseseseseeseseseeesesesessssssssssnes 225
ALtaching SNMP Profiles EO PrINEETS ....eceeeeeeeeeeereecteereeceteretere et esesseseeesessesessesessesensenens 226
U S TSttt ettt e e e e e e e e rtte e e e s rae e e e s aa e e e e saa e s e e sa e e e s e asa e e e e rsaa e e e snaeensnnaans 227
LISE OF USETS .evveeereeerereteteeeteete e etesessesesseseesesessesesesesssesessesensesessnsesessesensesesssensnsesennes 227
AULOMALIC USEr rEGISErAtiON....ciceeeieereeteeeecectee et ccteeae e e sreesbeeaeesaessesssesssessnensaas 228
Adding and Deleting Users ManuUally .........ccceveeeeeeeeeeneereeereeeeeeeereeesereeseseesesennes 229
AQAING USETS ..ttt estete e sesse e e st se e e sese e s tet e e e ssssesesastesssasesssesenssssesesenssns 229
DELELEING USETS ...ttt e st essetese e s sesessassesesasssesesessssesesessnssesesssssesensassesessnsnsene 230
EdiLiNG USEI QCCOUNLES .....veeeveeereteeeteeereeereeteresereeesesesesesesessesesssesessessssesesssessasenennes 230
User information and SEEEINGS ...ttt eae s se s s s s s s eseseasenene 231
Adding users to and Removing them FrOmM GrOUPS ........ccceereeeeeeereereeeereeseseseeeesesesesnens 232
QUEUES TAD ettt ettt et s et s e se e s s e e et e sesssssesanannns 233
SeleCtiNng USEr DELEGALES ....ucueeeeeeeectetreetetee ettt se s s et et se e s s e s assesesasssesasanens 234
Enable user profile @diting ...ttt sre st sneseene 235
USET GIOUPS .uuviieteiirteeieeesaeesseesseeessaessseesssessseesssesssaesssassssessssesssessssessssessssssssesssasssesssassnnes 236
EXPOTEING USEFS....uiiieteteeteeeeeetetecte e e ee e e seestesaessessessaesassessessessasssssssssensansessessesssensensn 237
Security and ANONYMIZALION .....cverieeeieeereteeeeereetereeere et eseesestesessesessessessesesensesseses 238
Providing users with their personal data..........ceceeieeeeeeeeeeeeeeeereee e nenens 238

ANONYMIZING USETS ..cveeveererereeeeeeesessessessessessessessessesassessessessessessessessessssessessessessessessesessessessensens 238



11.9
11.9.1

11.9.2
11.9.3
11.94
11.9.5
11.9.6
11.10
11.10.1
11.10.2
11.10.3
11.10.4
11.10.5
11.11
11.11.1
11.11.2
11.11.3
11.11.4
11.11.5
11.11.6
11.11.7
11.12
11.12.1
11.12.2
11.13
12
12.1
12.1.1
12.2
12.2.1
12.2.2
12.2.3
12.2.4
12.3
12.4
12.5

12.6
12.6.1

12.6.2
12.7

12.7.1
12.7.2
12.7.3

User import and syNCAroNIiZatioN........eecieeeercceeceetereeereere e sre e 239

USEr Properti€@s in MYQ .....ooeiieeieiecieeieieeeenieseeeesseeseessesssessessesssessessesssessesssessessesssessesssensessans 239
User synchronization FrOM LDAP SEIVETS .......cuiceeeerereeeereeereeereeeessesesesessessesessesessesessesesseses 240
User synchronization from Entra ID with Microsoft Graph..........cceceeeveeeeereeeeerererennen 250
User synchronization FrOmM CSV FIl@S..... ettt se s e esesnenes 252
User synchronization from ENtra ID With SLDAP ...t eeseseesesnenes 256
Manual and scheduled synchronization FUN.........ccceeeeeeeeeecesere et esetese s s sesne 257
USEr AUENENEICALION ..ottt ettt ebe s esesesaeseesessennennene 258
ID Card ManNAgGEMENE ......cueevereeeereerereteeerereereeeseeeseseesessesessesessesessesessesessesensesersesensesensesessesensenens 258
GENETALING PIN ...ttt teetetete e et e e e e esessessessessesaesaesseseesasessessensesssssssensansansansan 262
PaSSWOTA COMPLEXIEY c.veueirereeetereeteetcetcteetceeteeeteeeree s s se s ese s sessesessesessesessesensenensesensenens 264
Using external QUENENEICALION SEIVETS ... ieerieeeeeereeeretereeereee ettt s e se e s e s snenen 265
EXEEINAl AUENENEICALION ....vveeeercveeeeeereeeetere e tereessese e e s as s s esesesessesesesessasesenesensesene 266
POLICIES vttt ettt ettt e e e e e sessesaese s e b e s essesessensesasessessesasensensessesensensennane 269
PIINE JOD POLICIES .ttt et v st s se s st se s s e sensesese s s sese s st esesannnsens 270
DEfAULE PriNE JOD POLICY ..cvirereeeeetereeeeectee ettt es s s s s s s s s e sesesessasesesesansenene 270
Adding NEW PriNE JOD POLICIES....uieieieeeeeeetcetceerte ettt ebe s s s b snesessenens 271
PrINEET POLICIES .ttt ettt se et s et s e e e st e e s s se e s st ese e sassesene st esasansnsane 272
DEFAULE PrINEET POLICY..uceeeerereeeeerereeeetereeeetere s s s s s sesesesesesessesesesessensesensasesesesensasene 272
AddiNG NEW PriNEET POLICIES....eeeueveeereeteeteereteectee et st sess b ese s esessebessesensenens 273
Checking policies applied to iNdiVidUAl USETS ........c.ooueeeeeeereeereeereeereeereeereeere e 273
RIGNES ettt et e e besbe e e s be b essessebesbesseseesensessessesensensenssensensennans 275
Providing Users and Groups With RIGNES........ceceieiieieiereeeeeereeetceereeeseeesesesessesesesessenens 276
EdItiNG USEIS  RIGNLES ..ottt esesese s ese s sesesessesesnesessesensesessesenssnens 276
USEIS SEELINGS ..uveveeteeteeeeeeecteeteeeecreeeteesteseeeseesseeseessesssessaessesssassaesessasssesssensasseessenses 277
QUEBUES ..ttt e e ree e e e e raeeseeeseese e saaeeeessseesesssaaseesssasenssssaesnssesasnnnns 280
L oo i U T=T U= U 280
DEFAULE QUEBUES ... se s st bt s et eb et s b b e s s ebesa e be e esesesesesesanssnssssasanaen 281
QUEUE LY PSS .eeteeeetecteeeteecte et e e teestaeesaeestessse s s sesssaesssaeeaesssaeessassssassssasssaessseessaesssaenns 282
DITECE QUEUE LY PO ettt eeertete e te et e e e s e s sesee st et e e e e s e sessessaseesaesesressessesansansantans 282
TANAEM QUEUE LYPE ettt et te e et s e e s ese e e st e e e ssssesesassssssasasassesensssssssasansnsans 282
PULL PTINE QUEUE EYPE .ttt teeeetete et s e asseaese s sesesesssesesessssesesesssssesensasesesesansnsene 282
Delegated Printing QUEUE LYPE .....cecvceeeeieireeeetereeeeeteteesese e sssae e ssssesessssssessssssssesansnsens 283
Adding and deleting QUEUES.........coueeereeeereeereeere ettt esesessesesse e sesessesesesesensesennes 283
EQIEING QUEUES ...ttt be st seesese s esessensesseseenessensennene 283
ONLINE/OFFlING QUEBUES ...ttt essssese s sssesessensessssensensenees 286
PErSONAl QUEUES ......ocueeeeveeeereeetereeteteceesesereeesesesesessesesssesessesessesesssessssesessesessesensnsesennns 287
ACEIVALING ENE FRALUTE ...ttt be e bbbt esessesessenensenensenens 288
SELLING PEISONAL QUEUES ...ttt see et s s sse e sessesessesessesensesennesensenens 288
AdVaNCed QUEUE OPLIONS......ueeeeeeereeereeeeteeeteeereeseseeesessesesesesssesesesessesesssesansesennes 289
GENETALEAD ..ttt ettt s b et s e s s s e n b e se s s eseneanes 290
JOD TECEIVING EAD.eeeeeee ettt se bbb e s s b s ese s esesnesennenensenens 290

JOD PrOCESSING LAD ...ttt et be e s e se s b e s s s e s nenene s enens 298



12.7.4
12.7.5

13
13.1
13.1.1
13.1.2
13.2
13.3
13.4
13.5

13.6
13.6.1

13.6.2
13.6.3
13.7
13.8
13.9
13.10
13.10.1
13.10.2
13.11
13.11.1
13.11.2
13.12
13.12.1
13.12.2
13.12.3
13.12.4
13.12.5
13.13
13.13.1
13.13.2
13.13.3
13.14
13.14.1
13.14.2

14
14.1
14.1.1
14.1.2
14.1.3
14.1.4

JOD SCIIPEING ettt s e e eae e s b e s b s e s s esese s s esessnseseseseasenene 302
MyQ DESKEOP CLENE EAD .ttt seee b ess s s e sessese e esesesennenan 317
Printing £O MYQ.... ettt ettt re s sae st e saessessaesaessasnsans 319
Print DriVEr SEEEINGS ..ottt e stestesse s s e e s s e saessesaesse s e ennanean 319
WINAOWS SELEEINGS ..vveeeeierereeeiereteeeetere ettt e sesese s s sesessssesesessesesesessesssesessnsesesenssssesessnsseseses 319
MACOS SEELINGS .ttt ettt e s e e s tesse st e e s e s e s e s e s sessessaste st e e e e ssassassessassensenean 321
MEENOAS OF PIINEING «..vveereeeeereeeteeteeteteeeteeete et se st e s e s sesaesesssesasesensesensesenes 323
DIrECE PrINEING..ccciieceecreereeeecteeireereeeeesteesaeesesseesseesessaessesssaensesssensasssesssasssessesssasssesssensenn 324
PULL PFINE PrINEING ..ccvireieteiereeerceceeteceeseeereeeseseseseseseseesesesesessesessesessssessssesessesessasessnnes 324
Delegated PriNLiNg.......cccceeeeeereeeeeereereeereeete e seseseseseesesesesesesesssesesesessesessesessnsesennes 325
Printing from email and from the MyQ Web Ul.........ueeeeeeeereeerereeeeereeeeeneen 325
Printing From ERE WED Ul SELUP ...ueveeeeeeeieetceteeeteetereeteee s sesesnesesesessesesesesesessesesnenens 326
Printing From @MAil SEEUP «..cueveveveeeeeecreeetcreeetereeeeete s s s sese s s s s ssesesesennenene 326
Processing documents in OFFiCe FOTMALS ....c.ceevereereeereiereeerceeteeereeereeeresese e resesessesesenens 329
Printing via the MyQ X Mobile ClIENE PP ...cccriiceereeerererereeerereerereeerereseseseseseseanes 331
Print from Chromebooks, Chrome and other Google apps ....cccceeeeeeveeeveeceenenns 332
AIrPrint and MOPTria PriNE SEIMVICE vttt seesessesseseesessesnenes 333
MiCroSOFE UNIVEISAl PriNt.....iuccieieeeeeeeieteeeeseeteeseseseseessssesesesssssesesesssssssessssnsseses 336
Setting up Universal Print in MiCrOSOFE AZUTE ......c.cueeeeerereeeeerereeeerereeeeseseseseseseseseseseseanes 336
Setting up Universal PriNtin MYQ .......coeeeereeereetereieeeteseeseseseessesesesssesesesssssesessssssesessanes 340
CLIENE SPOOLING .ttt se e s s s esese s sesseseseesesensenensesenes 342
WINAOWS SELLINGS ..ottt ete et te e essese e st esssa et ese e e st ssasassesesanassssesanansnsesasan 343
Y= Tal @ I3yl of [ Ve 3T RO 343
DEVICE SPOOLING ...ttt seseseseeesesesesessesesesesesessssesesssensasensanes 347
LI EQEIONS ettt ettt et e st e e st e e s ae st e e st e e ste e sbe e sae e ssasassenassesaesanassansesasaesansasans 348
Setting UP DeVICE SPOOLING ...ttt et ss e s esesse e s essasesesseneane 348
Print drivers FOr DeViCe SPOOLING......cu ettt s sesese s s s s se s sesnesesnenens 349
[P FILEEIS cvveveverererereretereeteee et ee e e as s s s s s st st st e b et ebesesesssesesesasesasesasesesasenssesessnessssssnsnsnen 350
Print languages supported by Device SPOOLING .......ccueeeeeeeereeeeeeeeeee e 350
OFFLINE LOGIN vttt eetesssesssesessesesssesensesesesessesessssessssesesssessasesensesenes 350
OFFlING LOGIN SEEUP...vvevereereeereeeeeererereeetereressseresesseseseessesesessasesesessssesesesessasesesensasesesessassesensanes 351
OFFLINE LOGIN ettt etese b s ese s se s be s sessesessesensesensesensesensessasessasessnsensans 352
OFFline LOGIN LIMIEGLIONS ..oveuveeeeierieereteteteeeteeereseeteeesesesesesessesessesessesessesessesensessnsessasessnsensane 352
FAllbACK PriNEING ...cuccvevereeeieteeeteeteeceeteete et sere st sesesesese s e ssesessesesssesansenennes 352
WINAOWS SEEEINGS .evveeerieiceercteetcieeteeeteeeteeesesere st esessesessesessesesesssessssessssensesessesensesensesensessnseneas 352
MACOS SEEEINGS ettt ereecte et et e e et este e e et e ssae s e sasssessassaessessassaessassesnsensessaensensans 353
JODIS bbb e b b et enner s reene 357
JODS SEEEINGS EAD ettt be oo b b e ese s s esnenen 357
GENETALcuereteeeeieteeeetete e ettt et et et et e s e e s s e b e e e st e be s s aebesaassesesessesesesensasesesassnssesensrssesenanens 358
NOLifications ON jJOD FECEIVING EITOIS.......eoeereeeeeeeereeeteeeteeeteeete et s s s ssese s sesnenens 358
JOD PAMSEI .ttt et bbb b s s se bt se s e s eaenearenene 358
JODS Via LPR PIOLOCO . ...cecuieeceeetctetetetctetetetcteteteteetee s ebessese s ese s sessesessesessesensesensenensenens 359



T4.1.5  JODS VIA IPPS ...ttt sttt ettt sttt e seseenes 359

14.1.6  JODS Via MODILE AEVICES ...ttt be et sese s s s s s s s e s s s nan 359
T4.1.7  JODS VIa EMAIL ettt et s se et et se st s e e et et e sa s s esesesa st esesansnsesanan 360
T4.1.8  JODS VIAWED ettt a s s s bt es s s s s n s esesesnnenenn 361
TA.1.9  JOD PrOVIEW...eeeeeeeeeeeteteeeteteeete ettt s e s s s s e s s b e s s e b e e st e s esesa s et esessssesesasansesesanan 361
TA. 110 JOD PrIVACY oottt sese e s s s s se s esessesesaesensesensesensesensesensessnsensasessnseseane 361
14.1.11 Watermark COll@CEIONS SECLION ......ovcueeeeeeereeeeerereeeeteree et r et ese e ese s s s s ssesenan 362
TA.2  LISE OF JODS ettt ettt ese s s s s ese s sessesesensesessesesneseneasenennes 362
14.2.1  JODS AiSPlay OPLIONS......ooueeereteteeeteteeteeeteete ettt se s s saesessesessesessesesesessesensessnsessnsesanee 362
T4.2.2  JOD SEAEUS .ttt e se s s s s s s s e s s ebesess s esesesansesesessasesesessnsesesenen 362
T4.2.3  FAVOTILE JODS vttt ettt ete e aae s e s s te e e s s ese s sa s e b ese st esesasa st esessnssesesansnsesenen 362
T4.3 EILING JODS ittt sre e sest s e e sse st essessssensessesessensesssensensenens 363
14.3.T  DELELING JODS .ttt st st st beses et ebessbesesesesesesasesesasesesesanssanessnsasnsssnes 363
TA.A  JOD PaISEr ettt ettt esesae e b et e e sebe s e e esessessessesensensesssensensesens 363
14.5 Notifying the admin and users about refused jobs..........cccoveeeereeeenreeereerereienns 364
TA.6 JODS PIrOVIEW ..ttt eve e bese s e ssessessesesessessesessensessesensensesens 365
T4.7  JOD ATCRIVING ettt be e e e b s e s sesaessesesensensesens 366
14.7.1  Setting UP JOD @rChiVING.....ucu ittt se s s saese s ese s se s essnnesenesanne 366
14.7.2  VieWiNG arChiVEd JODS ...ttt tesssss ettt ssesesesesese bbb a e e s ssssssas 367
T4.8  JODS VIGIPPS.....eeeeeeteeteeteteteeeteteee s sae e e b e s e s sessesseseesessessessesessessesaesensensesens 368
T4.8.1  IPPS Via WINAOWS ....oeeieiereeeteteeceteteeetsteseesese e e s sese e ssssesesassssesessssssesesessssssesensssesesessnssesanes 368
T4.8.2  IPPS VIA MACOS ... ettt reesetestestesaeseeseseeseesessesse st esessesaesassansansansensensensesessassensansansan 369
14.8.3  IPPS Via CRrOMEDOOK ...ttt et st ae s s s e s s se s s s nan 370
T4.8.4  IPPS VIA LINUX ..uviuiieietieisierteesteestsesteeste e seessesessesssessssessssessssessesessssassesessesessssessesessesesesensesanes 375
TA.9  JOD PriVACY ettt ere s b et e e sbesbe s e sessessessesessensessesensensesens 376
T4.10  WAEEIMATKS c.veveeeevereeeeereeteeeeeteetetereetesaeeeseesessesseseesessessesessessessesensessessesensensessesensessesens 377
14.10.1 Creating, editing, and deleting watermark collections ...........cceeeereveeceereeeceereeeereeeenenn 377
14.10.2 Adding, editing, and deleting WatermMarks ........cccoceueeveeeeeeereinerneeereeeeeeeeeeeeeeesssnns 378
14.10.3 Attaching watermark colleCtions LO QUEUES ........uceeeeceerceierceteeeteeeretereeere et sesenne 380
15 REPOTES ettt see e e rre e s e e e e s s s e sa e s s e s rsa e s s s sna e s s snaans 382
15.1 RO P OTE TYPES ettt et rre s st e s e e s saesssa e s sae s sae s saaesssa s snassnsesssaesssesnnensnes 382
15.1.1  REPOTE CAQEEGOTIES ..ottt te e te et e e e testeste e e e s e e e s e se st asse st et e e esessessesansansanean 383
15.2  REPOTEING SOUIMCES....ccveeteeeeeeeeeteteeteseeeeeeaetessessessessessessessessassasssessessessessansessessasssensen 395
15.3  RepPOrt values dESCIPLION .....coceuecvereeereeteetetesereeee e aeseesesessessesessesesesessesessasesennes 395
15.4  Creating and €diting FEPOTES ...ttt reee s sae s eseesessessesens 397
15.4.1  EQILiNG @ TEPOTL ettt eteseese e sessesessesessesessesessesessesensesessessnsesersessasessasesssesnane 397
15.4.2 Creating new aggregated COIUMNS.........c.oeeveeereeereeereeereceere et a e s s aesanne 401
15.5  GENETALING TEPOTES c..ueeeeteeteeteceeceete et ree e e steesaeeaesseesbaesesssessaesassesssessassasssenssensann 403
16 ConNEeCtion EO Bl EOOIS ...ttt nan 405
16.1 Embedded Database Connection CoNfiguration.........cceeeeeeeeeneeeeeeresveneneen. 405
16.2  CrEabiNgG REPOTMES ...uveeiieteereeteeteeeeereeeteereeeeeseesseeseessesseessasssesssesssessesssesssessssssesssesssensenn 407

16.2.1  MaNUAl REPOTMES CrEALION ...veeveveereeeectereretcreeteeetesee e s ese e ese s esessesessesessesessesessessasessaseseane 407



16.2.2
16.2.3
16.2.4

17
17.1
17.1.1
17.1.2
17.1.3
17.1.4
17.2
17.2.1
17.2.2

18
18.1
18.2
18.3
18.3.1
18.3.2
18.3.3

19

19.1

19.2

19.2.1
19.2.2
19.2.3
19.3

19.3.1
19.3.2
19.3.3
19.3.4
19.3.5
19.4

19.4.1
19.4.2
19.4.3
19.5

19.5.1
19.5.2
19.6

19.6.1
19.6.2

19.7

Reports creation via temMPLlate iMPOTE.......ceeeereeeeerereeeerereeeerere e sese s ss s senene 411

REPOTE EXAMIPLES ...ttt be bbb s ebe s ebessebensesessesessesensesensesensenens 412
Database VIEWS A@SCIIPLION ....c.ecveveeeeeereeeeteeereeeteeeteeeteeere s s esesesesesesesessesesesensesessesensenens 413
SCANNING ANA OCR ...ttt et et esseess et ebessesssessenns 424
SCAN EO M .ttt e e s ste e e e e s s aa e s ae s st e s e aa e e beessaasssa s saaessaeensaesssasnsaenn 424
SELLING UP ENE FEALUNE .ttt se s se e b e s s s s senenennenens 424
Set the destinations for the MyQ users on the MyQ SEIVET .........cueeeeerereereererereeeeeserennes 425
USING ENE SCAN £O ME FEAEUTE ...ttt et et se s e sessesessesessesensenan 426
SCAN EMAIL SIZE LIMIES...vivieeeeeeeeeeeteeeteeee ettt s s ese e sessebessese s sesnesennesensenens 426
O CR e eeteeteetectecteete e steesaeesesseesse e s e s s esses s eessasssesaessasssensaeseessasssessesaessenssensasnsenssases 427
ACEIVALION AN SEEUP vttt bbb be e se s sessebessesessesensesensesensenens 427
OCR PIrOCESSING ..ueeueecteereeiesteeeesteseessessaessessesseessesssessessassssssessessssssesssessessassssssasssssssssesssessesssessanses 429
COAB BOOKS ...ttt ese s ne s essessesessessessensensensenn 430
LDAP SOUTCE COAE BOOKS .....ceveieeereeeeectectetcecteeretcrereereteneseesessesessesensessessesessensennens 431
INEEINAL COAER LIS ..uuirinriiereereeeeeeeeteeeeetestereeseeseteseseesesaeseseesesesessesensessessesensensensens 432
MS EXChange Address BOOK.......ececieeiceeterceceeterceeteetesesresessesessesessessessesessensensene 433
MS Exchange Server CONFIGUIALION ......cocueeevererereeeeetereeeeee e eeesese e sssesesesesesesesssesesesensesens 434
Adding a new MS Exchange Code Book in MYQ........cceeeieeeeeneeeeeeeereeeeeeseesesesesessesenes 435
Using MS Exchange Code Books on a MyQ SCan Profile........ceeeeeeeeeeereeeeeeerereerennenes 436
CTEAIE ottt be s s s essese b e sbessesnennenseneenn 438
ACEIVALION ANA SEEUP vttt ese s bt essesessesessesesessesnenen 438
MaNUAL CreAIL TECRATNGE ...ttt er e e s s sesesenesnsenes 440
Providing users with rights to recharge credit........ e 440
Recharging credit on the Credit SEAEEMENE EAD .....ueveeeeeceeereeteeecceeeee e 440
Recharging credit on the Users Main tab.......... et nenns 441
Recharging credit by VOUCRETS ... ettt 442
Setting Ehe VOUCHET FOMMAL ...ttt eresse e ssesessese s sessessssesessenenne 443
Custom L0go FOT Credit VOUCRETS........cueeeeeecteteeeteeteeeteeeteeesese s s ese s s s esensesessenenne 443
VOUCRET BAECRES ...ttt se e b ese e be s ese s se s ese s esessenensenensenens 444
Providing users with rights t0 Manage VOUCKETS. ...t eenns 445
VOUCNETS USAGE OVETVIEW ...eveeereerererererereereseesetesessesessesessesssessesessssessesessesessesessesessessssesensesens 445
Recharging credit vVia PAyPal...........oeereeereeeeeeeeeeeeeeseseeese s e ssesessesesesesssesennes 446
Setting up the PayPal payMmeENE OPLION .......ceeeeeereeeeeeteteeetetee et s sse e nseseseanes 446
Recharging credit via PayPal on the user's account on the MyQ Web Interface............ 448
Recharging credit via WebPay on the user's account on the MyQ Web Interface......... 449
Recharging credit Via WEDPAY ...ttt 450
SEEEING UP WEDPAY ...ttt ettt ettt s e et a st tesanan 450
Setting up the WebPay payment option on the MyQ Web Interface.........cceceeueveverennnee 451
Recharging credit Via CASHNEE ..ottt eseseseeseesesseneseene 451
Setting up the CASHNEL PAYMENL OPLION ... iiereeereeereeereteretereeteereseereseeressesessesessesesnenens 451
Recharging credit via CASHNet on the user's account on the MyQ Web Interface.......454

Recharging credit Via SNAPSCaN ......ciieerereeerererereereteeereesesseseseesesessessesessensensens 455



19.7.1
19.7.2
19.8

19.9
19.9.1

19.9.2
19.10

20

20.1
20.2
20.3

20.4
20.4.1
20.4.2

21
21.1
21.2
21.3
21.3.1
21.4
21.4.1
21.4.2
21.4.3
21.5
21.5.1
21.5.2

22

22.1
22.2
22.2.1

22.2.2

22.3
22.3.1

22.3.2
22.3.3

23
24
25
26
27

Setting up the SNapScan PaYMENE OPLION ......cevvevereeeeeerereetereeeeere e ese e eese e nseseseanes 455
Recharging credit via SnapScan on the user's account on the MyQ Web Interface ......456
BULK Credit FECRAIGE ..ttt sb e ses e s b e s neene 456
Manual reset of users' credit on the MyQ Web Interface ........coeeeeveerereevennenne. 458
Resetting credit on the Credit Statement tab........coeeieeeeeeceeeccceeeee e 458
Resetting credit on the USers Main @b .......ccceeeeeeeeeeeeereeeeeeereeerereeseeeseseesesnesesesessenens 459
Credit ACCOUNEING FEPOTLS .....ooveeeeeeretcecteeretereeereterereeretes s esesse s essesessessesssensessenees 460
L@ 11 o] o= IR SRS 462
Activation anNd GENETAL SELUP ..uceeveeeeeeeeecreeereeeteetereeere s s sesesesessesesseseseasesennes 462
CrEALING QUOLAS ...ttt cte e s e e s et e st e s e s se s e s e e e e s e sessessassesnaennenes 463
EQIEING QUOLAS ..ottt se s be st esseseesesesseseesensessessesessensennene 463
BOOSEING QUOLAS ...ttt sttt sttt se st e s e sse st e e s e sa s e e e e sae st eaesanes 465
Boosting quotas on the Quota Boosts Main tab.........ceoueeeveeeeeeereeeeeeeeeeeeeee e 465
Boosting quota of a particular user on the Users main tab ........oceveveveeveenrceciereenene 466
o o =T ol ST 468
Projects activation aNd SEEUP ...ttt reseerese e esessessessesessensensens 468
CrEALING PrOJECES...ccureereecteerteeeeeeeeteeteerresseesseessesssesseessesssesssessesssasssesssessassesssessesssesssennes 468
ProjeCt MANAgEMENE.....cui ettt ere e e e e e aesaessesseeseesaessessesessessessnenseneen 469
MaNAGING PTrOJECE GIOUPS ...eevereereereereteeetereeeeeeseesessessessessessessessesessessessessessessessossessesessesensensen 470
Importing projects FroOM CSV FIlES ...ttt e 470
ManUaLly iMPOTEING PrOJECES ...viueereiereeeeeeeteeereecterereeereterere et esessesesesesesessesesssessesensenan 471
Setting up the Project synchronization scheduled ask .........c.oeeeeereeeeeeeeeeereeereeereeenene 471
SYNEAX OF ENE ProJECES' CSV FilB.uuuiiereeeeeeteeeeeteeeeete ettt se e nse e seneneseanes 472
Assigning projects £O Print JODS ...t ese s 473
Assigning projects in MyQ DeSKEOP CLENL .......cuceeveeeveeereeeteeeteeeteeereeereeere s s eesesenens 473
Assigning Projects on the JObs Main tab........c.couieeeeeeeccccccee e 474
PrICE LISE ettt te e e teesteesae e e s se e be e e e ssaessaessesnaensesnsanns 475
AdAING PriCE lISES..viurerieirereiereeereeetceetceteteeere et esesesesessesessesessesesessesessesesssessaseneanes 475
EQILiNG PriCE lISES ..ueeveuerereeeeeeeteectereeeeteeete et seseeeseesesesesesesesesesesesessesesssensnsesennns 475
Setting prices of print, copy, SCAN aNd FAX SEIVICES .....ooveeereeerrerrereeereeererererereseesesesessesenne 476
Attaching price lists O Printing AEVICES .....uueeieeereeecerereeeeteeeteeeteeeree e s s s s nenens 477
DISCOUNES ..eveeeeieeeetetecteete et e et e stestesae s e e e e e e stessessessas e e e essessessesassaesasnsensansansessessannsensan 478
Creating @ NEW AiSCOUNL ...ttt s ebessesessesessesessesessesessesessesssessasesensensans 479
EQItiNG @ QISCOUNL ...ttt ese s s s ese s sessesessesesnesessesensenessesensenens 479
DeElELiNG @ AISCOUNL c..eveeeeeeeeeteeteetee ettt eeae s seese e ese s se s esesaesesaesensesessesensesensesersesensenens 480
System HEAlER CheCK ...t 481
UPdAEING MYQ ..ttt etesae s s essessesseessessessesssessensons 483
UNINSEALING MYQ .ttt eresse s essessesssesnennens 485
AVAilable [ANGUAGES ...ttt se e 486
BUSINESS CONEACES.....couieeeeteeeeeteeteeteeeeeteeteesreeeeeseeaeesseeseesseesesssesseesens 488



MyQ Print Server 10.1 RTM

MyQ is a universal printing solution that provides a wide variety of services related to
printing, copying, and scanning. All functions are integrated into a single unified
system, which results in an easy and intuitive employment, with minimal
requirements for installation and system administration.

The main areas of application of the MyQ solution are monitoring, reporting and
administration of printing devices; print, copy, and scan management, extended
access to printing services via the MyQ Mobile application and the MyQ Web
Interface, and simplified operation of printing devices via MyQ Embedded terminals.

Here you can find all the information needed to install, configure, upgrade, and
uninstall the MyQ® print management system, how to set up the system through the
MyQ Web Administrator Interface, activate licenses, and set print ports.
Furthermore, you can learn how to maintain the MyQ® system, acquire its statistical
data, and monitor the print environment.

All changes compared to the previous version are listed in the release notes,
available online and in PDF.
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What's New in 10.1

1 What's New in 10.1

Here's an overview of the new features included in MyQ 10.1
https://www.youtube.com/watch?v=tELIhICH3No

1.1.1 Easy Print

This new terminal action brings the ease
of Easy Scan and Easy Copy to Printing.
It allows users to print files from cloud
storages, network drives, and local
drives without sending them to MyQ
First.

You can define the available sources and
print properties, allowing users to
choose the file they need, and print it,
with just a few clicks.

1.1.3 Integration with Entra
ID

Your MyQ server can now be simply and
seamlessly connected to your Microsoft
Entra ID. This makes single sign-on with
Microsoft available to end users in MyQ.

In addition, Entra ID can be used for
user synchronization, and as an
authentication server, with
improvements throughout your print
solution.

1.1.2 Job Preview on
Embedded Terminals

Job preview is an essential feature in
any printing environment, a last step on
the printing journey minimizing errors
and saving paper.

End users can now preview any job
before printing directly on the
embedded terminal, or in the MyQ
mobile application, you simply need to
click enable in your Job Settings.

1.1.4 Print Job Encryption

MyQ offers end-to-end encryption (the
entire user —server — printer journey)
meaning documents stay safe
throughout the printing process.

In addition, you can now encrypt print
jobs that are pending on the MyQ
server, so that your entire print
environment is secure.

© And so much more, see all the improvements and changes in 10.1 in our

Release Notes.
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Basic Information

2 Basic Information

Here you can find all the information needed to install, configure, upgrade, and
uninstall the MyQ® print management system. It describes how to set up the system
through the MyQ web administrator interface, activate licenses, and set print port.
Furthermore, it shows how to maintain the MyQ® system, acquire its statistical data,
and monitor the print environment.

MyQ is a universal printing solution that provides a wide variety of services related to
printing, copying, and scanning. All functions are integrated into a single unified
system, which results in easy and intuitive employment with minimal requirements
for installation and system administration.

The main areas of application of the MyQ solution are monitoring, reporting and
administration of printing devices - print, copy, and scan management- extended to
printing services via the MyQ Mobile application, and the MyQ web interface and
simplified operation of printing devices via MyQ Embedded terminals.

2.1 MyQ Architecture

2.1.1 MyQ Servers and applications

MyQ is a distributed system made of servers and client applications. The image below
depicts a high level overview of all the components and main communication
channels. Each component usually runs on its own computer be it a server, a PC, a
mobile phone, or a printer.
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The Central Server is responsible for Site Servers configuration, reporting, and
licensing. Site Servers still need additional individual configuration.

A Site Server is responsible for print job spooling, scan delivering, user interaction
with printers, printer monitoring, and many more.

The OCR Server is used for Optical Character Recognition on scan jobs. An OCR
server uses lots of resources, so it usually runs on its own machine.

MyQ Desktop Client is an additional application running on users PCs. It offers user
authentication and identification, project and cost-center selection, local printers
monitoring (mostly USB), client spooling and many other features.

15




Basic Information

The MyQ X Mobile Client is used for native printing on iOS, macOS, and Android
devices.

Mobile Print Agent gives users access to printers via AirPrint (for iOS), and Mopria
Print Service (For Android smart phones or tablets). It usually runs on its own machine
with access to a Wi-Fi network where mobile devices can discover it.

2.1.2 Print Server from the OS process perspective

In the image below, you can see what OS processes are running on a Print Server, and
what the main communication channels are.

Package API } J
MyQ API : @ APL @
MyQ Ul
Y ] HTTP Router HTTP Server Terminal Packages
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) \X\W
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e
P/(%ﬁ)
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The heart of the system is the Print Server. It's based on the WSF Platform - MyQ's
platform for network services development. MyQ specific logic is implemented as
Platform services, which are packaged in plugin*.dll files. These plugins are written
in C++ and a few of them also in C#. WSF Platform also supports services
implemented in PHP. PHP doesn't support DLLs, so the platform services
implemented in PHP are invoked via a set of php.exe workers.

The Print Server also manages a set of Job Processor workers which are used for
job parsing. The Job Processor is running as a process and not as a part of the Print
Server, to avoid its failure in case of the Job Processor’s failure.
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As a network server, Print Server Service is responsible for receiving print jobs via
LPR, IPP, and other protocols. It also handles Messages, which is our push-
notifications engine. Messages are used to notify clients about events in the system.

Apache is an HTTP server for our Web Ul and MyQ REST API. Both applications are
implemented in PHP. Apache is maintaining a set of php-cgi.exe workers to handle
execution.

HTTP Router is our reverse proxy through which all incoming HTTP based traffic
flows. It's main functionality is TLS termination.

Terminal Packages implement the embedded terminal for a specific vendor. They
expose their own API used by the printers.

PM Server is a component created by Kyocera. It provides API to configure Kyocera
devices and to install the embedded terminal application. PM Server uses the Thrift
technology to implement its API. MyQ is also providing part of its API via Thrift, so
PM Server can access it.

Many of the components use the Database Server to store data. Furthermore, many
of the components including Firebird, store their data in the MyQ Data Folder which
is located by default in C:\ProgramData\MyQ. In production, this folder is typically
located on a network drive.

Executable names

Friendly name Executable name Alternative names
HTTP Router traefik.exe Traefik

HTTP Server httpd.exe Apache

Database Server firebird.exe Firebird

Print Server myq.exe

Kyocera Provider knum.server.exe PM Server
*Terminals MyQ*Terminal.exe Terminal Package
Job Processor MyQJobProcessor.exe

*used for vendor name

2.2 Network Communication Architecture

The image below depicts an overview of the components and main network
communication channels.
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MyQ --> License server: An external connection to the MyQ license server is
required for license activation. (Old license model license.myq.cz, new license model
license2.myq.cz).

The connection is protected via 443 TCP. If a connection to the license server is not
possible, there is also the possibility of offline activation.

MyQ <--> Active Directory: User synchronization (LDAP/ Open LDAP) takes place via
port 389 or 636 by default.

MyQ --> Email Server: Scans/emails are first transmitted from the MFP to MyQ
server. This server acts as a relay for emails and forwards the emails to the stored
customer email server. The required ports are individual, depending on the
corresponding settings of the customer email server.

MyQ --> MyQ Web UI: HTTP protocol for accessing the MyQ web interface as well as
communication with embedded terminals and job roaming between MyQ servers.:
https//:serverhostname:8090

If needed, the unsecure connection can be enabled in MyQ Easy Config, using port
8080.

MyQ --> Print job Release: The output of the print jobs from MyQ server to the MFP
is done via RAW 9100 by default (can be changed if required LPR, IPP, IPPS, MPP,
MPPS).

The device status of the printing systems, as well as toner and ink stands, are read
out via SNMP UDP 161. (SNMP protocol can be changed if required SNMP v1, SNMP
v2, SNMP v3).
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MyQ <-- Scanning via MFP: All scans (email/folder) are done via port 25 by default,
FTP port 21 if required.

MyQ <-- BYOD & MyQ Mobile App: For working with smartphones/tablets, both
AirPrint/Mopria and MyQ Mobile App, port 8632 and 8090 are required.

MyQ <-- User Clients: Printing to a MyQ queue is done via a print object configured
for this purpose. By default, printing to the MyQ server is done via LPR port 515.
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3 System Requirements

The operating system and other software require their own additional system
resources. The system requirements described below are only for MyQ solution.

3.1 MyQ Print Server - Site mode (Central Server & Site

Servers architecture)

3.1.1 Site servers Hardware requirements up to 30 000 devices

1-10 11-100 101-300 301-600 601 -30000
devices devices devices devices devices
Physical 5 6 8 10 10
Core
RAM 6GB 8GB 12GB 14GB 14GB
Minimum 1x 1x 1x 1x 1x Central server
number of Central Central Central Central More Site servers
servers server server server server with max 600
1x Site 1x Site 1x Site 1x Site devices each
server server server server
Storage 30GB 33GB - 380GB - 1,4T - 2TB per 600
space 350GB 1TB 2TB devices

(calculated with AMD Ryzen Threadripper 1920X 3,5GHz)

For the MyQ Central Server Hardware specification, check the MyQ Central Server
guide.

Valid For a typical use case:

Print job spooling via Windows spooler or directly to MyQ print queue
Integrated Firebird database - installed automatically
Activated Job Parser
Activated Credit Accounting
Activated Quota
Activated Job Archiving
High number of Office documents printed via email/web/mobile
Use of MyQ Desktop Client (MDC) or
o Use of MyQ Smart Job Manager (SJM)
o Use of MyQ Smart Print Services (SPS)
Watermarks used in queues
Heavy usage of MyQ API
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170 users per device (up to 100 000 users total)
Heavy printing

30% active user sessions at once

Embedded terminal installed on all devices
User synchronization from Central Server

Data replication to Central Server

3.1.2 Recommendations

¢ Install Windows updates out of working hours.

¢ Always monitor the server performance during peak usage hours and adjust
the settings accordingly.

¢ Changing the power plan of Windows Server in Control Panel - Hardware -
Power Options from Balanced (the default setting) to High performance is
recommended to utilize the maximum performance. This may help speed up
database operations.

a It is possible to install MyQ Central Server and MyQ Site Server on one
Server, but it is recommended only for small installations (small Site Server).
In this case, the HW requirements for both MyQ Central and MyQ Site Server
need to be taken into account.

3.2 MyQ Print Server - Standalone mode

3.2.1 MyQ Print Server Hardware requirements up to 600

devices
1-10 11-100 101-300 301-600
devices devices devices devices
Physical 3 4 6 8
Core*
RAM 6GB 8GB 12GB 14GB
Storage 30GB 33GB-350GB 380GB-1TB 1,4TB-2TB
space

*|t is recommended to use +1 physical core if Credit/Quota is used.
(calculated with AMD Ryzen Threadripper 1920X 3,5GHz)

Valid for a typical use case:

¢ Print job spooling via Windows spooler or directly to MyQ print queue
e Integrated Firebird database - installed automatically
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Activated Job Parser
Activated Job Archiving
High number of Office documents printed via email/web/mobile
Use of MyQ Desktop Client (MDC) or
o Use of MyQ Smart Job Manager (SJM)
o Use of MyQ Smart Print Services (SPS)
Watermarks used in queues
Heavy usage of MyQ API
170 users per device (up to 100 000 users total)
Heavy printing
30% active user sessions at once
Embedded terminal installed on all devices

3.2.2 Recommendations

¢ Install Windows updates out of working hours.

¢ Always monitor the server performance during peak usage hours and adjust
the settings accordingly.

¢ Changing the power plan of Windows Server in Control Panel - Hardware -
Power Options from Balanced (the default setting) to High performance is
recommended to utilize the maximum performance. This may help speed up
database operations.

3.2.3 Storage

The MyQ Print Server installation files are approximately 700MB.
The annual printing volume For 1 printer is approximately 10,000 jobs; it is possible to
multiply this value for the particular number of printers.

MyQ data folder (jobs, main database, and log database increasing):
10k jobs 100k jobs 1M jobs

35GB 300GB 3,5TB

Counted for jobs with 2,9MB size.
By default, jobs are deleted every 7 days.

The Job archiving feature needs additional free space in data storage due to used
configuration.

A dedicated disk for MyQ Data storage (jobs, main database and log database) is
recommended.

During upgrades of the MyQ Print Server system, the actual size of the MyQ
installation on the server (including MyQ database) may temporarily grow up to four
times.
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The size of the MyQ database depends on the size and complexity of your printing
environment (number of users, printing devices, sent jobs etc.).

Storage performance

e minimum 100 IOPS required.

¢ RAID data storage supported.

e for systems with a large number of direct queues, it is strongly recommended
using SSD.

3.2.4 MyQ Desktop Client

If there are 100 - 1000 or more client computers using MyQ Desktop Client (MDC) (or
MyQ Smart Job Manager (SJM) and/or MyQ Smart Print Services (SPS)), the MyQ
Print Server requires 2+ physical cores just for the MyQ Desktop Client

operations. The recommended configuration may vary according to the system load.

3.2.5 Recommended no. of users and groups

Users: up to 100,000 (30,000 - 60,000 per one synchronizing line). Depends on the
length and number of fields for synchronization.

Groups: up to 40,000/10 tree levels (group in group in group). Each user can be in up
to 50 groups.

3.2.6 Operating System

Windows Server 2012/2012 R2/2016/2019/2022, with all the latest updates; only
64bit OS supported.

Windows 8.1/10/11**, with all the latest updates; only 64bit OS supported. Be aware
of the connection limit of up to 20 clients (Windows EULA).

**For the trouble-free running of the machine, it is strongly recommended using
a Windows Server OS.

3.3 Additional software required

e Microsoft .NET Core 6.0
e Microsoft .NET Framework (4.7.2 Full Version or higher)

o Microsoft .NET Core 6.0 is installed automatically at the beginning of the MyQ
installation. If installation fails, the installer can not proceed, and the installation is
terminated. In such case, .NET Core 6.0 has to be installed prior to MyQ installation
manually.

Microsoft .NET Framework is not automatically installed and needs to be installed
prior to running MyQ installation.
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We recommend enabling automatic .NET updates using Microsoft Update, learn how
to do so here.

Windows Server 2022 Core

If the Easy Config does not launch, it may be necessary to install Server Core App
Compatibility Feature on Demand in Windows Server. It can be installed from
PowerShell as a Windows Update using this command:

Add-WindowsCapability -Online -Name
ServerCore.AppCompatibility~~~~0.0.1.0

Restart the server after installation is finished.

3.3.1 Web browser

Microsoft Edge 91 or higher (Recommended)

Google Chrome 91 or higher

Mozilla Firefox 91 or higher

Apple Safari 15 or higher

Opera 82 or higher

Internet Explorer and MS Edge Legacy are no longer supported

a WebSocket notifications only work with valid certificates in some browsers.
Some MyQ features may have limited functionality without them, and it's
recommended to have them valid and installed on all client devices.

3.3.2 Security

DigiCert Global Root CA certificate (required for Installation Key license activation)
- https://www.digicert.com/kb/digicert-root-certificates.htm#roots.

It should be included by default in the latest updated Windows versions.
Supported Public Key Infrastructure for asymmetric cryptography.

Limitations:
¢ To make sure that the MyQ system runs smoothly, you need to set an
exception for MyQ in your antivirus setup.
¢ MyQ should not be installed on a Domain Controller.

3.4 MyQ installation in Private cloud

MyQ can also be installed in Private Cloud. For requirements and further details, see
Installation in Private Cloud.
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3.5 Installed parts and possible conflicts

The installation file contains, besides the MyQ system itself, installations of a Firebird
database server, an Apache web server, PHP runtime, and PM server. With the Scan
Management function activated, the MyQ system uses its own SMTP server.

If there are other systems that run on the same server and use databases, web
interfaces, PHP, or email servers, there is a risk of system conflicts. These conflicts
can cause malfunctions on one or more of the systems. Therefore, we recommend
you install MyQ on a server with a clean OS installation.

MyQ fully supports installation on virtual servers.

3.6 Main Communication Ports

If you need to adjust your firewall, it is recommended to allow MyQ processes in the
firewall and not particular ports. If you allow particular ports, MyQ may stop working
if:

1. you change port settings in MyQ, or
2.you upgrade to a newer version and the port specification has changed.

Terminal packages may use additional ports. Check the particular terminal package
specification for details.

Make sure to create an exception that allows ICMP Echo Requests/Replies (Ping)
through your Windows Firewall, as MyQ uses it by default to check the printers'
status.

3.6.1 Incoming Ports

The server is listening on the following ports (does not include private ports):

Przll:oc Port Configurable Description
TCP 21 Yes (WebUl) FTP protocol for receiving scans. The server runs

only in passive mode and each data connection
runs over a dynamic port in the 49152 - 65535
range.

TCP 25 Yes (WebUl) SMTP protocol for Scan Management function,
receiving email notifications from printers, and
for receiving emails with jobs.

TCP 587  Yes (WebUl) SMTPS protocol. Used in the same scenarios as
SMTP.



Protoc Port
ol
TCP 515
TCP 910
0
TCP 863
1
TCP 863
2
TCP 809
0
UDP 111
12
UDP 111
08
TCP 808
0
PM Server:
Protoc Port
ol
TCP 631

Configurable

Yes (WebUI)

Yes (WebUlI)

Yes (WebUlI)

Yes (WebUlI)

Yes (Easy
Config)

No

No

Yes (Easy
Config)

Configurabl
e

No

System Requirements

Description

LPR protocol for print job transmission to the
MyQ server.

RAW protocol for print job transmission to the
MyQ server.

IPPS protocol for print job transmission to the
MyQ server.

AirPrint/MOPRIA protocol for print job
transmission to the MyQ server.

HTTP protocol for accessing MyQ web interface,
communication with Embedded terminals and job
roaming among MyQ servers.

Communication with MyQ Desktop Client (MDC) -
former MyQ Smart Job Manager (SJM) and MyQ
Smart Print Services (SPS). The answer is returned
on a dynamic port in the 49152 - 65535 range.

Communication with old terminals (7.6 and older).

Upgrade only.

Obsolete HTTP protocol for accessing MyQ web
interface, communication with Embedded
terminals and job roaming among MyQ servers.

Can be removed in Easy Config and only 8090 can
be used.

Description

Port for Mobile print via IPP.
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Protoc
ol

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

TCP

Port

717

909
0,
909
1
909
909
909
909
909
909

909

910

Configurabl
e

No

No

No

Yes (WebUlI)

No

Yes (WebUI)

Yes (WebUlI)

Yes (WebUlI)

Yes (WebUI)

No

3.6.2 Outgoing Ports

The server is connecting to the following ports (does not include localhost
connections):

System Requirements

Description

Port for Mobile print via IPPS.

Necessary for remote setup of Kyocera
embedded terminals.

Felica reader

Authentication / Authorization.

Driver access, mobile access.

Spooler service.

Log information event.

Job status event.

Thrift access.

User session service.

27



Protoco
l

TCP

TCP

TCP

TCP

TCP

UDP

Port

443

515

631

910

100

40

111
08

System Requirements

Description

¢ |PPS protocol for print job transmission from MyQ to
printing devices.

e License activation server. The MyQ license server address
is license2.myq.cz.
The old MyQ license server address is license.myq.cz.

e Other enabled services from Settings -~ Connections
(Microsoft Universal Print, One Drive, ...)

LPR protocol for print job transmission from MyQ to printing
devices.

IPP protocol for print job transmission from MyQ to printing
devices.

Raw protocol for print job transmission from MyQ to printing
devices.

MPP/MPPS protocol for print job transmission from MyQ to
printing devices.

Communication with old terminals (7.6 and older).

You can also setup additional services that require further configuration and their
port will often differ:

Protoco
l

TCP

TCP

TCP

TCP

Port

Cust
om

Cust
om

Cust
om

Cust
om

Default Description

110 Connection to email server via POP3 protocol for
receiving jobs via email.

143/993 Connection to email server via IMAP/IMAPS
protocol for receiving jobs via email.

25/465/58 Connection to SMTP server for sending outgoing
7 emails from MyQ.

389/636/1 Connection to Authentication server(s) (LDAP,
812 Radius, ...) for user authentication/synchronization.
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Protoco

L Port Default Description
TCP Cust 8093 Connection to MyQ Central Server.
om
UDP Cust 161 SNMP protocol for communication with printing
om devices. Answer from printer is returned on a
dynamic port.
TCP Cust - Connection to External credit account.

om
MyQ can connect to dynamic ports in the following contexts:

Protoc

ol Port Description

UDP Dynami  Communication with MDC (Former SJM and SPS). The port
C range is 49152 - 65535.

3.6.3 Embedded Packages Ports

Kyocera

IFSSLis on, it's  Events are notified internally to the embedded application. No

used For the network communication is used.

following

events:

MyQ Server e HTTP or HTTPS: 8090 (default) - it depends on the

configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

(Protocol: Port
- Description)
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Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

System Requirements

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

TCP: (OUT) 11108 - TCP link to device. Send request to Printers.

Kyocera 8.0+

Arandom TCP port is opened on each package service start/
restart, to be used for receiving scans over FTP. The package
then tries to configure the Windows firewall to open the port
for outside connections.

TCP: (IN/JOUT) 11108 - TCP link to device. Usage: Receive
requests from Package.

TCP: (IN) 10040 - Usage: Use printer as a proxy for TCP
communication.

UDP: (IN) 11108 in - UDP Link to device. Multipurpose. It
dispatches all the received UDP packages. Usage: Receive
requests to get local jobs.

UDP: (OUT) 11108 - Send broadcast to printers. GetJobs (Local
Spooling)

TCP: (IN/OUT_ 10030 - TCP link to device. Usage: Receive
requests or responses from other devices.

TCP: (IN) 10010 - Usage: Receive raw data of print jobs for local
direct print job.

TCP: (IN) 10011 - Usage: Receive raw data of print jobs for local
hold job.

TCP: (IN) 10013 - Usage: Receive raw data of print jobs for local
delegate job.

TCP: (IN) 10020 - Usage: Receive raw data of print jobs for local
LPR jobs.

TCP: (IN) 10012 - Usage: Receive raw data of print jobs for local
pull print jobs (Pull Print).

Note: Other ports used by the printer (common for all printers.
Eg. 9100 for raw printing, etc.).

HP
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If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

System Requirements

All types of events go through SSL

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

(OUT) 57627 - non SSL
(OUT) 7627 - SSL

Toshiba

All types of events go through SSL

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

(OUT) 49629, 50083 - non SSL
(OUT) 49630, 50083 - SSL

Xerox
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If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

Package

(Protocol: Port
- Description)

System Requirements

Always SSL

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

HTTP: (OUT) 80 - Used to access to Xerox EIP

SNMP: (OUT) 161 - Used to set up the configuration of the
printer.

Canon

Events are notified internally to the embedded application. No
network communication is used.

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

TCP: (OUT) 11108 - TCP link to device. Send request to Printers.
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Printer TCP: 11108 - TCP link to device. Usage: Receive requests from

(Protocol: Port Package.

- Description) TCP: 10040 - Usage: Use printer as a proxy for TCP
communication.

Note: Other ports used by the printer (common for all printers.
Eg 9100 for raw printing, etc.).

Ricoh

IFSSLis on,it's  Events are notified internally to the embedded application. No
used for the network communication is used.

Following

events:
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Printer

(Protocol: Port
- Description)

If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

System Requirements

TCP: 49109 - sends live application logs from the device.

TCP: 11108 - TCP link to device. Usage: Receive requests from
Package.

TCP: 10040 - Usage: Use printer as a proxy for TCP
communication.

UDP: 11108 in - UDP Link to device. Multipurpose. It dispatches
all the received UDP packages. Usage: Receive requests to get
local jobs.

UDP: 11108 out - Send broadcast to printers. GetJobs (Local
Spooling)

TCP: 10030 - TCP link to device. Usage: Receive requests or
responses from other devices.

TCP: 10010 - Usage: Receive raw data of print jobs for local
direct print job.

TCP: 10011 - Usage: Receive raw data of print jobs for local
hold job.

TCP: 10013 - Usage: Receive raw data of print jobs for local
delegate job.

TCP: 10020 - Usage: Receive raw data of print jobs for local LPR
jobs.

TCP: 10012 - Usage: Receive raw data of print jobs for local pull
print jobs (Pull Print).

Note: Other ports used by the printer (common for all printers.
Eg 9100 for raw printing, etc.).

Sharp

All types of events go through SSL.

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)
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Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

If SSL is on, it's
used for the
Following
events:

MyQ Server

(Protocol: Port
- Description)

Package

(Protocol: Port
- Description)

Printer

(Protocol: Port
- Description)

System Requirements

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

Any port from the <0-65535> range.
Default:

* (OUT) 10080 - non SSL
e (OUT) 10443 -SSL

Epson

All types of events go through SSL.

e HTTP or HTTPS: 8090 (default) - it depends on the
configuration in MyQ Easy Config.

e SMTP: 25 (default) - it depends on the port configured in
MyQ, Settings, Network, SMTP. Used for Panel Scan to
email)

HTTP: (IN) 8081 to 8089 (default) - It depends on the port
selected during the installation of the package on the server.
This is used only in localhost.

(OUT) 80 - non SSL
(OUT) 443 - SSL

o Some of the above mentioned ports can be changed in case of conflicts with other

applications.

Conflicts of the communication ports with other software will be revealed by the
Windows socket error 10048 error message.
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3.7 Windows Server Performance Monitor

You can use Windows Server Performance Monitor to gather system performance
information that can help MyQ Support to troubleshoot MyQ server performance
issues.

The following procedures describe how to configure Performance Monitor to log
processor, disk, and memory performance information, respectively.

Enabling performance counters For processor, disk, and memory objects:

e Connect to the MyQ server, using an account with administrator rights.
e On the Windows taskbar, select Start > Run.

¢ In the Run dialog box, type perfmon, and then click OK.

¢ In Performance Monitor:
o In the panel on the left, expand Data Collector Sets.
Right-click User Defined, and then select New > Data Collector Set in the
contextual menu.
In the first Create new Data Collector Set wizard dialog box:

= In the Name box, type MyQPerformanceSet .

= Select Create manually (Advanced).
= Click Next.
In the second Create new Data Collector Set wizard dialog box:
= Select Create data logs.
= Select the Performance counter checkbox.
= Click Next.
In the third Create new Data Collector Set wizard dialog box:
= Click Add.
= |n the dialog box that appears, in the Available counters list,
successively select the following performance counters, clicking Add for
each of them:
e Memory
¢ PhysicalDisk
* Processor
= Click OK.
= Click Finish.

o

@]

@]

@]
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Available counters Added counters
Select counters from computer:
Counter Parent Inst... Computer
I <Local computer > v I Browse...
Memory N
Physical Network Interface Card Activity v A * - -
Physi(al[)isk v PhySiC&lDiSk A~
Power Meter v = - _Total
PowerShell Workflow v Processor A
Print Queue v * -— _Total
Process v
Processor v
Processor Information v Vv
Instances of selected object:
<Allinstances >
0
1
2
3
| ~ I Search
Remove <<
[]show description

OK Cancel

When you are ready to start gathering performance information, in the main panel on
the right, right-click MyQPerformanceSet, and then select Start in the contextual
menu.

When you are ready to stop gathering performance information, in the main panel on
the right, right-click MyQPerformanceSet, and then select Stop in the contextual
menu.
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@- Performance Monitor

(R File Action View Window Help
e | rFEEc=z HE PEAE

(%) Performance
v g Monitoring Tools
B8 Performance Monitor
v |y Data Collector Sets
v [ 3 User Defined
) MyQPerformanceSet

¥ Server Manager Performance Monitor
. [ System

Name
DataCollector01

", Event Trace Sessions
| Startup Event Trace Sessions
v g Reports
- 8 User Defined
. §& System

To review the logged performance information, in Windows Explorer, locate and
double-click the .blg file indicated in the Output column in Performance Monitor.

The Performance Monitor opens showing the collected data. Send the .blg File to
MyQ Support.
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4 Installation

This chapter shows you how to install the MyQ print management system.

Before you start the installation, make sure your system is up to date and
meets the requirements as described in System Requirements.

—

. Download the latest available version of MyQ from the MyQ Community portal.

. Run the executable file. The Select Setup Language dialog box appears.

3. Select your language and click OK. The Select Destination Location dialog box

appears.

4. Select the folder where you wish to install MyQ. The default path is:
C:\Program Files\MyQ\.

. Click Install. MyQ is installed on the server.

6. Click Finish. Depending on the OS settings on the server, you might be asked

to restart the computer. If you are asked to restart the computer, you need to

do soin order to finish the installation. After the restart, the MyQ Easy Config

application opens and the MyQ database is upgraded. If not, you can select to

directly run the MyQ Easy Config application by keeping the Finish installation

in MyQ Easy Config option selected.

N

(%}

4.1 Installation in Private Cloud

MyQ Server can be installed and run, besides on-premises servers, also on an Azure
Virtual Machine, with a VPN tunnel connecting the physical network and Azure's
virtual network.

Environment Requirements:

¢ The minimum recommended virtual machine is B4ms, with a dedicated (non
system disk) standard HDD.

o The recommended CPU, RAM and HDD resources are the same as a standard

installation and can be found in system requirements.

VPN tunnel (100mbps line is recommended) connecting the physical network
and Azure's virtual network where the MyQ Server is installed.
Outgoing communication on ports used by MyQ must be allowed on Azure's
Network security group. See main communication ports For a full list.
The geolocation of the cloud server should be as physically close as possible.
The Ping answer from printers to the cloud server should be within 750 ms
(max 1 second, can be adjusted in config.ini)

For more information about Azure - Extend an on-premises network using VPN, see:
https://docs.microsoft.com/en-us/azure/architecture/reference-architectures/
hybrid-networking/vpn#architecture

Once you set up the Azure virtual environment, follow the Installation instructions to
install MyQ.

About MyQ in Private Cloud
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Customers using Microsoft 365 as a private cloud hosting their internal systems can
add MyQ to the list of IT services they no longer need to have installed on an on-
premises server.

Part of the leased private cloud space can be dedicated
to MyQ server(s), and MyQ running in Azure can make use of Azure Active
Directories.

The single sign-on feature already used by users to access applications in the
Microsoft cloud can also cover cloud printing with MyQ, without the need to use a
VPN connection.

@ L= C
; \ - ©
HIGH SECURITY \ HIGH ACCESSIBILITY
\ / AVAILABILITY AND
‘ / SCALABILITY
\ /
T~ 4
p
\9 \ 7““\ | o T
EASY DISASTER {g’} B ©
RECOVERY ) N NO NEED Of
_—+  Cowmbined cloud —— VPN FOR USERS
/ benefits of MyQ & \
Microsoft Azure '
Q‘ Q
NO NEED OF SHARED RESOURCES
ON-PREMISE myoQ m. Micr ‘ ) ECO-FRIENDLY &
MAINTENANCE 3 COST-EFFECTIVE

MS Universal Print is also fully integrated in MyQ, offering mobility, quick printer
discovery, and no need for a VPN connection.

What is more, MyQ's Universal Print connector can work with older devices, so
there’s no need to invest into upgrading your fleet with more recent models which
would natively support Universal Print.
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No VPN required
|PP Protocol VPN

—_— e

0%65/Azure AD User Universal Print mVQ Server
a® Microsoft Azure
a A VPN tunnel connecting the physical network and Azure's virtual network is
also required when using Microsoft Universal Print. Thanks to this VPN

tunnel, there is no need for a VPN connection from the client’s side to the
MyQ Server.
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5 MyQ and MS Cluster

The MyQ MS Cluster high-availability solution consists of multiple nodes in the
active/passive configuration with the MyQ Print server installed on each node. MS
Cluster administrates the MyQ services and if the currently active node becomes
unavailable, it switches to one of the available passive nodes.

5.2 System Requirements

The fully detailed MyQ Print Server system requirements can be found here.
e Compatibility with Windows Servers

The MyQ MS Cluster solution is supported by the following Windows Server versions
and editions:

Windows Server Editions
Windows Server 2012 Standard, Datacenter
Windows Server 2012 R2 Standard, Datacenter, Hyper-V® Server,
Storage
Server
windows Server 2016 Standard, Datacenter
Windows Server 2019 Standard, Datacenter

windows Server 2022

¢ A prepared failover cluster with at least two nodes and storage for MyQ data is
needed. Each node must meet the system requirements of the MyQ Print
server and its components.

e The same time zone has to be set on each of the nodes.

If your setup includes embedded terminals, make sure to have the required .NET
framework version installed in each cluster node. If not, the embedded terminal
installation will fail. Further information can be found in the related MyQ Embedded
terminal manuals.
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o If the MyQ Desktop Client, MyQ Smart Job Manager or the MyQ Smart Print Services
applications are to be used on the MyQ users workstations, the IP address or
hostname of the cluster has to be set in the applications (not the IP address or
hostname of the nodes).

With the new MyQ X licensing model with Installation Keys used in MS Cluster, there
is only one installation key needed. The HW code is taken from the whole cluster, not
individual nodes, so the license is activated against the cluster’s HW, and not a single
node.

o With the old licensing model, when MS Cluster is used with the MyQ Print server, the
amount of licenses needed depends on the number of nodes used, as the licenses
need to be added and activated separately on each node.

e MyQ server in Site mode - licenses are received from the Central server
automatically every day or during MyQ service or Cluster Node restart.

e MyQ server in Standalone mode - needs an extra licenses set for each
node; each licenses set must be activated only on one node.

5.4 Setup

5.4.1 Installing MyQ Print Server in the cluster (all nodes)
On each cluster node, do the following:

1. Run the MyQ installation file and install MyQ (details can be found here).

2. Make sure that the time zone set on the MyQ server is the same as the time
zone set on each node).

3. Stop All MyQ services in the MyQ Easy Config application.
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MyQ Print Server Easy Config —_ D X

Services myo

cloje

Settings Start All  Stop All Restart All

@ HTTP Router STOPPED

@ HTTP Server STOPPED

@ Database Server STOPPED

<}> Print Server STOPPED
<}> PM Server STOPPED

5.4.2 Setting services to manual startup (all nodes)
All services used by the MyQ server need to be set to manual startup, on every node.
The following services need to be changed this way:

e MyQ HTTP Server

MyQ HTTP Router

Firebird Server - Defaultinstance

MyQ Print Server

MyQ Svc (not available in version 8.1+)

PM Server

Brand Terminals (only if embedded terminals are used)

44



MyQ and MS Cluster

File Action View Help

e |@DE Az HE: >80

. Services (Local) . Services (Local)

MyQ HTTP Server Name Description Status Startup Type Log On A:
{,:":MicrosoﬁPassportContainer Manages local...  Running Manual (Trig..  Local Serv

Stop the service

e &k Microsoft Software Shadow ... Manages softw... Meanual Local Syst
Restart the service -

&% Microsoft Storage Spaces SMP Host service for ... Manual Network ¢

& Microsoft Store Install Service  Provides infrastr.. Running Manual Local Syst

2250:‘;‘*/';:;‘3 s -.C;": Microsoft Windows SMSRo... Routes message... Manual (Trig..  Local Serv

m‘:::‘:m’;n_nﬂ(\":;?o'; {;’; Meozilla Maintenance Service  The Mozilla Mai... ) Manual Local Syst

OpenSSL/1.1.1g mod_fcgid/2.3.10- &% MyQ HTTP Router Routes HTTP an... Running Manual Local Syst

dev mod_bw/0.92 QVMyQ HTIP Server Apache/2443 (.. Running Manual Local Syst

QHTIP S p t - t X € Local Syst

frig... Local Syst

General LogOn Recovery Dependencies 3 Local Serv

Local Serv

Service name: Apache E Local Syst

Display name: MyQ HTTP Server frig.. Local Serv

Descrigtion Ppache/2.4.43 (W32 mod_adthn_rtim/107 A | g~  LocalSyst

OpenSSL/1.1.1g mod_fegid/2 3.10dev % Local Syst

mad b N QY *

ng... Local Syst

Path to executable: Local Serv

“C:\Program Files (x86)\MyQ2\Apache\bin\httpd.exe" + runservice E Network €

Startup type: Manual v frig... Local Syst

c Local Serv ,,
>

5.4.3 Creating the MyQ server MS Cluster role (Failover Cluster

Manager)

Open Failover Cluster Manager and do the following:

1.

N

Right-click Roles and select Configure Role on the shortcut menu. The High
Availability Wizard opens.

352-; Failover Cluster Manager

File Action View Help

| zmE)

-3;22 Failover Cluster Manager
v 5;1J 2019clust2.testlabad2016.lo

1K

N Cagfigure Role...

Cluster 2019¢clust2.testlabad2016.local

“#= “ummary of Cluster 2019clust2
)19clust2 has 0 clustered roles and 2 nodes.

= i Virtual Machines... > M019clust2testlabad2016 Jocal Networks: Cluster Network -
i.? Host Server: Win201SNOD22  Subnets: 1IPv4and 0 IPv6
4| ¢ Create Empty Role
- Cluster Events: _§, Citical: 5; Emor: 33
Refresh None

Help

II A wonfigure

. Click Next. The Select role tab opens.
. On the tab, select Other Server, and click Next. The Client Access Point tab

opens.

. On the tab, type a new Name for the MyQ server cluster, for example myg-

server, then enter an unoccupied IP address from the network to be used by
the MyQ server role, and lastly click Next. The Select Storage tab opens. MyQ
will use the hostname for communication with terminals, as the SMTP server in
MFPs etc.
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3 High Availability Wizard X

;':, = Client Access Point

&

Before You Begin Type the name that clients will use when accessing this clustered role:
Select Role

Name: myq-serves

The NetBIOS name is limited to 15 characters, One or more IPv4 addresses could not be configured

) automatically. For e network to be used, m: sure the network is sel , an en type an
i ] ally. For each rk to be used, make th rk is selected, and th

address.

Select
Types
Confirmation Networks Address

figure High 10.14.4.0723 0 .14 . 4 17 |

Summary

< Previous Cancel

5. On the tab, select the storage volumes that you want to use for the MyQ

server.

% High Availability Wizard X

o= Select Storage

i

Before You Begin Select only the storage volumes that you want to assign to this clustered role.

You can assign additional storage to this clustered role after you complete this wizard
Select Role
Chent Access Pont

Name Status
Reso [ ® & Custer Disk 1 (%) Online
O ® & Custer Disk 2 (%) Online

< Previous Cancel

6. Click Next to finish the installation process.

5.4.4 Adding MyQ resources (Failover Cluster Manager)

Once the MyQ server role is created and configured, MyQ resources need to be
configured as well, in the Roles tab in Failover Cluster Manager.

Add the Firebird server - Defaultinstance service to the MyQ server role:

1. Right-click the MyQ server role, then click Add resource on the shortcut menu,

and click Generic Service. The New Resource Wizard opens.
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553, Failover Cluster Manager
File Action View Help

&< 2 m

v ig :21?‘::.:(2}&!&3&0' Search ©
:3; Nodes Name Status Type Owner Node
4 Storage =2 mensenver (®) Rundina Other Win201SNOD22
43 Networks &5 Start Role
El Cluster Events &5 Stop Role
[] Add File Share
# Move 4
(%) Change Startup Priority »
! Information Details.
Show Critical Events
\_% Add Storage
¥ Add Resource » Client Access Point
B More Actions ,‘ Generic Application
% | Remove Generic Script
{ Genexic Service
? Properties Morkesources 4
2. In the list of services, select Firebird Server - Defaultinstance, and click Next.
{71 New Resource Wizard X

‘{_l Select Service

Select the service you want to use from the list:

Corfirmation

Configure Generic Name Description

Service Encrypting File System (EFS) Provides the core file encryption technology us...

Summary Enteprise App Management Service Enables enterprise application management
Extensile Authentication Protocol The Extensible Authentication Protocol (EAP)s...
FeSrv FeSrv
Function Discovery Provider Host The FDPHOST service hosts the Function Disc..
Function Discovery Resource Publication Publishes this computer and resources attache...
Geolocation Service This service montors the curent location of the.
GrahicsPesf Sve Granhics nedomance monitor senvics 2

Cancel

3. On the Confirmation tab, click Next to create the service. The service is
created and configured.
4. Click Finish to leave the setup.

Add the Apache Monitor script to the MyQ server role:

1. Right-click the MyQ server role, click Add resource on the shortcut menu, and
click Generic Script. The New Resource Wizard opens.

2. Enter the path to the ApacheMonitor.jse script, located in the MyQ
installation folder, and click Next. The Confirmation tab opens. The default
path to the script is:

C:\Program Files\MyQ\Server\ApacheMonitor.jse

3. On the tab, click Next to create the service. The service is created and

configured.
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4. Click Finish to leave the setup.

Add the MyQ Monitor script to the MyQ server role:

1. Right-click the MyQ server role, click Add resource on the shortcut menu, and
click Generic Script. The New Resource Wizard opens.

2. Enter the path to the MyQMonitor.jse script, located in the MyQ installation
folder, and click Next. The Confirmation tab opens. The default path to the
scriptis:

C:\Program Files\MyQ\Server\MyQMonitor.jse

3. On the tab, click Next to create the service. The service is created and
configured.

4. Click Finish to leave the setup.

Add the TerminalsMonitor.jse script to the cluster (only if embedded
terminals are used)

1. Right-click the MyQ server role, click Add resource on the shortcut menu, and
click Generic Script. The New Resource Wizard opens.

2. Enter the path to the TerminalsMonitor.jse script, located in the MyQ
installation folder, and click Next. The Confirmation tab opens. The default
path to the scriptis:

C:\Program Files\MyQ\Server\TerminalsMonitor.jse

3. 0n the tab, click Next to create the service. The service is created and
configured.

4. Click Finish to leave the setup.

5.4.5 Setting resources dependencies (Failover Cluster
Manager)

After adding the services and scripts to the MyQ server role, open the Resources tab
of the MyQ server role at the bottom of the Roles tab and set the dependencies of
the MyQ services and scripts.
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Name Status
55 myqeerver (%) Partially Runni..

Type
Other

Owner Node
Win201SNOD11

\/ [ilm

Name
Roles
4= ApacheMontor Script
{5y Firebird Server - Defaultinstance
= MyQMoniter Seript
Storage
= A3 Custer Disk 1

custer (F)

| Summary | Resources

(® Onine

MyQ and MS Cluster

Set the Firebird Server - Defaultinstance service dependency

1. In the list at the bottom of the tab, right-click Firebird Server -
Defaultinstance, and click Properties. The Firebird Server - Defaultinstance

Properties dialog box opens.
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%5 Failover Cluster Manager

File Action View Help

| 2m B

&} Failover Cluster Manager
v :giilklustltenlabadzt (seacy ol Quenes v i~ @
I Roles
3 Nodes Name Status Type Owner Node
» ' Storage 4 myqserver (%) Partialy Runni.  Other Win2019NOD22
33 Networks
{4 Cluster Events
v | (; myq-server Preferred Owners:  Any node
Name Stat
Server Name
%) O Name: myqserver ®
Roles
i3, Firebird Server - Defautinstance @
3 Bring Online @
< > “’—‘ Take Offline @
’% Information Details.
Show Critical Events
B3 More Actions 4
K Remove

&)

2.In the dialog box, open the Dependencies tab, add the shared disk drive (or

NAS) where the system is supposed to work on, add the name of the MyQ
server role, and click OK. The dependency is set.

Firebird Server - Defaultinstance Properties

X

Advanced Policies

Registry Replication
General Dependencies

Policies

Specify the resources that must be brought online before this resource can
be brought online:

AND/OR  Resource
Cluster Disk 1

» m Name: myq-server v

s |Cick here to add a dependency

Insert Delete

Cluster Disk 1 AND Name: myg-server

=
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Set the MyQMonitor script dependency

1. In the list at the bottom of the tab, right-click MyQMonitor Script, and click
Properties. The MyQMonitor Script Properties dialog box opens.

2.In the dialog box, open the Dependencies tab, add the Firebird Server -
Defaultinstance, and click OK. The dependency is set.
MyQMonitor Script Properties X

General Dependencies Policies Advanced Polcies

Specify the resources that must be brought online before this resource can
be brought online:

AND/OR  Resource
» Firebird Server - DefaultInstance v

s | Chck here to add 3 dependency

Insert Delete

Firebird Server - Defaultinstance

[1] Cancel Apply

Set the ApacheMonitor script dependency

1. In the list at the bottom of the tab, right-click ApacheMonitor Script, and click
Properties. The ApacheMonitor Script Properties dialog box opens.

2.In the dialog box, open the Dependencies tab, add the MyQMonitor Script,
and click OK. The dependency is set.

ApacheMonitor Script Properties X

General Dependencies Policies Advanced Policies

Specify the resources that must be brought online before this resource can

be brought online:
AND/OR  Resource
> MyQMonttor Script v
s | Chck here to add a dependency
Insert Delete
MyQMonitor Script

Goes | [ ony
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Set the TerminalsMonitor script dependency (only if embedded terminals

1. In the list at the bottom of the tab, right-click TerminalsMonitor Script, and

X

click Properties. The TerminalsMonitor Script Properties dialog box opens.
Script, and click OK. The dependency is set.

are used)
2.In the dialog box, open the Dependencies tab, then add the ApacheMonitor

TerminalsMonitor Script Properties
General Dependencies Polcies Advanced Policies
Speciy the resources that must be brought online before this resource can

be brought online:
AND/OR  Resource
ApacheMonitor Script

>
Chick here 1o add a dependency

Insert Delete

ApacheMonitor Script

m Cancel

Once you upload an Embedded terminal installation package on the MyQ web
administrator interface of the MyQ cluster server, the cluster uses the script to

distribute the package among all the other nodes.

5.4.6 Dependency Reports
To make sure that the dependencies are set correctly, you can check if the
dependency report of the MyQ server role corresponds to the below graphs
= e var . .
=) =) ) & » T » 3"....3
Generic Script Generic Script Generic Service And Network Name |P Address
ApacheMonitor Script MyQMonitor Script Firebird Server - Name: myg-server  |P Address: 10.14.4.174
Defaultinstance
=
oy
Physical Disk
Cluster Disk 1

1 Dependency graph of the cluster on the MyQ server
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—>) — = »: LY -
= » » ® & z 2
Generic Script Generic Script Generic Script Generic Service And Network Name IP Address

TeminalsMonitor Script ApacheMonitor Script MyQMonitor Script Firebird Server - Name: myg-server IP Address: 10.14.4.174
Defauttinstance

EE))
>

Physical Disk
Cluster Disk 1

2 Dependency graph of the cluster with embedded terminal on the MyQ server

To open the dependency report, right-click the MyQ server role on the Roles tab of
the cluster in Failover Cluster Manager, click More Actions, and click Show
Dependency Report.

5.5 Additional Setup

Even though the installation is finished, there are some additional steps needed to
setup the environment before bringing the resources online.

5.5.1 Setting up the MyQ admin credentials (active node)
On the active node, open the MyQ Easy Config application:

1. On the Services tab, Start All services.

2.0n the Home tab, set the Server Administrator Account password and the
Database Administrator Password (if the passwords have been changed
before, they can be changed again on the Settings tab).

3. 0On the Services tab, Stop All services, and close the MyQ Easy Config
application.

5.5.2 Setting the location of the data Folder (all nodes)

On each node of the cluster, you need to set the location of the Data folder and the
Jobs folder, which require access to the shared cluster disk, so the node has to be
active. Therefore, you need to switch the active mode between all of the nodes
(move the MyQ server role between the nodes).

To set the fFolders location, open MyQ Easy Config on the currently active node and:

1. On the Services tab, Start All services.

2.0n the Settings tab, under both the Data folder and the Jobs folder, click
Change location, and then define the path to the shared cluster disk. (For
more information about how to do this, check here).

3. 0n the Services tab, Stop All services, and then close the MyQ Easy Config
application.

4. In Failover Cluster Manager, move the MyQ server role to the next node and
repeat the process.

5.5.3 Running MyQ in the MS Cluster environment

The following instructions have to be followed while MyQ runs in the MS Cluster:
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You should not start, stop or restart MyQ services while MyQ is controlled by
the MS Cluster (cluster resources are online). The services should only be
managed by Failover Cluster Manager.

When switching to a different node, MyQ Easy Config should not be used on
any node.

When performing system maintenance (cluster resources are offline), but MyQ
services are online on any node (activated manually), do not switch to a
different node. By doing so, you risk corrupting the MyQ database.

When switching to a different node, all services on the initial node are stopped
by the MS Cluster.

While MyQ runs in the cluster, the IP address of the MyQ server is the one that
you have selected within the setup of the MyQ server role, and the hostname
of the MyQ server is the one that you will set in the MyQ web administrator
interface after you bring the resources of the MS Cluster online.

It is strongly recommended to always keep the Storage and Server Name
resources online. In case you need to take them offline, make sure that all MyQ
services on the active node (the current owner of the MyQ server role) are
stopped in the MyQ Easy Config application.

After completing the setup (setup and additional setup) of the MyQ server role
(and eventually all of the Embedded terminals, if used), and also after each
crucial change on the cluster, it is recommended to test the cluster by moving
the ownership of the MyQ server role between all nodes of the cluster.

5.5.4 Starting the system (Failover Cluster Manager)

To start the system, you have to bring the resources of the MS Cluster online. For
information on how to do this, check here.

5.5.5 Setting hostname of the MyQ server role

On the Resources tab of the MyQ server role in Failover Cluster Manager, you can
see (and change) the DNS Name of the MyQ server role. The Full name of the role
(DNS + domain) needs to be used as the server hostname and as the MyQ X Mobile
Client server in MyQ.

To see or change the DNS name of the MyQ server role on the MS Cluster, do the
following:

1.

In the list at the bottom of the Resources tab of the MyQ server role, under
Server Name, right-click the server's name, and then click Properties. The
Name:*** Properties dialog box opens.
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ProRerties

v _& myq-server Prefered Owners: Any node

Name

Server Name

& O Name: myqserver|
%@ Bring Online
. 5 | TSmmary] Resources #d  Take Offline

#3 Information Details...
Show Critical Events
g More Actions
K Remove

2.0n the General tab, you can see (and change) the DNS Name of the MyQ
server role.

Name: myq-server Properties X
General Dependencies Polces Advanced Policies

-‘5 Name: myq-server
~4~  Type: Network Name

Status: Onine
[ Publish PTR records

DNS Name:
|myq£erver
Full Name: myq-servertestlabad2016 Jocal

IP Addresses:
Network IP Address
™ 1014.40/23 10.14.4.174

NetBIOS Status: 0K
DNS Status: OK
Kerberos Status: 0K

Gt | [0

To set the hostname of the MyQ server role on the MyQ cluster server, do the
following:

1. On the Network settings tab of the MyQ web administrator interface of the
MyQ cluster server, use the Full name (DNS + domain) of the MyQ server in
both of the following settings:

a. This server hostname under General.
b. Server under MyQ X Mobile Client.
2. Then click Save at the bottom of the tab.

5.6 Configuration and Maintenance

The below chapters show additional configuration and maintenance steps.
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5.6.1 Bringing the resources of the MS Cluster online (Failover

Cluster Manager)

To start the system, you need to bring all the MS Cluster resources online - the
Firebird Server - Defaultinstance service, the ApacheMonitor.jse script, the

MyQ and MS Cluster

MyQMonitor.jse script and the Terminal Monitor script (only if embedded terminals

are used).

To bring a service or script online, open the Failover Cluster Manager application, go
to Roles, right-click the service or script, and click Bring Online on the shortcut

menu.

3.‘3 Failover Cluster Manager
File Action View Help

o= 27 5

=4 Failover Cluster Manager | [T¥S POrEN

v %glidustz.testlabadzt [ Search Jl Queries v |id ¥ @
; Roles = - -
5 Nodes Name Status Type Owner Node Priority
&
> a Storage ?{1 myq-server @ Stopped Other Win201SNOD22 Mediu
43 Networks

Cluster Events

v l .?\'.' myqg-server

Prefemred Owners:  Any node

*

" |

~T
)

vl

]| 3|0 | 8| &

Name
Storage
# 7 Cluster Disk 1
Server Name
& Name: myqserver

Roles

=2 Frehird Server - Defauk Instance
BRpg Online
Take Offline
nformation Details...
Show Critical Events
More Actions »
Remove

Properties

Status

(® Onlne
(® Online
(¥ Orfine
(®) Offine

(®) Offine

5.6.2 Taking the MS Cluster resources offline (Failover Cluster

Manager)

To make sure that all the MS Cluster resources -except for Storage and Server
Name- are offline, it is sufficient to take the Firebird Server - Defaultinstance

service offline; all of the scripts will be taken offline due to their dependency on this

service.
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The Storage and Server Name resources must stay online.

To take the Firebird Server - Defaultinstance service offline, open Failover Cluster
Manager, go to Roles, right-click the Firebird Server - Defaultinstance service, and
click Take OfFline on the shortcut menu.

Search Queries v [!n v
Name Status Type Owner Node
[ myg-server (®) Running Other Win2019NOD11
v 57 (; , myg-server Preferred Owners:  Any node
Name Satus
Roles
=%, ApacheMonitor Script (® Oriine
% Firebird Server - Defaultinstance | A  Bring Online e
=5 MyQMonitor Script ;1‘ Take Offline e
i St .E, fg Information Details
EF| -
B &5 Cluster Disk 1 EJ Show Critical Events ©
Server Name
Q More Actions >
® % Name: myqgserver e
x Remove
Summary | Resources [Z]  Properties

5.6.3 Restarting MyQ services via the MS Cluster (Failover
Cluster Manager)

To restart MyQ services via the MS Cluster, take all the MS Cluster resources, except
for Storage and Server Name, offline and then bring them online.

5.6.4 Changing the MyQ admin credentials (active node)

To change the Web Administrator Account and Database Administrator
passwords, you need to do the following on the currently active node (the current
owner of the MyQ server role):

1. Open the Failover Cluster Manager application.
2. Open the Nodes tab of the cluster, right-click the currently active node, right-
click Pause on the shortcut menu, and click Do Not Drain Roles.
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i Nodes

. Storage

3 Networks
Cluster Events

%Eg Failover Cluster Manager
v 23 2019clust2 testlabad2016.l0

MyQ and MS Cluster

| e il - )
Name Status Assigned Vote Current Vote
2, Win2019NOD11 @ Up 1 0
2, Win2013NOD22 (® Up 1 1
3 Pause 4 Drain Roles
Resume > i

Remote Desktop

More Actions

0| & | & | mufeu

Information Details...

Show Critical Events

»

Do Not [Reain Roles

3. Take all the MS Cluster resources, except for Storage and Server Name,

4.

5.
6.

offline.

Open the MyQ Easy Config application, start all services, change the
passwords, stop all services, and lastly close the application.
Bring the resources of the cluster online.
Open the Nodes tab of the cluster in Failover Cluster Manager, right-click the
node, right-click Resume on the shortcut menu, and lastly click Do Not Fail

Roles Back.

7 Roles

i Nodes

. Storage

43 Networks
Cluster Events

nodes)

ﬁg Failover Cluster Manager
v & 2019clust2 testlabad2016.lo

Nodes (2)

Queres kel v |iv)
Name Status Assigned Vote Current Vote
Z, Win2019NOD 11 @ Up 1 0
2, Win2013NOD22 (1) Paused 1 1
Pause 4
I Resume 4

Show Critical

O & | & |||

More Actions

Remote Desktop

Information Details...

Events

Fail Roles Back

Do Ngt Fail Roles Back
N

5.7 Backup and Restore

5.7.1 Backing up the MyQ database on the MS Cluster

The automatic and manual backup processes do not differ from the standard backup
processes described in “Backing up MyQ Data”. The only setting that requires special
attention is the backup destination folder. It is recommended to save the backup

files on the shared cluster disk.

5.7.2 Restoring the MyQ database on the MS Cluster (all

Before restoring the MyQ database, MyQ has to be installed and set up on all the MS
Cluster nodes.
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Now you need to restore the MyQ database and settings on the active node of the
Cluster (the current owner of the MyQ server role) via the following steps:

1. Start All services via MyQ Easy Config.

2. Open the Database tab in MyQ Easy Config.

3.In the Main Database section, click Restore.... Select the database _*.zip file,
and click Open. If the backup is password protected, there is a prompt to
provide the password. The database is restored and, if needed, upgraded as
well.

4. Repeat the process for all the other nodes.

5.7.3 Using Database Encryption

If you are using the Database Encryption feature in MyQ Easy Config, it is necessary
to perform the following steps after encrypting or restoring your database:

1. Stop all Cluster resources except for Storage and Server Name.

2. Open MyQ Easy Config on the active node and start all services.

3. Enable DB encryption.

4. Stop All services in MyQ Easy Config.

5. Copy the DB encryption key to all the other nodes. The key is located by
defaultin
“C:\Program Files\MyQ\Firebird\plugins\keyholder.conf".

6. Start All MyQ services in MyQ Easy Config, and bring all the resources online
via Failover Cluster Manager.

5.8 Upgrading MyQ

5.8.1 Necessary steps before the upgrade

Before starting the upgrade, make sure that you have an up-to-date and properly
finished backup of the MyQ database. The database can be backed up either
manually in MyQ Easy Config or automatically as a scheduled task in the MyQ web
administrator interface. To make sure that the backup file is preserved, it is
recommended to copy the database backup file to a different location.

5.8.2 Upgrading MyQ (all nodes)

The upgrade needs to be performed on each node of the cluster. To be able to
upgrade MyQ on a node, you need to have access to the shared cluster disk, so the
node has to be active. Therefore, you need to switch the active mode between all of
the nodes (move the MyQ server role between the nodes).

Before upgrading MyQ on the nodes, take all the MS Cluster resources, except for
Storage and Server Name, offline.

To upgrade MyQ on all nodes, start with the currently active node (the owner of the
MyQ server role) and do the following:

1. Start All services via MyQ Easy Config.
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2. Run the MyQ installation file.

3. Finish the installation process.

4. Stop All services via MyQ Easy Config, and then close the MyQ Easy Config
application.

5. Move the MyQ server role to the next node and repeat all the steps.

After MyQ is upgraded on all the nodes, bring all the MS Cluster resources online.

o During the installation, you might encounter a warning message about a problem
related to updating the MyQ database. In such cases, continue with the setup, as the
problem does not impact the installation.

5.9 Recommended Troubleshooting

The MS Cluster solves issues on the currently active node which might affect the
availability of the MyQ server, by switching to one of the available passive nodes.

Problems related to the MyQ server need to be treated manually. In case you
encounter such problems, it is recommended to restart MyQ services in the Failover
Cluster Manager application. If the problem persists, contact MyQ support.

In case the MS Cluster does not start, try taking all the MS Cluster resources, except
for Storage and Server Name, offline, and then try to manually start MyQ services. If
successful, it is likely that the problem is on the cluster side; otherwise the problem is
probably related to the MyQ server, in which case contact MyQ support.
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6 MyQ Easy Config

The MyQ Easy Config application is the basic environment for the setup of essential
parts of the MyQ server, such as the MyQ database.

It automatically opens if you keep the Finish installation in MyQ® Easy Config
option selected during the installation of the server. Otherwise, you can find it on the
Apps screen in Windows 8.1+, Windows Server 2016 and newer. After you open the
application, you see its menu on the left side. From this menu, you can access the
following settings:

e On the Home tab, you can quickly change the default passwords for the Server
and Database Administrator accounts and generate data for support. You can
also be redirected to the MyQ Web Administrator Interface to finish the server
setup.

¢ On the Services tab, you can view and control MyQ services.

e On the Settings tab, you can modify the Windows Services, Server
administrator, and Database Administrator accounts, change file paths of the
MyQ system data and jobs files, change the port configuration of the MyQ
server, and clean up your Cache and Temp folders.

e On the Security tab, you can enable/disable unsecure communication, and
manage the MyQ DB, the Log Database, and print jobs encryption.

e On the Database tab, you can view information about the Main and Log
Databases, as well as backup, and restore your database.

¢ On the Log tab, you can view all the operations executed by the MyQ system.

e On the About tab, you can view information regarding the current version of
MyQ.

« In addition, you can select the MyQ Easy Config display language from the
drop-down list.

If there are no issues, the “/t looks good here!” message is displayed on the Home tab.

Once you open the MyQ Easy Config application on the Home tab for the first time,
you will be prompted to create passwords for the Server Administrator Account and
Database Administrator. These accounts will be important for server management
and database security.

Database Administrator Account
This is the SYSDBA account used for accessing the Firebird database. It is
recommended to create a strong and secure password for this account.

Server Administrator Account

This is the *admin account used for the initial MyQ configuration. Once you create a

password for this account, you can continue to the MyQ Web Interface, use *admin
to log in as the administrator and start the configuration.
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MyQ Print Server Easy Config -0 x

Home Home myQ

Services Datab. P P

Settings
Change the default password

Database Password:

Log
Confirm password:

About

@
o]
X
D
(7]
5]

English

“  Server Administrator Account

Change the default password

Username:

*admin

Password:

Confirm password:

+  MyQ Web Administrator

To setup the server go to the MyQ Web Administrator and login as *admin.

MyQ Web Administrator

v Data for Support

Day: 3/6/2024 @]
Time: | 12:12 PMEE = 112 PMEE

a After you change the Server Administrator Account and Database
Administrator passwords for the first time, its initial setup section
disappears from the Home tab. These passwords can be later changed from
the Settings tab.

Additional options are available on the Home tab to access the MyQ Web
Administrator interface and generate Data for Support.

On the Services tab you can stop, start, and restart the services of the MyQ server.
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MyQ Print Server Easy Config - Ox

Services myo

© startAl  ©) StopAll 7 Restart All
HTTP Router m ©
HTTP Server [©)
Database Server m ©®©
prin erver [ e JC)
PM Server m ©

6.3 Settings

6.3.1 Windows Services Account

MyQ Windows Services run, by default, under the Local System account, meaning the
account that was used during the installation.

This can be changed in the Settings tab, in the Windows Services Account section:

e Under Log on services as, select Custom account.

e Click on Browse, select the user account to be used for Windows services and
click OK. The selected user account should have "Local administrator” rights or
be a member of the Local Administrators Group. It should also already have
rights to "Log on as service".

¢ Type the account's password and then confirm it in the next field.

¢ Click Save. MyQ Services are automatically stopped and restarted.

MyQ Print Server Easy Config - O

o

(@ Home Settings myo
§3 Services A

~  Windows Services Account LocalSystem

% Settings

Log on services as:

Securit; —
@ Y ) Local System account

®
g BElEhEen ® Custom account

Account:

g

The account must have the “Log on as a service" user right.
@ About

@5 | English

Password:

Confirm password:

¢ To change back to the default account, select Local System account, and click
Save. MyQ Services are automatically stopped and restarted.
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6.3.2 Changing passwords on the Settings tab

As soon as you replace the default password, the section disappears from the Home
tab and the password can no longer be changed there.

Database Administrator Account
This is the SYSDBA account used for accessing the Firebird database. It is
recommended to create a strong and secure password for this account.

Server Administrator Account

This is the *admin account used for the initial MyQ configuration. Once you create a

password for this account, you can continue to the MyQ Web Interface, use *admin
to log in as the administrator and start the configuration.

The MyQ database access user name is SYSDBA and its default password is
masterkey.

6.3.3 Unlocking the MyQ Administrator account

After 5 consecutive failed login attempts to the MyQ administrator account, the
account is locked.

The admin can see a warning that the *admin account is locked, and unlock it, in the
Server Administrator Account section on the Settings tab. Once they click Unlock,
the account is unlocked.

6.3.4 Web Server Ports

On the Settings tab, under Web Server, you can change the port for the connection
to the MyQ Web server:

¢ Port: communication port for the MyQ HTTP server; the default value is 8090.

Web Server

Port:
18090

6.3.5 Data and Jobs Folders

On the Settings tab, you can see the folder locations of MyQ database and MyQ print
jobs.
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Data Folder . 13.95%

Path: C:\ProgramData\MyQ\
Size: 26.58 MB

Free space: 103.26 GB

Total space: 120 GB

Files count: 47

Change Location

Jobs Folder . 13.95%

Path: C\ProgramData\MyQ\Jobs\
Size: 0B

Free space: 103.26 GB

Total space: 120 GB

Files count: 0

The default folders are:
C:\ProgramData\MyQ| for the database, and C:\ProgramData\MyQ\Jobs for print jobs.

Under normal circumstances, there is no need to change these locations. In case you
have to do it, for example when there is not enough space on the system disk, follow
the instructions below:

1. On the Settings tab, in the respective section, click Change Location. The
Change folder location dialog box appears.

2.In the dialog box, under New Folder, enter the path to the new folder or click
the browser icon and find the folder location.

3. Under Change Operation, select the required method of existing data
relocation, and then click Change location. Keep in mind that the server needs
to be stopped during the change. The folder is moved to the new location.

If you relocate your Data and Jobs folder to a network drive, be aware that Apache
or Firebird service cannot access network drives created by the Administrator or
other users. The network drive needs to be created by the "nt authority\system"
user. You can do this using this guide: https://stackoverflow.com/questions/182750/
map-a-network-drive-to-be-used-by-a-service/4763324#4763324 or it should work
when you mount the drive on Windows startup.

6.3.6 Server Maintenance

In the Server Maintenance section of the Settings tab, you can clean up your Cache
and Temp folders. This might be necessary in cases where problems with the
temporary files affect the MyQ system.

To delete the two folders, click Start Cleanup.

Server Maintenance

Start Cleanup

Cache and Temp folders will be deleted.
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6.4 Security

6.4.1 Web Server

= MyQ Print Server Easy Config - 0Ox

Security myo

v Web Server

problems.

In the Web Server section, you should enable Allow unsecure communication only
in case of communication problems.

6.4.2 Data Encryption

In the Data Encryption section, for better security, you can encrypt the main
database, the log database, and print jobs using a certificate. MyQ does not provide
these certificates. You should install and use your own. The certificate used for the
encryption needs to have the “Encrypting File System” Enhanced Key Usage (EKU)
and it must be located in one of the following computer certificate stores:

e Personal

e Trusted Publishers

¢ Third-Party Root Certification Authorities
e Other people

Once installed, it will be visible in the Certificate drop-down.
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MyQ Print Server Easy Config =0 X
Home Security myo
Services
v Web Server
Settings
Allow unsecure communication: [ Save

Security

Enable only in case of communication problems.

Database

Log . Data Encryption
About .
Certificate: v Save
English
MyQ Main Database Encrypt
MyQ Log Database Encrypt
Print Jobs Encrypt
Scan Jobs Encrypted

~ Advanced

Unlock Job Scripting:{ @

Enable modification of Scripting (PHP) in the queue’s Job processing settings in the Web Interface.
After you configure your scripts for advanced job processing, disable this option again to prevent
unwanted changes and improve security.

Click Encrypt next to MyQ Main Database, MyQ Log Database, or Print jobs. Scan
Jobs are encrypted by default.

During the encryption, other services will not be available. A busy indicator will let
you follow the encryption/decryption process:

After the encryption, the Encrypt button will change to Decrypt so you can reverse
the action.

6.4.3 Unlocking PHP Scripting

v Advanced

Unlock PHP Scripting:

Enable modification of Scripting (PHP) in the queue’s Job processing and MyQ Desktop Client’s settings in the Web Interface. When you
are not actively configuring your scripts for advanced job processing, keep this option disabled to improve security and prevent
unwanted changes.

In the Advanced section you can enable or disable the modification of PHP job
scripting in the Web Interface, by default this option is disabled.
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6.5 Database

On the Database tab, you can check the main and log database's status, perform
backup and recovery, and import settings from a different MyQ installation. You can
also see information about the current version of the database, available updates,
and also a warning in case there is a need for an upgrade.

= MyQ Print Server Easy Config - 0O x
(@ Home Database myo
(0:1 Services
~ Main Database oK

¢ settings

Database version: 101.34
© security
8 Database Data folder backup path: C:\ProgramData\MyQ\Backup
E Log
@ About Restore all settings and data.

Full Restore...

Erase all data and import settings from a backup.
Use when deploying many similar servers.

Restore Settings...

@5 | English

> Log Database OK

6.5.1 Backing up MyQ data
To back up your MyQ data:

1. Open the Database tab.

2. In the Main Database section, click Backup.

3. Provide and confirm a password to protect the backup. If skipped, the backup
will be created unprotected.

4. A new backup file is created, called database_*.zip. The file contains the MyQ
database and additional files with data used by the MyQ system, such as
reports, certificates, or the config.inifile.

a Print jobs (by default in C:\ProgramData\MyQ\Jobs) are not part of the
backup, because of size.

If required (especially favorite jobs could be required by users after restoring
MyQ on the new server), they must be copied and backed up manually or by
a 3rd-party software.
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6.5.2 Restoring MyQ Data

If you had manually backed up print jobs, then when restoring a backup, it is
necessary to first copy the print jobs to the Jobs folder and then restore the
MyQ backup using MyQ Easy Config.

To restore your MyQ data:

1. Open the Database tab.

2. In the Main Database section, click Full Restore.... Select the database _*.zip
file and click Open. If the backup is password protected, there is a prompt to
provide the password. The database is restored and, if needed, upgraded as
well.

Q Open

Search Backup

T | . « ProgramData » MyQ » Backup » v O}

Organize v  New folder = v [ @
/¢ Favorites Name Date modified Type 1 I
Bl Desktop 1) database_2022-09-19_00-52-04 Compressed (zipp...

& Downloads 1) database_2022-09-26_01-50-25 Compressed (zipp... K
=] Recent places 1) database_2022-09-26_02-07-11 Compressed (zipp...
1M This PC

G‘F Network

< 1] >

File name: | database_2022-09-26_02-07-11 v| |z File (ip) v

| Open | | Cancel l
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Restore Data

Done V

6.5.3 Importing settings from another MyQ installation

This feature simplifies large-scale deployments as it allows using one MyQ
installation as a “template” to set up more installations without the need to manually
configure most of the settings.

Creating a database template basics

¢ Use groups for any assignation such as Rights, Policies, etc. User and Printer
groups are kept in contrast with specific users or printers.
¢ Create a standard backup (Database — Backup) in the source installation.

What the import does

During the import, the database is restored in the normal way, but the following data
are changed:

e deleted users (groups are kept),

e deleted printers (groups are kept)

e deleted accounting data,

e deleted jobs,

¢ deleted payments, credit events,

e deleted vouchers and voucher batches,
¢ deleted quota boosts and quota periods,
 deleted reports execution history,

e deleted audit log records,

deleted sites,

new installation UUID,

updated hostname,

updated server name (if Site),

non archived price lists get new UUIDs,
MyQ license removed.

A If assignments to specific users or printers exist in the backup that is being restored,
the database is restored fully, and cleanup of unnecessary data will not begin. In
such cases, examine the logs and modify assignments in the source installation
before creating a new backup.

Limitations
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e Terminal packages need to be reinstalled after the settings import. This

process is not automated.
To import settings from a different MyQ installation:
1. Open the Database tab.

MyQ Easy Config

2. In the Main Database section, click Restore Settings.... Select your
“template” backup database _*.zip file and click Open. If the backup is
password protected, there is a prompt to provide the password. The database

is restored and, if needed, upgraded as well.

The Log tab of Easy Config allows you to view all operations being executed by the
MyQ system. These can be filtered by Field, Date, Type, and Subsystem.

MyQ Print Server Easy Config

Home Log

Services
<

Filters Date and time Subsystem Context Text

Settings Auto-refresh:

Security Al Fields:
\ |

From:

Log E i

To:

About Eﬂ

Database

English

Subsystem:
Ocu

[ Cluster

[ Direct Print

] EasyConfig

[] Email Pump

[] Ftp Server

[ General

[] General (Plugin)
[]1PP Server

[ Job Archiving

[] Job Hot Folder

[ Job Processor

[ Job Releaser

[] Job Roaming

[T Kyocera Provider
[] LPR Server

[ mbc

[] Messaging Broker
[T MS Universal Print
[J Network Monitor
[ OCR watchdog
[ Platform

[ Plug-in

[] Preview Generator
[ printer Activator
1 Printer Fuents

Apply

3/6/2024 12:27:23 PM Direct Print Checking new direct print jobs \PrintServerPlugir

PrintServerPlugir

Checking n

Checking n

\PrintServerPlugir
\PrintServerPlugir
PrintSen

PrintServerPlugi

\PrintServerPlugir
\PrintServerPlugir
\PrintServe

\PrintServerPlugir

\PrintServerP

\PrintServe
PrintServ

\PrintServ

\PrintServerPluair

verPlugir

11
1
1
11

-0

myo

X

71



MyQ Web Interface

7 MyQ Web Interface

This topic describes the MyQ Web Interface where you manage most of MyQ
functions. It shows you how to access the web interface and the two menus where
you can access all settings and functions on the web interface: the Main menu, and
the Settings menu. Furthermore, it describes the web interface's Home dashboard
and shows you how to perform the initial MyQ setup. The last two sections introduce
two MyQ logs: the MyQ Log and the MyQ Audit Log.

7.1 Accessing the MyQ Web Interface

To access the MyQ Web Interface, you need to open it in your web browser and log in
as an administrator:

There are three ways to open the MyQ Web Interface:

1. Open your web browser, and then enter the web address in the form:
https://*MyQserver*:8090, where MyQserver represents the IP address or the
host name of your MyQ server and 8090 is the default port for access to the
server.

https://10.14.5.816:8090

2. Log on to the interface from the MyQ Easy Config Home tab, by clicking on the
MyQ Web Administrator link in the MyQ Web Administrator section.

3. Open the MyQ Web Administrator application. You can find this application on

the Apps screen in Windows 8.1+, Windows Server 2012 and newer.

MyQ Easy Config

MyQ Terminal Manager

MyQ Web Administrator

7.2 Logging in as an administrator

Enter the Server administrator name (*admin) and the password that you have set in
the MyQ Easy Config application, and then click Log In. If you have not changed the
default password yet (not recommended), enter the default one: 7234.

In the drop-down at the top of the login window, you can select your preferred
language.
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myo

Language:

English (United States) v

Login

Lost PIN » @ Theme v

Synchronize with the operating system

Blue
Dark

High Contrast

Before logging in, you can click Theme to choose the theme for the interface. The
options are: Synchronize with the operating system, Blue, Red (default), Dark, High
Contrast.

Click Lost PIN and you are taken to a window where you can either enter your email
in order to receive a PIN reset code or if you already have the code, you can type it
and reset your PIN.
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myoe

Lost PIN

| have no PIN reset code — enter your email and the code
will be sent to you.

Email

O
0

| have the PIN reset code

Login « @ Theme v

7.3 Main menu and Settings menu

There are two menus where you can access all the features and settings of the MyQ
server: the Main (MyQ) Menu and the Settings menu.

In this guide, all the tabs accessed from the Main menu, except for the Home screen
and Settings menu, are called main tabs as opposed to settings tabs that are
accessed from the Settings menu.

Main Menu

To open the Main menu, click the MyQ logo at the upper-left corner of the screen.
From there, you can access the Home dashboard, the Settings menu, and a number
of tabs where you can manage and use MyQ functions.
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(@) Home

=
)

~_

@ & @ do

@lEEXBE @

®

Administrator

MyQ

Settings menu

Printers
Queues

Event History

Users
Jobs
Quota Boosts

Projects
Reports

Voucher Batches
Payments

Settings

Log

Audit Log

System Health Check

Help

O Log out
10.1

To open the Settings menu, click Settings on the Main menu.

MyQ Web Interface

The tabs that are accessed from the Settings menu serve for the global setup of the

MyQ server.

7.4 Home Dashboard

On the Home dashboard, you can perform the initial MyQ setup. After the setup, you
can use the dashboard to directly access MyQ key features, display statistics, and

generate support data.
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— myo (@ Home ‘(/o @

& Generate Support Data.. ) Refresh 3 Toolsv @ Themev [ Log out

Quick Setup Guide System Status

> I:lcense
Enter license

V ® @
o o o

S Administrator email
MyQ sends important system notifications to this email.

Enter the administrator's emai uptime: - @
Userss 2 1
S Outgoing SMTP Server
Configure the outgoing SMTP server Printers @ 0
ecent warnings: 4 0
S Printers -
Discover printers | Add printers manually Recenterrors: () 0
v Users—‘ DONE
ser: .
Users: 1 Environmental Impact
Add users manually | Import users
Trees & o
Total Pages (last 30 days) o2 &y Okg
1.0 Energy: % Okwh
0.9
License
0.5
“ 4‘ Version 10.1
02 Status: A\ No license
0.1
0 Manage license

The dashboard is Fully adjustable; it consists of multiple building blocks (widgets)
that can be added and removed from the screen. You can use the blocks to customize
both the layout and functionality of the dashboard.

By default, there are seven widgets on the dashboard: Quick Setup Guide, System
Status, Total Pages (last 30 days), Environmental Impact, Updates, License, and
Printers with Issue. Apart from these, you can also add the following widgets:

¢ Quick Links: From the Quick Links widget, you can directly access the most
important tabs of the MyQ Web Interface: Jobs, Printers, Users, Reports,
Settings, and Log.

e Top Active: Printers: Shows the most active printing devices.

e Top Active: Groups: Shows the most active printing groups.

e Top Active: Users: Shows the most active users.

The Quick Setup Guide walks you through the initial MyQ setup.

In System Status, you can see the following system status information:
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Name

Pages printed
today

Pages copied
today

Pages scanned
today

Uptime

Users

Printers

Recent warnings

Recent errors

MyQ Web Interface

Description

Number of printed pages over the last 24 hours. Cached
every 60 seconds.

Number of copied pages over the last 24 hours. Cached
every 60 seconds.

Number of scanned pages over the last 24 hours. Cached
every 60 seconds.

MyQ system uptime, in hours.

Number of active users. Clicking opens the Users page
overview.

Number of printers where the status is not: Local,
replicated or deleted. Cached every 15 seconds. Clicking
opens the Printers page.

Number of warning log messages over the last 24 hours.
Cached every 30 seconds.

Number of error and critical log messages over the last 24
hours. Cached every 30 seconds.

In the Total Pages (last 30 days) widget, you can see a graph of the prints, copies,
and scans in the last 30 days.

The Environmental Impact widget shows your environmental impact in Trees, CO»,

and Energy.

1 tree = 8333 pages / 1 page = 12.7g of CO, / 1 page = 48Wh of energy / 1 recycled page

= 32Wh of energy

The Updates widget shows available updates for the MyQ installation and its
components (terminal packages). To get the updates status, a valid license needs to
be added to MyQ. Once a license is added, the MyQ administrator (or a user with the
Manage settings rights) may see the following:

e LATEST - the currently installed version is the latest one

- there is a newer version in this branch
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o e.g. MyQ 10.1 patch 1 will show that MyQ 170.7 patch 2 is available

o e.g. 10.2 BETAwill show that 70.2 BETA 2is available

o e.g. Terminal 8.2 patch 23 will show the latest patch released for that 8.2
Terminal

. - this version is not being updated anymore, an upgrade path is
recommended

o Shown currently only for Server components - Print and Central Server, not

Terminal Packages.

In the event that a license has been installed, the update information may not be
immediately downloaded and displayed in the widget. If there is no information
about updates, the "Check now" button is displayed in the widget. The administrator
can manually initiate the retrieval of update information using this button.

Updates

Server 10.1 (patch 3)

pdates:  Update status currently unavailable
Server may be offline

7 Check now

The "Check now" button is only displayed if a license is installed. Without a license,
the widget displays the message "/Insert a license to get Update status".

If the server is offline or there are any errors, a warning is displayed on the widget.

The License widget shows license information and can redirect you to the License
settings tab.

Printers with Issue shows unreachable active printers and active printers with
unresolved alerts. You can also see these issues in the Issues column, in the Printers
overview (MyQ, Printers).

Printers with Issue

©

All printers look good

Adding new widgets and moving widgets on the dashboard
To add a new widget:

1. Click Tools at the top-right corner of the dashboard, and then click Add
Widget. The Add Widget pop-up window appears.
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— (2]
= myo (@ Home & @
@ Generate Support Data.. o Refresh 3 Toolsv @ Themev [ Log out
® Add Widget...
Quick Setup Guide System Status
Default layout
N License Panes nrinted todav: =)

2.In the pop-up, select the widget, and then click OK. The new widget is
displayed on the board.

Add Widget X

Widget: Environmental Impact
Total Pages (last 30 days)
License
Updates
Quick Links
Printers with Issue
System Status

® Top Active: Groups
Top Active: Printers
Top Active: Users
Quick Setup Guide

To move widgets, drag and drop them on the board.

To delete widgets, click on the three dots at the top-right corner of the widget, and
click Remove.

Select Default layout in the Tools menu, to restore the dashboard to its default
layout.

Changing the theme

To change the MyQ Web Ul theme, click on Theme at the top-right corner of the
dashboard. The available options are:

¢ Synchronize with the operating system
Blue

Red (default)

Dark

High Contrast
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— (2]
= myo (d) Home vl O}
@ Generate Support Data... 2 Refresh €53 Toolsv @) Themev [= Logout

Synchronize with the operating system

Quick Setup Guide System Status
Blue

Enter license

Pages copied today: Dark

=)

High Contrast

i

> Administrator email

- . ; : Pages scanned today:
MyQ sends important system notifications to this email.

7.4.1 Quick Setup Guide

On the Quick Setup Guide widget, you can set the basic and most important
features of the MyQ system:

License
Adding and activating licenses

Click Enter License. The License settings tab opens. You are asked to enter the
following information about your installation:

[ License

Enter information about this installation

Company: * | ]

Person: *

Address: *
Country: * | [empty] v

Email: *

Phone:

Enter the installation key

Installation key:

v Save

To get MyQ SMART license for free register at MyQ Community portal

Then, Enter the installation key in the field and activate your licenses.

You can also register in the MyQ Community portal and request for the free MyQ
SMART license.
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Administrator email

By clicking Enter the administrator's email, you open the General settings tab,
where you can set the administrator email. Important system messages (disk space
checker warnings, license expiration etc.) are automatically sent to this email.

Outgoing SMTP server

By clicking Configure the outgoing SMTP server, you open the Network settings
tab, where you can set the outgoing SMTP server.

Printers
Adding printers:

By clicking Discover Printers, you open the Printer Discovery settings tab,
where you can discover and add printing devices.

¢ By clicking Add printers manually, you open the Printers main tab, where you
can manually add printing devices.

Activating added printers:
Click Activate to activate all the added printing devices.

Users

By clicking Add users manually, you open the Users main tab, where you can
manually add users.

By clicking Import users, you open the Users synchronization settings tab,
where you can import users from the MyQ Central server, from LDAP servers,
or from a CSV file.

7.4.2 Generate Support Data

In case you encounter a problem that requires help from the MyQ support team, you
may be asked to provide more information about your MyQ system configuration,
licenses, printer devices, terminals, etc. In such case, you need to generate a
MyQhelpdesk.zip file, which contains multiple files with all the necessary information,
and send it to the MyQ support team.

The .zip file includes the Logs folder which contains:

e error logs from Apache and PHP,

the MyQ log file log_dateandtime.xlsx,

the Windows Event log,

the statsData.xml(file,

httperr*.logfiles,

and the MyQ-helpdesk.xml file with MyQ system information.
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The MyQ log file corresponds to the MyQ log that can be displayed on the MyQ Web
Interface or in the MyQ Easy Config application, but they differ from each other.

To generate the MyQ-helpdesk.zip file:

1. Click Generate Support Data on the bar at the top of the Home dashboard.
The Generate Support Data dialog box appears.

2.In the dialog box, specify the Day and the exact Time span of the MyQ events
to include in the MyQ-helpdesk file, and then click Export. The file is generated
and saved to your Downloads folder.

Generate Support Data

Day:* | 09/26/2022 =]

Time from:* 1 02:04 AM @ til:* 03:04 AM @

7.5 MyQ Log

In the MyQ server log, you can find information about all parts of the MyQ server: the
MyQ server, MyQ Web Ul, etc. Log messages are sorted into these types Critical,
Error, Warning, Info, Notice, Debug, Trace and you can select the types that you want
to be displayed.

You can also set the log to display only messages informing about specific MyQ
subsystems, such as the Web Ul, remote printer setup, user sessions on MyQ
terminals, and also about a specific context, for example, direct printing or a specific
printing device.
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E Log D WatchLive / Open ¢ Show from here | €3 Tools~ . Refresh |Search

Checking new direct print jobs

Context:

Subsystem:
rect print jobs

Type:

« | Critical
| Error

+| Warning
v|Info

+ | Notice
+| Debug
| Trace

Checking ect print jobs

Checking new direct print jobs

The log is updated in real time, but you can pause it by clicking Watch live, and select
to show messages from a specific time period, such as yesterday, this week, last
week, last X hours, last X weeks, etc.

Opening the MyQ Log

On the MyQ Web User Interface, go to MyQ, Log, or on the Home dashboard, click
Log on the Quick links widget.

Pausing/Refreshing the log

To pause or resume the real time run of the log, click Watch live on the bar at the
top of the Log tab. To refresh the log up to the current moment, click Refresh on the
same bar.

Filtering the log: selecting time period, types of information, subsystem or
context

You can filter the log on the panel:

o After you pause the log, you can select the period in the Date combo box.
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e The types can be selected and deselected on the panel at the right side of the
Log tab.

¢ On the Subsystem combo box, you can select/type one or more subsystems to
be displayed in the log.

* In the Context text box, you can type the context you want to view.

After the filters are set, click Search to submit them.

Exporting the log/Generating support data

Click Tools on the bar at the top of the Log tab, and then select one of the following
export options:

e Save as Excel — export the log as an Excel file.

¢ Save as CSV — export the log as a CSV file.

e Generate Support Data — generates a .zip file with multiple files for MyQ
support.

£ Tools» ) Refresh | Search

o Save as Excel
Save as CSV
b |
@ Generate Support Data...
U Remove highlighting \

Highlighting log messages

You can highlight particular log messages. To do so, select the message that you
want to highlight and then press the SHIFT + SPACE keyboard shortcut.

Time v | Type Subsystem Context A. ext

09/13/2022 4:41:14 AM  Debug  Direct Print Checking new direct print jobs

022 4:41:08 AM  Debug  Direct Print Checking new direct print jobs

)9/ 022 4:41:05 AM  Debug  Direct Print Checking new direct print jobs
09/13/2022 4:41:02 AM  Debug  Direct Print Checking new direct print jobs
09/13/2022 4:40:59 AM  Debug  Direct Print Checking new direct print jobs

To remove all highlights, click Tools on the bar at the top of the Log tab, and then
click Remove highlighting.
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7.6 MyQ Audit Log

In the MyQ Audit Log, you can view all the changes of MyQ settings, along with
information about who made the changes, the time when they were made, and which
subsystem of MyQ was affected by them.

— X2 ]
= myQ (@ Home | B Audit Log @
L7 Audit Log
Date: / Open £33 Toolsv 4 Refresh |Search ¢
v
Time v | Type | Description Context User
User:
v Today
Type: 09/13/2022 4321.. & Settings were changed. R Administrator « *admin
All v 09/13/2022 1:35:3... Va Settings were changed. R system « *system
09/13/2022 1 / Group All users was edited. R System « *system
[ Qsearn | A
09/13/2022 1:35:3... / User User not authenticated by MyQ w... A System « *system

Opening the MyQ Audit Log
On the MyQ Web User Interface, click MyQ, and then click Audit Log.

Filtering the Audit Log: selecting time period, user and type of event

The displayed data can be filtered by a time period, the user who made the changes
and the type of the event.

To display additional information about a particular change, double-click the change.
A panel with the detailed information opens on the right side of the Audit Log tab.

Exporting the Audit Log

You can export the Audit Log by clicking Tools and then Export on the main ribbon.
The log is instantly generated and downloaded.

You can also click Schedule Export to have the log regularly exported. The
schedule’s properties panel open to the right, where you can set its parameters.
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Audit Log Export

General Filters and parameters  Rights

Enabled: * o

Name: * |Audit Log Export

Description:

v Schedule

Repetition: *  Weekly v

Day: * |«| Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

Hours of run: * | 5:00

hh:mm, hh, h:mm, hh am, hh pm
For multiple values, separate with a comma or semicolon
> Notification
> Report
v Save Cancel

Fields marked by * are mandatory.
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8 MyQ System Settings

This topic discusses basic system settings of the MyQ system. The settings are
located on separate tabs, accessed from the Settings menu:

e On the General settings tab, you can set the administrator email, change
regional settings, and other general settings.

e On the Personalization settings tab, you can add custom help links and custom
logos to be used in various parts of the MyQ system.

e On the Network settings tab, you can modify network settings such as
certificates, server ports, etc.

e On the Authentication servers settings tab, you can add LDAP and Radius
servers for user authentication.

e On the Task scheduler settings tab, you can add new task schedules, change
their settings and run scheduled tasks.

e On the Log settings tab, you can set the Log notifier feature, which enables
sending notifications about selected log events to the administrator and/or
any number of MyQ users.

e On the System management settings tab, you can change settings of the MyQ
history, set the maximum size of files that can be uploaded on the MyQ Web
Interface, delete data from the MyQ database, and also reset MyQ components
to apply settings previously made on other tabs.

8.1 Server Type Settings

In the Server Type settings tab, the MyQ administrator can set the type of server to
use:

= myo (@) Home =] Settings: Server Type
3¢ Settings () Server Type

(&) Server Type

B License Site server: Production

Server Type: Standalone server
General
& @) Site server
@ Personalization
v Connection settings
(@ Task Scheduler
Site name:
oo Network
Central Server address:

&5 Connections

Enable secure connection: v
2 Authentication Servers

2 snwe

Port: 8093
password for communication:
@ Printers & Terminals
3 Configuration Profiles v Licenses
@ Printer Discovery Embedded terminals: * |0

@ Terminal Actions
Embedded Lite terminals: * |0

% Events

%, Event Actions Cancel
[o] Fields marked by * are mandatory

A Users
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o Standalone server - this is enabled by default. It corresponds to the MyQ Print

server.

« Site server - this option can only be used within a MyQ Central server

installation.
o Site name - add a name for your site server.

o Central Server address - add the Central server’s host name or IP address.
o Enable secure connection - enabled by default. The connection between
the Central server and the Site servers is secure.
o Port - 8093 by default.
o Password for communication - password used for the communication

between the MyQ Central server and Site servers.

o Embedded terminals - add the number of embedded terminal licenses to

be used on this Site server (distributed by the Central server).

o Embedded Lite terminals - add the number of embedded lite terminal
licenses to be used on this Site server (distributed by the Central server).

In older versions, in the Server type settings tab, it was possible to switch between
the Standalone server, a Site server, or a Central server. This is no longer available, as
the MyQ Print server and MyQ Central server are different products and use
separate installers. If you have such a setup and plan to upgrade to MyQ Central
server 8.2+, be advised that the upgrade will not be successful. It is required to
upgrade your system to version 8.1, download the latest MyQ Central server
installer, and migrate your setup (described in detail in MyQ Central Server).

8.2 General Settings

In the General settings tab. you can set the administrator email, time zone, default

and additional languages, currency, and the column delimiter in CSV Files.

= myQ (@ Home

3¢ Settings

(8 server Type

B License

3¢ General
@ Personalization

@ Task Scheduler

oo Network

& Connections
2 Authentication Servers

2 snwe

(& Printers & Terminals
3 Configuration Profiles
@ Printer Discovery
@ Terminal Actions
% Events

%, Event Actions

3¢ Settings: General

3¢ General

Administrator email:

Time zone: Los Angeles (UTC-07:00 DST)

Default language:

Additional languages:

Currency:

Number of digits after the 2

decimal point:

Column delimiter in CSV:

English (United Kingdom)

Cancel
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Administrator email: The administrator email receives important system
messages (disk space checker warnings, license expiration, etc.) automatically
sent from MyQ.
Time zone: For the proper functioning of the MyQ system, make sure that the
time zone set here is the same as the time zone set in the Windows operating
system. After changing the time zone, you will be asked to restart the web
server.
Default Language: The default language setting determines the language (list
of available languages) of all emails that are automatically sent from MyQ and
the language used on all connected terminals and interactive readers.
Additional languages: You can set additional languages that will be used for
custom fields. This way you can enter different names of the fields to be used
in different languages.
Currency: In the currency setting, you can enter the 3-letter currency code of
the currency that you want to use in your pricelist.

o The Number of digits after the decimal point option can be set from Oto 5

(defaultis 2).

Column delimiter in CSV: The column delimiter in CSV files setting determines
the delimiter in source and destination files used for all the import and export
operations to and from the CSV file format. The default value is based on the
regional settings of your operating system.

8.3 Personalization Settings

On this tab, you can set a custom message to be shown on the Web accounts of MyQ
users, add links to your own custom help, add custom application logos to be used in
MyQ, on MyQ terminals, and in MyQ Desktop Client, and personalize your terminals
with the available themes.

= myQ (@ Home | @ settings: Personalization

3¢ Settings (D Personalization

& server Type
> Custom application logo
E License E g

5 G [ > Terminal personalization
enera

(P Personalization > Dashboard custom message

Task Scheduler
% > Custom help

oo Network

&5 Connections

A Authentication Servers Cancel

2 snwe

> Custom link in the MyQ Desktop Client

8.3.1 Custom application logo

Here you can add your company's logo to be used in the MyQ system. The logo will
appear on the upper-right corner of the MyQ Web Interface, on MyQ credit vouchers,
in MyQ Desktop Client, and on reports.
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Supported picture formats are JPG/JPEG/PNG/BMP and the recommended size is
398px x 92px.

To import the logo, click +Add, Browse for the file and Open it, and then click Save
at the bottom of the tab. A preview of the new logo is displayed on the tab.

8.3.2 Terminal personalization

Here you can add your company's logo to be used on all your MyQ embedded
terminals.

Supported formats are JPG/JPEG/PNG/BMP and the recommended size is 340px x
92px.

To import the custom logo, click +Add, Browse for the file and Open it, and then
click Save at the bottom of the tab. A preview of the new logo is displayed on the
tab.

v Terminal personalization

Custom Logo: (® Add

Blue Ice
Cherry Blossom
Classic
Coloured Rays
Purple Peace

L Spring Touch (Default)

To change the theme, select one of the available themes, click Activate, and then
click Save.

Blue Ice Cherry Blossom

0 [1%-] 0 % 0 @ 0 Léﬂ 0 L% @,@
2 e 7% 0 e Lj ] _% ] O
© | C s "® g o

Panel Copy D Card Registration Panel Scan
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Classic Coloured Rays

You can also add your own Theme, however the MyQ Theme Editor app is needed for
the creation of such a theme. Click Add, browse for the zip archive generated by MyQ
Theme Editor, and click OK.

8.3.3 Dashboard custom message

Here you can enter a message to be displayed on the MyQ users web accounts. After
you change the message, click Save at the bottom of the Personalization settings
tab.

The %admin% parameter can be used to display the email address of the MyQ
administrator within the message (the Administrator email set on the General
settings tab).

v Dashboard custom message
Message:

Example: If you have any questions, please send an email to S%6admin%

€ Revert values

8.3.4 Custom help

Here you can add a link to your own web-based help that will be displayed as a
widget on the user's MyQ home page.
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To add a custom help link, enter the title and the link of your custom help, and then
click Save at the bottom of the tab.

v Custom help
The link is displayed on the user's MyQ home page
Title: ' Company X Printing Guide

Link: | https://www.companyX.com/PrintingGuide

mye - ’ 8} Home ‘

& Refresh Log out

CompanyX Printing Guide

@ CompanyX Printing Guide

8.3.5 Custom link in the MyQ Desktop Client

Here you can add a link to your own web-based help (weblink, network path or local
path) that will be displayed in MyQ Desktop Client.

MyQ Balance

Please login

2= CONNECTED

‘ CompanyX mylink

To add the custom help link, enter the title and the link of your custom help, and then
click Save at the bottom of the tab.
v Custom link in the MyQ Desktop Client
The link is displayed in the MyQ Desktop Client. It can be a weblink, a network path or a local path.
Title: | CompanyX

Link: | https://www.companyX.com/help
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8.4 Task Scheduler Settings

The Task Scheduler settings tab serves as an interface for planning regular tasks in
MyQ®. There are seven predefined tasks:

Database and settings backup, Log backup, System Health Check, History
deletion, Printer Discovery, System maintenance, and User Synchronization.

Apart from these, you can import projects from CSV files, add scheduled reports, and
execute external commands.

External commands are disabled by default. To enable them, switch the

scheduleExternalCommand parameter in the config.inifile from 0 (disabled) to 7
(enabled).

= myQ (@) Home (@ Settings: Task Scheduler

3¢ Settings (@ Task Scheduler

Server Type Last run Next run

B License

®  Backup Database and settings backup Daily 09/13/2022 3:11:11 AM 09/14/2022 3:00:00 AM
3¢ General ®  History deletion History deletion Daily 09/13/2022 3:11:11 AM 09/14/2022 3:00:00 AM
@ Personalization C Backup Log backup Daily Never
() Task Scheduler O Printer Discovery Printer Discovery Daily Never
o ®  System Health Check System Health Check Minute 09/13/2022 5:45:02 AM 09/13/2022 5:46:00 AM
oo Network

®  System maintenance System maintenance Daily 09/13/2022 3:11:13 AM 09/14/2022 3:00:00 AM

& Connections i
O User Synchronization User Synchronization Daily Never

& Authentication Servers

8.4.1 Running and setting task schedules
To manually run a task schedule:

e Select the task schedule that you want to run.
¢ Click Run on the Task Scheduler toolbar.

Or

e Right-click the task schedule.
e Click Run on the shortcut menu.

To set a task schedule:

Double-click the task schedule that you want to set (or right-click it, and then click
Edit in the actions shortcut menu). The respective task schedule properties panel

opens on the right side of the screen. The task schedule properties panel is divided
into four sections:
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History deletion X

General

Enabled:
Name: * History deletion

Description:

v Schedule
Repetition: * | Daily v
Every N-thday:* |1

Hours of run: * |3

v Notification

Send a notification after |~ 2 *admin v
performing the task:

SCICCL g Ul O il a < a

Only in case of an error v
or warning:

¢ In the uppermost section, you can enable or disable the schedule, enter its
Name, and write its Description.

¢ In the Schedule section, you must set a period of Repetition for the task run
and change the exact time of the task run start.

¢ In the Notification section, you can select to send an email notification. You

must also choose if you want to send the notification every time or just in case

of an error.

The bottom section, if present, is particular to the type of task.

After you set the schedule, click Save.

8.4.2 Providing rights For task schedules

You can provide users with rights to change some task schedules settings
themselves.

To provide users with rights to change settings of a task schedule:
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1. Double-click the schedule that you want to set. The respective schedule
properties panel opens on the right side of the screen.

2.0n the bar on the upper-left corner of the panel, click Rights. The Rights tab
opens.

3. Click +Add user. The Select user or group dialog box appears.

4. Select the user or the group of users that you want to provide with the rights,
and then click OK.

8.4.3 Automatic database and log backup

There are two automatic backup tasks on the Task Scheduler tab. The database and
settings backup and the log backup. The backup process is automatic. The files are
compressed and saved to the Backup folder.

Backup settings

Destination Folder: The folder that stores the backup data.

Backup Password: Password-protect the backup. If this field is left empty, the
created backup is unprotected.

Confirm Password: Confirm the above password.

Delete backup after ___ days: The days after which the data are deleted from

MyQ.

v Backup

Destination folder: * | %app%\Backup

Backup password:

Confirm password:

Delete backup after: * |7 days

8.5 Network Settings

On the Network settings tab, you can manage the network communication between
the MyQ server and other parts of the MyQ solution. It is divided into the following
sections: General, Communication Security, Outgoing SMTP Server, MyQ SMTP
Server, FTP Server, MyQ X Mobile Client, HTTP Proxy Server, Firewall, and PM
Server.
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= myo Q) Home | % Settings: Network

3¢ Settings o Network

(@ server Type

E License > el

8¢ General > Communication Security

Personalization > Outgoing SMTP Server
going

Task Schedules
O L > MyQ SMTP Server

% Network
oo or > FTP Server
(:) Connections
A3 Authentication Servers > [ EE T
@ snwmp > HTTP Proxy Server

(& Printers & Terminals > Firewall
3 Configuration Profiles
> PM Server
@ Printer Discovery
& Terminal Actions

% Events

%, Event Actions

8.5.1 General

In this section, you can enter the hostname of the MyQ Print server. This hostname is
used by external components of the MyQ system, such as embedded terminals or
MyQ Desktop Client, for communication with the MyQ server.

¥ General

This server hostname: *

Terminals, MyQ Desktop Client and other components use this hostname when communicating with the server. [t must match the
certificate.

During remote setup, the server hostname should be a valid hostname or IP address.
A licenses update might change the hostname to myq.local. Then the remote setup
will fFail and result in an error message.

8.5.2 Communication Security

In this section, you can choose how your security certificates are managed.
MyQ offers three different certificate management modes:

1. Built-in Certificate Authority - This is the default mode for new installations.
MyQ creates a self-signed CA certificate and uses it to sign server and client
certificates. The public key of the CA certificate can be exported (click the
Export CA certificate button) to install it to clients, so they trust MyQ server.
It is possible to specify the Subject Alternative Name (SAN), which is set as a
comma separated list of domain names and/or IP addresses. In case the
certificate is compromised, click the Generate new CA certificate button, to
generate a new one.

2. Company Certificate Authority - Your company CA generates an intermediate
CA certificate which MyQ uses to sign certificates for the server and clients. To
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generate an intermediate CA certificate click Create CSR to create a
Certificate Signing Request (CSR), sign it by your CA and click Finish CSR to
finish CSR by importing signed certificate. If the intermediate CA certificate
does not contain a CA root certificate in its chain, the administrator is
prompted to upload the public key of the CA root certificate as well (the
Import CA root certificate button appears).

3. Manual Certificate Management - Provide a certificate for the MyQ Server.
MyQ creates no certificates; all certificates are managed by you. Click Import
Server certificate to upload it. The certificate can be uploaded in PEM (public
+ private key separately) or in PFX format. The PFX format may be password
encrypted. This mode is recommended only for expert users.

v Communication Security
MyQ secures communication with certificates which is an industry standard. Choose how certificates are managed.

Certificate Authority mode: * '@ Built-in Certificate Authority
Server

and clients are secured by certificates generated by the built-in certificate authority (CA). The CA certificate is self-
sign Export the CA certifica 1 install it to so they trust MyQ Server. If the CA certificate is compromised,

generate a new one. Server certificate will be regenerated automatically.

Generate new CA certificate | | Export CA certificate

Company Certificate Authority

Your company CA generat

n intermediate CA certificate which MyQ uses to sign certificates for the server and clients.
A certific Certifi igning Re CSR), sign it by your CA and finish CSR by
mporting signed certificate. Server certificate will be regenerated automatically.

Manual Certificate Management

Provide a certificate for the MyQ Server. MyQ creates no certificates, all certificates are managed by you.

Server alternative names:

ded automatically.

Generate new Server certificate

When upgrading an existing MyQ installation, the Certificate Authority mode is
selected according to the existing server certificate:

e if the certificate is not CA, then the mode is set to Manual Certificate
Management.

e if it was generated by MyQ before, then the mode is set to Built-in Certificate
Authority.

e in other cases, the mode is set to Company Certificate Authority.

8.5.3 Outgoing SMTP Server

To send email reports, send error messages to users, send automatically generated
PIN to users, and forward scanned documents, you have to configure the email server
where all the emails are forwarded to.

To configure the server, do the following:

Select a Type from Classic SMTP Server, Microsoft Exchange Online or Gmail.
For Classic SMTP Server:
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1. Enter the server hostname or IP address in the Server text box. If the email
server listens to other than the 25 TCP port, change the Port setting to the
correct value.

2. Choose one of the available Security options.

a. Prefer StartTLS - allows even unencrypted communication (default)

b. Implicit TLS - allows only full encryption

c. Require StartTLS - allows for the handshake to be unencrypted then
switches to encrypted

. Optionally choose to Validate certificate or not.

. If credentials are required, enter the User and Password.

. Enter the address that you want to be displayed as the Sender email on PIN,

alert and report messages.

6. After you enter the data, you can click Test to test the connection to the email
server, and click Save to save your changes.

v b~ W

For Microsoft Exchange Online:

1. If you have already set up a Microsoft Exchange Online server in the
Connections settings, the server is available in the Connections field drop-
down. If not, you can click on the Connections field and then click Add new to
add your Microsoft Exchange Online server connection. For more information,
check Microsoft Exchange Online Setup.

v Qutgoing SMTP Server
Type: Classic SMTP Server

® Microsoft Exchange Online

Gmail

Connections: * [| v]

User:  (® Add new...

Sender email: “_ S —— nge Online

-7

Test

2. If credentials are required, enter the User.

3. Enter the address that you want to be displayed as the Sender email on PIN,
alert and report messages.

4. After you enter the data, you can click Test to test the connection to the email
server, and click Save to save your changes.

For Gmait:

1. If you have already set up a Gmail server in the Connections settings, the
server is available in the Connections field drop-down. If not, you can click on
the Connections field and then click Add new to add your Gmail server
connection. For more information, check Gmail with OAuth2 Setup.
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v Qutgoing SMTP Server

Type: Classic SMTP Server
Microsoft Exchange Online
®) Gmail

Connections: [| v]

User: = (® Add new...

.
Sender email: *

—

Test

2. If credentials are required, enter the User.

3. Enter the address that you want to be displayed as the Sender email on PIN,
alert and report messages.

4. After you enter the data, you can click Test to test the connection to the email
server, and click Save to save your changes.

8.5.4 MyQ SMTP Server

In this section you can view and modify the SMTP server settings.

e SMTP (STARTTLS) - Enable when using unsecure communication or secure
communication over STARTTLS. Port 25 by default.

e SMTPS(SSL/TLS) - Enable when using secure communication over SSL/TLS.
Port 587 by default.

If scanning to MyQ is enabled, set the port shown here in the device's SMTP settings.

8.5.5 FTP Server

In this section, you can set the FTP server port that terminals use when sending scan
jobs to MyQ over the FTP protocol. The FTP port is 27 by default, and the range is 0
to 65535. If you click the Generate new password button, there is a confirmation
pop-up informing that if a new password is generated, all the terminals need to be
reconfigured.

8.5.6 MyQ X Mobile Client

In this section, you can set the server hostname or IP address and the communication
port For using the MyQ X Mobile Client application and MyQ Print Agent. They may
differ from the general settings because mobile devices connect via Wi-Fi.

Choose Use the same settings as on the LAN (hostname:port) to use the same
settings as the MyQ server (default) or choose Use custom settings and add the
Server and Secure port (SSL) you want to use.
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v MyQ X Mobile Client

VyQ X Mobile Client and MyQ Print Agent use the following settings to connect to the MyQ server. The address and port may d ffer from the LAN because

these apps usually use the WiFi.
MyQ server address: * Use the same settings as on the LAN (WIN-MP&IO4EBLHI:8090)
® Use custom settings
Set up the routing so that the following address in the WiFi is routed to the MyQ Server in the LAN

Server:

Secure port (SSL):
8090

8.5.7 HTTP Proxy Server

In this section, you can set up a MyQ Proxy server which can be used to connect to
some services. Mandatory fields are Server (name) and Port. After changing ports,
restart all MyQ services.

8.5.8 Supported Services with  8.5.9 Services Not Supporting

HTTP Proxy HTTP Proxy
¢ Microsoft Azure AD (Entra ID) ¢ Microsoft Exchange (Local)
e Microsoft OneDrive for Business e Payment Providers
¢ Microsoft OneDrive Personal e Site —» Central Communication
¢ Microsoft SharePoint Online ¢ Central - Site Communication
e Microsoft Exchange Online e Site —» Terminals Communication
e Gmail
e Google Drive
e Dropbox
e Box.com
e Amazon S3
e License Server Communication

8.5.10 Firewall

In this section, you can Allow editing firewall rules of the Microsoft Windows
Firewall and you can also Reset Firewall rules.

8.6 Connections Settings

On the Connections settings tab, you can connect MyQ to external cloud services.
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3 Settings

% Server Type
B License

X General
@ Personalization

@ Task Scheduler

Q?@ Network

(__) Connections

_’E_ Authentication Servers

@ Home

MyQ System Settings

S5 Settings: Connections @ 0
Network > £ Connections ® Addv & Actions v
Type Name £ Microsoft Exchange Online

M Gmail

I‘ Azure AD NEW
Connect MyQ to cloud services by Microsoft, Google g <. o i+ oniine
Connections enable cloud support in User synchronization, Easy Scan, Easy
E Amazon S3

® Add v /@ OneDrive Business

& Microsoft Universal Print

Click Add and select one of the following available services:

Microsoft Exchange Online

Gmail

Azure AD

SharePoint Online

Amazon S3

OneDrive Business

Microsoft Universal Print

the MyQ and ScannerVision integration (embedded terminals and a MyQ

Ultimate license are required)

8.6.1 Microsoft Exchange Online Setup

It is First needed to set up Microsoft Exchange Online in Microsoft Azure, and then

configure it in MyQ.

Microsoft Exchange Online setup in Microsoft Azure

1. Log in to the Microsoft Azure portal and go to App registrations.

[ 2 4pp Reol 3 |
Services Marketplace
. App registrations No results were found.
2. Create a New registration:
App registrations =
= New registration (ff Endpoints Troubleshooting ¥ Download (Preview) Q Got feedback?

3. Create an Azure application:

a. Name - The name for this application (this can be changed later). For
example, MS Exchange Online. It is important to use the same name as the
one used in MyQ under Connections.

b. Supported account types - Who can use this application or access this API?
Select the Accounts in this organizational directory only ({Tenant name} only -
Single tenant) option. Multitenant application can also be used if required,
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depending on the target audience of the application (what account will be
used for authorization in MyQ).

c. Redirect URI (optional) - The authentication response is returned to this
URL after successfully authenticating the user. Select the Public client/native
(mobile&desktop) option from the drop-down and fill in https://
login.microsoftonline.com/common/oauth2/nativeclient as the redirect URI.

d. Click Register.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

MS Exchange Online \/I

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (| N only - Single tenant)

I@} Accounts in any organizational directory (Any Azure AD directory - "-"wL,[[I'.EnSOUI

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Heip me choose.

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios

Public client/native (mobile ... v ]IJ https://login.microsoftonline.com/common/oauth2/nativeclient v

Register an app you're working on here, Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications,

4. The new app overview page opens. Copy the Application (client) ID and the

Directory (tenant) ID, as they are needed for the connection to MyQ.
@ MS Exchange Online  # -

A Essentials

D au

5. On the left-hand menu, click Authentication. In Advanced settings, under
Allow public client flows, select Yes next to Enable the following mobile and
desktop flows, and then click Save at the top.
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B overview Supported account types

© 0 3
r ¥ o

Manage

Advanced settings

Allow public client flows

&, Roles and administrators E Discard

6. On the left-hand menu, click API permissions and add the additional
permissions required for the correct functionality:

a. Microsoft Graph: offline_access - Allows the app to see and update the
data you gave it access to, even when you are not currently using the app.
This does not give the app any additional permissions.

b. Microsoft Graph: User.Read - Sign in and read user profile.

. Microsoft Graph: IMAP.AccessAsUser.All - Allows the app to read, update,
create and delete email in your mailbox. Does not include permission to
send mail.

d. Microsoft Graph: POP.AccessAsUser.All - Allows the app to read, update,
create and delete email in your mailbox. Does not include permission to
send mail.

e. Microsoft Graph: SMTP.Send - Allows the app to send emails on your behalf
from your mailbox.

- MS Exchange Online | APl permissions = -

API / Permissions name Type Description Admin consent requ... Status

V Microsoft Graph (5

Microsoft Exchange Online setup in MyQ

1. Log in to the MyQ web administrator interface, and go to MyQ, Settings,
Connections.
2. Click +Add and select Microsoft Exchange Online from the list.
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@ Add v é? Actions v

£ Microsoft Exchange Online
M Gmail
Azure AD NEW

A

B SharePoint Online
ﬁ Amazon S3
™

OneDrive Business

& Microsoft Universal Print

3. In the pop-up window, fill in the required fields:
Microsoft Exchange Online X

Title: * |MS Exchange Online
ClientID: * | Application (client) ID from MS Azure

Tenant ID: * | Directory (tenant) ID from MS Azure

v 0K Cancel

a. Title - add the name you chose during App registration in MS Azure; for
example, MS Exchange Online.

b. Client ID - the Application (client) ID you copied during the MS Azure
setup.

c. Tenant ID - the Directory (tenant) ID you copied during the MS Azure
setup.

4. Click OK.

5. After setting up the external system in MyQ, you are requested to confirm a
code through the Microsoft website (https://microsoft.com/devicelogin). The
code you need to confirm is shown in the pop-up window, just below the link to
the Microsoft website. There is timeout for confirming the code (usually itis 15
minutes).

The email functionality will not work until the confirmation is successfully
completed.

This confirmation must be done with the Microsoft account that owns the email
box (email address), which is used to connect to the exchange (Sender email in the
MyQ, Settings, Network tab).

For example, if you use the sender email “print@somedomain.com”, then you need
to authenticate on the Microsoft website as this user during this step.
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Microsoft Exchange Online is now connected to MyQ and is ready to be used in the
Network settings tab, as an Outgoing SMTP server, and in the Jobs settings tab, in
Jobs via Email as a POP3 or IMAP server.

Additional Settings
Send scan as the logged-in user

If MyQ is set to send scans as the logged-in user in MyQ, Settings, Scanning & OCR -
Default settings of an email with scan - Sender, the mailbox authenticated in MyQ has
to have a Send As permission for all users.

1. Login to Exchange admin center.

2. Go to Mailboxes, select all users.

3. Click on “Mailbox delegation”.

4. Select the mailbox that has been authenticated in MyQ when the MS Exchange
Online connector was created (you can find it in MyQ, Settings, Connections).

5. Choose "Send as" permission.

Manage mailbox delegation

Apply these changes to the 6 selected recipients

Add a delegate *

‘o Mail X Name or email ’
o Mai ‘ Send as ‘

Full access

Send as

: Send on behalf

6. Click Save.

Your selected mailbox for outgoing emails has now been assigned the rights to send
scanned documents on behalf of the user who scanned them.

If you select to send emails as the default sender, this change is not required.

8.6.2 Gmail with OAuth2 setup
To configure Gmail with OAuth2 in MyQ:

1. Log in to the MyQ web administrator interface, and go to MyQ, Settings,
Connections.
2. Click +Add and select Gmail.
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@ Add v 4 Actions v

@8 Microsoft Exchange Online
A Azure AD [NEW

!’ SharePoint Online

E Amazon S3

/@ OneDrive Business

& Microsoft Universal Print

3.In the pop-up window, you are requested to authorize the connection by

clicking Continue with Google, copying the generated code, pasting it in the

Authorization code field, and clicking OK.
Gmail

To set up the connection with Gmail, authorize the account you wish to use.

1. Log in with your Gmail account and copy the authorization code.

Continue with Google

2. Paste the authorization code below.

Authorization code:

X

v 0K Cancel

Gmail is now connected to MyQ and is ready to be used in the Network settings tab
as an Outgoing SMTP server, and in the Jobs settings tab, in Jobs via Email as a POP3
or IMAP server.

8.6.3 Entra ID with Microsoft Graph setup

-

o Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra ID for
the following reasons: (1) to communicate the multicloud, multiplatform
functionality of the products, (2) to alleviate confusion with Windows Server Active
Directory, and (3) to unify the Microsoft Entra product family.
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/new-name
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Azure Application Configuration

1. Log in to the Microsoft Azure portal and go to App registrations.

[ £ App Regi X -

Services Seeall  Marketplace

&%, App registrations No results were found.

2. Click New registration to create a new application or select an existing
application.

3. If you are creating a new application, set the Name and in Supported account
types select Accounts in this organizational directory only ({Tenant name} only -
Single tenant) option if all your users are members of your tenant. Multitenant
application can also be used if required, depending on the target audience of
the application.

4. You can skip the Redirect URI settings for now (described in step 7). Click
Register to create the application.

5. From the application’s Overview screen, go to APl Permissions and select
Microsoft Graph API and the required type of permission (Delegated or
Application) as illustrated below. The required permissions are:

Microsoft Graph \ Group.Read.All, Microsoft Graph \ User.Read, Microsoft
Graph \ User.Read.All

= Add a permission /" Grant admin consent for Default Directory
APl / Permissions n... Type Description Admin consent req...  Status

v Microsoft Graph (3)

Group.Read All Application Read all groups Yes @ Granted for Default Directory
User.Read Delegated  Sign in and read user profile No @ Granted for Default Directory
User.Read All Application  Read all users' full profiles Yes @ Granted for Default Directory

6. The status "Granted for Default Directory' needs to be set on all permissions
that require them. All needed permissions can be added and configured with
the buttons at the top of the list of permissions.

Add a permission /" Grant admin consent for Default Directory

Use "Add a permission"” to add new permission.
Use "Grant admin consent For Default Directory" to set the status of the
permission as "Granted for Default Directory".

7. Go to the Authentication settings, and under Platform configurations, click
Add a platform. Then select Web, and list all redirect URLs for your Azure
application. For the actual URLs, use the hostname (and port) of your server in

the Following Format: https://{hostname:port}/auth and click ConFfigure.
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Home > App registrations > Azure AD Configure Web X
3 Azure AD | Authentication =

< All platforms. Quickstart Do
A7 Got feedback?

* Redirect URIs

Platform configurations The URIs

Supported account types

Vho c: his applicatio

U App roles

Advanced settings
Allow public client flows ©

Enable the following mobile and desktop flows (ves

o Ann collerts nlaintext nassword (Resaires Owner Password Cradantial Flow) | 2am mare o7

8. In the application’s overview page, save the Application (client) ID and the
Directory (tenant) ID, as they are needed for the MyQ configuration.

9. Click Add a certificate or secret next to Client credentials and complete the
following steps:

Add a client secret X
Description Enter a description for this client secret ‘
Expires | Custom v |
Recommended: 180 days (6 months)
Start
90 days (3 months)
End

365 days (12 months)
545 days (18 months)
730 days (24 months)

Custom

a. Click New client secret.

b. Add a Description.

c. Set the expiration for the key.

d. Click Add.

e. Save the client secret key Value, because you need it for the configuration
in MyQ and you cannot retrieve it later.

Configuration in MyQ

Go to MyQ, Settings, Connections to connect MyQ to Entra ID. Click Add and select
Entra ID from the list. In the pop-up window, fill in the required information:
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Azure AD X

Title: * | Azure AD with MS Graph
Directory (tenant) ID: * | Directory (tenant) ID from Azure
Application (client) ID: * | Application (client) ID from Azure

Security key: ssscssee

v OK Cancel

Fields marked by * are mandatory.

Title: Add a title for the connection.

Tenant ID: Add the Directory (tenant) ID you saved from Azure.
Client ID: Add the Application (client) ID you saved from Azure.
Security key: Add the (secret) Value you saved from Azure.

Click Save and your Entra ID connection is now complete.

Microsoft single sign-on
To use Microsoft single sign-on:

1. Enable "Use as an authentication server" in Entra ID synchronization source
- Users tab prior to synchronizing users or enable Entra as an authentication
server manually for selected users in their details on the Users main page.

2. In the Entra authentication server settings, enable displaying the 'Sign in with
Microsoft' login method.

a When Microsoft single sign-on is enabled, the Sign in with Microsoft button
is always displayed on the MyQ Web Ul login page, but only users who use
Entra ID as their authentication server can use it to log in. Any attempt to
use Microsoft single sign-on by a user who does not use the Entra ID
authentication system will end with an error.

What happens when a user tries to sign in with Microsoft in the MyQ Web Ul:

e The user clicks the single sign-on button.

o If the useris not signed in to Microsoft in the browser, they are forwarded
to the Microsoft login page to sign in, and then logged into MyQ with the
provided account.

o If the useris signed in to Microsoft with one account only, they are
automatically logged into MyQ with this account (limitation).
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o If the user is signed into two Microsoft accounts, they are forwarded to the
Microsoft login page and are given a choice to select the account to
continue with.

e Logoutin MyQ Web Ul signs out the user only locally, not from Microsoft.

Limitations

e If a user uses the Sign in with Microsoft button and they are currently
signed into one Microsoft account in the browser, they are
automatically logged into MyQ with this account. There is no option to
switch to another account. To use another account, the user has to sign
out on any Microsoft services first, and upon the next use of the single-
sign-on button, they will be asked for a new login.

e Users using Entra ID authentication server cannot sign in on the MyQ
Web User Interface with a PIN. However, they can use their PIN on the
MyQ Embedded terminals or in MyQ Desktop Client.

Synchronization and authentication through an Entra ID with Microsoft Graph can
now be used via the following steps:

1. Adding an Entra ID authentication server in MyQ, Settings, Authentication
Servers.

2. Adding an Entra ID synchronization source in MyQ, Settings, User
Synchronization.

8.6.4 MyQ Smart Workflows

In order to create a MyQ Smart Workflow you need to install and configure the
ScannerVision server to work with the MyQ server.

ScannerVision is a solution to automate document workflows, by capturing,
processing, and storing scanned documents. This may include bar code reading,
recognizing texts with the help of Optical Character Recognition (OCR), or converting
documents to another format. Storage possibilities include a network folder, a
database, cloud storage or storing as an e-mail attachment.

ScannerVision extends the features of MyQ by allowing the user to perform a
customized and personalized scan workflow, and can utilize the user’s credentials to
access the storage where the scanned document will be placed, making not only
secure printing possible, but also secure scanning.

Requirements
Minimum requirements prior to the installation:

e MyQ Ultimate license (license for the MyQ server + license for ScannerVision)
* Two servers setup (one for the MyQ server, one for the ScannerVision server).
In case of a MyQ Central Server setup, one server can be used.
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e ScannerVision server 9.1+
o EMB Kyocera 7.5.9
o EMB Kyocera 8.1.1+
o EMB HP Enterprise 8.1.1+ (supported in exploded mode as well)
Additional Information
Additional information about MyQ products can be found in the MyQ Docs portal:

e MyQ Embedded Terminal Manuals for branded embedded terminals information
e ScannerVision User Manual for advanced ScannerVision user information

ScannerVision Server Installation

.NET Framework 4.8 has to be installed on the server before installing ScannerVision.
If it is not installed, open Server Manager and install it.

To install the ScannerVision server:

1. Run the ScannerVision installer.
2. Follow the installation wizard's instructions and install the server.
3. Activate the product.

License check

Once the ScannerVision server is installed and activated, verify the license
information:

¢ Open the ScannerVision Processing Engine user interface application.
e On the top meny, click Help, License.

A ScannerVision Processing Engine - B “
Server Templates Clients Users View | Help
! V, Help Topics
L
Start server License
ScannerVision Processing Engine Professional Services

e ScannerVision License Manager opens. Click Detailed License Information.
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g rScannerVision License Manager - V9.0.0.99
Online Activation @ Offiine Activation

Serial number

Voucher Number(s)

|
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| |

* Activate/Topup

Customer information

Name:
Company:
Email address:

Telephone number:

Server license information

Serial number:
Description:
Expiry date:

License type:

Maintenance information

Expiry Date:
Maximum Licensed Version:
Status:

B Detailed License Information

Upload Biling Information G(-

info@scannervision.com

123456

Scan For You Office NFR
13 November 2020
Unlimited

13 November 2020
Any, currently supported, released version
Valid

Proxy Settings

e Check if the number corresponds to the MyQ device licenses number.

MyQ KDSJLCZLXWSNRX9F

Configuration

2 13 November 2020

Once the ScannerVision server is installed, there are configuration steps to be done,
both in MyQ and in ScannerVision:

e Configuring ScannerVision

o Templates
o Clients
o Users

e Adding ScannerVision as a terminal action in MyQ
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Configuring ScannerVision
In order to set ScannerVision properly, you need to configure Network settings,

Templates,

Clients and Users.

Network Settings
1. Open ScannerVision. Settings is shown by default.

. . . .
2. Click Network Server Settings in the Module View.
Server  Templates Cliests Users View  Help
© . ~
" e % = o = @ 2
Pause terver  S20p server Apply settings  Discard settings Server Settings Help Professiona
ernces
Back ttings > >
General Navigation Tigc Double cick icons with ocange crcies and single Ok cons without.
Modules View x
= - Network Server Settings
etting 0} > LYY TCPAP port 1983
General Server  Network Server
/,// Settings Settings Enable encryption
= F =
- » ; n Web Server
k= RS -0
6— SMTPServer  FTP-ES Server Address | 1014473
T Settings Settings N N :
< Port 81 5
‘5' / l »
ents > SSLport 443
Message
Customizations
) STAport 50100
Ml
-
¢ FTP port
; Data poet fro 5000
o b
Master Form
— Dataportto 65535
(=) Tuneo
Lleg
$S
/J\ G bes 7
Tooks. SSL certificate T\ G-TMYQT3myq.c -
H wme TMK Ay myqc -/

3.Add

the IP address or hostname of the ScannerVision Web Server in the

Address field.
4. Change the preset ports if necessary.
5. Enable/disable non SSL.
6. Configure the FTP-ES server settings:
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Server Templates Clients Users View Help
= . &
Pause server  Stop server
Back ~ Settings -> > Network Server Settings -> >
General
Modules View
Settings ‘1«_,1 =&£;
7 General Server  Network Server
7/ Settings Settings
othy
Connections = F ";}
T
= - -'T:,'.) P -);’
o Vaad L5
)

:: ] SMTP Server m-ES'SCVU
Templates Settings Settings
€7
'-:37j I »

Clients

N Message

) Customizations
/

@
t?LZ—}—J

Users

7. Save your settings.

Templates

MyQ System Settings

H

Apply settings

o

Discard settings

1)

Navigation Tip: Double click icons with orange circles and single click cons without.

FTP-ES Server Settings

¥ Enable FTP-ES server
FTP Server address [10.144.73 v
Command port
Data port from

Dataportto 65535

Templates control what actions ScannerVision performs. They determine where
documents come from, what processing is done on them and where they ultimately
end up. Multiple templates can be defined and assigned to users and groups.

To add a new template:

1. Open ScannerVision Processing Engine and click Templates in the Navigation

Pane.

unh WN

select Client Capture.

[e))

settings are editable.

. Click Add Workflow on the top menu.
. Name the new template and mark it as Enabled.
. Click Apply Settings on the top menu.
. Once saved, double-click on the new template. In the right tab of the window,

. In the Client Capture tab, mark the Enabled checkbox. Now the template's

Navigation Tip: Double click icons with orange circles and single click cons without.

Modules View

ge La B

AR Output Format

Document Store

Settings Settings

(=AY — —
WO =
—Q Q =)
Xml Data Import ~ ABC Settings Document
Annotati...

R Af i | E¥E |

Adding Questions on a Template

X

Hot Folder | FTP Server | Mail SewﬂClient Capture ‘ )
SNS~—

Hot folder settings
[] Enabled

Hot Folder

Share username

Share Password
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Questions are used to capture necessary document information. To add a new

Question to a template, in the Client Capture tab:

1. Right click on the Questions area.
2. Select Add question.

3.In the new Template Question window, fill in the Question, Tag name, and

Default text fields, and any other of the optional fields.
4. In Question Type select Typed.
5. Click Save.

A ScannerVision Processing Engine - Unlicensed Copy
Sever Templates Clients Users View Help
= : = 8 B @ ¢
Coe Ca o e = H ] & )
Pause server  Stop serv f Apply settings  Discard settings | ServerSettings | Help | Professional
Services
Back Templates ->> New Template (1) ->> Capture Settings ->>
General N Tip: Double diick icons with orange circles and single dlick cons without.

— Mo % | Hot Folder | FTP Server | Mail Server| Client Capture
L= p - Client capt: ti
ient capture settings
settings Oe
4 Capture Setting: [V] Enabled
72
&
== Scanning properties
Connections
= 00 = Type Text v @ Lock Sides | One side Lock  Scansource ADF Lock
=
pe—1 Output Format . - . -
e Settings Colors | Auto 7 Lock Size A4 Lock
= = o - ock
= Resolution 300 Lock  Scan orientation | Portrait Lock
&= /
Clients Pages properties
Document Store
( Settings -
,‘121, Min 0 Max
A )
Users ok
b Questions
LEf Pty
A iml Data Import
i i Tagname Y Question Y| Default value Y| Regular expression V| Sample Y
Master Forms =
= — ScannerVision - Template Question
s ==y
(=] 0 Question | question1
o5 ABC Settings
Tag name | QUESTIONT|
»
=4 Default
General :0
o Regular expression
S Tools Documen t
- Annotati... Sample
» v
Tooltij
ScannerVision Processing Engine ooltip "
Minimum size (3=
Maximum size 0
Required
Question type | Typed -
Save Cancel

Adding a PickList to a Question

A PickList can be added to a Question within a template, if the Question Type

selected is Typed. To add a PickList:

1. Click on the Add PickList button on the right.
2. 0Once there, select Static as the PickList Type.
3. In the Picklist window, enter a Name for the picklist.

4. Add picklist items by pressing the plus (+) button on the right.

5. Click Save.

6. Once saved, select the picklist(s) to be displayed for this question and click

Save.
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A ScannerVision Processing Engine - Unlicensed Copy =&
Sever Templates Clients Users View Help
F 8 B 0 <
B e o4 =] - H B @ @
ec  Pauseserer Stop server T lete template | Apply settings  Discard settings | Sewver Settings | Help | Professional |
- Senvices
i Back ~ Templates ->> New Template (1) ->> Capture Settings ->>
General Navigation Tip: icons with orang and single dlick
— Modules View X [ Hot Folder | FTP Server | Mail Server | Client Capture
= pE 5 Client capt: ti
ient capture settings
Setting He
7 Capture Settings Enabled
7
&
== Scanning properties
Connections
s S¢S = Type Text v | @ Lock Sides | One side ~ [0 Lock  Scansource |ADF ~ | @ Lock
»=
3 Output Format
b=
v [@ Lock v | [0 Lock
e Settings Colors | Auto o Size A4 ock
== = Resolution 300 v [ Lock  Scan orientation | Portrait v | [ Lock
=
s (=€
Clients Pages properties
Document Store
& Settings = -
QL Min ()= Max ()= I
User: <aﬁlr§
ro Questions
& Xen Dt
5 mi Data Import =
O P Tagname V| Question V| Default value | Regular expression | Sample Y
ScannerVision - Template Question [x]
Question | ques tion1
Tagname | QUESTION1
Default
ScannerVision - PickList .
Regular expression
Name | ist1
Sample
Guid | {68DF9505-7391-4C44-0893-2F80724F21DC)
Tooltip
Dynamic retrieval
Minimum size 0
Maximum size 0 Picklist items Y =
1
Required
@ 2
Question type  Selected
Fickist Name V| Pickiist Type V| GUID Y B
list2 Static {23179266-6E56-4DFD-9663-68847A7CB1C1} = B
list1 Static {68DF9505-7391-4C44-0893-2F50724F210C} - B
Save Cancel Save Cancel

Clients

The clients you configure here represent the MyQ terminals connected to
ScannerVision. To add a client, go to ScannerVision Processing Engine and:

b WN =

o)}

. Click Client on the Navigation Pane.
. Click Add under the Clients view.
. Choose MyQ as the Client type.
. Optionally add a Client name and Client description.
. Add the printing device's IP address (make sure to use the device's IP address
and not the MyQ server one).
. Choose an Authentication method from:
a. None - everyone can access the same templates
b. ScannerVision - Used for Single Sign On; Users have customized template
lists.
. Choose the templates to be accessed by everyone, in case None was the
authentication method of choice.

. Click Save.
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" e o4 =] o ! 3 © @

General Navigation Tip: Double click icons with orange cirdles and single dick cons without.

&8 & ¢ EPeddEEna

Add t e dd

7 General :

Configuring Users

Users can be imported from a Windows Server, LDAP, AD or they can be manually
added. For further instructions, please check the ScannerVision User Manual. Users
also need to have templates assigned to them.

Whichever method is chosen, the users in ScannerVision have to match MyQ Users. If
users are imported, their properties such as names and email addresses will match,
however Templates will still need to be assigned to them. To check and make
necessary modifications, go to ScannerVision Processing Engine, click Users on the
Navigation Pane and:

1. Make sure that the User name matches the MyQ user name (if users were
manually added).
2. Make sure that the Email address matches the MyQ user's email address (if
users were manually added).
. Select templates for the user from the Available Templates.
4. Click Save.

w
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A
Server Templates Cliends Users View Help
; > T | od o] ()
(1) "] = e ~ v | &
Pause server Stop server Server Settings Melp Pro
I s
General Navigation Tip: Double click icons with orange cirdles and single click cons without.

q) Q)

L) ) 9% a £) 9) ) 0O ) 0O
a2 . L . A% an Ay | A2 A adr P ad ax

Setup Import Groups  Users Add Add Duphcate Edit Delete
Settings
% User Groups Directory A Edit User _ e X
2
nne /) Active
Ungrouped
T UserID {91878
T
P
Templates User name  Brian
& 'i User descnption
Clients c
0 Email address @scannenvision.com
_‘\) - Browse folder
Sy
g Password
o=
Master Form
o9

d General o Save Cancel

% Tools v « Pl »

Adding ScannerVision as a Terminal action in MyQ

After configuring ScannerVision (network settings, templates, clients, users), you
should create a MyQ Smart Workflow in Terminal Actions.

1. Go to MyQ, Settings, Terminal Actions.

2. Right-click on Home screen, select Add action into this Folder, and then click
on External workFlow on the list of actions. The action is added to the list and
the terminal preview. Double-click on it to modify its settings. The node's
properties panel opens on the right side.
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Printers & Terminals > % Terminal Actions 9 Tools v ) Refresh

v (@) Home screen

88 Application

@ @ Print Al ® Add action into this folder >
D e b ¥ i 88 Application List
= My Jobs
4 E T Card Dispense
B 6 Panel Copy
& Custom Box
= @ Easy Scan - Email Print All 2 Panel USB

Easy Copy
= (B easy Scan - Folder

2 A (B EasyFax U
B 1D Card Registration Easy Print new
& @Paneluss = EasyScan
©easy Copy AP Edit Account
&, @ Panel Scan
v B @ More Actions 3 88 FaxBox
28 @ Application List B Folder
& B Recharge Credit ID Card Registration

ID card copy

Panel Copy
My Jobs

! B Panel Box
(® See the documentation for ¢ 8 Panel Copy

[

8 Panel Fax

& Panel Scan
& Panel UsB

@ PrintAl

& Recharge Credit
& usB Print

& usBscan

@ Unlock Panel

3. Fill out the External workFlow as follows:

&, ScannerVision X

General

Title: |en | ScannerVision
Printers: * | 5 All printers v
Rights: * | 2% All users h
Style: * | External workflow v
v Parameters

URL: * | https://10.14.5.125

Type: * | ScannerVision v

v Save Cancel

Fields marked by * are mandatory.

a. Enter a Title. After saving, this will be shown as the name of the External
workflow action in the Home screen pane and on the terminal preview.

b. Enter the URL of the ScannerVision server; ScannerVisionServer:port. http or
https depends on the ScannerVision server settings.

The port number is not required if the default settings (80 for non SSL and 443
for SSL) are used on the ScannerVision server. If the port was changed, the port
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number is required.

For example: https.//10.14.5.125 for SSL only with the default port used and
http;//10.14.5.125:81 for non SSL and the port was changed from 80to 87.
c. Change the Printers and/or Rights if you want to create a specific MyQ
Smart Workflow.

d. Click Save.

8.7 Authentication Servers Settings

If you want to authenticate users against an LDAP server, synchronize users from an
LDAP server, synchronize users from your Entra ID and use Microsoft SSO for the
MyQ web Ul or authenticate users against a Radius server, you have to add all the
servers on this tab.

8.7.1 Adding a new LDAP server:

1. Click +Add and select LDAP Server. The new LDAP server properties panel
opens on the right side of the screen.

= myo (@) Home 2 Settings: Authentication S... ® @
3 Settings Network > & Authentication Servers ®Addv | % Actions v
% Server Type Type Domain/Name Server Security
B3 License
& General Authentication servers are used for user synchronization and authentication
@ Personalization
® Add v
@ Task Scheduler
& LDAP Server
9
oo Network ﬁ‘_ Azure AD Server INEW
S Connections 2

4 Radius Server

_’}_ Authentication Servers

2 snwe

N

. Enter the LDAP Domain.

3. Select the LDAP Type. You can select from Active Directory, Novell, OpenLDAP,
and Lotus Domino. (For Active Directory you must select SSL in the Security
field and the Server port must be 636)

4. If you want the communication with the LDAP to be secured, select the
Security protocol that you want to use.

5. Enter the Server IP address or hostname and the communication port. (For
Active Directoryyou can leave the IP address or hostname empty if you do not
know them. The server will then be saved as Auto-discover)

6. If you have more addresses related to one LDAP server, you can add them by
clicking Add.

7. Click Save. The LDAP server now appears on the list of servers.
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A LocalAD X
General
Domain: * | LocalAD
Type: * | Active Directory v
Security: *  None v
Server: |10.14.4.75 389 X
® Add
Leave blank for automatic discovery of the Domain Controller for the
domain
v Save Test Cancel
Fields marked by * are mandatory.

8.7.2 Adding a new Entra ID Server:

p
Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra ID for

the following reasons: (1) to communicate the multicloud, multiplatform
functionality of the products, (2) to alleviate confusion with Windows Server Active
Directory, and (3) to unify the Microsoft Entra product family.
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/new-name

1. Click +Add and select Entra ID Server. The new Entra ID server properties
panel opens on the right side of the screen.

2. IF you have already added Entra ID in the Connections settings, the server
appears on the list. If not, click Add new and add the Entra ID connection.

2 X
General
Connection: * v
v Options

Enable Sign in with
Microsoft: Users can og in on the MyQ Web User Interface via Microsoft

singie sign-on

v Save Test Cancel

Fields marked by * are mandatory.
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3. If you want your users to be able to log in on the MyQ Web Ul via Microsoft
single-sign-on, select the Enable Sign in with Microsoft checkbox.

myo

Language:

[Enqllsh (United States) "]

B¥ Sign in with Microsoft

Lost PIN + @ Theme v

4. Click Save. The Entra ID Server now appears on the list of servers.

8.7.3 Adding a new Radius server:

1. Click +Add and select Radius server. The new Radius server properties panel
opens on the right side of the screen.

2. Enter the Radius server Name.

3. Enter the Server IP address or hostname, the communication port and the
Shared secret.

4. If you have more addresses related to one Radius server, you can add them by
clicking Add.

5. Click Save. The Radius server now appears on the list of servers.

2 Radius Test X

General

Name: * | Radius Test

® add

Server: * | Address 1812 Shared secret

v Save Test Cancel
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o When an authentication server is renamed, a server with the old name will still
appear in the Authentication server settings of a user profile, alongside the server
with the new name. The old server is removed after the following user
synchronization propagates changes.

8.8 Accounting Settings

In the Accounting settings tab, in the General section, the MyQ administrator can
set:

¢ the Accounting mode MyQ will be using:
o Accounting Group - This is selected by default. In this mode, all quotas are
available and can be spent.
o Cost Center - In this mode, only the selected (cost center) payment account
is spent.
¢ the Payment account priority, which applies to terminals that don’t support
user selection of payment accounts, and to direct queues without the MyQ
Desktop Client option. The payment account with the highest priority is always
used in such cases:
o Credit
o Quota

Fs Accounting

v General

Accounting mode: * | Accounting Group v

Payment account priority: * '@ Credit
Quota

v Job price calculation before release

The printer is set up to increase | 2 - Europe, USA (default) v
the page counter value for A3
and Ledger format by: *

Limitations:

¢ The Cost Center mode does not work on printers without a terminal.
¢ The Cost Center mode can be used only with embedded terminal versions
8.2 or higher.
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¢ In the Cost Center mode, if a user has more than one account, the job is
paused and the account must be selected via MyQ Desktop Client (v.8.2 or
higher). If there is only one account, the account is assigned automatically.

If you use the Cost Center mode on embedded terminals with a version older than
8.2, the terminals activation fails. The following error message can be found in the
log: “Terminal is incompatible [ reason=Terminal version must be at least 8.2 in cost
center mode”.

If you switch to the Cost Center mode on embedded terminals with a version older
than 8.2, the following warning can be found in the log: “This terminal is not
supported in cost center accounting mode. Upgrade terminal at least to version 8.2”.
Switch to the Accounting Group mode or upgrade your embedded terminals to
version 8.2 for the terminals to be successfully activated and work properly. If you
choose to switch, your terminals need to be re-activated. This can be done
automatically by clicking OK in the Apply Settings pop-up, or manually on each
device.

Comparison between Accounting Group and Cost Center

Accounting group Cost center

Max 1 accounting group per user

If multiple quotas are assigned to a
user, all of them are spent.

If credit or personal quota is selected,
the job is still accounted to the
accounting group

Every job performed by user is
accounted to their Accounting group

Multiple cost centers can be assigned
to a user

Only one quota is spent. If credit, or a
cost center without quota is selected,
no quota is used.

If credit or personal quota is used, no
cost center is accounted.

Ajob is accounted to the cost center
only if selected, or if it is the only

account the user has.

In the Job price calculation before release section, the MyQ administrator can
select between 7 - Japan, or 2 - Europe, USA (default) for The printer is set up to
increase the page counter value for A3 and Ledger format by setting.

8.9 External Reports

By default, the only access to the MyQ Firebird database is via the SYSDBA account.
Since this account has full read/write rights, it is not secure to use it for accessing the
database from 3rd-party software (for example Bl tools for reporting). A read-only
access account is needed to avoid unintentional database corruption.
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In the External Reports settings tab, the administrator can enable a database read-
only account to be used with external reports.

(S External Reports

Analyze data with external Business Intelligence tools. Help

v Database read-only account

e Database read-only ac

Enabled: ()

Account name: db_datareader
Password:

Confirm password: *

Activating the Enabled switch automatically creates a read-only access account to
the MyQ Firebird database with the following settings:

e Account name: db_datareader. This is the newly created read-only database
user. The account name cannot be changed.

e Password: password for the db_datareader account, set by the administrator. A
new password must be set every time when switching from the Disabled to
Enabled state.

¢ Confirm password: confirmation of the above password.

Enabling the database read-only account automatically enables a Windows Firewall
rule to allow incoming connections to the MyQ Firebird database. If disabled, the rule
is deleted.

a After restoring a backup using MyQ Easy config, the Windows Firewall rule
and the db_datareader's account password will be restored if the account
state was Enabled when the backup was created. If the account state was
Disabled, then the existing Windows Firewall rule will be deleted and the
user account will be dropped in the restored Firebird database.

8.10 REST API Apps

In the REST API Apps settings tab you can add applications to MyQ by clicking +Add
and filling in the Title and Scope. The Client ID and Secret fields should be used for
the application’s configuration.
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REST APl App

Title: *
Client ID: *  0968479D
Secret: * | d0fe232f4d026

Scope:

v 0K

Fields marked by * are mandatory.

8.11 Log Settings

On this tab, you can set the Log NotiFier feature, which enables sending notifications
about selected log events to the administrator and/or any number of MyQ users. The
notifications can be sent via email or they can be sent to Windows Event Viewer.

= myo (@) Home B settings: Log

3¢ Settings 5 Log

TSy TCOTRETY
2 User Authentication
& Rights

v General

Log debug level messages:
5 Accounting This will generate more information for troubleshooting purposes only.
Note: Enabling this feature will impact performance.

B Credit

# quota v History

B projects Delete logs older than: * |14 days

& Price Lists

v Log Notifier

B Jobs
= Scanning & OCR Check new records in log every: * 300 seconds
D code Books

o
G Reports Fields marked by * are mandatory.
(8 External Reports

§ 50 ~ .

e Log Notifier rules @® Additem / Edit Enabled (i % Regular expression test
5 Log Enabled | Rule name Type Subsystem Context Text

88 system Management

General - If you select the Log debug level messages option, the system will
generate more information for troubleshooting. The information will be shown in the

MyQ Log.
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However, this feature will impact your system's performance. Therefore, we
recommend you to enable it only in case of a system malfunction or if it is requested
by MyQ support.

History — Here you can set when the logs should be deleted (in days).

Log Notifier - The notifications and their destinations are both specified by log
notifier rules.

Under Log NotiFier, you can set the period after which the log is checked for new
events in the Check new records in log every: ... seconds text box (300 by default).

8.11.1 Management of the Log Notifier Rules

To add a new rule, click +Add item at the upper-left corner of the Log Notifier rules
widget. The properties panel of the new rule opens on the right side of the tab. On
the tab, edit and save the rule.

] Log Notifier rule X

Enabled: * o

Rule name: * | New Rule

Type: | Info v
Subsystem: Scheduler v
Context:
Text:

To open the editing options of a rule, double-click the rule (or right-click the rule, and
then click Edit on the shortcut menu). The following settings can be changed:

Enabled: activate, deactivate the rule.

Rule name: name of the rule.

Type: the available event types are: Info, Warning, Error, Notice, Debug, Critical.
Subsystem: subsystems of the MyQ application (Terminal, SMTP Server, CLI,
etc.).

Context: specific part of the subsystem.
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o Text: text of the log event message; you can use Regular expressions to search
for specific patterns.

After you set the rule, click Save. The rule is saved and you can select its destinations.
To add the destination, click +Add item under Destinations.

Destinations / Edit | (]

Destination Destination settings

The list is empty
You can select between two destination options: E-mail and Windows Event Log. If
you select the E-mail destination, you need to add one or more recipients; you can
either select them from the list of MyQ users in the Recipients drop-down or directly
type the addresses there. After you set the destination, click Save.
The new rule is displayed on the tab.

To enable/disable Log Notifier rules:

1. Right-click on the rule.
2. Select Enabled (or Disabled) on the shortcut menu.

Log Notifier rules
nabled | Rule name Type Subsystem Context

L Rules Warning Job Hot Folder

. New Rule Info Scheduler A Edit Email

@ Delete.. Delete

8.12 System Management Settings

On the System Management settings tab, you can change the settings of the MyQ
history, reset MyQ components to apply settings previously made on other tabs, and
also delete data from the MyQ database.
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88 System Management

> Disk space checker

> History

Advanced
3% Apply settings v

> Data deletion

8.12.1 Disk space checker

The disk space checker protects the system against failure caused by insufficient disk
space. You can set two levels of alert:

e Warning level: If the disk space reaches this level, the administrator gets an
alert email message.

e Critical level: If the disk space reaches this level, the administrator gets an
alert email message and the MyQ services are automatically stopped to
prevent corruption of the MyQ databases.

8.12.2 History

In the History section, you can change the periods after which data stored on the
MyQ server is deleted. You can set time periods for the following data:

* Delete jobs older than: Jobs remain on the MyQ server for the period set
here. Older jobs (except for Favorite jobs) are deleted and cannot be printed.
Favorite jobs stay on the server until they are manually deleted by the user or
by the MyQ administrator.

* Delete Favorite jobs older than: By default, fFavorite jobs are never deleted.
Enabling this option means favorite jobs will be automatically deleted the set
number of days since they were last received or reprinted.

* Delete local scans older than: Local scans (the scans stored on the MyQ
server) remain on the MyQ server for the period set here. Older local scans are
deleted and cannot be downloaded.

* Delete history older than: This setting determines the time period for storing
data of user sessions, alerts on printing devices, the device counter history, and
closed alerts. Older data are deleted from the MyQ database and cannot be
used in MyQ reports.

* Delete archived reports older than: Reports are archived for the period set
here. Older reports are deleted.
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» Delete Audit log older than: The audit log stores information about change in
MyQ settings for the period (in days) set here. Anything older is deleted.

To change the values, enter new values to the particular text box, and then click
Save.

v History
Delete jobs older than: * 72 hours
Delete favorite jobs older than: 90 days
] 7 e et & & o
Delete local scans older than: * 24 hours
Delete history older than: * 730 days -
Delete archived reports older than: * 90 days ‘
Delete Audit log older than: * 180 days
Cancel
8.12.3
Advanced

In the Advanced section, you can reset MyQ components to apply settings previously
made on other tabs, delete all users without a session, and permanently remove
inactive users, printers, groups and user data from the MyQ database.

Applying changes

Some changes of the MyQ server require a reset of some of the server's components.
When you save these changes, the system proposes to automatically perform the
reset. If you decide to skip this action, you need to reset the components later.

Via the Apply settings button, you can reset the components at any time. After you
click the button, click a component that you want to reset and the settings will be
applied without further notice.
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Advanced

2% Apply settings v

Restart HTTP Server (Apache)

Reset all terminals
Reconfigure MS Cluster monitoring script

Reconfigure PM Server

Data deletion

The delete/remove buttons perform the following actions. These actions cannot be
undone. It is recommended you backup your data before performing any of them.

Delete users: Deletes all users without user sessions.

Delete projects: Removes projects that were never used.

Deleted inactive users and groups: Permanently removes all inactive users
and all groups with no active users from the MyQ database.

Deleted printers : Removes all printers which are deleted and have never been
activated from the MyQ database.

User data: User Sessions, Jobs, Groups, Users, Vouchers: Removes all user
related data from the MyQ database.
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Advanced
2% Apply settings v

v Data deletion

Users to delete: 0

X Delete users without sessions

Users with user sessions will not be deleted.
Projects to delete: 0

X Remove projects without sessions
Only the projects that never were used will be deleted. S action cannot be undone
Deleted inactive users and 0
groups:
X Permanently remove deleted users and groups

Deleted inactive users and groups will be permanently removed. This action cannot be undone.

Deleted printers: 0

X Remove deleted printers
On y the printers that never were active before will be deleted. This action cannot be undone.

User data: User Sessions, Jobs, Groups, Users, Vouchers

X Delete user data

< action cannot be u ne recommend that you make a back

AU e e
one. We rec that you make a backu

8.13 Security settings in config.ini

The config.ini file can be used for further configuration of the MyQ Print Server. It
contains sections with parameters and values for multiple settings, however it is
highly recommended to always consult with MyQ Support before editing the Ffile.

Config.ini is a text file, located by default in C:\ProgramData\MyQ, and you can edit it
in Notepad or any other text editor.
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LA MyQ (=10 [
“ Home Share View 0
©  ~ 1 [ C\ProgramData\MyQ v] ¢ [ search iy 2|
- Favorites Name - Date modified Type Size ~
B Desktop Reports 9/15/2022 4:36 AM File folder
& Downloads Terminals 2/22 3 File folder
%] Recent places Themes File folder
i | cluster Configuration sett... 1KB
8| This PC i | config Configuration sett... 1KB
‘ i | DemoPaymentProvider Configuration sett... 1KB
€ Network || httpd.pid PID File 1KB
i || licenseNotifier.dat DAT File 1KB
|_| myq.exe.pid PID File 1KB =
|| myq.fdb FDB File 8,528 KB
=] MyQ-helpdesk XML Document 33KB
_| MYQLOG.FDB FDB File 4,400 KB
|| openssl.cnf CNF File 10KB
£k | services 31/2023 2:44 AN Configuration sett... 3KB v
27items  1item selected 738 bytes |

After you edit and save the file, all services need to be restarted for the changes to
take effect.

8.13.1 Security section

The configuration files traefik.custom.rules.yaml or httpd.conf manage secure
communication with the web server, however there are other components using
secure communication and they have a separate setting in the config.ini file. Those
components are: SMTP, IPP, LPR, Messages (WebSockets), and HTTP Router. The
Traefik configuration is also affected since MyQ Print Server 10.1 RC1.

When a Traefik custom rules file exists in the installation with the TLS version
specified, it takes precedence over the config.ini option. The config.ini settings apply
to other MyQ components, but Traefik TLS is set by the custom rules file.

To specify the minimum security protocol to be used for communication, go to C:
\ProgramData\MyQ and open the config.ini file in a text editor.

Add a section called [Security] and in a new line under that, add the parameter
sslProtocol with the value you want. The possible values are: SSL2, SSL3, TLS1,
TLS1.1, TLS1.2,and TLS1.3 (since MyQ Print Server 10.1 RC2+, the default value is
TLST).

For example, you can add sslProtocol=TLS1.3
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File Edit Format View Help

;Print Server configuration A
;You must restart the service for the changes to take effect

[Security]
ss1lProtocol=TLS1.3

[General]

Save the file and restart all services for the change to take effect.
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9 Licenses

There are two ways of licensing in MyQ. The one that has been used so far (old
licensing model), with separate keys for each license, and the new MyQ X licensing
model -in use since MyQ Server 8.0 (patch 4)-, that introduced the use of an
Installation Key per MyQ setup.

You can view your current license in the License Settings of you MyQ User Interface,
orin the Licences widget shown on your dashboard. Three types of assurance plan
are available, Standard, Premium, and Premium Plus. More information on assurance
plans is available here.

[ License License 5 License

This topic discusses the following subjects:

¢ how to add and activate licenses

how to delete licenses

how to extend software assurance licenses
how to migrate old licenses to MyQ X
VMHA License

9.1 Adding licenses

You can add new licenses either on the Home screen during the initial setup of MyQ,
or anytime on the License settings tab.

After activation, the license is linked with the hardware configuration of the server
where MyQ is installed. If the configuration changes (For example after you reinstall
MyQ on a different server or after you change any of the hardware components of
the server), the license becomes invalid and you have to reactivate it within seven
days.

The total number of devices allowed to be activated at the same time is equal to the
number allowed by your purchased licenses (For example: a license allowing ten
printing devices + a license allowing one printing device + a license allowing five
printing devices = sixteen printing devices allowed to be activated).

Non-MFPs printers are automatically assigned with an Embedded lite license (2x non-
MFPs printers = 0,5 EMB lite + 0,5 EMB lite = 1XEMB license).

Having licenses for 40 printing devices automatically allows an unlimited number of
printing devices to be activated at the same time on the server. This does not apply
to embedded terminal licenses.
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9.1.1 Adding licenses on the Home screen

The First time you set up the MyQ system, you can add new licenses on the Home
screen, in the Enter license section, under the Quick Setup Guide.

9.1.2 Adding licenses on the License settings tab

On the License settings tab, you are asked to enter the following information about
your installation:

& License

Enter information about this installation

Company: * I

Person: *

Address: *
Country: * | [empty] v

Email: *

Phone:

Fiolde markad by * ame mandainry
€l0s markea Dy ™ are manaatory.

Enter the installation key

Installation key:

To get MyQ SMART license for free register at MyQ Community portal

Company - Your company’s name

Person - Your full name (e.g. the MyQ administrator's name)
Address - The company'’s address

Country - Select the country from the drop-down

Email - Your email address

e Phone - Your phone number (optional)

Then, add your Installation key in the Enter the installation key field and click Save,
and then Activate.
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If you are connected to the internet and you have used an Installation key, your
licenses are now added and activated.

If you have used license keys, your licenses are added but need to be activated.
Follow the activation steps below.

If you want to manually activate your licenses, see the steps below.

If you haven’t purchased any license or installation keys yet, you can register in
the MyQ Community portal and request for the free MyQ SMART license.

You can see the newly added licenses on the License settings tab, under License.

If you are using a subscription license, you can see when the subscription is expiring
or when it is going to be automatically prolonged:

= License

g Update from License Server | X Remove license

Version: 10.0 Beta2 [ENELLES (Subscription)

Status: + The subscription will be automatically prolonged on 25/02/2022.

Embedded 0of5 0%
terminals:

Features: Virtual machine high availability
Installation key: | 3
10 days before the expiration, a banner message appears on the interface, reminding
you to prolong your subscription:

"Your subscription is about to expire soon, all services will stop in 10 day(s). Please
prolong your subscription”

If you don’t prolong it on time, your licenses will expire and MyQ will stop working.
The following banner message is displayed: "MyQ is not running: There is an issue with
your license. Check details on the ‘Settings > License’ page."

X MyQ is not running: There is an issue with your license. Check details on the "Settings > License’ page.

3¢ Settings [ License

=] License g Update from License Server | X Remove license

& Server type

Version: 10.0 Beta2 (Subscription)
3\{ General Status: ° Your support license expired on 06/01/2022, but you are running a newer server version
@ Personalization ° The license has expired on 06/01/2022.

(®) Task Scheduler Embedded 0of 5 0%
terminals:

£ Network Features: Virtual machine high availability
& Authentication servers Installation key: IK 23

If the MyQ server cannot connect to the License server:

o After the first unsuccessful connection, the MyQ server starts displaying the
alert banner "MyQ server cannot connect to License server, subscription cannot
be prolonged and all services will stop in X days. Check internet connection and try
to connect manually". X = number of days until the expiration + 10.

e If the MyQ server can't connect to the License server for 10 subsequent days
after the subscription has expired, the MyQ server will stop working and
display the alert banner "Server stopped working, because it cannot reach
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License server to update the subscription. Check internet connection and try to
connect manually.”

E If you have more than one Embedded licenses and you are using them, for
example, as 3 Embedded lite licenses, the status bar in your Licenses
overview will show that you are using one Embedded license, since the
number is rounded down.

9.2 Activating Licenses

The HTTP Proxy Server setting for license activation is not supported for License

Keys generated on the MyQ X Partner portal. Manual (offline) activation must be
used instead.

Installation Keys are automatically activated as soon as they are added (if connected
to the Internet).

9.2.1 To manually activate a license:
If you are using the old licensing model (with license keys):

1. Generate the MyQ-helpdesk .zip file. For information about how to do this, see
Generate data for support.

2.Send a request for an activation key to license@myg-solution.com with the
MyQ-helpdesk.zip file attached. You will get an email response with the
generated activation key.

3. Go to the License settings tab. Under License, click Activate manually (or
right-click the license, and then click Activate manually on the shortcut menu).
A dialog box for entering the activation key appears.

License keys

@ Enter license [> Activate D Activate manually [> Activate all | X Delete

License key Count | Status Support

(5 50 A2

Trial license Unlimited
Edition: SMART MMEES Expiration date: 04/04/2022
Initial support: 2 months, Standard support

A\ OK, activate by 03/05/2022 + Standard support. The support will expire on
04/02/2022.
Manage support

4. In the dialog box, enter the received activation key, and then click OK. Your
license is now activated.

If you are using the new licensing model (with Installation Keys):

1. Go to the MyQ Web Administrator interface, in MyQ, Settings, Licenses. Add
your Installation Key and click Next. Click Activate. The online activation fails
and you get the following message. Click on Manual activation.
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3.

4.
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Installation Activation X
Connection to the License Server failed. Check the Internet connection.
Try again Manual activation

In the newly opened window, click on Download the activation request File.
Upload the file in the MyQ X Partner portal and download the activation
response file.

Go back to the MyQ Web Administrator interface, upload the activation

response file and click Activate. Your license is now activated.
Installation Activation X

Manual activation

1. Download the activation request file.

2. Activate the installation through the Licensing Portal.
3. Upload the activation response file:
itrator\Desktop\download.zip  Browse...

D Activate Cancel

9.2.2 Reactivating Licenses in case of Hardware change

When moving a MyQ installation from an old server to a new server, a Support
task needs to be created with the MyQ License department (Support task - Type
license issue) For license installation key reactivation

Steps:

1.
2.

Prepare the new server with a clean MyQ installation.
Create a backup of MyQ (MyQ Easy Config\Database\Backup) on the old MyQ
server.
a. Print jobs (by default in C:\ProgramData\MyQ\Jobs) are not part of the
backup, because of size.
b. If required (especially favorite jobs could be required by users after restore
MyQ on the new server), they must be copied and backed up manually or by
a 3rd-party software.
c. When restoring a backup, it is necessary to first copy the print jobs to the
Jobs folder and then restore the MyQ backup using MyQ Easy Config.

. Restore the backup file from step 2 on the new MyQ server (MyQ Easy

Config\Database\Restore).

. With the Installation key now in MyQ Web UI\Settings\License on the new MyQ

server, you should request for license installation keys activation in 10 days.

. Generate the Helpdesk support file from the new MyQ server installation (MyQ

Web Ul\Log\Tools\Generate data for support).

. Create a Support request (type License issue) for reactivating the installation

key with attached Helpdesk support file on the MyQ Helpdesk partner portal.

. When reactivation is confirmed in the task, activate the installation key in MyQ

Web UI\Settings\License on the new MyQ server.
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Notes:

A valid Software Assurance is required for the period when these changes are

made.

¢ In case of offline activation, provide the Helpdesk support file from the old
MyQ server as well.

e Be sure that you are not using 2 MyQ servers with the same database at the
same time.

e Licenses on the old MyQ server will no longer be activated (there is a 10 days

period from deactivation).

When significant hardware changes are done on the MyQ server and MyQ
installation key required activation in 10 days (MyQ Web UI\Settings\License), a
Support task needs to be created with the License department (Support task -
Type license issue) For license installation key

Steps:

1. Check MyQ Web UI\Settings\License in case any HW changes are done on MyQ
server.

2. If the installation key in MyQ Web UI\Settings\License requires activation in 10
days or less, continue with the next steps.

3. Generate the Helpdesk support file (MyQ Web UI\Log\Tools\Generate data for
support).

4. Create a Support request (type License issue) for reactivating the installation
key with the Helpdesk support file attached on the MyQ Helpdesk partner
portal.

5. When reactivation is confirmed in the task, activate the installation key in MyQ
Web UI\Settings\License.

Notes:

o Avalid Software Assurance is required for the period when these changes are
made.

9.3 Deleting licenses

To delete a license:

On the License settings tab, under License, select the license that you want to
delete and click Delete. (Or right-click the license, and then click Delete on the
shortcut menu.)
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@ Enter license [> Activate D Activate manually D Activate all || X Delete

License key Count Status Support

) s — 2

Trial license Unlimited N\ OK, activate by 03/05/2022
Edition: SMART Expiration date: 04/04/2022
Initial support: 2 months, Standard support

9.4 Extending software assurance licenses

You can extend the software assurance period by assigning a software assurance
license to the particular main license. This can be done at any time, even before your
current assurance period expires. In this case, the service is extended from the last
day of validity of the current software assurance license.

v Standard support. The support will expire on
04/02/2022.
Manage support

9.4.1 New licensing model (with Installation keys)

You can order to prolong your software assurance on the MyQ X Partner portal. Once
your order is approved, go to the MyQ Web Administrator interface, in MyQ,
Settings, License and click the Update from License Server button to update your
prolonged Software Assurance license. If the new date is not displayed, refresh the
webpage.

[=5 License

S Update from License Server X Remove license

Version: 10.0 Beta2
Status: + Standard support. The support will expire on 31/03/2022.
Embedded 0of 5 0%
terminals:
Features: Virtual machine high availability

Installation key: |l «C

Manual activation

1. Once your additional licenses order is approved, go to the MyQ Web
Administrator interface, in MyQ, Settings, License, and click the Update from
License Server button. Since there is no network, you will be prompted to
Download the activation request Ffile.

2. After you download the file, go to the MyQ X Partner portal, under your
Project, in the Installations tab. Click OFfline activation.

3. In the pop-up window, upload the offlineActivation.zip file you downloaded
from the MyQ Web Administrator interface, and click OK. The activation
response file is then automatically downloaded.

4. Go back to the MyQ Web Administrator interface, upload the activation
response file and click Activate. Your additional licenses are added and
activated.

9.4.2 Old licensing model (with license keys)

The licenses can be extended on the License settings tab.
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1. On the License settings tab, under License, click Manage Support. The license
properties panel opens on the right side of the screen.

2.0n the panel, click +Add support license. The Add support license dialog box
appears. You have to manually activate the license, as described below.

& 5( 513 e
Support

@ Add support license

License Status From Till

The list is empty

Manual activation

1. Generate the MyQ-helpdesk.zip file.

2.Send a request for an activation key to license@myg-solution.com with the
MyQhelpdesk.zip file attached. You will get an email response with the
generated activation key.

3. Add the support license key in the Activate support license dialog box, select
the Activate manually option, enter an activation key, and then click OK.

9.5 Migrating old licenses to MyQ X

If you are using older MyQ editions, it is recommended to migrate your licenses to
MyQ X.

Compared to older editions, MyQ X offers a new price list with updated and new
functionalities, one Installation key containing all the license information instead of
multiple license keys, a fast and automated license ordering process, and a complete
overview in the MyQ X Partner portal of all the products and their software
assurance.

Moreover, if you use embedded lite licenses, during the license migration to MyQ X,
their price is halved (two embedded lite = one embedded license). If you have an odd
number of embedded lite licenses, the total is rounded up, and then halved (eleven
lite = twelve lite = six embedded licenses).

The software assurance expiration date is recalculated during the migration:

1. Expiration dates are converted to a real number and the average is computed.
(for example, you have 100 x Embedded (E) and 200 x Embedded Lite (EL) [so 100
X 'expiration date' of (E) + 200/2 x 'expiration date' of (EL)) / count of ((E) + (EL/
2)

2. The computed average is a real number and, converted back to the date format
may produce, for example, 23h:56min - for this reason 1 day is added.

3. From the average corrected date, only the month + year are used, without day
+ time, and one month is added to the final date.
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SA Days of all Pes

Software Assurance SA Days till i
Expirat

Expiration
{from today, 5.10.2020)

mbedded

mbedded 10

E
E
Embedded 8
E

mbedded 1

TOTAL of Embeddeds 59
Lite 10 04.11.2020 30,00 300,00

Lite 1 19.122021 440,00 440,00
TOTAL of Lites 11 740,00
Round up to an even number of Pcs 12 807.27
Coversion of Lites to Embeddeds (2-in-1) 6 40364
TOTAL Enterprise & Support 65 14022021 132,10 858664
FINAL Enterprise & Support 65 01.032021

The prerequisites for license migration are:

e MyQ Print Server or MyQ Central Server 8.2 or higher installed (valid support
required).

 Valid support required; support date for version 8.2 is 15 January 2021, but it is
recommended having valid support all the time, especially when there are
planned system changes and MyQ Helpdesk would be contacted.

¢ Access to the MyQ X Partner portal (Partner ID and password. If you do not
have access, contact your Sales representative).

With the above prerequisites fulfilled, you can start the Migration Process.

9.5.1 Migration Process
You can start the license migration process in the MyQ web administrator interface.

Go to MyQ, Settings, License. At the top bar, click Upgrade to installation key.

& License

I'T‘ Upgrade to installation keyl X Remove license Cj Refresh

N Your are using deprecated license keys. Consider upgrading to the new installation key. Help

Version: 10.0 [ SMART |

HW Code: 391 12164
Export

The Upgrade to installation key wizard starts, guiding you through the upgrade:

1. If you already have an Installation Key, click Yes and continue to step 4. If not,
click No.
Upgrade to installation key X

Do you have the new installation key?

Yes No

2. The MyQ server will now export the MyQ-licenses.xmlfile. You need this file to
generate the new installation key at the MyQ X Partner Portal. Click Next.
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Upgrade to installation key X

MyQ server will export MyQ-licenses.xml file. You will need this file to generate a new installation
key at MyQ Partner Portal.

& Back - Next

3. The MyQ-licenses.xml file has been downloaded. Go to the MyQ X Partner
portal and follow the process to generate a new installation key. Once you
generate it, your old license keys cannot be used again.

Upgrade to installation key X

XML file has been downloaded. Go to the MyQ Partner portal and follow the process to generate
a new installation key.

& Back - Next

4. Back in the MyQ web administrator interface, insert the installation key in the
field, and click Next.
Upgrade to installation key X

Enter the installation key

& Back - Next

5. MyQ is contacting the License server to get the license information. In case you
have no internet connection, click Manual activation to manually activate the

license.

6. Check the overview and if everything is correct, click Activate; otherwise, click
Cancel.
Installation Activation X

Installation: Perpetual tesi
Installation key: |

MyQ X Enterprise Edition: 5

@ This installation will be activated and bound to this server.

D Activate Cancel

7. Your license keys were successfully upgraded to an installation key and are
now activated.

Upgrade to installation key X
Your license was successfully upgraded

v OK

You can see your new licenses overview in the License settings tab.
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If the activation fails due to connection issues, or for any other issues with the
migration, contact MyQ Support.

9.6 VMHA License

Normally, the hardware signature of the server hosting MyQ is occasionally verified
to make sure that the license is still installed on the same server and isn't misused. In
certain scenarios, the underlying hardware may change and so a license reset is
required to re-activate the license. If the hardware changes often (which is common
when the server is hosted in a virtual environment), the Virtual Machine High
Availability (VMHA) feature may be required.

© The VMHA license is included free of charge in MyQ Enterprise and MyQ
Ultimate plans. Discover our licensing options to find out more.

For the VHMA feature to function, a domain environment is mandatory - the server
running MyQ must be a member of a domain. For MyQ installed in an MS Azure
environment, a domain is not required. Changing the domain or migrating to a
completely different server will still require a license reset.

To verify that the VHMA feature is available, go to MyQ, Settings, License.

With old license keys, once the VMHA license is registered and activated, you can
enable the VMHA feature in MyQ, Settings, Network. Once enabled, the license
verification mechanism will no longer check for changes in the hardware when
checking the HW license signature key.

With the new licensing model, with installation keys, VHMA is enabled by default in a
Print Server or Central Server setting. If you are using Site servers, you have to
enable the feature in each Site server.
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10 Printers

This topic discusses one of the key functions of MyQ — setup and management of
printing devices. It covers the following subjects:

Printers and Terminals settings.

Overview, adding, activating and deleting printing devices: Manually adding
printing devices, Discovering printing devices, Activating and deactivating
printing devices, Deleting and undeleting printers.

Individual device settings, creating groups of printing devices and exporting
the list of printing devices: Editing printers, Printer Groups, Exporting printers.
Monitoring of offline and local printing devices: Monitoring network printers in
offline mode, Monitoring local printers.

Sending email notifications of printing device alerts: Printer Events.

Creating and assigning SNMP profiles: SNMP profiles.

On the Printers main tab, you can see printing devices and information about them.
With the All search option selected, you see all printing devices that are currently in
the system. Apart from this option, you can select from the following:

Active - select to display only active printing devices.

User session - select to display only printing devices that are currently in use.
With issue - select to display only printing devices with a reported issue (these
printers are also listed on the Home page).

Re-activation required - select to display the printing devices that must be
activated again.

Local - select to display only locally connected printing devices (USB, LPT).
Unclassified - select to display only printing devices that do not belong to any
group.

Deleted - select to display only deleted printing devices.

(=) Printers

v (Q Searches
Q_ Al
Q Active
Q User session
Q_ with issue
Q_ Re-activation required
Q Local
Q Unclassified
(i Deleted

£ All printers
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10.1 Printers and Terminals settings

On the Printers & Terminals settings tab, you can manage your terminal packages,
and configure multiple settings. The settings are divided in the General, MyQ X
Mobile Client, Local Print Spooling, Offline Login, and Terminal packages
sections.

(=) Printers & Terminals

> General
> MyQ X Mobile Client
> Device Spooling

> Offline Login

Terminal packages ® add porade [ Delete.. | % Refresh

10.1.1 General

In this section, the following settings are available:

v General

Keep printing after logging out:

Allow a color job on a B&W
printer:

Print all jobs after logging in:

Always display job price:

* Keep printing after logging out - if enabled, all jobs requested for release will
be released even if the user logs out. If this option is disabled, then once the
user logs out from the terminal:

o the releasing of the requested jobs to the printer will be stopped.

o not yet released jobs will be returned to the Ready status.

o the terminal will also try to stop all already active print jobs (if this
operation is supported by the terminal).

» Allow a color job on a B&W printer - if enabled, color jobs can be printed on
B&W printers.

 Print all jobs after logging in - if enabled, a Print all jobs after logging in
checkbox is displayed on the terminal’'s Log in screen, and it is selected by
default. If the user keeps it selected, all their jobs from the Ready tab are
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automatically printed as soon as they successfully log in. If the user disables
the option, no jobs are printed automatically upon login.

o Always display job price - if enabled, a job’s price on an Embedded terminal is
displayed even when Credit or Quota are disabled. If disabled, a job’s price on
an Embedded terminal is not displayed unless Credit or Quota are enabled.

To enable any of the settings, select the checkbox next to them, and click Save at the
bottom of the tab.

10.1.2 MyQ X Mobile Client

In this section, you have the following options:

v MyQ X Mobile Client

Enable login by QR code on
terminal login screen:

Set QR code as default login
method:

e Enable login by QR code on terminal login screen - if enabled, a QR code is

displayed on the terminal login screen and can be used to log in (enabled by
default).

* Set QR code as default login method - if enabled, a QR code is displayed on
the terminal login screen and is the default method for logging in.

10.1.3 Local Print Spooling

In this section, you can enable the Local Print Spooling feature for your embedded
terminals, and set it up.

v Local Print Spooling

Enabled: c
Delete ready jobs older than: * 12 hours

Pull Print:

e Enabled - enable/disable the Local Print Spooling feature (disabled by
default).

e Delete ready jobs older than __ hours - period of time after which the locally

spooled jobs are deleted. The defaultis 72 hours, and the allowed range is 7to
72.

e Pull Print - if enabled, you can use Pull-Print printing.
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10.1.4 OfFline Login

Offline Login allows to use printers with Embedded terminals even if the network
connection to the MyQ server is unavailable. In this section, you have the following
settings:

v Offline Login

Enabled: 0

Cache user credentials for: = 72 hours

User Synchronization

* Enabled - enable/disable the Offline Login feature (disabled by default).
¢ Cache user credentials For __ hours - the terminal caches user credentials for
the given time, allowing them to log in while offline. The defaultis 72 hours,

and the allowed rangeis 7to 768.
e User Synchronization - if enabled, the users information can be synchronized
to printers without the need for the user to log in to the printer Ffirst.

Offline Login - User Synchronization X

Enabled: o

Update interval: 24 hours

® add A edit W Delete...

el
3
i
C
1!

Printers v | Users

o Enabled - enable/disable offline login user synchronization.
o Update interval - set the interval of user synchronization between 7 and

168 hours.
o Add, edit, delete printers and users - configure the printers and users for

the offline login user synchronization.

10.1.5 Terminal packages

In this section, you can manage your terminal packages.
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e Click +Add to upload a terminal package to the server. In the pop-up window,
browse and open the terminal package, and click OK. You can optionally select
Advanced settings to set a specific Port for the terminal. The terminal
package is uploaded and installed. (Note that the terminal package service will
automatically run under the Local System Windows account. To change it, go to

MyQ Easy Config, in the Settings tab.)

Install terminal package

Terminal package service will automatically run under Local
System Windows account. To change it, please re-configure
the Windows Services Account in MyQ Easy Config
application.

Terminal package: *

Choose File | No file chosen

|¥) Advanced settings
Port: *

8081

Terminal package will receive requests from the printer on this TCP port

v 0K Cancel

Fields marked by * are mandatory.

o Ifyou are trying to add a later version of the same terminal package, a pop-
up informs you that you can upgrade your installation. Click Yes to continue.
The terminal package is uploaded and installed, and the device is
automatically reactivated. (MyQ Server 8.2 patch 6 or higher is required)

MyQ

Version 8.1.0.113 of this package is already installed.
Do you want to upgrade?

Yes No

¢ Select aninstalled terminal package and click Upgrade to upgrade it to the
latest version. In the pop-up window, browse and open the terminal package,
and click OK. You can optionally select Advanced settings to set a specific
Port for the terminal. The terminal package is uploaded and installed, and the

device is automatically reactivated. (MyQ Server 8.2 patch 6 or higher is
required)
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Upgrade terminal package

Terminal package: *

No file chosen

|| Advanced settings

Port: *

2081 |

Terminal package will receive requests from the printer on this TCP port

v oK | Cancel |

Fields marked by * are mandatory.

¢ Select aninstalled terminal package and click Delete to uninstall it from the

server.

MyQ

@ Do you want to delete the selected items?

For specific terminal packages information and limitations, check the embedded
terminal manuals:

MyQ Canon Embedded

MyQ Epson Embedded

MyQ HP Embedded

MyQ Kyocera Embedded

MyQ Lexmark Embedded

MyQ Ricoh SmartSDK Embedded
MyQ Sharp Embedded

MyQ Toshiba Embedded

MyQ Xerox Embedded
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10.1.6 Terminal Actions Settings

In the Terminal Actions settings tab on the MyQ Web administrator interface, you
can view and manage embedded terminals features. The features are called actions
and can be accessed from action nodes on the terminal. The action nodes correspond
to buttons on the printing device display.

You can configure the layout of the display screen, as well as the behavior of each
button. Therefore, you are free to choose any combination of available actions and
their positions on the screen. The layout is displayed on a WYSIWYG (What You See Is
What You Get) terminal preview and can be configured there.

=MYQ Qtore B settings Terminal Actions ® 0
3 settings Printers & Terminals > % Terminal Actions 9 Tools v ) Refresh
(2 server Type v (@) Home screen
B3 License S @ Print Al
B © My Job:
3 General B @My Jobs é
Panel Coj
@ Personal lization 80 Y
Easy Scan — Email Print All Easy Scan — Email Panel USB
@ Task Scheduler =08y =y
= B Easy Scan - Folder B . 5 q
2
oo Network B ID Card Registration B
S Connec tions & @ Panel USB
2
4 Authentication Servers @ asy Copy
2 snwmp e e Panel Scan My Jobs Easy Scan - Folder Easy Copy

@ Printers & Terminals v [5 @ More Actions 3 G =
oy
% Configuration Profiles 93 @ Application List
@ Printer Discovery B B Recharge Credit

& Terminal Actions ID Card Registration Panel Scan
& Events

B, Event Actions

(@ See the documentation for compatibility details.

Terminal actions are arranged vertically in blocks of three. A maximum of eighteen
(18) terminal actions per level is allowed. If the amount of terminal actions is greater
than nine (9), the buttons are stretched to show arrows that allow switching between
pages. This, however, depends on the terminal display and smaller screens have a
lesser number of top menu actions per page, as well as either pagination on the left
or dotted pagination at the bottom.

Additional layout options are provided by the possibility to create folders and put
action nodes inside. Folders can be used to group actions of the same type, such as
scanning to different destinations, or to enable users to access a higher number of
actions.

Users and groups can be given rights to different actions. This way, you can configure
individual home screens for each user or group of users.

The terminal action nodes can be managed either under Home screen on the list of
actions or directly on the terminal screen preview.

Adding new terminal action nodes
Adding new action nodes on the list of actions

To add a new terminal action node:
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1. Right-click on Home Screen, and point to Add action into this folder in the
shortcut menu. Another sub-menu with a list of available action nodes opens to
the right.

2. 0On the sub-menu, select the new action node. The new action node properties
panel opens on the right side of the screen.

@ Settings: Terminal Actions

88 Application
Printers & Terminals > % Terminal Actions 88 Application List
Card Di
v (@ Home screen v mm— T Cor Dispense
@ o Print All @ Add action into this folder > Szl
Easy Copy
B My Jobs _
e 8 (]2 Easy Fax
Panel Copy
@ Easy Print m
= o Easy Scan - Email Print All
= Easy Scan
= |5 Easy Scan - Folder
B pj Edit Account
(3 ID Card Registration . External workflow
¢ [0 Panel USB 89 raxe
ax Box
© Easy Cory B Folder
é e Panel Scan ID Card Registration
v B ) More Actions B
=8 @ Application List My Jobs
& B Recharge Credit 2 Panel Box
Panel Copy =] Panel Copy
#2 Panel Fax
¢ |
é Panel Scan
(@ See the docur
@ Panel USB
@ Print Al
5 Recharge Credit
& uss Print
é USB Scan
@ Unlock Panel

3. 0On the properties panel, you can rename and edit the node. For information
about editing options, see Editing action nodes. Once you save your changes,
the new action node is displayed on the action nodes list and on the terminal
screen preview.

Adding new action nodes on the terminal screen preview

To add a new terminal action node:
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1. Right-click any item on the preview and point on Add action behind this
action in the shortcut menu. A sub-menu with a list of available action nodes
opens to the right.

2. 0On the sub-menu, select the action node. The new action node properties
panel opens on the right side of the screen.

88 Application
Il Actions Application List
Card Dispense
Custom Box
Easy Copy
Easy Fax
Easy Print [NEW
Print All Easy Scan — Email
Easy Scan

Edit Account

External workflow

5
% (® Add action behind this action

Fax Box

/ it Folder
@ Delete... ID Card Registration .
ID card copy
My Jobs
Panel Box
Panel Copy

Panel Copy ID Card Registration
Panel Fax

Panel Scan

(® See the documentation for compatibility details.
Panel USB

Print All

Recharge Credit

USB Print

USB Scan

BPI@odIIPB@®dm @RV P B

Unlock Panel

3. 0On the properties panel, you can rename and edit the node. For information
about editing options, see Editing action nodes. Once you save your changes,
the new action node is displayed on the action nodes list and on the terminal
screen preview.

Editing terminal action nodes

Each action can be edited on its properties panel. To access the panel, double-click
the terminal action node on the list of nodes or on the terminal screen preview. On
the properties panel, you can see up to three settings tabs (depending on the
particular action): General, Destinations, and Parameters. The Destinations and the
Parameters tabs are mostly used in Easy Scan action nodes and are described there.

General tab
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(@ Print All X

General

Title
Printers: * | 5 All printers v
Rights: * | 28 All users v
Style:* | Print All v

v Save Cancel
Fields marked by * are mandatory

e Enabled - If you disable the node, it is not displayed on the terminal and cannot
be used there.

e Title - Here you can change the action node's name. If you do not change it, the
default name is used. Depending on the number of additional languages set on
the MyQ Web administrator interface, you can use different names in different
languages. (The additional languages can be set on the MyQ General settings
tab.)

 Printers - Here you can select the printers the action node will be available on.
All printers are assigned by default. To add more printers, select them from the
Printers drop-down.

¢ Rights - Here you can select the users or the groups of users that will be able
to see the action node. Due to this setting, the layout and available features of
the embedded terminal can vary depending on user's rights to particular
nodes. By default, the right to see the node is given to all users. To provide an
additional user or a group of users with rights to the action node, select the
user or group from the Rights drop-down.

¢ Style - Select the action node’s predefined style from the drop-down.

Changing the terminal action nodes layout

To change the action nodes layout, you can either move the action nodes up and
down the order on the list, or drag and drop them directly on the terminal screen
preview.
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Printers & Terminals > @ Terminal Actions

v (@) Home screen
& O Print Al
B My Jobs
) B Panel Copy
= o Easy Scan - Email
= B Easy Scan - Folder

3 1D Card Registration

i -~ -~ aamn I

g | @ Add action behind this action >

/ Edit

4 Down

@ Delete...

If there are more than ten action nodes defined on the home screen or in any folder,
move the scroll bar at the bottom of the preview screen to view the additional action
nodes.

Deleting terminal action nodes

You can delete terminal action nodes either from the action nodes list or from the
terminal screen preview. Both actions have the same result: when you delete the
node, it disappears from both places.

Deleting action nodes from the home screen list

On the list of actions on the Terminal Actions settings tab, right-click the action
node that you want to delete, and then click Delete on the shortcut menu. The
action node disappears both from the list, and the terminal screen preview.
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Printers & Terminals > & Terminal Ac

v (@) Home screen

& O Print Al

B My Jobs

B €) Panel Copy

= @ Easy Scan - Email
= B Easy Scan - Folder
(3 ID Card Registration

" PP~ 1

= (® Add action behind this action >

/ Edit

™ Up

4+  Down

Deleting action nodes from the terminal screen previev\r

On the terminal screen preview, right-click the action node that you want to delete,
and then click Delete on the shortcut menu. The action node disappears both from
the screen preview, and the action nodes list.

(® Add action behind this action >
/ Edit

My Jobs

Restoring the original layout

On the bar at the top of the Terminal Actions settings tab, click Tools, and then click
Restore defaults. All your layout changes are reverted to the default settings.

Vendor Compatibility SpeciFics

Terminal actions compatibility may different between brands. Check the respective
MyQ Embedded terminal guides for details:

MyQ Canon Embedded - Terminal Actions

MyQ Epson Embedded - Terminal Actions

MyQ HP Embedded - Terminal Actions

MyQ Kyocera Embedded - Terminal Actions

MyQ Kyocera Embedded Lite - Terminal Actions
MyQ Lexmark Embedded - Terminal Actions

MyQ Ricoh SmartSDK Embedded - Terminal Actions
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¢ MyQ Sharp Embedded - Terminal Actions
e MyQ Toshiba Embedded - Terminal Actions
e MyQ Xerox Embedded - Terminal Actions

Easy Scan settings

This section describes the settings needed to enable the Easy Scan action and define
its

destinations and parameters. They can be changed on three tabs on the Easy Scan
properties panel: General, Destinations, and Parameters.

The properties panel is automatically opened after the Easy Scan action node is
created. You can also access it by double-clicking the terminal action node on the list
of nodes or on the terminal screen preview.

e The General tab settings are described in Editing terminal action nodes.
e The Destinations tab settings are described in Easy Scan destinations.
e The Parameters tab settings are described in Easy Scan parameters.

General Limitations

¢ Not all Easy Scan parameters are supported by all vendors/machines.

e The "Allow custom values", "Allow multiple values" server scan settings are not
supported automatically, they need to be enabled by the server administrator.

e Easy Scan supports only one folder-browsable destination, all the rest of the
connected destinations on the server are supposed to work as they worked

before.

Easy Scan destinations

On the Destinations tab of the Easy Scan action node properties, you can define
where the scanned file is sent.

To add a new destination, click +Add. The Destination panel opens where you can set
the target destination.

Depending on the selected destination type, the panel contains the General,
Parameters and Advanced sections.

General section

* Type - Select the destination type from the drop-down. Available options:
Cloud storage, Custom destination, Email, FTP, Fax Server, Folder, Secured link,
User’s email, User’s storage.

* Filename Template - Here you can create the template of the scanned file
name. The text of the template can be combined with MyQ parameters to
provide additional information about the scanned file. The following
parameters are available: %username%, %fullname%, %timestamp %, %date%,
%time%, %originalSubject%, %ipaddress%, %scanld%, %usernotes%,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%,
%counter%.

e Title - Add a title for the destination.
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o Attach metadata File - If this option is selected, MyQ sends the scanned file
with an XML file attachment, containing the scanned file's metadata.

Parameters section

This section depends on the selected destination type. The available fields differ for
each type. Some types share parameters, and some times use unique parameters.
Custom parameters can also be created, in the Parameters tab.

Shared Parameters

Parameter

%username%

%fullname%

%timestamp%

%date%

%time%

%originalSubject%

%ipaddress%

%scanld%

%usernotes%

Description

The value is taken from the User name field of the user's
properties
panel.

The value is taken from the Full name field of the user's
properties
panel.

Date and time of the scan.
Date of the scan.
Time of the scan.

This value is taken from the subject set on the printing
device.

This value is taken from the IP address/Hostname field
of the
printing device's properties panel.

This value is an unique scan identification number
generated on the
MyQ server.

This value is taken from the Notes field of the user's
properties panel.
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%printerName%

%location%

%serialNumber%

%assetNo%

%printerContact%

Unique Parameters

Parameter

%counter%

%originalBody%

%recipient%

%number%

Printers

Description

This value is taken from the Name field of the printing
device's
properties panel.

This value is taken from the Location field of the
printing device's
properties panel.

This value is taken from the Serial number field of the
printing
device's properties panel.

This value is taken from the Asset number field of the
printing
device's properties panel.

This value is taken from the Contact field of the printing
device's
properties panel.

Description

If the Scan Separation parameter is set to Separate
each page, this

value shows the number of scanned pages. This
parameter can be

used only to create the filename template.

This value is taken from the signature set on the
printing device. It is
used in the User's email destination type only.

The fax recipient. It is used in the Fax Server
destination type only.

Fax number. It is used in the Fax Server destination
type only.
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Parameter Description

%empty% This parameter is used in the Fax Server destination
type only. It ensures
that the subject/message is empty; it is used in very
specific cases.

Scan to FTP
Scanned documents can be sent to a folder defined on an FTP server.

FTP X

v General

Title: * |FTP

Attach metadata file: v
Filename template: * @ Default
Yousername%_%scanld%

ou can edit the template on the terminal action's General tab

o edit filename | NEW

Users will be able to customize the filename on the termina

Server: * |10.1.3.126

Port: * |21
Use SSL:
User: * |user
Password: *  eeeees
Destination folder:

Test

Setting the connection in the Parameters section:

Server: Enter the IP address or hostname of the FTP server

Port: Enter the port used for the FTP protocol, the default portis 27

Use SSL: Select if you want to use secure communication

User: Name of the user with an account on the server

Password: The user's password

Destination folder: You can specify the subfolder where the outgoing scan
files will be stored (optional).

You can use the following parameters when defining the destination folder:
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%username%: User name of the user session owner

%fullname%: Full name of the user session owner

%date%: Date and time when the scan was taken

%originalSubject%: The default subject set on the printing device
%ipaddress%: P address of the printing device

%scanld%: Unique scan identification number generated on the MyQ server

After you fill the required parameters, you can click Test to test the FTP connection.
MyQ tries to upload a dummy file named rightsCheck.dat to the defined destination
folder under the defined user name and password, and informs you about the result.

Scan to a Fax Server

Scanned documents can be sent as emails to a fax server, which processes them and
sends faxes to appropriate Fax numbers.

Fax Server X

v General

Title: * |Fax Server

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Fax address
template: * |

Sender: Default sender v
Subject:

Message:

> Advanced

Fields marked by * are mandatory

To send the document to a fax server, enter the appropriate email address template
in the Fax address template field. You can use the following parameters:

%username%: Name of the user session owner

%recipient%: Fax recipient

%number%: Fax number

%empty%: This parameter ensures that the subject/message is empty; it is used
in very specific cases

%ipaddress%: |P address of the printing device

%scanld%: Unique scan identification number generated on the MyQ server
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In the Sender drop-down, you can select one of the following addresses to be used
as the fax sender:

e Default sender. The email set on the Network settings tab, under Outgoing
SMTP server

o MyQ@MyQ.local: The sender is defined as MyQ@MyQ.local

e Logged user. Name of the user session owner

e Printer contact: The printing device contact email address set on its Web User
Interface

You can also define the email's subject in the Subject text box, and the email's body
in the Message text box.

Scan to User's storage

Outgoing scan files are stored in the folder set in the Folder or email For storing
scanned documents text box on the user properties panel.

User's storage X

v General

Title: *  User's storage

Attach metadata file:

Filename template: * Default

Custom

v Parameters

v Browse folders |NEW

Only one destination folder can be browsed on the device at a time
Connect as:* '@ MyQ Print Server service
Make the user doing the scan the owner of the file

User doing the scan

Other user

> Advanced

Fields marked by * are mandator

Select the Browse Folders option so users can browse one of their cloud destinations
folder on the device.

The Connect as parameter determines in which way the scan will be stored in the
folder:

* If you select the MyQ Print Server service option, the rights for access to the
destination folder have to be provided to the account under which the MyQ
service runs. This account will also be set as the owner of the scanned file.

o If you select the Make the user doing the scan the owner of the file
option, the user doing the scan will be set as the owner of the scanned file.

e If you select the User doing the scan option, MyQ will expect the folder to be
a shared folder on the domain account of the user doing the scan, and will use
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the entered password to access this folder. The user doing the scan will also be
set as the owner of the scanned file.

* If you select the Other user option, MyQ will expect the folder to be a shared
folder on the domain account of the specified user and will use the entered
username and password to access the folder. The user specified here will also
be set as the owner of the scanned file.

o If you select the Make the user doing the scan the owner of the file
option, the user doing the scan will be set as the owner of the scanned file.

o MyQ cannot change the owner of scanned files that are stored under the Users
folder or any of its its subfolders. If you want to use the Make the user doing the
scan the owner of the file option, use a different folder than Users (or its
subfolders) as the scan destination.

Scan to User's email

Scans are sent to the user's primary email address set in the Email text box on the
user's properties panel (on the Users main tab of the MyQ Web Interface).

User’'s email X

v General

Title: *  User's email

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Subject:

Message:

naximum s

> Advanced

In the Parameters section, you can define the subject of the emails sent to this
destination in the Subject text box, and the body of these emails in the Message
text box. The subject or body can contain the following parameters: %username%,
%fullname%, %date%, %originalSubject%, %ipaddress%, %usernotes%,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%.
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Scan to Email

Scans are sent to the email address specified here.

Email X
v General
Title: *  Email
Attach metadata file:
Filename template: * Default
Custom

v Parameters

Recipient: *

Copy:
Blind copy:

Subject:

ther parameters: %empty%%

Message:

> Advanced

In the Parameters section, in the Recipient text box, you need to define the email
recipient (or recipients).

In addition, you can add recipients of a copy in the Copy text box, recipients of a
blind copy in the Blind copy text box, the subject of the email in the Subject text
box, and the body of the email in the Message text box.

E From MyQ server 10.0+ the %empty% parameter can be used in the Subject
and Message text boxes. If used, the subject and/or the body of the email
are left empty.

The text boxes under can contain the following parameters: %username%,
%fullname%, %date%, %originalSubject%, %ipaddress%, %usernotes%,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%,
%empty%.

Scan to Folder

Scans are sent to the folder specified here.
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Folder X

v General

Title:* | Folder

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Destination folder: *  %app%\Data\Jobs\Scans

Browse folders  NEW

:I“_‘ one destination folder can be browsed on the device at a time

Connect as: * '@ MyQ Print Server service

Make the user doing the scan the owner of the file

User doing the scan

Other user

> Advanced

Fields marked by * are mandator

In the Destination Folder field, type or browse and select the destination folder.

You can use the following parameters: %username%, %fullname%, %date%,
%originalSubject%, %ipaddress%, %scanld%, %counter%, %usernotes%,
%printerName%, %location%, %serialNumber%, %assetNo%, %printerContact%.

Select the Browse folders option so users can browse one of their cloud destinations
folder on the device.

The Connect as parameter determines in which way the scan will be stored in the
folder:

If you select the MyQ Print Server service option, the rights for access to the
destination folder have to be provided to the account under which the MyQ
service runs. This account will also be set as the owner of the scanned file.
o If you select the Make the user doing the scan the owner of the file
option, the user doing the scan will be set as the owner of the scanned file.
If you select the User doing the scan option, MyQ will expect the folder to be
a shared folder on the domain account of the user doing the scan, and will use
the entered password to access this folder. The user doing the scan will also be
set as the owner of the scanned file.
If you select the Other user option, MyQ will expect the folder to be a shared
folder on the domain account of the specified user and will use the entered
username and password to access the folder. The user specified here will also
be set as the owner of the scanned file.
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o If you select the Make the user doing the scan the owner of the file
option, the user doing the scan will be set as the owner of the scanned file.

MyQ cannot change the owner of scanned files that are stored under the Users
folder or any of its its subfolders. If you want to use the Make the user doing the
scan the owner of the file option, use a different folder than Users (or its
subfolders) as the scan destination.

Scan to Secured link

An email with a link to the scanned file is sent to the user's primary email address set
in the Email text box on the user's properties panel (on the Users main tab of the
MyQ Web Interface). Sending scans to this destination works in a similar way as
sending them to the User's Email destination, with one important exception: instead
of the scanned file, the email contains a secure link to the file, which is stored on the
MyQ server, and can be downloaded via this link.

Secured link X

v General

Title: *  Secured link

Attach metadata file:

Filename template: * Default

Custom

v Parameters
Send email:

> Advanced

v Save Cancel

Scan to OneDrive
To enable scanning to OneDrive:

1. Select the Cloud storage option in the Type drop-down.

2. Select the OneDrive option in the Type drop-down under Parameters. Select
the Browse folders option if you want users to be able to browse one of their
cloud destinations folder on the device.

3. Click Save.
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Cloud storage X

v General

Title: * |Cloud storage

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Type: * | OneDrive v

Browse folders

Only one destination folder can be browsed on the device at a time

> Advanced

Fields marked b are mandator

If the following two conditions are met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ Web Interface:

e Thereis at least one Easy Scan terminal action with this destination.
e The user has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

& OneDrive Connected Disconnect

To be able to store the outgoing scan file on OneDrive, the user has to be connected.
To connect to OneDrive, the user has to perform the following actions:

1. Log in to the MyQ Web User Interface with your user account.

2.0n the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

4. Sign-in to OneDrive and confirm permissions (when asked about the

permissions, click Yes).

. Copy the given code.

. Paste the code to the MyQ Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The OneDrive connection status
changes to Connected.

a

Scan to OneDrive for Business
The feature has to be enabled in three steps:

1. First you have to provide MyQ with access to your Azure AD.
2. Then, you have to create and set the OneDrive for Business destination.
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3. Lastly, users have to connect their MyQ accounts to OneDrive for Business.

Setting up MyQ access to Azure AD

To set up the access, you have to create a new Azure AD app registration to be used
by MyQ, and enter the Azure AD Application ID and Secret on the Connections
settings tab in the MyQ Web administrator interface.

In Azure AD, you need to create and set a new Azure Active Directory App
registration to be used by MyQ. After the registration is created, you set permissions
and create a secret key. You need the Tenant ID, the Application ID and the secret
key to create a Connection for OneDrive for Business on the MyQ Web Interface. The
secret key populates the Security key field.

1.
2.

(9]

Go to https://portal.azure.com/ and log in with your global admin user account.

In the Azure dashboard, in the left navigation pane, click Azure Active

Directory and on the left menu, click App registrations.

. To create a new application, click New registration. The Register an
application page appears.

.In the Name box, type a name for the application.

. Choose Supported account types.

. In the Redirect URI box, choose Web and https://helper.myq.cz/.

Register an application

* Name

The user-facing display name for this application (this can be changed later).

OneDrive Business Demo

Supported account types

Who can use this application or access this API?

[é:- Accounts in this organizational directory only (MyQ, spol. s r.0. only - Single tenant)
O Accounts in an

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

izational directory (Any ctory - Multitenant)

Help me choose.

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but 2 value is required for most authentication scenarios.

Web v ‘ | https://helper.myq.cz/

7. Click Register.
8. Set the permissions:

169


https://portal.azure.com/

Printers

API / Permissions name Type Description Admin Consent Re... Status
WV Micr

Delegated  Have full access to user files

Delegated  Sign in and read user profile

a. On the preview screen, click View API permissions.
b. Click Add a permission. The Request API permissions pane appears.
c. User.Read permissions are added by default. Add Delegated permissions to
Files.ReadWrite for the Microsoft Graph.
9. Back on the preview screen, click Overview, and then copy and save the
Application ID, because you need it in the next steps.

Copy to clipboard

10. On the preview screen, click Certificates and secrets, and complete the
following steps:

Add a client secret

Description

‘ OneDrive Business Demo secret
Expires

O In 1 year

O In 2 years

);' Never,

a. Click New client secret.
b. Add a Description.
c. Set the expiry for the key to Never.
d. Click Add.
e. Save the client secret key value, because you need it in the following steps
and you cannot retrieve it later.
11. Open the Connections settings tab on the MyQ Web Interface (MyQ, Settings,
Connections).
12. Click +Add and select OneDrive Business from the menu.
13. Add a Title. This will be used to identify the Cloud Storage Destination.
14. Add the Tenant ID (or write common for multi-tenant setups), the Application
ID, and the client secret key value as Security key that you previously copied
and saved, and click OK.

Create and set the OneDrive for Business destination
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» Create a new destination (edit or create an Easy Scan terminal action; on its
properties panel, in the Destinations tab, click +Add).

¢ On the new destination's properties panel, under General, select the Cloud
Storage option in the Type drop-down.

 In the Parameters section, in the Type drop-down, select OneDrive for Business
or any other Title you defined in the Connections settings in the previous
steps.

 Select the Browse folders option if you want users to be able to browse one of
their cloud destinations folder on the device.

e Click Save.

Connect a user's MyQ account to OneDrive for Business

If the following two conditions are met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ Web Interface:

e There is at least one Easy Scan terminal action with this destination.
e The user has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

& OneDrive Business Connected Disconnect

To be able to store the outgoing scan file on OneDrive for Business, the user has to
be connected.

To connect to OneDrive for Business, the user has to perform the following actions:

1. Log in to the MyQ Web User Interface with your user account.

2. 0n the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

4. Sign-in to OneDrive for Business and confirm permissions (when asked about
the permissions, click Yes).

5. Copy the given code.
6. Paste the code to the MyQ Cloud storage login dialog.
7. Click OK to connect the cloud storage to MyQ. The OneDrive for Business

connection status changes to Connected.

Scan to Google Drive
To enable scanning to Google Drive:

1. Select the Cloud Storage option in the Type drop-down.

2. Select the Google Drive option in the Type drop-down in the Parameters
section. Select the Browse folders option if you want users to be able to
browse one of their cloud destinations folder on the device.

3. Click Save.
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Cloud storage X

v General

Title: * Cloud storage

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Type:* | Google Drive v

Browse folders

Only one destination folder can be browsed on the device at a time

> Advanced

If the following two conditions are met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ web interface:

1. There is at least one Easy Scan terminal action with this destination.
2. The user has rights to see the Easy Scan button or is connected to Google
drive.

Cloud storage

Type Status Action

& Google Drive Connected Disconnect

To be able to store the outgoing scan file on Google Drive, the user has to be
connected.

To connect to Google Drive, the user has to perform the following actions:

1. Log in to the MyQ Web user interface with your user account.

2. 0n the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

. Click Login to the cloud storage.

4. Sign-in to Google Drive and confirm permissions. (When asked about the
permissions, click Allow).

. Copy the given code.

. Paste the code to the Cloud storage login dialog.

. Click OK to connect the cloud storage to MyQ. The Google Drive connection
status changes to Connected.

w

~N o

A single Google user account can be connected to only one server at a time. If the
user wants to connect the account to another server, they need to remove MyQ
Printing Solution from the connected applications. This can be done on the Apps
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with access to your account tab under My Account/Sign in & security/Apps with
account access/MANAGE APPS.

MyQ Printing Solution REMOVE
rinting Solution has access to & Google Drive

n date 26 minutes ago

Scan to Box.com
To enable scanning to Box.com:

1. Select the Cloud Storage option in the Type drop-down.

2. Select the Box.com option in the Type drop-down in the Parameters section.
Select the Browse Folders option if you want users to be able to browse one of
their cloud destinations folder on the device.

3. Click Save.

Cloud storage X

v General

Title: * | Cloud storage

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Type:* |Box.com v
Browse folders

Only one destination folder can be browsed on the device at a time

> Advanced

Fields marked by * are mandatory.

If the following two conditions are met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ Web Interface:

1. There is at least one Easy Scan terminal action with this destination.
2. The user has rights to see the Easy Scan button or is connected to cloud drive.
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Cloud storage

Type Status Action

box Box.com Connected Disconnect

To be able to store the outgoing scan file on Box.com, the user has to be connected.
To connect to Box.com, the user has to perform the following actions:

1. Log in to the MyQ Web user interface with your user account.

2. 0On the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

4. Sign-in to Box.com and confirm permissions (when asked about the

permissions, click Yes).

. Copy the given code.

. Paste the code to the MyQ Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The Box.com connection status
changes to Connected.

o

Scan to Dropbox
To enable scanning to Dropbox:

1. Select the Cloud Storage option in the Type drop-down.

2. Select the Dropbox option in the Type drop-down in the Parameters section.
Select the Browse folders option if you want users to be able to browse one of
their cloud destinations folder on the device.

3. Click Save.

Cloud storage X

v General

Title: * Cloud storage

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Type:* | Dropbox v

Browse folders

nly one destination folder can be browsed on the device at a time

> Advanced

Fields marked by * are mandator

If the following two conditions-ar-é 'met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ web interface:
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1. There is at least one Easy Scan terminal action with this destination.
2. The user has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

{3 Dropbox Connected Disconnect

To be able to store the outgoing scan file on Dropbox, the user has to be connected.
To connect to Dropbox, the user has to perform the following actions:

1. Log in to the MyQ Web User Interface with your user account.

2. 0n the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

4. Sign-in to Dropbox and confirm permissions (when asked about the

permissions, click Yes).

. Copy the given code.

. Paste the code to the MyQ Cloud storage login dialog.

7. Click OK to connect the cloud storage to MyQ. The Dropbox connection status
changes to Connected.

o N

Scan to SharePoint Online
The feature has to be enabled in three steps:

1. First you have to register the MyQ app in SharePoint.
2. Then you have to create and set the SharePoint Online destination.
3. Lastly, users have to connect their MyQ accounts to SharePoint.

Enabling access to SharePoint

To set up the access, you have to create a new Azure AD app registration to be used
by MyQ, and enter the Azure AD Application ID and Secret on the Connections
settings tab in the MyQ Web administrator interface.

In Azure AD, you need to create and set a new Azure Active Directory App
registration to be used by MyQ. After the registration is created, you set permissions
and create a secret key. You need the Tenant ID, the Application ID and the secret
key value to create a Connection for SharePoint on the MyQ Web Interface. The
secret key value populates the Security key field.

1. Go to https://portal.azure.com/ and log in with your global admin user account.

2.In the Azure dashboard, in the left navigation pane, click Azure Active
Directory and on the left menu, click App registrations.

3. To create a new application, click New registration. The Register an
application page appears.

4. In the Name box, type a name for the application.

. Choose Supported account types.

6. In the Redirect URI box, choose Web and https://helper.myq.cz/.

(9}
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Microsoft Azure A Search resources, services, and docs (G+/)

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

My SharePoint Application v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (Amedia business only - Single tenant)

@ Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | I https://helper.myq.cz/ v

Reaqister an ann vaii're workina on here Intearate aallerv anns and other anns from autside vour araanization hv addina fram Fnternrice annlicatinons

By proceeding, you agree to the Microsoft Platform Policies 7

7. Click Register.

8. On the preview screen, click View API permissions. Click Add a permission.
The Request API permissions pane appears. Select the "Microsoft Graph API"
and choose Delegated permissions for your application.

a. Required permissions: Sites.Read.All and Sites.ReadWrite.All .

Home > App registrations > My SharePoint Applicatior Request API permissions X
- My SharePoint Application | .

Delegated permissions Application permissions

Your application needs to access the API as the signed-in user. Your application runs as a background service or daemon without a

i Overview

& Quickstart Select permissions expand all
A starting

# Integration assistant verify pt [0 Sites x

Manage

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

= Branding & properties (i ] Theiad permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
column I
D Authentication
Certificates & secrets Configured . . )
Permission Admin consent required
{1l Token configuration Applications ar

should include  / goc (3)
> API permissions

& Expose an API + Addape []  StesfulControlAl O ves
& App roles AP/ Permid Have full control of all site collections
SitesManage.All ©
& Owners Vwieosone [ Create, ed\'lg, and delete items and lists in all site collections Ne
£, Roles and administrators UserRe: SitesRead All O -
Manifest Read items in all site collections
To view and Sites.ReadWrite All © o

Support + Troubleshooting Edit or delete items in all site collections
&2 Troubleshooting

£ New support request

Add permissions
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b. After the permissions are added, click “Grant admin consent” to the
permissions you added (users will not be asked to consent when they are
connecting their SharePoint account to MyQ).

Home > App registrations > My SharePoint Application

- My SharePoint Application | APl permissions =

I £ Search

‘ « () Refresh

i Overview
Quickstart

#" Integration assistant

Manage

2 Branding & properties

2 Authentication
Certificates & secrets

il!' Token configuration

- APl permissions

@ Expose an APl

#5 Approles

&& Owners

ai. Roles and administrators

il Manifest

Support + Troubleshooting
4 Troubleshooting

£ New support request

9. Back on the preview screen, click Overview, and then copy and save the

P? Got feedback?

@ successfully granted admin consent for the requested permissions

Printers

A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant apps without verified publishers. A

verify publisher

@ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per permission, user
column may not reflect the value in your organization, or in organizations where this app will be used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configur
should include all the permissions the application needs. Learn more about permissions and consent

~ Add a permission

API / Permissions name Type

\ Microsoft Graph (3)
Sites.Read.All Delegated
Sites.ReadWrite.All Delegated
User.Read Delegated

/' Grant admin consent for Amedia business

Description

Read items in all site collections

Edit or delete items in all site collections

Sign in and read user profile

Application ID, because you need it in the next steps.
10. On the preview screen, click Certificates and secrets, and then click New
client secret. Add a Description, set the expiry for the key to Never, and click

Add.

Admin consent req...

Status

@ Granted for £
@ Granted for £

@ Granted for £

11. Save the client secret key Value, because you need it in the following steps and
you cannot retrieve it later.

Home > App registrations > My SharePoint Application

My SharePoint Application | Certificates & secrets =

[0 search | «

B Overview
Quickstart

# Integration assistant

Manage

B2 Branding & properties

2 Authentication
Certificates & secrets

I Token configuration

9 API permissions

@ Expose an APl

¥ App roles

& Owners

di, Roles and administrators

il Manifest

Support + Troubleshooting
2 Troubleshooting

£ New support request

}5? Got feedback?

@ Got asecond to give us some feedback? —

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an
HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below,

Certificates (0) Client secrets (1)

Federated credentials (0)

A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application password.

—+ New client secret
Description

Secret

Expires

8/14/2023

Value ©

X e

Secret ID

El

12. Open the Connections settings tab on the MyQ Web Interface (MyQ, Settings,

Connections).
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13. Click +Add and select SharePoint Online from the menu.

SharePoint Online X

Title: * | SharePoint Online
Client ID: * | Application (client) ID
Security key: * | eesceces

Site URL: * | https://<tenant_name>.sharepoint.com

14. Add a Title. This will be used to identify the Cloud Storage Destination.

15. Add the Application ID and the client secret key value as Security key that
you previously copied and saved.

16. Add the Site URL: https://<tenant_name>.sharepoint.com (to access the root
SharePoint site) or https.//<tenant_name>.sharepoint.com/sites/<site_name> (to
access a specific site from the tenant’s collection) and click OK.

Create and set the SharePoint Online destination

¢ Create a new destination (edit or create an Easy Scan terminal action; on its
properties panel, in the Destinations tab, click +Add).

¢ On the new destination's properties panel, under General, select the Cloud
Storage option in the Type drop-down.

¢ In the Parameters section, in the Type drop-down, select SharePoint Online,
and click Save.

Connect a user's MyQ account to SharePoint Online

If the following two conditions are met, the cloud storage widget is displayed on the
Home screen of the user logged on the MyQ Web Interface:

e Thereis at least one Easy Scan terminal action with this destination.
e The user has rights to see the Easy Scan button or is connected to cloud drive.

Cloud storage

Type Status Action

b SharePoint Online Connected
s

To be able to store the outgoing scan file on SharePoint Online, the user has to be
connected.

To connect to SharePoint Online, the user has to perform the following actions:

1. Log in to the MyQ Web User Interface with your user account.
2. 0n the Cloud storage widget, click Connect. The Cloud storage dialog box
appears.

3. Click Login to the cloud storage.

4. Sign-in to SharePoint Online and confirm permissions (when asked about the
permissions, click Yes).

. Copy the given code.

6. Paste the code to the MyQ Cloud storage login dialog.

(9}
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7. Click OK to connect the cloud storage to MyQ. The SharePoint Online
connection status changes to Connected.

Scan to Amazon S3
In order to scan to Amazon S3, you need to:

¢ Set up a bucket on the Amazon console. Your scans will be stored in this
bucket.

Create a user who will be used in the MyQ Web Ul.

Give the created user rights to the bucket.

Fillin the Client ID and Security Key in the MyQ web administrator interface.
Set up an Easy Scan terminal action to scan to Amazon S3.

Setting up a bucket on the Amazon S3 console

You need an Amazon account to create a bucket to store the scans in. MyQ does not
require any specific settings for scanning to an S3 bucket.

1. Login to https://console.aws.amazon.com/s3 and sign in with your Amazon
account or create a new account. You need a credit card as proof of name. The
credit card will also be used to charge the use of Amazon S3.

2. Use the https://docs.aws.amazon.com/AmazonS3/latest/gsg/s3-gsg.pdf to
guide you through creating a S3 bucket.

It is recommended to use a bucket lifecycle configuration, details of how to do so
can be found here.

Create a user in Amazon S3

You need to create a user to make a connection between Amazon S3 and the MyQ
Web UL.

1. Log in to the Amazon console.

2. Click the arrow next to your login name and select My Security Credentials
from the drop-down menu.

3. Click Users in the Identity and Access Management (IAM) pane and click Add

user.
aws Services +  Resource Groups ~ % [ MyQest v Global v  Support v
Identity and Access zclele
Management (IAM) 1
v AWS Account Q_ Find users by username or access key Showingl3ly
(119106932915)
Dashboard Username v = Groups Access key age Password age Last activity MFA
G
roups Jan TestGroup @® Today None None Not enabl
Users
Juan TestGroup @ 7days 7 days Today Not enabl
Roles
Test TestGroup @ 7days 5 days Today Not enabl
Policies
Identity providers
Account settings
Credential report
Encryption keys
Q se

~ AWS Organizations . »

@ Feedback (@ English (US) © 2008 - 2019, zon \ ces, Inc. or its affiliates. All rights reserved.  Privacy Policy ~ Terms of Use
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4. Follow the instructions to create the user.
5. Copy and save the Client ID and the Access Key ID of the created user, as you
need them in the following steps.

Give user access rights to the bucket

To give bucket permission to the user, you can follow the official instructions, or
follow the short procedure below:

1. Click Policies in the Identity and Access Management (IAM) pane. Click
Create a new Policy. The policy settings should be set as in the image below. If
you do not want to provide the user with access to all buckets: deselect Any
and click Add ARN to enter a specific bucket.

Visual editor JSON Import managed policy
Expand all | Collapse all

v $3 (32 actions) Clone Remove

» Service S3

» Actions \yrite

AbortMultipartUpload PutAnalyticsConfiguration PutMetricsConfiguration
CreateBucket PutBucketCORS PutObject

CreateJob PutBucketLogging PutObjectLegalHold
DeleteBucket PutBucketNotification PutObjectRetention
DeleteBucketWebsite PutBucketObjectLockConfiguration PutReplicationConfiguration
DeleteObject PutBucketRequestPayment ReplicateDelete
DeleteObjectVersion PutBucketVersioning ReplicateObject
GetBucketObjectLockConfiguration PutBucketWebsite RestoreObject
GetObjectLegalHold PutEncryptionConfiguration UpdateJobPriority
GetObjectRetention PutinventoryConfiguration UpdateJobsStatus
PutAccelerateConfiguration PutLifecycleConfiguration

v Resources @ Specific

close All resources
bucket Any resource of type = bucket v Any
job Any resource of type = job v Any
object Any resource of type = object v Any

» Request conditions Specify request conditions (optional)

Cancel Review policy

2. Click Groups in the Identity and Access Management (IAM) pane. Click
Create New Group. Give the group a name and Save it.

3. Click Add Users to Group and add the created user to the group.

4. Click the Permissions tab and click Attach Policy. Select the policy you just
created and Save it all. The user now has Write access to the created bucket.

Setup a connection between MyQ and Amazon S3

1. Open the Connections settings tab of the MyQ Web Interface (MyQ, Settings,
Connections).

2. Click +Add and select Amazon S3 from the menu.

3. Add a Title. This will be used to identify the Cloud Storage Destination.

4. Add the Access Key ID, the Security key that you previously copied and saved,
the Region, and Bucket and click OK.

Create and set the Amazon S3 destination
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¢ Create a new destination (edit or create an Easy Scan terminal action; on its
properties panel, in the Destinations tab, click +Add).
¢ On the new destination's properties panel, under General, select the Cloud

Storage option in the Type drop-down.

¢ In the Parameters section, in the Type drop-down, select Amazon S3 or any
other Title you defined in the Connections settings in the previous steps and

click Save.
e Fill in the fields:

o Bucket: the name of the Amazon S3 bucket to store the scans in.
o Region: the region you have set when creating the bucket.
o Folder path: enter the path of a sub folder.

Easy Scan Parameters

On the Parameters tab, you can set the scanned file's parameters, such as resolution
and format. You can select from a number of options for each parameter.

There are predefined parameters, but you can also create your own parameters.

All parameters are dependent on the particular printing device type. Therefore,
some parameters and/or values might not be available.

= Easy Scan - Email

General Destinations Parameters

®Add AEdit © L [ Delete.
Title Value

@. Resolution Default
&. Color Default
@. Format Default
@. Duplex Default
@. Continuous scan Disabled
é. Scan Separation Default
6. Original Image Default
6. Qriginal Orientation Default
. Density Default
@. Size Default
6. Mixed size Default
@. Skip blank pages Default

ype

Code List
Code List
Code List
Code List
Code List
Code List
Code List
Code List
Code List
Code List
Code List

Code List

Some parameters (e.g. resolution, color) significantly influence the scanned file's size.
For example, a combination of higher resolution and full color will dramatically

increase the file size.

You can allow users to change their scan settings from the terminal screen.

To do this, you have to modify the settings of the particular parameter on the
Parameters tab on the Easy Scan action node properties panel. Open the parameter
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properties panel, uncheck the Prohibit change of value option (checked by default)
and Save.

Parameter X
Title: Color
Type: Code List v
Code List:  Color v
Default value: | B&W (two tones) e
Required: v

Prohibit change of
value:

v Advanced

Reference: scan.color

Fields marked by * are mandatory.

Predefined Parameters

Each parameter has a Default option. If selected, the actual values are taken from the
default scan settings of the printing device.

* Resolution - The outgoing file's resolution. You can select from the following
options:
100 dpi
200 dpi
300 dpi
400 dpi
600 dpi
1200 dpi
o Default
¢ Color - The outgoing file's color scale. You can select from the following
options:
o Color
o Grayscale
o B&W (two tones)
o Automatic
o Default
e Format - The outgoing file's fFormat. You can select from the following options:
o PDF
o JPEG
o TIFF
o XPS
o HCPDF
o Default
e Duplex - Simplex and Duplex scanning options. You can select from the
following:

O O O O O

o
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Single Sided
Duplex - binding on top
Duplex - binding on side
Booklet - binding on left
Booklet - binding on right
o Default
e Continuous scan - With the continuous scan option Enabled, scan jobs are not
sent until Done is tapped. After clicking Scan, the printing device scans another
page.
You can select from the following:
o Disabled
o Enabled
o Default
¢ Scan Separation - If a document with multiple pages is scanned, scanned pages
can be stored either separately (each page in a separate file) or all together in
one file. You can select from the following options:
o All pages together
o Separate each page
o Default
 Original Image - Determines the way in which the printing device is going to
process the scanned page. You can select from the following options:
o Text + Photo
o Photo
o Text
o Default
¢ Original Orientation - Determines the scanned page's orientation in the
outgoing file. The paper's position is relative to the person standing at the
printing device. You can select from the following options:
o Top Edge on Top: The page is displayed in a horizontal position (top edge of
the page opposite to the person)
o Top Edge on Left: The page is displayed in a vertical position (top edge of
the page on the left hand side of the person)
o Default
» Density - The picture's density in the outgoing file. The higher it is, the darker
the resulting picture is. You can select from the following options:
o Automatic
o Lowest
Lower
Low
Normal
High
Higher
Highest
o Default
e Size - The scanned output's size. This determines the size of the scanning area,
therefore it should correspond to the actual size of the scanned paper. You can
select from the following options:
o Automatic

o O O O

@]

o O O O O O
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o A3
o A4
o A5
A6
B4
B5
B6
Folio
Ledger
Letter
Legal
Oficio Il
Statement
o Default
* Mixed Size - This parameter enables automatic paper size recognition when
different sizes of paper are used during scanning. To be able to use the Mixed
size setting, the A4, A3, Ledger or Letter
option must be selected in the Size setting. You can select from the following
options:
o On: The Size parameter is ignored and the size of each scanned image is
recognized by the printing device.
o Off: The Size parameter is used to decide the size of the scanned image.
o Default
 Skip blank pages - With this parameter, you can select to skip blank pages in
the scanned document. You can select from the following options:
o Default
o Yes
o No

@]
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Create custom parameters

You can create new parameters to be used in the scan metadata, or as parts of file
names, addresses, subjects and email bodies, and as paths to folders, passwords to
folders etc.

The following parameter types can be created: Text, Password, Yes/No, MyQ Users,
Code Book, User Properties, Device Properties.

To create a custom parameter:

1. On the action node properties panel, go to the Parameters tab.

2. 0n the tab, click +Add. The new Parameter properties panel opens on the right
side of the screen.

3. Set the parameter, and then click Save. The new parameter is now displayed on
the list on the Parameters tab.

Parameter Settings:

e Title - The parameter's name.
e Type - Select the parameter’s type from the drop-down:
o Text- Text (string) typed by the user on the embedded terminal. You can
use these parameters in a variety of strings in MyQ: names of files,
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addresses, subjects or email bodies, paths to folders and many other. In the
Validator field, regular expressions can be used to define or limit the user's
input.

o Password- Password to a user's account. This parameter is used together
with the Logged user option for the User’s storage destination type. Users
type the password to their domain account to access their shared folder
there.

o Yes/No- Boolean parameter with the options: Yes, No. You can use these
parameters in the scan metadata file to provide answers on Yes-No
questions concerning the scan, such as if the scan is private or if it should be
archived.

o MyQ Users - This parameter enables selecting scan recipients from the list of
all MyQ users. The scan is sent to the recipient primary email set in the Email
text box on their properties panel on the Users main tab of the MyQ Web
Interface, or to the folder set in the Folder or email for storing scanned
documents text box in the same location.

o Code Book - The parameter uses a list of values from internal code lists.
Users can select options from lists of values used in metadata and
destinations.

= Internal code list: You can predefine code lists with values and use the
values as options available for users.

= LDAP sourced list: This parameter enables selecting scan recipients
directly from an LDAP server by importing the codes from the server.

= MS Exchange Address Book: You can use this code book to get
personal contacts from an MS Exchange server. The contacts are
retrieved using an account defined by the administrator in the MyQ Web
Ul. This account requires special rights on the MS Exchange server that
allow it to access other users' mailboxes. The user sees the first 50
contacts on the terminal. To look for more contacts they would have to
use the search function.

o User Properties - The parameter can represent MyQ user properties within
the metadata file of the scanned document. You can select one of the
following values to be represented by the parameter:

= User name

= Full name

= Email

= User's storage

= Personal number
= Phone

= Notes

Accounting Group

o Device Properties- The parameter can represent MyQ printing device's
properties within the metadata file of the scanned document. You can
select one of the following values to be represented by the parameter:

= Name

= Location
= |P address
= Brand
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= Model

= Serial number

= Asset number

= Notes
Default value - A predefined value/option that will be used if nothing else is
selected.
Required - The parameter value has to be defined. If the parameter does not
have a default value, users are not allowed to print before this value is entered
in the particular text box on the terminal screen.
Prohibit change of value - If this option is selected, the parameter cannot be
changed by the users on the terminal screen.
Reference - String that is used as a reference to the parameter. A parameter
with the parameterXreference is referred to as %parameterX% in MyQ. For
example, the reference of the often used user name parameter is username;,
the parameter is referred to as %username%.

Custom parameters examples

These are some examples of using custom parameters.

Providing additional information in a metadata File

In this example, you can see how to use parameters for obtaining additional
information about the scan file or any other data provided by users. The parameter’s
Type can be Text or Yes/No.

As an example, we will create a Yes/No Type parameter, called Should the scan be
archived?.

‘ Easy Scan — Folder @

-
* Should the scan be archived? 4

1. The Title will be shown on the screen, therefore we name it Should the scan

be archived?.

2. The Type is Yes/No.
3. The Required option is selected by default and cannot be deselected as it

always has a value.

4. The Default value is left unchecked..

5. We do not have to use the reference, as the parameter is not going to be used
in any string in MyQ. Therefore, we can Save the parameter settings.
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Parameter X

Title: * ' Should the scan be archived?
Type: * | Yes/No v

Default value:
Required: v
Prohibit change of

value:

> Advanced

Fields marked by * are mandator

The following two figures show two possible values of the Should the scan be
archived? parameter. A DMS software can automatically archive the scans with value
1into a predefined folder.

- <field>
<name>Should the scan be archived?</name>
<reference/>
<value/>
</field>
- <field>
<name>Should the scan be archived?</name=>
<reference/>
<value>1</value>
</field>

Enabling users to scan to their home Folder protected by password

If you do not want to give to the MyQ server universal access to users' shared folders,
but instead want to provide each user with separate rights to access their shared
folder from MyQ, you can enable the scanning users to enter the password to their
LDAP domain account to access the shared folder there.

‘ Easy Scan — Folder @ é

>
* Password V4

To be able to access their shared folders, users should have the LDAP domain defined
in MyQ. The information about the domain is taken either from the Authentication
server setting on the user's properties panel in MyQ, or from the user's MyQ user
name (if the name is in the form LDAPusername@domain.local).

During the scanning, after the password is entered and submitted, MyQ takes the
name of the user's domain (either from the Authentication server setting, or from
the back part of the user name) and attempts to log on the user's account on this

187



Printers

domain (either the whole user name, or its front part). If the password is correct,
MyQ saves the scan in the shared folder; otherwise it displays the error message
"Error while delivering a scan X/Y. Unable to write to the folder.".

On the Parameters tab, create a parameter with the following properties: Title:
Password, Type: Password, Required: selected, Reference: password.

Parameter X

Title: * | Password
Type: * Password v

Required: v
v Advanced

Reference: password

Fields marked by * are mandato Iy

On the Destinations tab, set the User's storage destination type. In the Parameters
section, select the Connect as: User doing the scan option and select the newly
created password parameter in the drop-down.

User's storage X

v General

Title: * User's storage

Attach metadata file:
Filename template: * '@ Default
%username%_%scanld%
You can edit the template on the terminal action's General tab

Allow to edit filename | NEW

Users will be able to customize the filename on the terminal

Custom
v Parameters

Browse folders | NEW
Only one destination folder can be browsed on the device at a time
Connect as: * MyQ Print Server service
® User doing the scan
Password v

1, so user will be prompted for the

Other user

Enabling users to select the output Folder from a code book

In this example, you can see how to enable users to select the scan destination folder
from a predefined code book. For this example, we have already created and saved
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the Easy Scan action node, and we have created a code book named Folders, which
has names of folders as its values. The next step is to add and set up a new Code
Book type parameter and a new Folder destination type for the Easy Scan action.
The parameter is then used as a part of the path to the folder.

‘ Output Folder Q

Output Folder
G:\Users\Kohei

Output Folder
G:\Users\Eliot

Output Folder
G:\Users\Jane

+ Enter a search query

On the Parameters tab create a parameter with the following settings: Title: Output
folder, Type: Code Book, Code Book: Folders, Default value (optional), Prohibit
change of value: deselect, Reference: folder. If you want to allow users to select
multiple recipients, select Allow multiple values.

If you want to allow users to enter their own value, select Allow custom values. If
you don't want to allow empty values, select the Required option so that users have
to enter its value before sending the file. Optionally, you can select a default value to
define the folder where the output files will be saved, if users don't change it.

Parameter X

Title: * Output Folder
Type: * | Code Book v
Code Book: * Folders v

Allow multiple
values:

Allow custom values:
Required: v

Prohibit change of

value:

v Advanced

Reference: folder

Fields marked by * are mandator

On the Destinations tab, create and set up a new destination. For this destination,
you can use the parameter as any part of the destination path set in the Destination
Folder text box. To use the parameter, enter its reference name bounded in
percentage signs as part of the path. In our example, we used a parameter with the
reference name folder as the folder where the files are stored (\Users%folder%).
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Destination folder: * | \\Users\%folder%

Enabling users to search recipients via LDAP Source code books

In this example, you see how to enable users to search for recipients on LDAP servers
via LDAP Source code books. LDAP Source code books contain two parameters: Title
and Value. The value of the Title parameter is used as an input for searching in the
LDAP database and the Value parameter defines the value returned by the database.
We use an LDAP Source code book with the cn attribute assigned to the Title
parameter and the mail attribute assigned to the Value parameter. We also create a
new parameter and a new folder destination for the feature. The scanning user types
a string to be used in a search query. MyQ sends the query to the LDAP database to
search for user accounts, whose cn begins with the entered string. The scanning user
can select from the returned accounts. After they select the account, the value of the
mail attribute of the account is used as the scan destination.

‘ All Users 9

+ Enter a search query

On the Parameters tab, create a parameter with the following settings: Title:
Recipients, Type: Code Book, Code Book: Emails (or the LDAP source code book that
you want to use), Prohibit change of value: deselect, Reference: recipients. If you
want to allow users to select multiple recipients, select Allow multiple values. If you
want to allow users to enter their own value, select Allow custom values. If you
don't want to allow empty values, select the Required option so that users have to
enter its value before sending the file.
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Parameter X
Title: * |Recipients
Type: * | Code Book v
Code Book: * | Addresses v

Allow multiple v
values:

Allow custom values: v
Required: v

Prohibit change of
value:

v Advanced

Reference: | recipients

Fields marked by * are mandatory

On the Destinations tab, create an Email destination type and enter the parameter
in the Recipient text box, enclosed in percent signs (%recipients%).

Email X

v General

Title: * | Email

Attach metadata file:

Filename template: * Default

Custom

v Parameters

Recipient: * | %recipients%

Easy Copy settings

With the Easy Copy feature, users do not have to go to the often complicated and
confusing copy screen of the printing device — they can copy directly from the MyQ
terminal home screen with a single touch. Upon tapping the button, MyQ can simply
proceed copying using the default settings of the printing device, or it can use
different values of the Easy Copy action parameters.

By adding multiple Easy Copy action nodes and giving rights to different users or
groups, you can create a variety of copying options for the selected users and groups.

On the Parameters tab, you can select from a number of options for each parameter.
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All parameters are dependent on the particular printing device type. Therefore,
some parameters and/or values might not be available.

Easy Copy Parameters

Copies - Predefine the number of copies to be available 7-99.
Color - Color scale of the outgoing file. You can select from the following
options:

o Color

o Monochrome

o Automatic

o Default

Duplex - Simplex and Duplex scanning options. You can select from the
following options:

o Single Sided

o Duplex

o 1-sided to 2-sided

o 2-sided to 1-sided

o Default
Original Orientation - Determines the page's orientation in the outgoing file.
The paper's position is relative to the person standing at the printing device.
You can select from the following options:

o Top Edge on Top: The page is displayed in a horizontal position (top edge of

the page opposite to the person)
o Top Edge on Left: The page is displayed in a vertical position (top edge of
the page on the left hand side of the person)

o Default
Density - Density of the picture in the outgoing file. The higher it is, the darker
the resulting picture is. You can select from the following options:

o Automatic

o Lowest
Lower
Low
Normal
High
Higher
Highest

o Default
Size - Size of the scanned input. It determines the size of the scanning area;
therefore, it should correspond to the actual size of the scanned paper. You
can select from the following options:

o Automatic

o A3

o A4

o A5

o A6

o B4

o B5

o O O O O O
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B6

Folio

Ledger

Letter

Legal

Statement
o Default

e Magnification - With this parameter, you can determine the size of the copy.
This way, you can make it smaller or larger than the original file. You can select
from the following options:
o Default
o Same as original
o A3
o A4
o A5

A6

B4

B5

B6

Folio

Ledger

Letter

Legal

o Statement

o O O O O

@]

@]

o 0O O O O O O

 Skip blank pages - With this parameter, you can select to skip blank pages in
the copied document. You can select from the following options:
o Default
o Yes
o No
* Mixed size - This parameter enables automatic paper size recognition when
different sizes of paper are used during copying.
o Yes: The output paper size parameter will be ignored and be decided by the
device itself depending on the scanned image size.
o No: The output paper size must be set (everything but Auto) and the image
will be zoomed and scanned to the same size.
o Default

General Limitations

e The exact list of supported parameters for Easy Copy depends on each vendor/
machine.

¢ Continuous Scan is not supported by all machines even within the same brand.

e Continuous Scan jobs consisting of different formats may account the whole
job as one format or different formats depending on SDK abilities. The final
format (in case of single format accounting) also depends on SDK abilities.
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Easy Fax settings

With the Easy Fax feature, users can fax their scanned documents in just two steps;
all they need to do is tap the Easy Fax button on the home screen of the embedded
terminal, and then type the fax number.

By adding multiple Easy Fax action nodes and giving rights to different users or
groups, you can create a variety of faxing options for the selected users and groups

To enable the feature on a printing device, you need to enable the Fax module
option on its properties panel in MyQ, deactivate and reactivate the device. Go to
MyQ, Settings, Configuration Profiles. Select the configuration profile and click
Edit (or double-click, or right-click and Edit). The properties panel opens on the right
side. In the General tab, mark the Fax module checkbox. Click Save.

On the Parameters tab, you can select from a number of options for each parameter.

All parameters are dependent on the particular printing device type. Therefore,
some parameters and/or values might not be available.

Easy Fax Parameters

» Fax resolution - Resolution of the outgoing fax file. You can select from the
following options:
o Normal
o Fine
o Super Fine
o Ultra Fine
o Default
e Duplex - Simplex and Duplex scanning options. You can select from the
following options:
o Single Sided
o Duplex - binding on top
o Duplex - binding on side
o Booklet - binding on left
o Booklet - binding on right
o Default
¢ Original Image - Determines the way in which the printing device is going to
process the scanned page. You can select from the following options:
o Text + Photo
o Photo
o Text
o Default
¢ Size - Size of the scanned input. It determines the size of the scanning area;
therefore, it should correspond to the actual size of the scanned paper. You
can select from the following options:
o A3
o A4
o A5
o A6
o B4
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B5
B6
Folio
Ledger
Letter
Legal
Statement
o Oficio ll
o Default
¢ Original Orientation - Determines the page's orientation in the outgoing file.
The paper's position is relative to the person standing at the printing device.
You can select from the following options:
o Top Edge on Top
o Top Edge on Left
o Default
» Density - Density of the picture in the outgoing file. The higher it is, the darker
the resulting picture is. You can select from the following options:
o Automatic
o Lowest
Lower
Low
Normal
High
Higher
Highest
Default
e Continuous scan - With the continuous scan option Enabled, scan jobs are not
sent until Done is tapped. After clicking Scan, the printing device scans another
page. You can select from the following:
o Disabled
o Enabled
o Default

o O O O O O

@]

o 0O O O O O O

Easy Print settings

The Easy Print terminal action allows users to print files without sending them first to
MyQ. These files can be printed from multiple destinations, like several cloud
storages, network drives or local drives, and the user's default storage.

In order to use Easy Print, a new terminal action has to be created in MyQ, Settings,
Terminal Actions.
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@ Settings: Terminal Actions

88 Application
Printers & Terminals > % Terminal £ 93 Application List
Ny "T Card Dispense
@ Add action into this folder > Custom Box
- Easy Copy
[% e My Jobs I Easy Fax
B E) Panel Copy :
= O Easy Scan — Email
= e Easy Scan - Folder : EZistyA:::unt
e I Card Registration ed* External workflow
& @ Panel USB 88 FaxBox
© easy Copy [ Folder
é’ g Panel Scan ID Card Registration
v B D More Actions B orre
=B © Application List My Jobs
& B Recharge Credit 2 Panel Box

1. Right-click on Home Screen, and point to Add action node into this Folder in
the shortcut menu. Another sub-menu with a list of available action nodes
opens to the right.

2. 0On the sub-menu, select Easy Print. The new action node properties panel
opens on the right side of the screen.

On the properties panel you can configure which destinations should be available for
the user, and the default release options. It is possible to create multiple instances of
the Easy Print action, each one with different settings.

In the General tab, you can configure the Printers and Rights for the Easy Print
terminal action, and define the Default print properties: Color, Duplex, Staple,
Punch, Toner saving, and Copies.
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[1 Easy Print X

General Storages

Title: | g
Printers: * | 3 All printers v
Rights: * | 22 All users v
Style: * | Easy Print v

v Default print properties

Final job settings are a combination of these default print properties, policies set on the Easy
Print queue, user policies, and changes made on the embedded terminal.
Color: * |Color v
Duplex: * | Simplex v
Staple: * | No v
Punch: * |No v
Toner saving: * |No v
Copies: * |1
Cancel
Fields marked Dy ™ are "‘5[‘331:!’_‘,‘.

In the Storages tab, click Add to add a new storage type. You can select from Cloud
storage, Folder, and User’s storage.

[@ Easy Print X
General Storages

® Addv / Edit (] Delete...
Folder

User's storage

The supported formats for Easy Print are: bmp, jfif, jpe, jpeg, jpg, mime, myqurl, png,
tif, tiff, txt, urf, and pdf.

If Microsoft Office suite or Libre Office are installed on the server, the Microsoft
Formats doc, docx, xls, xIsx, ppt, pptx and Libre OFfice formats are also supported.

These are converted into PDF based on the settings in Jobs - General - Office file
formats.

When Easy Print is used on the terminal, the user is presented with a list of possible
destinations associated with this action (this is skipped in case of a single
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destination). After the destination is selected, the user can browse it and select files
for printing.

MyQ

e Easy Print

Cloud storage - Onedrive
Cloud storage - Google Drive
Folder

User's storage

After pressing the print button, the files are downloaded from the destination to the
server, processed through the default Easy Print queue, and released immediately to
the printer without any further interaction. It is also possible to cancel the whole
downloading and printing process. In this case, files that have already been
downloaded, but not printed are deleted from the server. Files that have already
been printed remain on the server and it is possible to reprint them.

MyQ
—o-
Selected: 2 . -0— @

& ml o

/ | ‘ Go one folder up D SubFolder01

[ subFoldero2 (") subfoldero3

Downloading your jobs from Folder...

3Pages-BW.pdf A3Test.pdf

Cancel

10.2 Manually adding printing devices

To manually add a device:

1. On the Printers main tab, click +Add printer. A drop-down box appears.

2. In this drop-down box, click +Add printer. The new printing device properties
panel opens on the right side of the screen.

3. On the panel, enter the device name and IP address, and then click Save.
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10.3 Configuration profiles

A configuration profile is used for multiple printers configuration. It is where you can

add an installation package and attach it to printers to equip them with embedded
terminals.

It is recommended to create a configuration profile per printer type if you have
different printer types.

For a quicker setup you can clone your configuration profiles. With minimal editing
you can then create a new profile. Printers will not be cloned to this new
configuration profile. Go to MyQ, Settings, Configuration Profiles, select a
configuration profile and click Clone on the menu bar (or right click and clone).

Configuration profiles are needed for printer discovery.
The following settings can be configured:

10.3.1 General tab
£ Profile 1 X
General Terminal Printers
Name: * | Profile 1

Price List: v

Fax module:

v Printer Credentials

Administrator user
name:

Administrator password:
Use device serial

number as
administrator password:

v Network
SNMP profile: | Default v
MyQ server address: * | Hostname: v

Set up IP filters

e Name - It is mandatory to give the profile a name.

* Price List - Select a price list from the drop-down. For more information on
price lists, see Price Lists.
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* Fax module - If selected, all printed faxes are charged on the FAX user account.
It is available only for devices with the FAX option. Select only if the device has
a fax module.

 Printer Credentials - The credentials are used to configure the printer(s)
attached to the profile. You can override the defaults with the Printer
Credentials in the properties of each printer.

* Network - Here you can add an SNMP profile: see SNMP profiles, and in MyQ
server address select if the network should use the IP address or the
Hostname (Hostname is used by default).

10.3.2 Terminal tab
3 Profile 1 X

General Terminal Printers

Terminal type: * None e

Install terminal package

¢ Terminal type - Select a terminal type from the drop-down. If the type you
want is missing, click Install terminal package. Once the package is installed,
select it from the drop-down.

Based on the Terminal type selected, further configuration options will become
available, these may vary based on the type selected.
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3 Profile 1 X

General Terminal Printers

Terminal type: *  Embedded Lite v
Install terminal package

Login methods: * '@ Simple
v PIN
+|1D Card
User name and password

ID Card and PIN

ID Card and password

Copier operation panel |90 seconds
idle time: *

Automatic v
configuration: Automatically configure the device and install the termina

Fielgs markec Dy ™ are manaatory

* Login methods: select the login methods you want to be available on terminals
with this configuration profile selected, the options are PIN, ID Card, and User
name and password, ID Card can also be combined with PIN or Password if
double-authentication is required.

e Copier operation panel idle time: time (in seconds) for idle logout (mandatory
field), the default is 90 seconds.

o Automatic configuration: leave this option unchecked if you want to
configure the device manually.

10.3.3 Printers tab

®add Zedit Oyclone [ %) Refresh 183 Profile 1 X
[| General Terminal Printers
Search v]
® Add () Remove
Cancel

Name

Click Add to add printers to the configuration profile from your printers list.
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Select the added printers and click Remove to remove them from the configuration
profile.

10.3.4 Additional options

The following options become available according to the installed terminal package.
It depends on brand and model if they will function on your printer:

Login methods

Guest Account

Guest screen

Local administration PIN
Language selection
Display numeric keypad
ID Card reader type

10.3.5 Vendor-Specific Options

Some options become available in the Terminal tab when a terminal package is
installed. For information about vendor-specific options, see the following pages:

(10.1) Vendor-Specific Options: Canon
(10.1) Vendor-Specific Options: Epson
(10.1) Vendor-Specific Options: HP

(10.1) Vendor-Specific Options: Kyocera
(10.1) Vendor-Specific Options: Lexmark
(10.1) Vendor-Specific Options: Sharp
(10.1) Vendor-Specific Options: Sharp Luna

10.4 Discovering printing devices

On the Printer Discovery settings tab, you can create and run print discoveries to
search for all network printing devices within a defined IP range of your company's
network. You can create multiple discoveries for different subnets.

10.4.1 Automated printer discovery

It is possible to add an Action to your printer discovery. In that way you can add a
Configuration profile to your printer discovery, or select to activate the discovered
printers when you Run the printer discovery.

To add a print discovery, do the following:

1. On the Home tab, click Discover printers in the Quick Setup Guide section (or
go to MyQ, Settings, Printer Discovery).

2. On this tab, click Add Discovery. The new printer discovery properties panel
opens.
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= myQ @ Home @ Settings: Printer Discovery

3¢ Settings (® Add Discovery = [> Run / Edit Enabled = [ |Search Q
=) Printers & Terminals
@ Configuration Profiles

Enabled IP range Actions Click Add discovery to add a new printer
discovery definition
@ Printer Discovery

2o

Printers & Terminals > @ Printer Discovery

3. 0On the panel, you can change the General discovery configuration (described
below).

s i i X
1. Speaify network address space to scan for @ Printer Discovery
printers.

2. Optionally, in the Actions tab define actions General Actions
to be performed when a printer is added to
Enabled: * o

MyQ
Description:

IP range Actions

IPrange: '® Manual
10.0.2.0 10.0.2.255
® Add

CsV file

Exclude: & Add

Save the printer |IP address v
address as: *

> Printers name template

> Advanced

Fields marked by * are mandatory

4.You can also set special Actions to be performed during the discovery; see
Printer discovery actions.

5. Click Save. The new printer discovery appears on the list on the Printer
Discovery settings tab.

10.4.2 To run a discovery and add printing devices:

On the Printer Discovery settings tab, select the printer discovery that you want to
use, and then click Run.

= myo (@) Home @ Settings: Printer Discovery

3¢ Settings

(=) Printers & Terminals

o

Printers & Terminals > @ Printer Discovery (® Add Discovery (> Run / Edit ® Enabled (@ Search Q

Enabled IP range Actions

#3 Configuration Profiles

1. Select a printer discovery definition in the
grid

@, Printer Discovery 2. Click Run to start the discovery now

10.0.2.0 - 10.0.2.255 Actions: 0
B Terminal Actions

The Discovering tab with a list of discovered printing devices opens. You can choose
to add either all of the discovered devices or just a selection of them:
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e If you want to add all discovered devices, click +Add to MyQ, and then click
+Add all in the drop-down. You can see the added printing devices on the
Printers main tab.

« If you want to add selected devices, select the devices that you want to add,
click +Add to MyQ, and then click +Add selected. You can see the added
printing devices on the Printers main tab.

10.4.3 Printer discovery general configuration

The configuration options mentioned below are basic and commonly used options of
printer discovery. Options that are not mentioned here are connected with advanced
MyQ features. You can find information about those options in the MyQ Embedded
terminal manuals.

@& Printer Discovery X

General Actions

Enabled: * o

Description: | Printer Discovery 1

IP range: '® Manual

10.149.0 10.14.9.255

® add

CsV file

Exclude: (¥ Add

Save the printer 1P address v
address as: *

v Printer name

Set printer name by : (® Name template
' sV file

Name template: *  %model9%_%id%

v Advanced

SNMP profile:  Default v

SNMP timeout: 300 ms

Initiated by terminal:
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e Enabled: If you enable the discovery, it is included in the scheduled run of print
discoveries.

» Description: Here you can add your own description of the discovery.

¢ IP range:

o MyQ automatically detects the IP range from the IP address of the server.

o If you want to use a different IP range, you can either manually change it or
import it from a CSV file. Create a CSV file with a valid path of IP addresses,
listed in one column in ascending order.

o You can add additional IP ranges by clicking +Add under IP range.

o You can delete IP ranges by clicking the delete button.

o You can exclude particular IP addresses by clicking +Add next to Exclude.

e Save the printer address as: Here you can select if you want to save the
printing device address as an IP address a Hostname or a FQDN.

e Printer name: You can create a name template for each of the discovered
printing devices; multiple parameters can be used to compose the name of the
new device:

o %model%: Model of the printing device.

o %ipByte4%: The last byte of the device's IP address.

© %sn%: Serial number of the printing device.

© %id%: ID of the printing device in the MyQ database. If the printer name
template contains the %id% parameter and you run discovery and add the
same printer again, the name will not be updated.

o %hostname%: This parameter corresponds to the hostname resolved by
DNS server.

o %snmpHostname%: This parameter corresponds to the hostname of the
printing device set in the MIB table. The value of this parameter is obtained
via SNMP protocol within the discovery of each printing device.

o %FQDN%: Fully Qualified Domain Name of the printer

If you select the CSV file option, you must enter the name of the CSV file as IP
address/Hostname or serial number;printer name.

* SNMP: Here you can select the SNMP profile and set the SNMP timeout
period in milliseconds. This setting determines how long the MyQ system waits
for a response from a printing device.

« Initiated by terminal: Check this box when you have Java based terminals that
need to be setup. Java based terminals can be installed and configured on the
printer manually without a need to create a printer in MyQ and execute
Remote Setup. When an embedded terminal connects to MyQ and there is no
printer with the same IP address, MyQ will execute a Printer Discovery whose
IP address range matches the IP address of the terminal.

10.4.4 Printer discovery actions

The actions mentioned below are basic actions that are commonly performed during
printer discoveries.

Go to the Actions tab and click +Add action. The Actions properties panel opens.
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%% Actions
v Filter
Model:
Color:
Copier:

v Every run actions

Add to queue:

Set configuration profile:

Add printer to group:

Remove current groups:

Location:

v First run actions

Activate:
Create direct queue:

Copy settings from the
queue:

Print test page:

Print as:

> Windows printer

Fields marked by * are mandatory.

Filter

Use a comma to separate multiple models
[Does not matter] v

[Does not matter] v

No terminal

Parameters: %location%

v Save Cancel

Printers
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Here you can specify the printing device models or the types of devices on which this
action is performed during the discovery.

¢ Enter the model on which you want to perform the action. If you want to add
more models, you have to separate them by commas (,).

¢ You can also select types of devices: color or B&W devices, and distinguish
between copiers.

Every run actions

¢ Add to queue: Here you can select one or more queues where the device will
be automatically added to.

e Set configuration profile: Here you can select a configuration profile from the
dropdown or create a new one by selecting +Add new. It gives you the option
to install a terminal package and set the login method for the printers in the
discovery.

¢ Add printer to group: Here you can select a group where the device will be
automatically added.

* Remove current groups: If you select this option, the device is removed from
all of its current groups.

e Location: Here you can set the location of the printing device. There are three
options:

o You can manually define the location by entering any text. Each printing
device discovered or updated within this printer discovery will contain this
location.

o You can automatically obtain the location via SNMP protocol by entering the
%location% parameter. In such cases, the location is taken from the
location parameter defined on the Web User Interface of each particular
device discovered or updated within this printer discovery.

o You can leave this setting empty. In this case, the location of the printing
device is not set/updated
during the discovery. Updated printers maintain their current location and
new printing devices have the location parameter undefined.

The location of a printing device is displayed and can be changed on its properties
panel.

You can add multiple filters for performing discovery actions: every filter specifies
the type of printers the actions will be performed on and which actions will be
included.

First run actions

» Activate: Automatically activates the device if the current license allows it.

¢ Create direct queue: If you select this option, MyQ will automatically create a
direct queue for the device. The name of the queue is the same as the system
name of the device. For more information about print queues, see Queues.

* Copy settings from the queue: Here you can enter or select a direct queue
from which the settings of the newly created queue are copied.

 Print test page: The MyQ server will automatically send a test page to the
newly created direct queue.
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 Print as: If you select the Print test page option, you have to select a user
account under which the test page will be printed.

» Windows printer: In this section you can automatically install a print port and
printer driver on the MyQ server.

10.5 Activating and deactivating printing devices

Unless it was automatically activated during printer discovery, a newly added device
is not active in MyQ and some of its data is not displayed (its serial number, type,
counters, etc.). The next step is to activate the device. Although there is no limit to

the number of printing devices you can add to the MyQ system, you cannot activate
more printing devices than your license allows.

To activate selected printers:

1. After selecting the printers, right-click and click Set configuration profile. A
pop-up window with the same name opens.
Set configuration profile X

Assign a configuration profile for the selected printers. You selected 1
printer(s).

Configuration Profile: | v

v 0K Cancel

2. Select a profile from the drop-down and click OK.
3. With your selection still intact, right-click once more and select Activate.

To activate all printers:

1. On the bar at the top of the Printers main tab, click Actions. The Actions drop-
down appears.

2. Click Activate all.

To deactivate printing devices

1. On the list of printers on the Printers main tab, select the devices that you
want to deactivate, and then click Actions. The Actions drop-down appears.
2. In the drop-down, click Deactivate.

10.6 Deleting and undeleting printers

If you delete a printing device, you will not be able to use it, but its data will be
permanently stored in the MyQ database.

It is not possible to add the same device twice as its MAC address is unique and there
cannot be two devices with an identical MAC address in the system. If you want to
use the deleted device again, you have to undelete and reactivate it.

10.6.1 Deleting printers

To delete selected printing devices:
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1. Select the printing devices you want to delete from the list on the Printers
main tab.

2. Click Actions. The Actions drop-down appears.

3. Click Delete. You can find the deleted printing devices under the Deleted
search option.

@ Add printer v §4 Actions v | £59 Tools v @ All columns »

Serial number ¢ / Properties Color

i?’,]» Set configuration profile

Activate
s O
[> Activate all
~F fi i i
= Force configuration and re-activate

D Deactivate

Show event history

N

Print QR code
Create direct queue

Log

Remove from group

X Delete Delete
Undelete
Select all Ctrl+A

10.6.2 Undeleting printers
To undelete selected printing devices:

1. On the group tab on the left side of the Printers main tab, under Searches,
select the Deleted search option. The list of deleted printing devices appears.
2. 0On the list, select the printing devices that you want to undelete, and then click

Actions. The Actions drop-down appears.
3.In the drop-down, click Undelete. The undeleted printing devices are not
active; you have to activate them again.
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@ Add printer v 5 Actions v | £59 Tools @ All columns »

erial number ¢ |  Properties Color

Set configuration profile

Activate
Activate all
Force configuration and re-activate

Deactivate

~R

Show event history
Print QR code
Create direct queue

Log

Remove from group

Delete Delete
€ Undelete
Select all Ctrl+A

10.7 Editing printers

Each individual printing device has its own properties panel. To open the panel,
double-click the printing device on the list of printing devices on the Printers main
tab. The properties panel opens on the right side of screen. There you can
Deactivate it or perform some specific Actions on this printer.

The panel is divided into four tabs: General, Groups, Queues and Rights. On the
General tab, you can change the printing device settings, on the Groups tab, you can
add the device to groups, on the Queues tab, you can add the printing device to
queues and on the Rights tab you can give user rights to the device.
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(=) Office Printer

Actions v

General Groups Queues Rights

v General

Name: *

Location:

IP address/Hostname: *
Scanner |P address:
Fiery IP address:

Use driver of model:

v Configuration

Configuration Profile: *

Administrator user
name:

Administrator password:

> Information

> Page Counters

Fields marked by * are mandatorv.

Jy " alc alllalo

Office Printer

v Save Cancel

10.7.1 Printer information and settings

Printers

The settings mentioned below are basic printer settings displayed on each printer’s

properties panel.

General section

* Name* - Name of the printing device, any string can be used.
e Location - If it is required, you can specify the location of the printing device

here.

¢ IP address/Hostname* - The IP address or hostname of the printing device.
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e Scanner IP address - The IP address of the scanner (if the device scanner has a
different IP than the printing device).

 Fiery IP address - The IP address of the Fiery module (if the device is equipped
with it).

e Use driver of model - Alternative model name. If your printing device is not
listed in the current database of supported models, you can enter the type of
supported printing device which stands close to your model. For more
information, please contact support@myg-solution.com.

Configuration section

» Configuration Profile - Select a profile from the drop-down or create a new
one to embed the printer by clicking +Add new. Then add a Name, install the
terminal package, set the Login methods and the Printer credentials, as
applicable to the printer.

¢ Administrator user name - Enter the admin user name. If you embed the
printer separately this user name should match the one in the configuration
profile.

¢ Administrator password - Enter the admin password. If you embed the printer
separately this password should match the one in the configuration profile.

For Xerox devices, the administrator user name and password are a
mandatory requirement for the device's remote setup and activation (both
for devices with embedded terminals and without).

Information section

e Brand - Information about the printing device manufacturer. It is automatically
detected from the device.

¢ Model - Information about the printing device model name. It is automatically
detected from the device.

e Serial number - The printing device serial number. It is automatically detected

from the device.

MAC address - The printing device MAC address. It is automatically detected

from the device and it is used as a unique identification of the device in the

MyQ® system. Therefore, only one device with a particular MAC address can be

activated.

Asset number - Additional option for identification of the printing device.

Contact - Contact info of the person responsible for the printing device

maintenance.

* Purchase date - Purchase date of the printing device.

* Notes - Additional information about the printing device.

Page Counters section

e Black & White Print - Total amount of B&W pages printed on the device.
Color Print - Total amount of color pages printed on the device.

Black & White Copy - Total amount of B&W pages copied on the device.
Color Copy - Total amount of color pages copied on the device.

Single color copy - Total amount of single color pages copied on the device.
Scanner - Total amount of pages scanned on the device.

212


mailto:support@myq-solution.com

Printers

¢ Fax - Total amount of incoming faxes printed on the device

¢ Print total counter adjust for load balancing - The entered value is added to
the printed pages counter to evenly spread print load between devices in
tandem queues.

10.7.2 Adding/removing printers to groups
To add a printer to a group:

1. On the bar at the top of the Groups tab, click +Add. The Select group dialog
box appears.

(=) Office Printer B Actionsv X
General Groups Queues Rights
® Add () Remove Default

Name Default

2. In the Select group dialog box, select the groups, and then click OK.
Select group X

Search Q

Count:1 € page: 1 /1 = Iltems per page: 100

v 0K Cancel
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Printers can also be added to a group on the Printers main tab using drag and drop.
Drag the printer and drop it on the group icon on the groups tab on the left side of
the screen.

To remove a printer from a group:

On the bar at the top of the Groups tab, click -Remove. The group disappears from
the Groups tab.

To remove selected printing devices from a group on the Printers main tab, select
the group there, select the printing devices that you want to remove, click Actions,
and then click Remove From group in the Actions drop-down (or right-click the
printer and click Remove from group).

10.7.3 Adding/removing printers to queues

To add a printer to a queue:
1. On the bar at the top of the Queues tab, click +Add. A search box appears to

the left.
2.In the search box, find the queue where you want to add the device to, and
then click OK.
olsv 3 Allcolumns~ 2 Search Q| (=) Office Printer % Actions v X
ctive configuration profile | IP address Serial 0 General Groups Queues Rights
lotr ___ — &% Inherited from a group
[|5:’5r«:h v ] ,
® Add ) Remove / Edit
v 0K Cancel
Name Type
&% Default Pull Print
5% Job roaming pull Print
&% Email Pull Print

5% Job roaming delegated

&% Web

% Easy Print

To remove a printer from a queue:

Delegated printing
Pull Print

Pull Print

On the bar at the top of the Queues tab, click -Remove. The queue disappears from

the Queues tab.

10.8 Printer groups

All printing devices in MyQ can be divided into groups based on their location, model,

vendor, category, etc.
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On the Printers main tab, you can create new groups of printing devices. There are a
number of MyQ functions where groups are used, for example, they can be assigned
to particular print queues (see Queues), users can be given rights and restrictions
concerning particular groups (see Rights) and reports can be set about particular
groups only (see Reports).

10.8.1 Creating printer groups

1. On the left side of the Printers main tab, right-click All printers, and then click
+Add group on the shortcut menu. The new group properties panel opens on
the right side of the screen.

— myo (@) Home () Printers

(=) Printers 3 All printers
v Q Searches Status

Q Al O Inactive

Q Active

Q User session
Q with issue

Q Re-activation required

Q Local
Q. Unclassified

[i] Deleted

> 5 All printers
® Add group...

/ Edit

2. 0n the panel, enter a name of the new group, give rights to users or groups of
users, and then click Save.
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= HQ X
General
Name:* HQ
v Rights
View printers: v
View in reports: v

Printer group rights:

* View printers: The right to see and manage printers from this group on the
web user interface.
e View in reports: The right to see this group of printers in reports.

If you want the new group to be placed under an already existing group, select the
parent group, and then click +Add Group (or right-click the parent group, and then
click +Add Group on the shortcut menu).

10.8.2 Deleting printer groups

To delete a group of printing devices:
On the group tab on the left side of the Printers main tab, right-click the group you
want to delete, and then click Delete on the shortcut menu.

10.9 Exporting and importing printers

On the Printers main tab, you can export the list of printing devices with all the
information that are displayed on the current view to a CSV file.

To export the list of printing devices:

1. On the toolbar at the top of the Printers main tab, click Tools; the tools drop-

down box appears.
2. 0On the drop-down box, click Export.

The supported columns in the export are:
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printer, location, IPAddress, scannerlP, terminallD, slaveTerminallD, enforcedModel,
assetNumber, contact, purchaseDate, Model, Serial number, MAC, B&W print, Color
print, B&W copies, Color copies, Scans, Fax

C, M, Y, K, Ad paper, A3 paper, A5 paper, B4 paper, B5 paper, Other paper, Folio
paper, Ledger paper, Legal paper, Letter paper, Statement paper, Rest of paper, Print
color pages (L1), Print color pages (L2), Print color pages (L3), Copy color pages (L1),
Copy color pages (L2), Copy color pages (L3).

You can also import a list of printers from a CSV file containing at least the printer’s
name and IP address.

The supported columns for the import are:

printer, location, IPAddress, scannerlP, terminallD, enforcedModel, assetNumber,
contact, Serial number, MAC.

The CSV's header should be printer;IPAddress, as seen in the below example:

A B C D E F G
1 |printer location IPAddress scannerlP terminallD assetNumber contact
2 Test 1.1.1.1

3
To import the list of printing devices:

1. On the toolbar at the top of the Printers main tab, click Tools; the tools drop-
down box appears.

2.0n the drop-down box, click Import.

3. Browse for your CSV file and click OK.

Your printers are now imported and visible in the Printers tab.

10.10 Monitoring network printers in offline mode

The usual way of communication between the MyQ system and a printing device is
via SNMP protocol. In case this method cannot be used, for example if the printing
device does not support the SNMP protocol, you can use the MyQ parser to monitor
the number of pages and other basic properties of jobs sent to be printed on a
printing device. This accounting method is referred to as OFfline accounting.

A disadvantage of the offline accounting feature is its inaccuracy. Due to the fact
that the communication of MyQ and the printing device is one-sided and restricted to
sending print data to the device, it is not possible to check if the data is actually
printed. Therefore, MyQ charges the print job based on the information from the job
parser received after the job is sent to the printing device. Even if the print job is
canceled halfway through the print, it is charged as a whole.

To enable the offline accounting mode of a printing device:

1. On the Printers main tab, double-click the printing device to open its
properties panel.

2.0n the panel, in the Use driver of model: text box, enter the value offline, and
then click Save.
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Fiery IP address:
Use driver of model: |offline

Before enabling the offline accounting mode, deactivate the printing device. The Use
driver of model: setting cannot be changed on activated printing devices. Once you
enable the offline accounting mode, reactivate the printing device. See Activating
and deactivating printing devices For more information.

10.11 Monitoring local printers

Besides monitoring network printers, MyQ is able to monitor the number of printed
pages on devices connected locally, via a parallel port or a USB port. In such cases,
the number of printed pages is extracted from the print spooler as it is being
processed by the print driver.

To extract the data provided by the spooler, you need to install the MyQ Desktop
Client application to all the computers that you print from to MyQ, and set up Local
Print Monitoring there. All jobs sent to selected types of ports will be detected from
the print spooler.

Local Print Monitoring is available in MyQ Desktop Client for Windows 8.2+
and MyQ Desktop Client for macOS 10.0+.

A disadvantage of the local print monitoring feature is its inaccuracy. As the
communication of MyQ and the local printing device is one-sided and restricted to
sending print data to the device, it is not possible to check if the data is actually
printed. Therefore, MyQ charges the number of pages extracted from the spooler
when they are sent to the printing device. Even if the print job is canceled halfway
through the print, it is charged as a whole.

10.11.1 Accounting on local printers

After a print job is sent to one of the local printing devices, the number of pages and
other information about the print job are saved to the MyQ Desktop Client folder of
the particular registry file. Once the connection with the MyQ server is established,
all the information is automatically transferred to the MyQ server and deleted from
the registry. Therefore, it is not necessary to be permanently connected to the MyQ
Server online.

Once the serveris connected and data is sent to the server, information about the
job appearin an Info entry in the MyQ log. Each entry contains information about the
user who printed, the printing device that the user printed on and the number of
printed pages. The MyQ server automatically creates a new local type printing device.
Its name has the following form: printer@computer.

An appropriate price list can be set for local printing devices. Therefore, they can be
included in the monetary reports. If the user that prints on the local printing device
already exists, their prints are simply assigned to them. Otherwise, the job is
accounted to the *unauthenticated user.
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10.12 Printer Events

Printer Events are customizable actions initiated by specific events, which are based
on printing devices alerts. The alerts are set up by first defining the events, and then
selecting and setting the actions triggered by these events. The actions are of two
kinds: as a response to an event on a printing device, MyQ can send an email
notification to one or more persons, or it can terminate the user session on the
embedded terminal of the device.

= myo (Q) Home & settings: Events

5% Settings Printers & Terminals > % Events
(=) Printers & Terminals L
Active | Name ~ | Type ~
83 Configuration Profiles
SNMP Alert

@ Printer Discovery

. . L] Call service SNMP Alert
& Terminal Actions

B Events ®  Check supplies SNMP Alert
B, Event Actions e Cover open or Paper jam SNMP Alert

b Out of paper SNMP Alert

A Users ®  Toner almost empty SNMP Alert
© Policies ®  Toner empty SNMP Alert

%% User Synchronization

%f_ User Authentication Toner Status Monitor

- ®
4 Rights Toner below 20%_C Toner Status Mo...
® Toner below 20%_K Toner Status Mo...
B SCcolng ® Toner below 20%_M Toner Status Mo...
Credit
2 o Toner below 20%_Y Toner Status Mo...
Quota

The events can be set on the Printer Events settings tab and the event actions on the
Event Actions settings tab.

A report with the Event History type can be created, which informs about all events
on selected printers or groups of printers during a certain period of time.

10.12.1 Events

There are ten predefined alerts on the Events settings tab. These correspond to
common situations, such as empty toner or a printer out of paper, or to states of
printing devices that require particular actions, such as technical support or supply
check. They are triggered by the following states of a printing device:

¢ Call service — The printing device requires authorized technical service.
¢ Check supplies — Consumables of the printing device need to be checked.
e Cover open or Paper jam — Either a device cover is open or a paper is jammed.
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Out of paper — The printing device is out of paper.

Toner almost empty — One or more toners on the device are almost empty.
Toner empty — One or more toners on the device are empty.

Toner below 20%_C — The Cyan toner on the device is below 20%.

Toner below 20%_K — The Black toner on the device is below 20%.

Toner below 20%_M — The Magenta toner on the device is below 20%.
Toner below 20%_Y — The Yellow toner on the device is below 20%.

Changing the toner level to be monitored

The toner level to be monitored is set to 20% by default but can be easily changed
following the instructions below:

1. On the alerts list on the Events tab, double-click the alert. The properties panel
opens on the right side of the screen.

2. Change the value in the Level below field (in %).

3. Change the name of the alert according to the new monitored level.

Creating new events
To create a new event, click +Add and a select the type of event to be created.

Available event types:

e SNMP alert - The SNMP alert event occurs when at least one of the predefined
filcer passes. If the event has no filters defined, it's never open. You can define
the following filters: Code from, Code to, Severity, Training, Group, Group Index,
Brand, Model.

e Toner Status Monitor - The event occurs when the toner level decreases
below a predefined threshold. When the toner level rises again to or above the
threshold, the event is closed. The monitored toner (Black toner, Color toner,
Any toner) can be configured.

* Total Counter Increase - The event monitors when the print and copy
counters on a device repeatedly reach a certain value. For each such event, two
values need to be specified:

o which type of counters should be monitored by this event; possible values
are Print & Copy total, Print & Copy mono, Print & Copy color.

o which repeatedly reached values should be monitored - this means that a
value X needs to be specified and whenever the counters on a device reach
a value that is evenly divisible by X, the actions are triggered

* Toner Replacement - The event is used to predict toner depletion. For each
such event, two values need to be specified:

o Monitored toner (Cyan toner, Magenta toner, Yellow toner, Black toner)

o Replacement in days: number of days that serve as threshold for triggering
actions - this means that user specifies value X and whenever the predicted
number of days left is less than or equal to this value, the associated actions
get triggered

A properties panel opens to the right side of the screen. Fill in the mandatory
information and click Save.
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% Replace Toner

Enabled: c

Type:

Name: *

Monitored toner: *

Replacement in
days: *

Toner Replacement

Replace Toner

Black toner

10.12.2 Event Actions

The two available actions are sending an email and logging the user out of an
embedded terminal. Each action can be either applied to all printers, or it can be
restricted to specific groups of printers.

Printers

Cancel

There are four predefined event actions: Toner below 20%_C, Toner below 20%_M,
Toner below 20%_Y, Toner below 20%_K. These actions apply to all printers and
respond to the Toner below 20%_C, Toner below 20%_M, Toner below 20%_Y,
Toner below 20%_K events.

= myQ () Home

3¢ Settings
(=) Printers & Terminals

Active | Name ~ | Typ
@ Configuration Profiles
@ Printer Discovery Toner below 20%_C
& Terminal Actions O Toner below 20%_C Send email
4 S Toner below 20%_M
g" Event Actions Toner below 20%_M Send email
9\ Users
Toner below 20%_Y
Poli
© Policies Toner below 20%_Y Send email
%% User Synchronization
2¢ User Authentication Toner below 20% _K
Toner below 20%_K Send email

f Rights

%, Settings: Event Actions

Printers & Terminals > %, Event Actions

To create a new event action:

£o

(® Addactionv  / Edit ® Enabled [ Delete.. % Refresh
Event ~ | Printer group Delay~
Toner below 20%_C 3 Al printers 0 min
Toner below 20%_M 63 Al printers 0 min
Toner below 20%_Y Ban printers 0 min
Toner below 20%_K Bal printers 0 min

1. Go to MyQ, Settings, Event Actions and click on +Add action. Select the type
of action from the drop-down: +Send email or Log out user.
2. 0n the panel, set all the options of the action and click Save.

221



Printers

Setting event actions

The parameters described below belong to the Send email and Log out user event

actions.

Enabled - Enable or disable the event action.

Name - Add a name for the action

Event - Select the event that will initiate this action.

Printer Group - Select the printer group(s) that the action applies to from the

list.

Delay - Set a time period after which the email is sent (in minutes).

» Recipient - Enter the email recipient(s). You can use the %$PRN.CONTACT%
parameter to send the email to the device's contacts.

Subject + Message - Enter the email’s subject and message. You can use the

following parameters

o

o o0 0O 0O O O O O ©O

o 0O O O O O O

%PRN.NAME% — name of the printer

%PRN.IP_ADDRESS% — IP address of the printer
%PRN.SERIAL_NUMBER% — serial number of the printer
%PRN.MODEL% — model name of the printer

%PRN.PRINTER_MONO% — counter of B&W pages printed on the device
%PRN.PRINTER_COLOR% — counter of color pages printed on the device
%PRN.COPIER_MONO% — counter of B&W pages copied on the device
%PRN.COPIER_ COLOR% — counter of color pages copied on the device
%PRN.SCANNER% — counter of scanned pages sent to email or folder
%SUPPLY.INFO% — all of the toner supply identifiers separated by
semicolon

%TONER_C.LEVEL% — C toner level in percentage

%TONER_M.LEVEL% — M toner level in percentage

%TONER_Y.LEVEL% — Y toner level in percentage

%TONER_K.LEVEL% — K toner level in percentage

%PRN.ASSET_NO% - the asset number of the printer
%EVENT.TONER.LEVEL% - toner level information
%EVENT.TONER.INFO% - toner information

Event History

The MyQ administrator can view the Event History on the MyQ Web Administrator
interface, in MyQ, Event History.
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E myo @ Home 5 Event History

% Event History £ Tools v 7 Refresh
Event: Printer Event Type Cr Select Al Ctri+A
Y Edit columns
ted: L. f; \
Created: The list is empty Default layout
v Double header height
Resolved:

Not resolved

Printer:

On the left side, there are the Event, Created, Resolved, and Printer search parameters
that can be set to view specific events.

In Tools - Save as CSV, the Event History can be exported.

10.13 SNMP profiles

By default, the SNMP v1 protocol is used for communication with printing devices in
the MyQ system. Instead of it, you can use the more recent SNMP v2c protocol or the
SNMP v3 protocol, which significantly increases the communication security with a
printing device.

Multiple SNMP profiles can be created in MyQ, and each printing device can be
assigned one of the profiles. This way, you can have one profile for all printing
devices with a particular SNMP configuration.

The default SNMP profile can be changed. To make any SNMP profile the default one,
select it on the SNMP settings tab, and then click Default on the bar at the top of
the tab (or right-click the profile, and then click Default on the shortcut menu).

— (2}
= myQ (@) Home | % Settings: SNMP ¥ o
3¢ Settings Network > @ SNMP ® Addv A Edit v Default [i]  Refresh
@ Server Type Default Name SNMP version Parameters
5 License SNMP read community: *******=

v SNMP v1 vi SNMP write community: ********
8¢ General SNMP port: 161
@ personalization SNMP read community: *****=*

SNMP v2c v2c SNMP write community: *******
@ Task Scheduler SNMP port: 161
Security name: MyQ

oo Network Authentication protocol: MD5

Authentication password: *=*<==
S 1161

. )
& Connections SNMP v3 v3

3 Authentication Servers

2 snmpP

10.13.1 Adding and editing SNMP v1 and v2c profiles

With the SNMP v1 and v2c protocols, a single string called "SNMP Community string"
is used to allow access to the device. Only two parameters need to be set in MyQ: the
SNMP read community parameter and the SNMP write community parameter.
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Their values have to match the values of their counterparts on the printer’'s Web User
Interface (Read Community, Write Community).

To add a new SNMP v1 or v2c profile:

1. On the MyQ Web Admin Interface, open the SNMP settings tab (MyQ,
Settings, SNMP).

2.0n the bar at the top of the SNMP tab, click +Add SNMP profile, and then click
+SNMP v1 or +SNMP v2c on the shortcut menu. The new SNMP profile
properties panel opens on the right side of the screen.

Network > @ SNMP ® Addv / Edit Default 7 Refresh
® swwpvi
® sNMPvac
SNMP read community: ********
v SNMP v1 vl SNMP write community: ******=* ® snmpPv3

SNMP port: 161

3. 0On the panel, enter the name of the profile, set the parameters, and then click
Save. The new profile is displayed on the list on the SNMP settings tab.

To open and edit a SNMP v1 or v2c profile

1. To open the SNMP profile properties panel, select the profile on the SNMP
settings tab, and then click Edit (or right-click the profile, and then click Edit on
the shortcut menu, or double-click on the profile). The profile's properties
panel opens on the right side of the screen.

2. 0n the SNMP profile properties panel, you can change the profile’s name and
enter the values of the SNMP read community parameter and the SNMP
write community parameter, according to the values that are set on the
printer's Web User Interface.

3. Click Save to submit and store the changes.

@ New SNMP v2c X

General

Name: * | New SNMP v2c

SNMP version: | v2c

SNMP read community: * | seeeees

SNMP write community: * | eeeee

SNMP port: * | 161
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10.13.2 Adding and editing SNMP v3 profiles

The SNMP v3 protocol contains additional elements of security, such as
authentication and encryption. Each of these elements is set on the printing device
and needs to be accordingly set in MyQ.

To add a new SNMP v3 profile:

1. On the MyQ Web Interface, open the SNMP settings tab. (MyQ, Settings,
SNMP).

2.0n the bar at the top of the SNMP tab, click +Add SNMP profile, and then click
+SNMP v3 on the shortcut menu. The new SNMP profile's properties panel
opens on the right side of screen.

3. 0On the panel, enter the name of the profile, set the parameters, and then click
Save. The new profile is displayed on the list on the SNMP tab.

To open and edit a SNMP v3 profile:

1. To open the SNMP profile properties panel, select the profile on the SNMP
settings tab, and then click Edit (or right-click on the profile, and then click Edit
on the shortcut menu). The properties panel opens on the right side of the
screen.

2. 0n the SNMP profile properties panel, you can change the profile's name, set
its authentication parameters, its privacy parameters and eventually enter a
context name. The values of all of the parameters have to match the values
that are set on the printer's Web User Interface.

3. Click Save to submit and store the changes.
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2 New SNMP v3 X
General
Name: * | New SNMP v3
SNMP version: | v3
v Authentication
Protocol: * | MD5 v
Security name: | MyQ
Password:  eeees
v Privacy
SNMP port: * | 161

Protocol: * | DES v

Password: [-| ]

Context:

Fields marked by * are mandatory.

10.13.3 Attaching SNMP profiles to printers

1. On the MyQ Web Administrator Interface, open the Printers main tab (MyQ,
Printers).

2. 0n the tab, select the printing device, click Actions, and then click Properties.
The printing device's properties panel opens on the right side of the screen.

3. On the panel, go to the Configuration section.

4. Select a Configuration Profile that has the SNMP profile attached to it. In case
of doubt, go to MyQ, Settings, Configuration Profiles and check the profiles.

Printers & Terminals > 3 Configuration Profiles

Name Printers Configuration Profile

Price List: -
Terminal type: None

Profile 1 Automatic configuration: Yes
SNMP profile: SNMP v3
MyQ server address: Hostname
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This topic discusses one of the key MyQ functions: setting and management of users
(user accounts). It covers the following subjects:

e Overview, registration, adding, importing, synchronizing and deleting users:
List of users, Automatic user registration, Adding and deleting users manually.

e PIN generation: Generating PIN.

e Individual user settings: Editing user accounts, Enable user profile editing, User
Groups, Exporting users.

» Job policies concerning users and printers: Policies and Effective Policies for
specific users.

e Special administrative rights: Rights.

e Securing the personal data of MyQ users, anonymization: Securing MyQ users
personal data.

¢ User synchronization from LDAP, CSV files, or Azure Active Directory, together
with manual and scheduled runs of synchronizations: User import and
synchronization.

e User authentication using an LDAP or Radius server: Using External
Authentication Servers.

« Identifying the owner of a sent job: Detecting job owners.

11.1 List of users

On the Users main tab, you can see users and information about them. With the All
users search option selected, you see a list of all the users that are currently in the
system. System users are are hidden from the list of users in the MyQ web Ul.

Apart from this search option, you can also choose from:

* Unclassified - select to display only the users that do not belong to any group
e Managers - select to display only group managers

* Locked - select to display users whose accounts have been locked

e Deleted - select to display only deleted users

Default system users

The database of every installation of MyQ contains five default system users. These
users are used for administration of the MyQ system and cannot be deleted.

1. *admin - This is the MyQ administrator account. It is used for administration of
the MyQ system on the Web Administrator User Interface.

2. *api - MyQ uses this account to connect to external applications.

3. *fax - All printed faxes are charged to this account.

4. *unauthenticated - If there are any printed, copied or scanned pages that for
some reason cannot be assigned to concrete users, they are charged to this
account. This can happen, for example, if the print server is not available and
users print in an emergency, offline mode on a printing device. It can also
happen if someone prints directly on a printing device, bypassing the MyQ
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system. In such
cases, you might need to check the printing device security settings.

5. *system - All the actions performed by the MyQ system are charged to the
*system user.

11.2 Automatic user registration

Usually, only registered users can access the MyQ system and use the services there.

However, in some exceptional cases, it might be useful to enable automatic
registration and thus provide all users with access to MyQ. Users can be
automatically registered to the MyQ system in two ways:

e either they can register themselves on the MyQ Web User Interface or on an
embedded terminal,

¢ or they can be automatically registered after sending a job to MyQ from their
computer or via email as an attachment.

On the Users settings tab, under New user registration, you can enable and disable
these options, and for each option, you can select one or more groups where the
registered users will be added to.

¥ New user registration

Register by swiping an unknown ID [ ] Add to group: v ‘
card:

Register in the Web user interface: [ ] Add to group: v ‘

Register by receiving a job via [ ] Add to group: v ‘
LPR/IPPS/RAW protocols:

Register by receiving a jobvia [ ] Add to group: v ‘
email:

Register by receiving local job meta [] Add to group: v ‘
data (LPM):

p» Email for new registered users
Register by swiping an unknown ID card

With this option selected, users can register themselves at a printing device with an
embedded terminal by swiping an unknown ID card at the card reader.

After they swipe the card, a new account called anonymX (anonym1, anonym2, etc.)
is created and they are automatically logged in to the terminal. There, they can edit
the account using the Edit Account embedded action. If the Enable user profile
editing option is enabled on the Users settings tab, under general, they can change
their full name, email and language; otherwise they can only change the language.

Register on the MyQ Web User Interface
With this option selected, users can create accounts on the MyQ Web User Interface.

1. Click New Account at the bottom-left corner of the MyQ login window. The
New Account registration widget opens.

2. Enter a name and email address.

3. Click Register. The newly created account is given the same name as the email
address entered.
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New Account

Thomas Pineapple
t.pineapple@companyx.com
Register Cancel

After creating the account, the New account created message box appears. After
clicking Show PIN there, the user can see their user name and password.

The user receives an email with information about the new account. The default
message contains their user name and PIN. You can change the message in the Email
For new registered users section.

Register by receiving a job via LPR/IPPS/RAW protocol

With this option selected, users can register themselves by sending a print job from
their computer via the LPR, IPPS or RAW protocol.

After a user sends the job, MyQ detects their name according to the currently set
method of user detection, checks whether the user is already registered, and in case
of an unknown sender user name, it creates a new account. The newly created
account is given the same name as the job sender name detected this

way.

Register by receiving a job via email

With this option selected, users can register themselves by sending an email with an
attached printable document. For more information about sending print jobs via
email, see Printing from email and from the MyQ Web UI.

The name of the newly created account is the email address that the email was sent
from.

The user receives an email reply with information about the new account. The default
message contains the user name and PIN. You can change the message in the Email
For new registered users section.

Email for new registered users
Here you can change the email body that informs the new users about their account.

The values of the %pin%, %username% and the %realname% parameters are the
user's PIN, user name and real name.
By clicking Revert values, you can reset the email body to the default.

11.3 Adding and Deleting users Manually

11.3.1 Adding Users

To manually add a new user, follow these steps:
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1. On the Users main tab, click +Add User. The properties panel of the new user
opens on the right side of the screen.

2. 0n the panel, enter the username and full name of the user, and eventually set
other data of the user account (see User information and settings), and then
click Save.

= myQ (@ Home |  Users ‘Q/e ®

A Users search Q. Q All users ® Add User... | # Actionsv €3 Toolsv 5 search  Q

v Q Searches User name Full name ~ | Emai Personal number

11.3.2 Deleting Users

When you delete a user, they are removed from all groups (including All users) and
are marked Deleted. They are not completely removed from the MyQ database and
can be undeleted.

Deleting users
To delete a user:

1. On the Users main tab, select the users that you want to delete, and then click
Actions. The Actions drop-down box appears.

2. In the Actions drop-down box, click Delete. You can find the deleted users
under the Deleted search option.

Undeleting users
To undelete a user:

1. On the Users main tab, under searches, select the Deleted search option. The
list of deleted users appears.

2. 0On the list, select the users that you want to undelete, and then click Actions.
The Actions drop-down box appears.

3. Click Undelete.

11.4 Editing user accounts

Each individual user has their own properties panel. To open the panel, double-click
the user on the list on the Users main tab (or right-click the user, and then click Edit).
The properties panel opens on the right side of the screen. The panel is divided into
four tabs: General, Groups, Queues, and Delegates. If Credit accounting is enabled
for the user, the Credit tab is also available.
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General Credit Groups

User name: *
Full name: *
Alizses:

Cards:

PIN:

Email:

Phone:

Personal number:
Default language:

User's storage:

Use authentication
server:

Authentication server:

Notes:

Synchronization source:

% Actions v
Queues Delegates

Carol Kai

Carol Kai

® Add

1234 Persistent v
4321 Persistent v
(® Add X Delete all ID cards
1224

@ Add @ Generate PIN...

carol.kai@email.com

English (United States) v

Ci\storel

11.4.1 User information and settings

e User name - Here you can enter or change the user name. This entry is

Users

mandatory. It is unique and is used to identify the user. It is compared to the
parameter obtained from the User detection method. For more information,

see User detection methods.

¢ Alias - In addition to their user name, each user can have a number of aliases.
MyQ treats the aliases as alternative user names.

¢ Card - Here you can set the number of the user’s identification card. If the

Enable deleting all ID cards option is enabled in MyQ, Settings, Users, the
Delete all ID cards button is available here.

Cards: 1234 Persistent v X

422

4321 Persistent v X

(® Add | X Delete all ID cards

¢ PIN - Here you can manually create or automatically generate new PIN code for
the user and remove existing ones. An unlimited number of PINs can be added.
Full name - Here you can enter or change the user's full name. This entry is
mandatory.

Email - Here you can enter or change the user's email.

Phone - Here you can set the user’s phone number
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¢ Personal number - The personal number can be used as the user ID in MyQ.
The primary ID is the user name property.

» Default language - Here you can select the language of the user's sessions on
MyQ embedded terminals.

» User's storage - Here you can set the folder or email, where scanned
documents are saved. For more information, see Scan to Me.

* Use authentication server - If you select this option, an LDAP server is used
for the user authentication. The user uses their LDAP credentials to
authenticate to MyQ instead of having a password set in MyQ. Select the
domain for the authentication on the setting below.

o Authentication server - Here you can select the server for user authentication.

11.4.2 Adding users to and Removing them from Groups
To add a user to a group on the user properties panel, in the Groups tab:

1. On the bar at the top of the Groups tab, click +Add. The Select group dialog
box appears.
2 Carol Kai % Actions v X

General Groups Queues Delegates

® Add I Remove Accounting Group Manager

Name Accounting Gro... | Manager

2. In the Select group dialog box, select the groups where you want to add the
user to.
Select group X

Search Q

Count:1 & Page: |1 /1 = ltems per page: 100

v 0K Cancel

3. Click OK.
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A user can also be added to a group on the Users main tab using drag and drop. Drag
the user and drop it on the group icon on the groups tab on the left side of the
screen.

Default group and Group manager options

On the bar at the top of the Groups tab, you can see two options: Accounting and
Manager.

The Accounting group is the group where the user is counted in reports (see
Reports) and it is set to every user by default.

If you make a user the Manager of a certain group, the user can see jobs and reports
of all the users from the group. If this group contains subgroups, the user inherits the
Manager role also for all these subgroups. To make the user a manager of a group,
select the group and click Manager.

To remove a user from a group:

On the bar at the top of the Groups tab, click -Remove. The group disappears from
the Groups tab.

To remove selected users from a group on the Users main tab, select the group
there, select the users that you want to remove, click Actions, and then click Remove
from group in the Actions drop-down box.

11.4.3 Queues Tab

On the Queues tab, you can see all the queues where the user can send jobs to.
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2 carol Kai & Actionsv X
General Groups Queues Delegates

Name ype

Default Pull Print
Easy Print Pull Print
Emall Pull Print
Web Pull Print

[ Personal queues

ueue at the top of the list has the

Personal () Add

gueues:

11.4.4 Selecting User Delegates

On the Delegates tab, you can select delegates (users or groups) who are able to
print all of the delegating user jobs sent to a Delegate printing type of queue. The
delegate will see the jobs on the embedded terminal. The print jobs are displayed in
the form: (Sending user**Name of the print job). For more information about the
delegate printing feature, see Delegated printing.

Users need to have rights to a delegate printing type queue to be able to select
delegates.

To select delegates:

On the bar at the top of the Delegates tab, in the Delegates combo box, enter the
user (or the group of users), and then click Save. This way, you can add multiple users
(or groups of users).
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Users

% Actionsv X

General Groups Queues Delegates
Delegates can print user's jobs sent to the delegated printing queue.
Delegates: g% HQ v

Tools

£83 Show resultant delegates

To deselect delegates:

On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or group of users) that you want to deselect, and then click the remove
button (X) on the right side of the user (or group of users).

11.5 Enable user profile editing

By default, all users can change their default language on their MyQ Web accounts
and on some embedded terminals, while the rest of their properties can be changed
only by the administrator. On the Users settings tab, you can provide users with
additional editing options: change their full name and email.

To enable users to change their full name and email, select the Enable user profile

editing option.

2 Users

v General

Enable user profile editing: v

T enableq, user can change these p

Properties which can be changed a

Show more info about user

profile: widget ‘User profile’ will contain more information

Enable personal queues settings:

Enable delegate changes:

Enable deleting all ID cards:
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Once user profile editing is enabled, users can open their profile management
options by clicking Edit at the bottom-left corner of the User profile widget on their
MyQ Web accounts.

User profile

User name: Eliot Kate
Full name: Eliot Kate
Ema

Default language: English (United Kingdom)

LVlkEdit ~ Set password |+ Generate PIN

11.6 User groups

On the Users main tab, you can create new user groups. In MyQ, different groups of
users can be given different access rights to print queues (see Queues), print
functions, such as color printing or scanning (see Policies), and reports (see Reports).

Creating user groups
To create a group, do the following:

1. On the group tab on the left side of the Users main tab, point on the group
under which you want to create the new group. A drop-down box appears to
the right.

2.0n the drop-down box, click +Add Group. The new group properties panel
opens on the right side of the screen.

— myQ (@) Home | R Users

S Users search @ QU All users
v Q Searches User name
Q_ All users

Q_ Unclassified
Q, Managers
Q_ Locked

[i] Deleted

‘ > %% Groups

X Delete all groups...
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3. Enter a name for the new group.
4. Click Save.

To select delegates for the group:

1. Open the group properties panel by double-clicking on the group.

2.0n the bar at the top of the Delegates tab of the group properties panel, in
the Delegates combo box, enter or select the user (or the user group).

3. Click Save. This way you can add multiple users (or the user group).

To deselect delegates for the group:

On the bar at the top of the Delegates tab, in the Delegates combo box, point to
the user (or user group) that you want to deselect, and then click the remove button
(X) on the right side of the user (or user group).

Deleting user groups

1. On the group tab on the left side of the Users main tab, right-click the group
that you want to delete.
2. Click Delete.

11.7 Exporting users

In case you need to export the list of MyQ users to a CSV file — for example if you
want to use the CSV file for user synchronization — you can do so on the Users main
tab of the MyQ Web Interface.

To export the list of users:

1. Click Tools on the toolbar at the top of the Users main tab.
2. Click Export in the Tools drop-down. The Users Export dialog box appears.
3.In the dialog box, select the group you want to export and click OK. The file is
downloaded to your default Downloads folder.
3 Toolsv 7 sSearch Q

Bulk credit recharge...
Select all Ctrl+A

Edit columns
Default layout

Double header height

Save as CSV
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You can also export all the users by selecting Save as CSV in Tools.

11.8 Security and Anonymization

Except for the data shown in MyQ reports, everything stored in MyQ is necessary for
the functioning of the system. The data can be accessed only by people with
administrator rights in MyQ and are not processed by the system or disclosed to third
parties. As to the information shown in MyQ reports, it is fully under the control of
the MyQ administrator, who can provide certain users with rights to view information
related to other users or groups.

MyQ users can access their personal data within the MyQ system and upon their
request, the MyQ administrator can erase the data by anonymizing the user. The
following sections show how the users can access the data and how to anonymize the
users.

These options are closely related to the General Data Protection Regulation (GDPR),
which aims to protect the personal data of EU citizens. For more information about
how the GDPR is implemented in MyQ, contact MyQ Support.

11.8.1 Providing users with their personal data

On their MyQ Web accounts, MyQ users can see the User profile widget with the
personal information stored in MyQ.

On their Web account, MyQ users can generate reports related to their activity within
MyQ, such as printing, copying and scanning to see what information is available in
these reports (see Reports).

Users may also contact the MyQ administrator with a request to provide them with
the data.

The MyQ administrator can create a custom dashboard message informing all users
about the data protection options and include the admin email contact via the
%admin% parameter (see Personalization).

MyQ is GDPR compliant. In order to exercise your rights for data protection please send an email to admin@mycompany.com

11.8.2 Anonymizing users

After the anonymization, the user is completely removed from the system and
replaced by a randomly generated name in all of the relevant MyQ reports.

After a user is anonymized, all of their personal data (including username and email)
are permanently erased from the system and cannot be retrieved.

To anonymize a user:

On the Users main tab of the MyQ Web Interface, select the users that you want to
anonymize, then click Actions (or select the users, and then right-click any of them),
and finally click Anonymize.
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User name Full name ~ | Email Personal number

Carol Kai Carol Kai BEl
/ Edit
f Set password...
Generate PIN...
i

Remove from group

Show effective policies

W Delete.. Delete

€) Undelete

11.9 User import and synchronization

User synchronization is a method of synchronizing user related data in the MyQ
database with data in external sources, such as LDAP servers or CSV files. Importing
new users is an optional part of the synchronization process. Within the
synchronization setup, you can activate or deactivate the new users import; if you
deactivate it, MyQ only updates accounts of users that already are in its database.
You can read more about how user synchronization works here.

This topic provides detailed information about the synchronization. It Fully describes
the methods of import and synchronization available in MyQ and presents two
options of running the synchronizations:

e User synchronization from LDAP servers

User synchronization from Azure AD with Microsoft Graph
User synchronization from CSV Files

User synchronization from Azure AD with SLDAP

Using external authentication servers

Manual and scheduled synchronization run

a User passwords are not synchronized/stored in the MyQ Database in case of
LDAP/Azure synchronizations.

11.9.1 User Properties in MyQ

e User name: Name of the user account in MyQ. In Active directory and Open
LDAP, this property corresponds to the samaccountname user attribute on the
LDAP server.
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e Full name: This is the full name of the user. In Active directory and Open LDAP,
this property corresponds to the cn user attribute on the LDAP server. Usually,
it is the given name and the surname of the user.

¢ Alias: In addition to their user name, each user can have a number of aliases.
MyQ treats aliases as alternative user names. You can use aliases, for example,
if you need to enable one user to send jobs to MyQ from different OS accounts.

e Card: The number of the user’s identification card. It can be either imported
from LDAP or added to MyQ on the user’s properties panel. Also, it can be
registered by an administrator on a card reader connected to a USB slot or
registered by the user on an embedded terminal.

¢ PIN: The MyQ personal identification number is used for access to MyQ Web
Interface and MyQ terminals.

e Personal number: The personal number can be used as the user ID in MyQ. The
primary ID is the user name property. If you select the Pair by the personal
number property during the user synchronization, the personal number is used
instead.

e Email: The user's primary email address.

* Notes: You can use this text box to enter additional notes concerning the user.

e Language: The language used on the user's MyQ Web Interface and their home
screen on the embedded terminal.

e User's storage: You can select a folder or one or more email addresses where
MyQ sends the user's scans. Depending on the scanning setup, scans can be
sent here, to the user primary email set in the Email property text box, or to
other sources defined in MyQ or entered by the scanning users.

11.9.2 User synchronization from LDAP servers

An LDAP server contains a database that stores all user accounts, passwords and
other user related data of an organization. On the LDAP Synchronization settings
tab on the MyQ Web Interface, you can synchronize users directly from the server
database.

MyQ can communicate with as much as five LDAP servers at the same time. It
supports Active Directory, OpenLDAP, Novell and Lotus Domino. To synchronize the
users, you need to add the synchronization source first, and then setup the
synchronization. After the synchronization is set up, you can either run it manually on
the User Synchronization settings tab or set it as a regular task on the Task
Scheduler settings tab.

The settings described here apply only to Active Directory, although the settings for
OpenLDAP, Novell and Lotus Domino are similar.

OpenLDAP, with its default settings, limits the number of returned entries and the
maximum total time for a query. The default size limit is 500 entries and the default
time limit is one hour. In case of a larger customer installation with OpenLDAP, you
must adjust these limits appropriately in the OpenLDAP settings, otherwise the user
sync will give incomplete results.

For more details see: https://www.openldap.org/doc/admin24/limits.html
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Creating an LDAP synchronization

Before creating the synchronization, you have to add the LDAP server to MyQ. You
do this on the Authentication Servers settings tab. Set Security to SSL and the server
port to 636.

To create a new LDAP synchronization:

1. Add the new synchronization:
On the User Synchronization settings tab, click +Add. A drop-down box
appears.
=MYQ Qrome  # settings: User synchroniz.. ® 0

3¢ Settings Users > #% User Synchronization ® Add v

 Synchronize now 3
W PHNEn viscovery
Enabled | Type Description Add LDAP source

@ Terminal Actions
Add Azure AD source |NEW

Events
? Add CSV source

%, Event Actions Automatically synchronize MyQ users with various arectory-services;esv-mes-and other sources.

,Q\ Users @ Add v

@ Policies
2% User Synchronization

2 User Authentication

In the drop-down, click Add LDAP source. The LDAP synchronization
properties panel opens. On the panel, you can set up the synchronization.

2. Set up the synchronization on the LDAP synchronization properties panel:
Set up the synchronization on all three tabs on the LDAP synchronization
properties panel. On each of the tabs, click Save after changing the settings.
For more information, see Setting up the LDAP synchronization.

3. Return to the User Synchronization settings tab: The new LDAP
synchronization is displayed on the list of synchronizations on the User
Synchronization settings tab.

Setting up an LDAP synchronization

The setup consists of three parts: creating the synchronization on the General tab,
setting import of users on the Users tab and setting import of groups on the Groups
tab. You can swap between these tabs on the bar at the upper-left corner of the
LDAP synchronization properties panel.
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s & £ LDAP synchronization

General Users Groups

Enabled: Iﬁ

4 Connection parameters

LDAP Server: * | testAD.local v

User: |Administrator

Password: eesssss

4 Export to CSV after successful import

Enabled: v
File: |C:\Users\Users.csv W

Enter full path including file

name

+ Save ® Cancel

General Tab

4 ] OU=MYQ_IMPORT_T

Users

i CN=Claude Monet,OU=Painters,0U=famous_people,OU=MYQ_IMPORT_TEST,D

-

()2 CN=Builtin Attribute
JJ CN=Computers
(Js OU=Domain Controll| badpasswordtime
lJs CN=ForeignSecurityP| badpwdcount

lJ CN=Infrastructure | ¢cn

lJJ CN=LostAndFound

accountexpires

codepage
countrycode
4 ||) OU=famous_peop)| department
4 ||) OU=Painters
£ CN=Claude
QQQ CN=Leonarc
& CN=Modigli
> & CN=Pablo P
ot CN=Rembra
> ot CN=Salvado
(2, CN=Vincent
LIy OU=Scientists lastlogoff

displayname
distinguishedname
dscorepropagationdata
employeeid

gidnumber

=]

givenname

e

instancetype

Value
9223372036854775807
0

0

Claude Monet

0

0

Painters

Claude Monet
CN=Claude Monet,OU=Painters,OU:
16010101000000.0Z
13246

2147483647

Claude

4

0

On the General tab, set the general properties of the synchronization: enable or
disable the synchronization, select the LDAP server domain, enter user name and
password for access to the server, eventually select to export the imported users to a
CSV file. See the list below for a description of individual settings.

— myo (@) Home % Settings: User Synchroniz..

Settings > Users > User Synchronization > 2 LDAP synchronization

General Users Groups

Enabled: c

v Connection parameters

LDAP Server:* | mygtestlab.local M

User: | Administrator

Password: eessees

v Export to CSV after successful import

Enabled:

File: 9app%)\Data\Export\Users_LDAP_%datetimeds.csv

Pa

o

meters: %app%, %datetime®

elds marked by * are mandatory.

e Enabled: Here you ca

%% LDAP synchronization

n enable or disable the synchronization.
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LDAP Server: Here you can select the domain that you want to synchronize
from.

User: Enter the username for access to the LDAP domain server.

Password: Enter the password for access to the LDAP domain server.
Enabled: If you enable the Export to CSV after successFul import option,
MyQ creates a CSV file with the imported users after the synchronization.
File: Select the folder where you want to save the created file.

After you correctly set the connection parameters (LDAP server, user and password)
and save the settings, the LDAP browser opens on the right side of the screen.

E In the User setting, a sub-domain user account with enough rights can also
be used for authentication, but the sub-domain has to be specified in the
username.

For example, the user Administrator connects to the testAD.local LDAP
server, but their account is in the cz.testAD.local sub-domain. For successful
authentication, the filled in username should be:
Administrator@cz.testAD.local

Users Tab

On the Users tab, pick one or more base DNs (distinguished names) from which you
import the users. In addition, you can assign user attributes from the LDAP server to
user properties in MyQ and select additional options concerning the synchronization.

Settings > Users > User Synchronization >

#% LDAP synchronization

General Users Groups

You can drag and drop tree items and attributes on fields

Base DN:

® Add
> Properties
> Options

> Filter

e Base DN: Here you can pick the base domain or domains from which you
import users. Click +Add to add a text box for the new base DN, and then drag
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a group from the database browser and drop it in the text box. You can add
multiple domains this way.
Base DN: | ) CN=Infrastructure

O IMP | ) CN=LostAndFound

OU=Painters,OU=famous_s
x /—-\ 4[]} OU=MYQ_IMPORT_TEST

— . 4 a1 P c nannia
ICU="/u'rit-:-rs"-‘.0d=famous_peo_oie0d:f'v‘.‘r"Q_if'-'Pl \L v

- | ) OU=Painters

|; OU=Scientists
== Add | ) OU=Writers\ I
|» OU=MyQ

| ) OU=other

Properties “xpand

* Properties: These are the properties of every individual user. MyQ will
automatically find and assign the user's SAM account name to user name, cn
to Full name and mail to Email (this applies to Active directory and OpenLDAP
only). The user name property is the only one that cannot be changed. To
assign an attribute to a property, write the name of the attribute in the
property text box or drag it from the attributes of any individual user and drop
it in the text box. The following properties support adding multiple values to
them, separated by a semicolon (;):

o Alias
o PIN
o Card

For example, in the Alias property, you could add alias1;alias2;alias3.

The AD attribute name should not contain the semicolon (;) character. If a semicolon
is part of the attribute's name, that attribute will not be synchronized in MyQ.

4 Properties 4 [y OU=turope countryCode
4 [l OU=Hamburg dSCorcPropagationData
Full name: £ CN-Doe John department
Alias: & CN=Turek Jan distinguishedName
|» OU=Prague .
Card: instanceType
| CN=Computers ot p
astLogo
PIN: |~ OU_DLPARTMLNTOS 9
lastl ngan

Personal number: |» OU=Domain Controllers

cvvves sz | Ci L
| OQU=éscrzyaié LuLns

Emait mh | CN=ForeignSecurityPrincipals mail h
o=t | OU=Groups bbobidtn
Language: |- OU=HokusPokus DbJ:ECtCBIEQOrY
| CN=Infrastructure objectCIass
User's scan storage: B OU=Japan objectClass
- |» CN=LostAndFound objectClass
|» CN=Managed Service Accounts objectClass

For assigning default languages to users, you have to use an attribute from the LDAP
server that has the language abbreviations as its values. For example, you can create
and use an attribute called lang with the values en for English, hr for Croatian, etc.
The list of the abbreviations used in MyQ can be found here.

e Options: For a description of the common synchronization options, see User
information and settings. The basic options that are common for both the
synchronization from LDAP servers and for synchronization from CSV files are:
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o Deactivate missing users: If you select this option, MyQ deletes users that
are imported from the current synchronization source and that are not in
the source anymore. To delete users that were added from different
sources, select the Ignore synchronization source option together with
this option.

o Add new users: If you select this option, MyQ adds new users from the
current synchronization source. If you do not select it, MyQ updates the user
accounts of the users who are already in MyQ, but does not add any new
users.

o Convert user name to lowercase: Unlike some other systems that do not
differ between two words with the same letters but different cases (such as
"Pear", "pear"), MyQ is case sensitive. You can use the Convert user name
to lowercase option to prevent creating multiple accounts for one user.

o Use authentication server: If you select this option and a user logs in by
entering their username and password, the credentials are not
authenticated against the MyQ database, but instead against an LDAP or
Radius server. If you synchronize users via LDAP, the source LDAP server is
automatically assigned as
the authentication server. If you synchronize users via CSV, you can select
the authentication server from the list of predefined authentication servers.

o Pair by the personal number: If you select this option, MyQ identifies users
by their personal number instead of their user names. This way you can keep
track of a single user with different names in different sources or a user
whose name has changed for some reason. For example, if this option is
activated and a username in LDAP changes from cat.stevens to yusuf.islam,
MyQ does not create a new user account, but recognizes the old user by
their personal number.

o Ignore synchronization source: If this option is not selected, MyQ
recognizes two users from different synchronization sources as two
different entities. This can cause conflicts during synchronizations from
multiple sources. If it is selected, MyQ ignores the synchronization sources
and treats all users the same, regardless of their synchronization source. For
example, if you run a synchronization and MyQ would import/update a user
that has been already added from a different synchronization source, it
does not update the user. Instead, it shows the message The name/alias "X"
is already used by the user "X"among the synchronization results. After you
select the Ignore synchronization source option, the user is updated by
the latest synchronization.

If you select this option together with the Deactivate missing users option,
all users that were added from different sources and are not in the current
synchronization source are deleted during the synchronization.

o Append the domain name to the username (username@domain.local): With
this option selected, the name of the domain can be retrieved from the MyQ
username. The information about the domain may be needed for example,
when scanning to users' home folders is used on an embedded terminal.

* Filter: You can filter the users import by specifying the values of attributes.
Add the conditions in the form: Attribute=Value. Users with a different value
on this attribute are not accepted and are filtered out of the import.
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For attributes where the values are strings, such as the cn attribute, you can
use the * symbol to search for substrings. The symbol can be appended from
both sides. For example, if you add a cn=*in* condition, only users whose
common name attribute contains "in" are accepted.

Add one condition per row. Users are accepted if they satisfy at least one
condition.

4 Filter

givenname=Charles

cn="van®

Updating users...

1: Charles Dickens added (Dickens | | | | synch/test_writers)

2: Rembrandt van Rijn added (Rembrandt | | | | synch/test_painters)
3: Vincent Van Gogh added (VanGogh | | | | synch/test_painters)
0.863sec.

9.0802 sec.

Groups Tab

On this tab, you can import groups and the group structure from the LDAP source.
There are four different ways of specifying which groups are imported. You can use
multiple different methods together and by each method, you can create different
groups of users. You can also select to import the groups under an existing group in
MyQ.
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Settings > Users > User Synchronization >

7% LDAP synchronization

General Users Groups

You can drag and drop tree items and attributes on fields

@® Make default

Import groups under this v
group:

> Group stored in user’s attribute
> Group stored in user's DN
> Tree group stored in user's DN

> Group stored in user's memberOf attribute

» Do not change default group: A user can be a member of multiple groups but
all their prints, copies and scans are accounted to only one group: the default
(accounting) group of the user. If you select this option, the default group of
the selected user does not change during the synchronization.

* Import groups under this group: You can select an existing group in MyQ
under which you import the groups from the LDAP database.

e Groups stored in user's attribute:

o Attribute: You can select this option if you want to use an attribute that
defines groups in the LDAP database. To add it, type the name of the
attribute in the property text box or drag the attribute from any individual
user and drop it in the Attribute text box.

4 b OU=MU BRI IES T countrycode

‘Group stored in user's attribute
A . m
Attnbute: @ 4 ||, OU=Painters

Make - B CN=Claude Mone

default B CN=Leonardo Da .
- dscorepronaaationdata

displayname

distinguishedname

You can also create groups by combining multiple attributes. To create such
groups, put each of the attributes between two percentage signs (%). For
example, the combination of attributes %attribute1%_%attribute 2%,
imports a new group named value1_value2.
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4 Group stored in user's attribute

Attribute: |%departmenti_%givenname%

Make default

SYNC GROUPS

Number of groups to import: 7
Pairing property: path
Painters_Claude: created
Painters_Lecnardo: created

Furthermore, you can create tree structures of groups by separating the
attributes with vertical bars. For example, the combination of attributes
%attribute1%|%attribute2 %, imports a group value1, and its sub-group value
2.

o Make default: If you select this option, the group becomes the default
group of the imported user.

e Group stored in user's DN:

o OU component index: Here you can select a group by its OU (organizational
unit) index among the DN components. The index is counted from right to
left: the first OU group from the right has index 7, the second from the right

has index 2 and so on.
=i CN=Claude MonethU:Painters,OU=famous_people,OU=MYQJMPORT_TEST,bC:testAD,DC=Io:al

On the image above, there are three OU groups: MYQ_IMPORT_TEST has
index 7 (as it is the first OU group from the right), famous_people has index
2 and Painters has index 3. The other components are not OU and therefore
have no index.

o Make default: If you select this option, the group becomes the default
group of the imported user.

e Tree group stored in user's DN: Here you can import the whole tree structure
of groups. You can restrict the import to any part of the structure by striping
the DN components from the left and from the right. In the respective text
boxes, enter the amount of components to be striped from the left and
from the right side. You have to strip at least one component from the left (the
user CN component) and one component from the right (the right-most DC
component).

i CN=Claude Monet,OU=Painters,OU=famous_people,OU=MYQ_IMPORT_TEST,DC=testAD,DC=local

On the image above, there are six components. If you strip one component
from the left
and one from the right, you import the following structure of groups: testAD >
MYQ_IMPORT_TEST > famous_people > Painters. By stripping components from
the left, you remove the groups from the bottom to the top of the structure.
By stripping components from the right, you remove the groups from the top
to the bottom of the structure.
o Make default: If you select this option, the bottom group of the imported
structure becomes the default group of the imported user.
e Group stored in user's memberOFf attribute:
o Group base DN: MyQ can import security and distribution groups stored in
the user's memberOF attribute. The security groups are used to define
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access permissions granted to their members. Distribution groups can be
used for sending emails to a group of users. To specify which groups should
be taken into consideration during the import, you have to insert the groups
base DN. MyQ imports only groups that are included in the base DN; other
groups stored in the memberOF attribute are ignored. The group base DN
does not have to be in the same organizational unit as the users base
domain. If a user is member of more than one group on the LDAP server, all
the groups are stored in the memberOFf attribute. Therefore, the Make
default option, which requires a single value, is not available for this
method of import.

To add the groups base DN, drag it from the database browser and drop it in
the Group base DN text box.

Filter: You can filter this import by specifying the values of attributes. Add
the conditions in the Form: Attribute=Value. Groups with a different value on
this attribute are not accepted and are filtered out of the import. You can
use the * symbol to search for substrings. The symbol can be appended
from both sides. For example, if you add a cn=*in* condition, only users
whose common name attribute contains "in" are accepted. You can add one
condition per row. Groups are accepted if they satisfy at least one condition.
4 Group stored in user's memberOf attribute

Groups base DN: |DC=testAd,DC=loca

Filter: | cn=test”

SYNC GROUPS

Number of groups to import: 3

Pairing property: path

test_writers: updated via PATH match
test_painters: updated via PATH match
test_scientists: updated via PATH match
9.0814sec.

Import empty groups: If you select this option, groups from the Group
base DN are imported even if there is no user having them in their
memberOF attribute.

Import tree of groups: If you select this option, the whole tree structure is
imported. Otherwise all groups are added separately; not as a part of a tree
structure.
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4 Group stored in user's memberOf attribute
Groups base DN: |OU=MYQ_IMPORT_TEST,DC=testAd,DC=loca

Filter: cn=test*
cn=synch

Import empty groups: ¥

Import tree of groups:

- }f’- Groups
|J synch
| J test_painters 7
|J test_scientists 7

| J test_writers 5

11.9.3 User synchronization from Entra ID with Microsoft
Graph

o Microsoft has renamed Azure Active Directory (Azure AD) to Microsoft Entra ID for
the following reasons: (1) to communicate the multicloud, multiplatform
functionality of the products, (2) to alleviate confusion with Windows Server Active
Directory, and (3) to unify the Microsoft Entra product family.
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/new-name

Entra ID with Microsoft Graph is a service accessed from the Microsoft Azure Portal,
where it has to be enabled and configured.

Once the Entra ID connection is established, go to MyQ, Settings, User
Synchronization.

1. Click Add, and then click Add Entra ID source.

= myo (Q) Home %% Settings: User Synchroniz... @ O
3 Settings Users > 22 User Synchronization @ Add~ | O synchronizenow | * v % Actions v
W priner viscovery
® Enabled | Type Description Add LDAP source
Terminal Actions
Add Azure AD source [31]
4} Events
Add CSV source
%, Event Actions Automatically synchronize MyQ users with various amectoryservices;esvemes-and other sources.
L Users
o) ® Addv
@ Policies

2% User Synchronization

2 User Authentication

2. In the Entra ID Synchronization properties panel to the right, in the General
tab, if you have already set up an Entra ID connection, the Entra ID server is
already in the Authentication Server field. Otherwise, click Add new and set
up an Entra ID connection.

250


https://learn.microsoft.com/en-us/entra
https://learn.microsoft.com/en-us/azure/active-directory/fundamentals/new-name

Users

Azure AD Synchronization X

General Users Groups

Enabled: o

Authentication Server: * | Azure AD A

Fields marked by * are mandatory.

3. Click Save.
4. In the Users tab:

Azure AD Synchronization X

General Users Groups

Users to import: @ All users

Users from selected groups

v Properties

User name: userPrincipalName v
Alias: v
Card: None v
PIN: 'None v
Personal number: 'None v

v Options

Use as authentication server
If enabled, users will be using their credentials from Azure
AD and can use the Sign in with Microsoft to log in.

a. You can map user information from Entra ID to the credentials in MyQ.

251



Users

b. If you plan to authenticate users towards Azure using Active Directory
credentials and use the Microsoft single sign-on option, select the Use as
authentication server option and click Save.

5. In the Groups tab, you can select what Active Directory groups you want to

remove from synchronization using the Ignore groups and Ignore groups
containing string fields.

Azure AD Synchronization X

General Users Groups

Ignore groups:

Ignore groups containing
string:

Place each string on a new line. Matching is case
insensitive.

Users can be now synchronized by selecting your Entra ID source from the list and
clicking Synchronize now.

= my° () Home 2% Settings: User Synchroniz...

@ O
3 Settings Users > #% User Synchronization ® addv | O synchronizenow | * ¢ & Actionsv
Enabled | Type Description
R Users P P
@ Policies . Azure AD Azure AD Synchronization

%% User Synchronization

g@ User Authentication

Limitations

¢ Only one instance of an Entra ID authentication server and Entra ID
synchronization source can be created in MyQ. This means that you can

currently automatically synchronize users only from one Entra ID
tenant at a time.

11.9.4 User synchronization from CSV Files

To synchronize users from a CSV file, you have to create a new CSV synchronization
on the User Synchronization settings tab and on the synchronization properties
panel, add the source file and set properties of the synchronization.
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After the synchronization is set up, you can either manually run it on the User

Synchronization settings tab or set it as a regular task on the Task Scheduler
settings tab.

Creating a new CSV synchronization

To create a new synchronization:

1. On the bar at the top of the User Synchronization settings tab, click +Add, and

then click Add CSV source. The CSV synchronization properties panel appears
on the right side of the screen.

= myo () Home 2% Settings: User Synchroniz...

@ O

3¢ Settings Users > #% User Synchronization ®Addv | D synchronize now

@ Prner uiscovery

Enabled | Type Description Add LDAP source
. . y
Terminal Actions
Add Azure AD source | NEW.
Events

7 Add CSV source

%, Event Actions Automatically synchronize MyQ users with various amectory-services;esv-mes-and other sources.
2 u
A~ Users @ Add v

@ Policies

% User Synchronization

2& User Authentication

2. Set up the synchronization: On the CSV synchronization properties panel, set
the path to the CSV Ffile in the CSV File field, and configure the synchronization.
For information about the synchronization options, see "CSV synchronization
setup options" below.

CSV synchronization

X
Enabled: 0
CSV file: * | %app%\Data\Import\Users.csv
Encoding: * |UTF-8 v

Column delimiter in CSV: | Default v
Skip header line:
3. Save the setup.
CSV synchronization setup options

These are the CSV synchronization setup options:

¢ Enabled: Here you can enable or disable the synchronization.
e CSV File: Here you can set the path to the CSV file on the MyQ server.
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Encoding: Select the encoding that is used in the CSV file. The default value
depends on the OS settings of the computer where you access the MyQ Web
Interface on.

Column delimiter in CSV: Select the delimiter that is used in the CSV file. If
you select the Default option, MyQ scans for the delimiter set on the Column
delimiter in CSV drop-down list box on the General settings tab.

Skip header line: In case the CSV file contain a header line, you need to select
this option and skip the first line of the file during the synchronization. All lists
of users exported from MyQ contain the header line.

Import groups under this group: Here you can select an existing group in MyQ
under which you import the groups from the CSV file.

Synchronization source: Here you can specify a different source than the CSV
to be marked as the synchronization source by the MyQ system. For example,
you can insert an LDAP server domain.

Ignore synchronization source: If you select this option together with the
Deactivate missing users option, all users that are not in the current
synchronization source are deleted.

Use authentication server: If you select this option, an LDAP or Radius server
is used for the authentication of the imported users.

Authentication server: Here you can select the LDAP or Radius domain for the
user authentication.

Deactivate missing users: If you select this option, MyQ deletes users that are
imported from the current synchronization source and that are not in the
source anymore. To delete users that were added from different sources,
select the Ignore synchronization source option together with this option.
Add new users: If you select this option, MyQ adds new users from the current
synchronization source.

Pair users by personal number: If you select this option, multiple accounts
with a single personal number are paired.

Convert user name to lowercase: If you select this option, all letters in user
names are converted to lowercase.

Cards/PIN/Groups/Delegates: In each of the mandatory drop-down boxes,
you can select from these synchronization options for the respective
parameter (Cards, PIN, Groups):

o Do not synchronize: The value of the respective parameter in MyQ is not
changed.

o Full synchronization: The value of the respective parameter in MyQ is
always replaced by the value in the CSV file. If the value in the source file is
empty, the value in MyQ is erased.

o Synchronize if not empty: If the respective field in the CSV Ffile is not
empty, the parameter value in MyQ is replaced by the value in the CSV file.
Otherwise, the parameter value remains unchanged. This is the default
setting.

o Add new: If the parameter is already set in MyQ, it is not replaced. Only new
values are added.
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CSV file syntax
In the list below, you can find information about individual fields of the CSV file.

A single word or a plain number can be put in the CSV fields as they are, while more
complex strings, such as full name or email address, have to be bounded by quotes.

FULLNAME: Name of the user in double quotation marks, for example " Thomas
Pineapple".

USERNAME_ALIASES: Login of the user and eventually their aliases. The login
should be the same as the user's domain login name, for example Tom. When
you import multiple aliases, separate them with commas, for example
"Tom,Tomy,Apple".

EMAIL: Email of the user, for example "t.pinapple@domain.com".

CARDS: Number of the user's authentication card/chip. It has to be inserted in
the Form in which it is read by the card/chip reader, for example 7E9700C85.
GROUPS: Here you can add user groups. You can import a whole branch of the
groups tree structure. The groups on the imported branch have to be
separated by vertical bars. If you want to import multiple groups (or groups
tree branches), separate them by commas. For example, if you add two
branches separated by a comma: "Activities/|Outdoor/Swimming,Activities|
Outdoor/Birdwatching", MyQ

imports a single parent group Activities with a single child group Outdoor, with
two

child groups Swimming and Birdwatching
(Activities>Outdoor>Swimming,Birdwatching). Commas and vertical bars cannot
be used in group names as they are used as group delimiters.

CODE: The personal number of the user. The ID number must be unique for
each user. This parameter is very useful when using multiple sync sources.
SCANSTORAGE: The folder or email where the user wants their scans to be
sent to, for example "\Users\Tomy".

PIN: You can define one or more PINs to be assigned to users within the
synchronization process. It is not absolutely necessary, as PINs may also be
generated later within the setup of the user account. The PINs should be in the
hashed MD5 format, for example 74BFA6BB14875E4.

MANAGED_GROUPS: You can make the user the manager of a particular group
by adding the group or path to the group here in the way in which you would
import the group. If you want the user to be a manager of a child group, enter a
whole branch ending with this group. For example, enter the branch "Activities/
Outdoor/[Swimming" to make the user a manager of the Swimming group. If
there are no parents of the group in the group structure, enter just the group
name, e.g. Activities. Commas and vertical bars cannot be used in group names
as they are used as group delimiters.

AUTHSERVER: In this field you may define the domain for user authentication,
for example "testAD.local".

PHONE: The user's phone number, for example 080008020.

LANG: Default language of the user, for example en.

PWD: If you want to use the MyQ password, insert the password in the hashed
MD5 format, for example 78BFA6BB14875E8. If you are using a different
authentication server (i.e. LDAP server), you can leave it empty.
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e EXTID: EXTID is an internal MyQ parameter. This field has to be left empty.

o DELEGATES: For each user, you can import any number of delegates. If you
import multiple delegates, separate them with commas, for example
"Carol,Kohei,Eliot".

“FULLNAME"; "USERNAME_ALIASES”; “EMAIL"; “CARDS”; “GROUPS”; “CODE”,;
“SCANSTORAGE”; “PIN”; “MANAGED_GROUPS”; “AUTHSERVER"; “PHONE";
“LANG”; “PWD”; “EXTID”; “DELEGATES”

“Thomas Pineapple”; “Tom, Tommy, Apple”; “t.pinapple@domain.com”;

7E9700C9;”Imported Users, Activities | Outdoor | Swimming,

Activities| Outdoor|Birdwatching”;22212;”\\Users\Tomy”;
14BFA6BB14875E4;Birdwatching;testAD.local;080008020;en; 18BFA6BB14875ES; ;“Carol,Kohei,Eliot”;

11.9.5 User synchronization from Entra ID with SLDAP

Entra ID (fFormerly Azure AD) with SLDAP is a service accessed from the Microsoft
Azure Portal. It has to be enabled and configured in Azure Active Directory Domain
Services.

The activation and setup of the service are described in the following Microsoft
guides:

e To enable and configure Azure Active Directory Domain Services:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/
tutorial-create-instance

e Configure Entra ID Domain Servers to use SLDAP:
https://docs.microsoft.com/en-us/azure/active-directory-domain-services/
tutorial-configure-ldaps

After you activate the Entra ID, you need to add it to MyQ and set up the
synchronization in the standard way (see User Import and synchronization). When
setting up the Authentication server in MyQ, you need to make sure that the LDAP
server parameters are set to the following values:

¢ Domain = DNS DOMAIN NAME of the Entra ID Domain
e Security: SSL
e Server = SECURE LDAP EXTERNAL IP ADDRESS of the Entra ID Domain
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Home > myqgdev.onmicrosoft.com - Properties

']} myqdev.onmicrosoft.com - Properties
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DNS DOMAIN NAME
© Overview
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Troubleshooting + Support 10.0.0.5 10.0.0.4
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X Troubleshoot

SECURE LDAP
New support request
Enabled

SECURE LDAP CERTIFICATE THUMBPRINT

| B308541585ABA88C04742B4D4D1F2F66FBES7025

11.9.6 Manual and scheduled synchronization run

The synchronization can be manually run on the User Synchronization tab of the
MyQ Web Interface, or it can be set as a scheduled task on the Task Scheduler tab.

Manual synchronization run

On the User Synchronization settings tab, select the synchronizations that you want
to run, and then click Synchronize now on the bar at the top of the tab.
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Users > 2% User Synchronization ® addv | D synchronizenow] * L+ & Actions v
Enabled | Type Description

o LDAP mygqtestlab.local
. Azure Azure synchronization

Scheduled synchronization run

On the Task scheduler settings tab, you can setup a scheduled run of the
synchronization. For more information about this option, see Task scheduler.

11.10 User Authentication

In the User Authentication settings tab, the administrator can manage everything
related to how users authenticate themselves in MyQ:

¢ |D Card management

¢ PIN management

e Password Complexity

e External Authentication

= myo () Home 2 Settings: User Authenticat...

3¢ Settings Users > &¢ User Authentication
(=) Printers & Terminals
#2 Configuration Profiles > Cards

@, Printer Discovery

> PIN
@ Terminal Actions
% Events > Password complexity
T > External Authentication

2 users

v Save Cancel
© Ppolicies

Fields marked by * are mandatory.

22  User Synchronization

2 User Authentication

11.10.1 ID Card Management

In the User Authentication settings tab, in the Cards section, there are the following
ID Card management options:

¢ Enable registration of multiple cards - This is enabled by default. If disabled,
when a new card is registered, the current cards are deleted.

* Register cards as temporary - If this is enabled, ID cards can be registered as
temporary.

o Validity of temporary cards - Set the duration of the temporary cards
validity in hours.

¢ Card code transformation - This transformation is used by Embedded
terminals (with USB readers connected directly to the device) and by the
reader for a HW terminal that is connected, usually, as a primary reader.
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* USB reader transformation - Check the box to apply the transformation to
card readers connected to a PC USB slot. These card readers are usually used to
recharge credit or to associate cards with user accounts.

Users > & User Authentication

v Cards

Enable registration of multiple v
cards: If cleared, the current cards are deleted when a new card is registered

Register cards as temporary:
Validity of temporary cards: * 24 hours
v Advanced

Card code transformation:

USB reader transformation:

Adding cards manually is not possible when cards are synchronized from an LDAP
source. The manually added cards will be deleted during the next LDAP
synchronization,and overwritten by the cards from the LDAP source.

Adding multiple cards via the LDAP synchronization is supported.

ID Card Transformation

This topic discusses the ID Card transformation feature in MyQ. The transformation
might be necessary if the customer needs to import card numbers from a third-party
SW database and the card number format in this database doesn't match the format
read by the MyQ card reader.

The third-party system card readers can give output in a different format than the
card readers used in MyQ. In consequence, users card numbers imported from the
third-party system can differ from the card numbers read by the MyQ card readers.
To unify the format of the two outputs, you can define a specific sequence of
commands that transforms the output of the MyQ card readers to the format used in
the database of

the third-party system.

With most of the MyQ card readers, you can use the card reader configuration
software to set the format directly on the reader. However, it is simpler and faster to
set one or two universal MyQ transformations than to separately change settings of
each card reader.
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ID Card
Number:
123456
Card
Third-party Reader
Card
Reader

Transformation l

U

How to setup the card transformation:

On the User Authentication settings tab, in the Cards section and under Advanced,
you can define and use a transformation for card readers and select to use it on a
USB reader connected to the administrator PC. The USB reader can be used to
recharge credit or associate cards.

Available options:

¢ Card code transformation: This transformation is used by Embedded
terminals (with USB readers connected directly to the device) and by the
reader for a HW terminal that is connected, usually, as a primary reader.

e USB reader transformation: Check the box to apply the transformation to
card readers connected to a PC USB slot. These card readers are usually used to
recharge credit or to associate cards with user accounts.

Defining the transformation

You can define the transformation by adding commands that can be found on this
list. The commands have to be separated by a semicolon (;) and are read and
executed from left to right. For example in the transformation
CommandX;CommandY, Command X is executed first and Command Y, second.

All the commands, except for the + command, are applied in the following way:

The first command of the transformation and each command immediately behind the
+ command are applied to the initial card number. All other commands are applied to
the result of their predecessors.

ID Card Transformation Commands

e ltrim(number of characters) - Remove the first X characters from the left.
ltrim(2): 123456 —> 3456
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rtrim(number of characters) — Remove the first X characters from the right
(the last X characters).

rtrim(2): 123456 —> 1234

prepend(character string) — Add the string in front of the card number.
prepend(AB): 123456 —> AB123456

append(character string) — Add the string behind the card number.
append(AB): 123456 —> 123456AB

left(number of characters) — Select the first X characters from the left (and
remove the rest).

left(2): 123456 —>12

right(number of characters) — Select the first X characters from the right.
right(2):123456 —> 56

mid(number of characters, number of characters) - Remove X characters
from the left, remove Y characters from the right and leave the characters in
the middle.

mid(2,2): 123456 —> 34

lpad(number of positions, symbol) — Complete the string to the length
specified by the number of positions parameter by adding the value of the
symbol parameter to the left (in front of the card number).

lpad(12,0): 123456 —> 000000123456

hex2dec() — Transform the card number from hexadecimal mode to decimal
mode.

hex2dec(): 1000AB —> 1048747

dec2hex() - Transform the card number from decimal mode to hexadecimal
mode.

dec2hex(): 1048747 —>1000AB

hex2bin — Transform the card number from hexadecimal mode to binary mode.
hex2bin(): 1000AB —> 100000000000010101011

bin2hex - Transform the card number from binary mode to hexadecimal mode.
bin2hex(): 100000000000010101011 —> 1000AB

dec2bin - Transform the card number from decimal mode to binary mode.
dec2bin(): 100023 —> 11000011010110111

bin2dec - Transform the card number from binary mode to decimal mode.
bin2dec(): 11000011010110111—> 100023

reverse() — Reverse the byte sequence, i.e. take all the characters by two and
reverse the order of the pairs. (The last pair goes first, the second last goes
second, etc.)

reverse(): 1234AB —> AB3412

reverseString() - Reverse the character sequence. (The last character goes
first, the second last goes second, etc.)

reverseString(): 1234AB —> BA4321

reverseNibbleBits() - Convert each character from hexadecimal mode to
binary mode, reverse the character sequence of each quadruple and convert
the result back to hexadecimal mode.

reverseNibbleBits(): 10AB —> 0001 0000 1010 1011 —> 1000 0000 0101 1101 —
> 805D

upper() — Converts the string to upper case.

upper(): Abcd —> ABCD
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¢ plugin(reference) — Calls a card transformation plugin with the given
reference. This option enables using custom PHP scripts for the
transformation. For more information about this option, contact MyQ support.
» asciiCode2ascii — Converts ASCII characters encoded as hex-digits to ASCII
characters.
asciiCodeZ2ascii(): 414F —> AO
 "string 1" + "string 2" — Merges the strings in front of and behind the +
command.
"string 1":
o Either the initial card number (if there are no commands preceding the +
symbol),
o or the result of the last command before the + symbol (if there are no +
commands preceding the + symbol),
o or the result of the previous + command.
"string 2":
o Either the initial card number (if there are no commands behind the +
symbol or if the next command is another + command),
o or the result of the last command of the transformation (if there are no +
commands behind the + symbol),
o or the result of the last command before another + command.

ID card transformation example:
Card number: 10AB

Card code transformation:
hex2bin();lpad(16,0);reverseString();ltrim(8);reverseString();bin2hex() +
lerim(4);lpad(4,10AB)

Result; 7070AB

Transformation process:

("10AB"—>"1 0000 1010 1011"—> "0001 0000 1010 1011"—> "1101 0101 0000
1000" —> "0000 1000" —> "0001 0000" —> "10") + ("10AB"" —> ""—> "10AB") ==>
"1010AB"

11.10.2 Generating PIN

On the User authentication settings tab, under PIN, you can select multiple options
concerning PIN generation.
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Users > & User Authentication

v PIN

User can change PIN: v
Minimal PIN length: * 4
Send new PIN via email:

Generate PIN for users created
by synchronization or manual ‘Send new PIN via email’ will be automatically checked
input:

v Email with a new PIN
Subject: * | MyQ: Your new PIN
Message: * | Your new MyQ PIN is: 3%6PIN%

Please contact the administrator at 9%sadmin® in case of further requests

€ Revert values

v Email with the PIN reset code
Subject: * | MyQ: PIN reset code
Message: * |Hello %realname9s,

Your PIN reset code is: 9%code%
Go to the MyQ website, click "Lost PIN" and enter the code.

Your MyQ
Please contact the administrator at %admin® in case of further requests

b Revert values

User can change PIN

With this option selected, the users can generate a new PIN on their account on the
MyQ Web User interface, by clicking Generate PIN on the Home screen of their user
account.

Minimal PIN length

This option determines the mandatory minimum PIN length. The number can be set
between 4and 176.

If the administrator creates the PIN manually, it cannot be shorter than the value set
in this field. If the PIN is generated by the system, it cannot be shorter than the value
in this field, and also cannot be shorter than the minimal value enforced by the
number of users, described below.

The required minimal PIN length that depends on the number of MyQ users is:

¢ <1000 — 4-digit pin is required
¢ 1000 - 10 000 — 5-digit pin is required
¢ 10000 - 100 000 — 6-digit pin is required

The required minimal length lowers the chance of randomly guessing the PIN. Also,
trivial PINs, such as 7777 or 22222, are excluded from the automatic PIN generation
process.
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If the administrator increases the Minimal PIN length value, a pop-up will prompt
them to generate new PINs for all the active users. If the administrator chooses to
generate new PINs, the old PINs will be deleted and new PINs will be automatically
sent via email to all the active users. Otherwise, the old, potentially shorter PINs will
be kept.

Generate PIN X

Do you want to delete existing PINs and generate new PINs to all the
active users?

Users must have an email addres:

PIN length: 6

v OK K Cancel

Generate PIN for users created in synchronization or manual input
With this option selected:

¢ A new PIN is generated for new, manually created users.
o A manually created user without an email address will not receive the new
PIN via email.
e During User synchronization, a new PIN is generated for every user that does
not already have a PIN.
o PINs are generated only for users with an email address. Users without an
email address are skipped.

Send new PIN via email

With this option selected, users are sent an email informing them about the new PIN
every time a new PIN is generated.

This is automatically checked if the above option (Generate PIN for users created in
synchronization or manual input) is selected.

There are also email templates you can use for informing the users about their new
PIN (Email with a new PIN) or for providing them with a reset code in case of a lost/
forgotten PIN (Email with the PIN reset code). The templates are editable and the
values can be reset to their defaults if needed, by clicking Revert values.

11.10.3 Password complexity

In this section, the administrator manages the password complexity of MyQ users
accounts.

¢ Minimum length - set the minimum character length for the password, in range
1-100 (8 by default).
* Enforce password complexity - set how many of the four password
complexity rules are to be enforced (2 by default):
o At least one upper-case letter
o At least one lower-case letter
o At least one number
o At least one special (non-alphanumeric) character
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v Password complexity

Minimum length: * |8

Enforce password complexity: * |2 of 4 rules

11.10.4 Using external authentication servers

In addition to the internal MyQ authentication methods (password, PIN or ID card),
you can use two types of external authentication servers: LDAP and Radius.

With the two external methods, MyQ does not use the internal MyQ PIN or password
for user authentication, but instead authenticates users against an LDAP or Radius
server. After the user enters their credentials during the authentication, the
credentials are sent to be verified directly by the external server. If there is no online
connection with the LDAP or Radius server, users cannot log in.

To enable this method of authentication, you have to take two steps:

1. register the external authentication servers in MyQ
2. select to use them For user authentication

To register external authentication servers in MyQ, see Authentication Servers
Settings.

Selecting to use the registered external authentication servers for user
authentication, can be done either automatically during the user import from an
LDAP server or a CSV file, or manually on the properties panels of individual users.

Automatically selecting the external authentication option

Importing users from a CSV file

When you import users from a CSV file, you have two options of selecting the
authentication server for the users:

1. You can select the Use authentication server option and select the server
during the synchronization setup on the synchronization properties panel.

2.You can specify the Authentication server for a particular userin the
AUTHSERVER field of the CSV file. If the field is not empty, its value has
priority over the value selected on the properties panel.

For more information about importing users from CSV files, see User synchronization
from CSV files.
Importing users from an LDAP server

During the users import from an LDAP server, you can select the Use authentication
server option, to use the current synchronization source server for users
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authentication. For information about importing users from LDAP servers, see User
synchronization from LDAP servers.

Unlike the Use authentication server setting for the import from a CSV file, which
allows you to select the authentication server, the Use authentication server
setting here gives you a single option — users will be

authenticated against the LDAP server where they are imported from.

Manually selecting the external authentication option
To manually select the external authentication option

1. Open the Users main tab and double-click the user. The user's properties panel
opens on the right side of screen.

2. 0n the panel, select the Use authentication server option. The Authentication
server setting becomes available.

3. On the Authentication server drop-down box, select the server you want to
use, and then click Save at the bottom of the panel.

11.10.5 External Authentication

Administrators can benefit from using external authentication servers for
authenticating users into MyQ. This is helpful mainly in environments where an
authentication service not natively supported by MyQ is used.

External Authentication is used for login on the MyQ Embedded Terminal and MyQ
Desktop Client. The MyQ Web User Interface and MyQ X Mobile Client require
credentials set in MyQ.

How it works

An API connector between MyQ and the authentication service is set up. MyQ
requests authentication through this connector, and on the other side is the
authentication service itself where users and their credentials are stored.

B} User attempts to F1 The request is sent E] The connector
signin on the MyQ to the API handles
Embedded connector, communication
Terminal containing the with the

e By swiping login method type authentication
an ID card and the value service and returns
e By entering the user who
aPIN matches back to
MyQ

There are two modes of operation for External Authentication. Either it can be the
primary way of authenticating users, or it can be configured as a backup
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authentication in case the authentication towards MyQ fails. For this, the option
“Use only if authentication against MyQ DB fails” can be selected.

Authentication request

Supported login methods

This setting defines the login method for which External Authentication is used. The
other, unselected, login method authenticates the user against the credentials in

MyQ.
e ID Card
e PIN

MyQ sends the type of login method together with the actual PIN/ID card value so
that the API connector can recognize which user property should be used to find the
correct user.

For example, if an ID Card is selected, and the user authenticates on the Embedded
Terminal with an ID card, MyQ sends out loginType=1&loginValue=1234 . This can

be interpreted as the ID card number 1234 .

If a card reader that emulates keystrokes is connected to the device and a user
swipes their card, MyQ cannot recognize if the value received is a PIN or ID card

number. MyQ indicates this to the API connector ( loginType=7 ). The connector

should be configured to handle these requests, e.g. by attempting to authenticate
towards both user properties.

Authentication response

Supported user identifiers

The API connector has to respond in a JSON format with one of the values back to
MyQ to pair the correct user and log them into the client.

e Personal number of an existing user in MyQ
e Username of an existing user in MyQ

Example responses:
o {"result":0,"personalNumber":"123456"} means that the user was

successfully identified by the authentication service and its personal number is
123456 . The user with this personal number in MyQ is authenticated.

e {"result":0,"username":"JohnDoe"} means that the user was identified and

its username is JohnDoe . The user with this username in MyQ is
authenticated.
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Error states

e Invalid user ( {"result":1} )-- the user was found, but their account is invalid
(e.g. deactivated)
e No user found ( {"result":2} )-- there is no user associated with the credentials

APl Documentation

For implementation details, containing information about the API endpoints and
valid responses, read the MyQ API documentation — External Authentication.

Common use cases

The External API connector can be used in its most simple way to “translate”
requests. But it also allows more advanced authentication workflows as the
connector itself can perform a set of operations before it returns the matching user
back to MyQ.

Example 1: Authentication service not supported by MyQ is required
A connector that translates the API calls between MyQ and the remote
authentication service.

Example 2: Advanced authentication workflow — multiple identities

External Authentication can be used in cases where some operation is required to
happen between MyQ and the authentication server. This can be transformation,
advanced user recognition in multi-domain environments, and more.

:MyQLogo:

Setup External Authentication

External Authentication destination can be enabled and configured in MyQ,
Settings, User Authentication.

v External Authentication

Enabled: o

URL:
User name:
Password:

Login method: '@ 1D Card

PIN

Use only if authentication
against MyQ DB fails:

Test connection
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e URL: type the URL where the API connector is running
¢ User name: type the user name required for the connection to the external
server via API
e Password: type the password required for the connection to the external
server via API
¢ Login method: choose the users login method - /D Card or PIN
» Use only if authentication against MyQ DB fails: this option defines whether
the External Authentication will be the primary or secondary method for
authentication
o If enabled, the user is first authenticated towards the MyQ Print Server, and
only after it fails, the next attempt goes through the remote authentication
service
o |If disabled, no authentication towards the MyQ Print Server is performed,
External Authentication service is always used

11.11 Policies

The Policies settings tab is divided into two sections. The Print job policy section
contains settings that apply to all print jobs, all printers and selected users or groups.

The Printer policy section contains settings that apply to all queues, all print jobs,
selected users (or groups) and selected printers.

Print job policies have the highest priority. Settings in the Printer policy section

apply to all queues and all of the selected users, regardless of the settings of queues
and print job policies.

© Anin-depth look at MyQ user policies and how to implement them to attain
your organizations goals can be found here.

Policies in both sections are listed in order of precedence: every policy has a higher
priority than all the policies below it. If two policies are in conflict, the policy that is
higher on the list applies. The default policy has the lowest priority and is always at
the bottom of the list, other policies can be moved up and down the list by clicking
the left or right arrow buttons on the Policies settings tab toolbar.

Users > @ Policies

Print job policy

Do not change
ple: Do not change
0 not change
ving: Do not change

® 2 Allusers ~
color: Allow

Default policy Pri...

Printer policy

Print: Yes

Copy: Yes

. Full color copy: Yes " -
[ ] 22 J
23 All users 3 Al printers S Default policy Pri...

Fax: Yes
Device access level: User
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11.11.1 Print Job Policies

To open a print job policy properties panel, double- click the print job policy on the
Policies settings tab list, under Print job policy.

Each print job policy panel is divided into four sections:

* In the upper section, you can enable or disable the policy, select the Users and
Groups of users that it will apply to, and add the policy’s Description.
* In the General section, mark the checkboxes to be able to modify it and choose
Yes/No if you want to Keep jobs for reprint.
e In the Job Settings Defaults section, mark the checkboxes to be able to
modify the below settings:
o Color: Do not change, Force mono, Revert force mono
o Duplex: Do not change, Simplex, Duplex long edge, Duplex short edge
o Staple: Do not change, Yes, No
o Punch: Do not change, Yes, No
o Toner saving: Do not change, Yes, No
« In the Permissions section, mark the checkboxes to be able to modify the
settings and you can choose whether to Allow or Deny them:
o Change color
o Change duplex
o Change staple
o Change punch
o Change toner saving
o Change copies

Click Save and your new Print job policy appears in the Policies list.

11.11.2 Default print job policy

The Default policy applies to all users and has no restrictions. Except for its name
and scope, all the settings of this policy can be changed.

You can restore the default settings by clicking Restore defaults on the top-left
corner of its panel.
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© Default policy X
Restore defaults

Enabled: 0

Users and Groups: | g2 All users
Description: |Default policy
v General
Keep jobs for reprint: | Yes v
v Job Settings Defaults

Color: |Donotchange v
Duplex: 'Donotchange v

Staple: | Do not change v

Punch: | Do not change v
Toner saving: | Do not change v
v Permissions
Change color: |Allow v
Change duplex: |Allow v
Change staple: | Allow v
Change punch: |Allow v
Change toner saving: |Allow v
Change copies: |Allow v

11.11.3 Adding new print job policies

1. On the bar at the top of the Policies settings tab, click +Add, and then click
+Add print job policy. The new print job policy properties panel opens on the
right side of the screen.

2.0n the panel, select the users or group of users that the policy will apply to,
optionally write a description of the policy, change its settings, and then click
Save.

The new policy appears on the Policies setting tab, under Print job policies.

With all the Permissions set to Deny, users are not able modify their jobs on the MyQ
Embedded terminals.
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With the Keep jobs for reprint setting set to No, users are not able to add their jobs
to Favorites on their account on the MyQ Web Interface or on MyQ Embedded
terminals and they cannot reprint old jobs on the embedded terminals either.

The Keep jobs for reprint setting is also available when configuring a queue. The
following combinations between the Keeps jobs for reprint Policy and Queue setting
are available:

¢ Policy ON + Queue ON- The print job file is saved and can be reprinted even
when not marked as favorite.

¢ Policy ON + Queue OFF-The print job Ffile is saved only when marked as a
favorite before printing. Favorite jobs can be reprinted.

¢ Policy OFF + Queue ON-The print job Files are always saved, but because of the
policy they cannot be reprinted or marked as favorite by the users. If the Policy
is changed to ON, then the jobs can be reprinted later.

 Policy OFF + Queue OFF- The print job files are always deleted right after
printing, cannot be reprinted or marked as favorite. If the Queue or Policy is
changed to ON, jobs cannot be reprinted anyway.

11.11.4 Printer Policies

To open a printer policy properties panel, double-click the printer policy on the
Policies settings tab, under Printer policies.

Each printer policy panel is divided into three sections:

* In the uppermost section, you can enable or disable the policy, select the Users
and Groups of users that it will apply to, select the Printers that it will apply
to, and write the policy description.

¢ In the Allowed Actions section, you can restrict access to particular operations
on the selected printing devices. The available operations are:

o Print

o Copy

o Full color copy
o Scan

o Fax

¢ In the Other policies section, you can provide users with administrator access
to printing devices via the embedded terminal menu. For some devices, this
option is not supported.

11.11.5 Default printer policy

The Default policy applies to all users, all printers, has no restrictions and gives users
User access to embedded terminals. Except for its name and scope (It applies to all
users and all printers), all settings of this policy can be changed.

You can restore the Default policy default settings by clicking Restore defaults on
the top-left corner of its panel.
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© Default policy X
Restore defaults

Enabled: o

Users and Groups: | 222 All users
Description: |Default policy

Printers: | ) All printers

v Allowed Actions

Print: |Yes v
Copy: | Yes v
Full color copy: | Yes v
Scan: |Yes v
Fax: Yes v
v Other policies
Device access level: |User v

11.11.6 Adding new printer policies

1. On the bar at the top of the Policies setting tab, click +Add, and then click
+Add printer policy. The new policy properties panel opens on the right side
of screen.

2.0n the panel, select the users or group of users that the policy will apply to,
optionally write a description of the policy, change its settings, and then click
Save. The new policy appears on the Policies settings tab, under Printer
policy.

11.11.7 Checking policies applied to individual users

The levels of policy applied to individual users at specific printers can easily become
complex, however, you can use the Show Effective Policies action to get a quick
overview of policies on a user level.

1. From the Users tab, select Actions from the top-right of the navigation bar,
and click Show Effective Policies.

2. Select the user for whom you want to view effective policies, and optionally, a
specific printer, and click Show EFffective Policies.

The policies currently applied to this user (on the relevant printer if selected) are
listed in the categories Allowed Actions, General, Job Settings Defaults, Other
Policies, and Permissions.
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Effective policies X
User.* | 2 Doe v
Printer:  HP2 . v
General

Keep jobs for reprint: Yes

Allowed Actions

Print: Yes
Copy: Yes
Full color copy: Yes
Scan: Yes

Fax. Yes

Other policies

Device access level: User

Job Settings Defaults

Color: Force mono
Duplex: Do not change
Staple: Do not change
Punch: Do not change

Toner saving: Yes

Permissions
Change color: Deny
Change duplex: Deny
Change staple: Allow
Change punch: Allow
Change toner saving: Deny

Change copies: Allow

Show effective policies Close

Cialds marbad lhur % 2ra maandadan,
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11.12 Rights

On the Rights settings tab, you can provide users or groups of users with
administrator rights or provide them with rights to run one or more of the MyQ
agendas: they can perform actions, change settings or see information that are
inaccessible under a standard user account. On the tab, you can add users or groups
and provide them with the rights.

— myo (@) Home | ¢ Settings: Rights

8¢ Settings Users > ¢ Rights

— .
=S5 Connections

o ® AddUser / W o Search Q
A Authentication Servers

2 SNMP Name Rights
(@ Printers & Terminals 22 All users 4 R?&d_]O_bS
f View printers
fi ion Profil
@ Configuration Profiles &Administrator
@, Printer Discovery f Boost quotas
@ Terminal Actions f Manage jobs
fMana e licenses
1} Events °
¢/ Manage payments
%, Event Actions & Manage printers
f Manage projects
S Users ¢/ Manage queues
8 Carol Kai
@ Policies f Manage reports
s f Manage settings
2% User Synchronization
f Manage users
2 User Authentication ¢/ Manage vouchers
< Rights ¢ Read jobs
f Recharge credit
By Accounting  View log
B Credit ¢f View printers
f Boost quotas
t
3 Cuoa ¢f Manage jobs
B Projects f Manage payments
2 Managers
u
g Price Lists f Manage users
¢ Read jobs
& Jobs ¢ View printers

On the toolbar at the top, you can:

¢ Add user - add a new user or group with assigned rights.

275



Users

Edit - edit an existing user or group with assigned rights.

Delete - delete a user or group with assigned rights.

Refresh - refresh the list of users and groups.

Search - search for a user or group with assigned rights. You can either use
user names or rights for filtering your search results.

If the server is used as a Site server, user rights are managed by the Central
server. The rights are visible in the Site server’s Rights settings, but are non-
editable.

11.12.1 Providing Users and Groups with Rights
To add a new user or a group of users to the list on the Rights settings tab:

1. Click +Add User. The Select user or group dialog box appears.

2. In the dialog box, select the user (or group) and click OK. The rights panel
opens.

3. Select the user (or group) rights.

4. Click OK. The user (or group) appears on the list on the Rights settings tab
along with the assigned rights.

Users > < Rights

® AddUser /£ W <) |Search

v General

D Administrator
Boost quotas
Manage jobs
Manage licenses
Manage payments
Manage printers
Manage projects
Manage queues
Manage reports
Manage settings
Manage users
Manage vouchers
Read jobs
Recharge credit
View log

View printers

Cance

11.12.2 Editing Users' Rights

To open the user rights properties panel (or the group rights panel), double-click the
user (or the group) on the list of users and groups on the Rights settings tab. The
panel appears on the left side of the screen.
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In the user rights panel, under the General section, you can assign rights concerning
the general run of MyQ. These rights are described below:

Administrator - The user is provided with administrator (*admin) rights.

Boost quotas - The user gets access to the Quota Boosts main tab.

Manage jobs - The user can edit other users' jobs.

Manage licenses - The user can view and manage MyQ licenses on the License
settings tab.

Manage payments - The user gets access to the Payments main tab.

Manage printers - The user gets access to the Printers main tab, to monitor
printers and change their settings, as well as the Printers & Terminals settings
tab and all its subsections, where they can modify settings.

Manage projects - The user gets access to the Projects main tab, can add
projects and change their settings.

Manage queues - The user gets access to the Queues main tab and can change
the settings there.

Manage reports - The user can manage all reports.

Manage settings - The user gets access to management of all settings on the
Settings tab of the MyQ Web interface except for the settings on the Rights
tab.

Manage users - The user gets access to the Users main tab, the Users settings
tab and the Policies settings tab, can add users and change their settings and
rights. The user also gets access to the Accounting settings tab, but cannot
change the settings. Access to the Credit settings tab is granted, but the user
is only allowed to change Users and Groups. Access to the Quota settings tab is
granted, but but the user is only allowed to change Quota definitions, not
Quota global settings.

Manage vouchers - The user gets access to the Voucher Batches main tab.
Read Jobs - The user can see other users' jobs.

Recharge credit - The user gets access to the Recharge credit main tab.

View log - The user can view the MyQ log.

View printers - The user gets access to the Printers main tab, to monitor
printers.

Delete Cards - If granted, the user has the Delete all ID cards button available
on their User profile widget in the MyQ web Ul and they are able to delete all
their ID cards.

11.13 Users Settings

In the Users settings tab (MyQ, Settings, Users), the MyQ administrator can manage
MyQ users’ General settings, New user registration settings, and MyQ Account
lockout options.
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= myo (@ Home R Settings: Users

& Settings 2 Users

= Server Type

B License v General
3¢ General Enable user profile editing:
@ Personalization
@ Task Scheduler Show more info about user
profile: Widget ‘User profile

o Network

=

Enable personal queues settings:

= Connections This functionality requires Scripting (PHP

& Authentication Servers

Enable delegate changes:

ﬁ SNMP Enable deleting all ID cards:
@ Printers & Terminals ~ New user registration
@ Configuration Profiles
Register by swiping an unknown Add to group:
@ Printer Discovery D card:

¥ Terminal Actions

_ Register in the Web user Add to group:
% Events interface:
‘;’3_, Event Actions )
Register by receiving a job via Add to group:
LPR/IPPS/RAW protocols:
,9\ Users -
@ Policies egister by receiving a job via Add to group:
email:
2% User Synchronization =
2 User Authentication Register by receiving local job Add to group:
- meta data (LPM):
94 Rights

By Accounting

> Email for new registered users

& Credit ~ Account lockout
# Quota
Attempts before lockout: * | 5
B Projects fremp ¢
& Price Lists Lockout time: * | 15 minutes
B Jobs Cancel
= Scanning & OCR

General section

Enable user profile editing - If enabled, users will be able to change their full
name and email. For more information, check Enable user profile editing.
Show more info about user profile - If enabled, the User profile widget will
contain more user-related information (Personal number, Phone, PIN, Card,
Aliases, Notes).

Enable personal queues settings - If enabled, users can use personal queues.
For more information, check Personal Queues.

Enable delegate changes - If enabled, users will be able to change their
delegates. For more information, check Delegated Printing.

Enable deleting all ID cards - If enabled, users will be able to delete all their ID
cards.

If all of the above are enabled, the users can view additional user information, Edit
their account, Delete all ID cards, and use Personal Queues in their User profile
widget:
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User name:
Full name:
Email:

Default language:

Personal number:

Phone:

Carol Kai
Carol Kai
carol.kai@email.com

English (United States)

f Set password... Generate PIN.

Users

I X Delete all ID cards I @) Personal queues'

New user registration section

In this section, the MyQ administrator can enable automatic user registration to MyQ
in multiple ways, For more information, check Automatic user registration.

Account lockout section

In this section, the MyQ administrator can set the number of failed login Attempts
before lockout (5 by default), and the Lockout time in minutes (75 minutes by

default).
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This topic discusses one of the key functions of MyQ: setup and management of print
queues. It covers the following subjects:

e Overview, adding and deleting queues: List of queues, Adding and deleting
queues.

Individual queues settings: Editing queues.

Direct, Tandem, Pull Print, and Delegated printing queue types: Queue types.
Ways of detecting users: User detection methods.

You can create collections of watermarks and associate them with queues:

Watermarks.
e Some extra options for queues: Advanced queue options.

= myo (@) Home | @ Queues Vo ®
@ Queues ® Add Queuve... & Actionsv @ Toolsv L5  Search
Status | Name ~ | Type ~ | Printers
Pull Print

®  Default Pull Print (= Printers: 1

®  EasyPrint Pull Print (=) Printers: 1

®  Email Pull Print (@ Printers: 1

®  Local Pull Print &\ No printer

o

Web Pull Print @ Printers: 1

12.1 List of queues

On the Queues main tab, you can see queues and information about them. The
queues are divided into groups according to their type: Pull Print, Direct, Tandem,
and Delegated printing.
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= myo () Home @ Queues

@ Queues

Status | Name ~ | Type ~ | Printers

Pull Print
®  Default Pull Print (=) Printers: 1
®  EasyPrint Pull Print (=) Printers: 1
®  Email Pull Print (=) Printers: 1
®  Local Pull Print 8\ No printer
L Web Pull Print [;_l Printers: 1

Direct
®  QueueX Direct A\ No printer

Tandem
® HQ Tandem &\ No printer

Delegated printing

®  Marketing Delegated printing (g Printers: 1

12.1.1 Default queues

Afterinstalling MyQ, there are five default Pull Print queues on the Queues main
tab: Default, Easy Print, Email, Local, and Web.

¢ Default: Pull Print queue where all users have access and all printers are
assigned.

Easy Print: Pull Print queue using the Easy Print feature.

Email: All jobs sent from email are assigned to this queue.

Local: Used with locally connected printing devices (USB, LPT).

Web: All jobs sent directly from the web user interface are assigned to this
queue.

If you are using a MyQ Central and Site servers environment, the following queues
are also available by default:

» Job Roaming: Job Roaming enables users to transfer their jobs from one
location to another. Jobs sent to one branch are automatically assigned to this
system queue and can be printed on printing devices at any other branch. This
queue can only be used in a MyQ Central and Site servers environment; for
more information, see the MyQ Central Server Installation Guide.

e Job roaming delegated: Delegated printing jobs used with job roaming are
automatically assigned to this system queue. This queue can only be used in a
MyQ Central and Site servers environment; for more information, see the MyQ
Central Server Installation Guide.
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12.2 Queue types

For each queue, except for the default queues, you can select from four options as to
what happens with the jobs that are sent there. This section describes these four
queue types.

12.2.1 Direct queue type

A direct queue can have only one printing device assigned to it. Print jobs in this
queue are sent directly to the printing device and are immediately printed.

When you add printers using printer discovery, you can automatically create a direct
queue for every newly discovered device.

12.2.2 Tandem queue type

A tandem queue can be used on places with multiple printers and a higher printing
volume. Jobs sent to this queue are evenly distributed among the devices and do not
have to wait For one particular printer. This way, a large volume of print jobs can be
spread between printers and printed in a significantly shorter time.

The queue can have multiple printing devices assigned to it. Print jobs from the
queue are distributed among the printing devices that are not busy at the moment
and they are immediately printed. If there are multiple idle printing devices, the print
job is sent to the printer with the lowest printed pages counter.

To maintain a balanced printing device load, make sure that the printed page
counters on all of the used printing devices are similar. Otherwise the printing
devices with the lower printed page counter might be overused.

You can manually change the page counter on the Printer total counter adjust for
load balancing: setting on the printing device properties panel on the Printers main
tab. The number that you enter is added to the counter.

12.2.3 Pull Print queue type

With this queue, users can send multiple jobs and print them when they want on any
of the printers assigned to the queue.

The queue can have multiple printing devices assigned to it. All of the assigned
printers have to be equipped with MyQ terminals. Jobs sent to a pull print queue are
processed by the system and saved on the server.

Once the user logs in on any printer assigned to this queue, the print job is sent to
this device and the user can print it.

To use a pull print queue, an embedded terminal or a hardware terminal is required.
For more information on embedded terminals, see:

¢ MyQ Canon Embedded
e MyQ Epson Embedded
e MyQ HP Embedded
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MyQ Kyocera Embedded

MyQ Lexmark Embedded

MyQ Ricoh SmartSDK Embedded
MyQ Sharp Embedded

MyQ Toshiba Embedded

MyQ Xerox Embedded

12.2.4 Delegated printing queue type

The delegated printing feature enables users and groups of users to choose
delegates who can print their print jobs. After the delegating user (or group of users)
sends a job to the Delegated printing queue, all delegates can see the jobs and print
them. For further information about the Delegated printing feature, see Delegated
printing.

The Delegated printing queue type works in the same way as the Pull Print queue
type, except that it supports the delegate printing feature.

The delegates do not need to have rights to the delegated printing queue where the
job was sent.

12.3 Adding and deleting queues

Adding a queue

1. On the Queues main tab, click +Add queue. The new queue properties panel
opens on the right side of the screen.

2.0n the panel, add a Name for the queue, select a Type, further modify the
queue's settings (Queues general settings), and click Save.

Deleting a queue

1. On the list of queues on the Queues main tab, select the queues that you want
to delete, and then click Actions (or right-click the queue). The Actions drop-
down box appears.

2. In the Actions drop-down box, click Delete. The queues disappear from the
list.

12.4 Editing queues

Each individual queue has its own properties panel. To open the panel, double-click
the queue on the list of queues on the Queues main tab (or right-click the queue, and
then click Edit). The properties panel opens on the right side of the screen.
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@ QueueX X

General Job receiving MyQ Desktop Client Job processing Printers Rights

v Queue

Name: * | QueueX

Type: * Direct
Tandem

® ) Pull Print

Delegated printing

Priority:

Keep jobs for reprint: * | Yes v

~ Qutput to printer
Protocol: * | Raw v
Port: * 9100
Use Fiery if available: v

> Policies

The basic setup of a queue can be done in four tabs: the General tab, the Job
receiving tab, the Printers tab, and the Rights tab.

General tab settings

e Name - Enter a name for the queue. This is an essential parameter for directing
print jobs to MyQ and it is part of the print port setting. It is unique, case
sensitive and cannot contain diacritics and spaces. This entry is mandatory.

e Type - Select a type for the queue. The available queue types are: Direct,
Tandem, Pull Print, and Delegated Printing. For more information, see Queue

types.
Job receiving tab settings

e User detection method - Here you can set the user detection method. For
more information, see User detection methods.

¢ Get job name from PJL - This gives you the option to discard a job when it
comes without metadata.
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@ QueueX X

General Job receiving MyQ Desktop Client Job processing Printers  Rights

v Job parsing

Default printer  Autodstect v
ANGUAgE:. * ot i no DIl in the ioh <necifving the print lanauaae the default lanauage

O O

Get computer name

from PJL:
> Jobs via RAW protocol
> Jobs via hot folder
> Jobs via MS Universal Print

> Jobs via mobile devices

Printers tab settings

By default, the All printers group is automatically assigned to every queue. You can
delete this group to restrict the number of assigned printers.

To add a printing device or a group of printing devices to the queue:

1. On the bar at the top of the Printers tab, click +Add. A search dialog box
appears.

2. In the dialog box, find the printing device (or group of printing devices) that
you want to add to the queue, and then click OK.

To remove a printing device or a group of printing devices from the queue:

1. On the bar at the top of the Printers tab, select the printing device (or group
of printing devices), and then click -Remove. The printing device (or group of
printing devices) disappears from the Printers tab.

285



Queues

[ QueueX X

General Jobreceiving MyQ Desktop Client Job processing Printers Rights
® Add (© Remove

Name Details

Rights tab settings

By default, the All users group is automatically assigned to every queue. You can
delete this group to restrict the number of users with the right to use the queue.

To provide a user or a group of users with rights to the queue:

1. On the bar at the top of the Rights tab, click +Add User. The Select user or
group dialog box appears.

2.In the Select user or group dialog box, select the user (or group of users) that
you want to provide with rights to the queue, and then click OK.

@ QueueX X

General Jobreceiving MyQ Desktop Client Job processing Printers  Rights

®adduser / W 45 search Q

Name Rights

2 All users  Use queue

To remove the rights to the queue from a user or a group of users:

1. On the Rights tab, select the user (or group of users), and then click the
remove button (X). The user (or group of users) disappears from the Rights
tab.

12.5 Online/Offline queues

While the default queues are always online, each of the manually added queues can
be switched to the offline mode. Queues switched to the offline mode do not receive
any print jobs. However, users can still print jobs that are already waiting in these
queues.
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Jobs sent to an offline queue are rejected with the log message: "Unknown or
inactive queue "..". The job was discarded." displayed in the log, on the Log main tab of
the MyQ Web Interface.

To switch between the online and offline mode of a queue:

1. Select the queue from the list on the Queues main tab, and then click Actions
(or right-click the queue). The Actions drop-down box appears.

2. In the Actions drop-down box, click OfFline (or Online). The queue switches to
the offline or (online mode).

— myo (@ Home @ Queues

) Queues
Status | Name ~ | Type ~ | Printers
Pull Print
e Default Pull Print (=) Printers: 1
®  EasyPrint Pull Print (=) Printers: 1
®  Email Pull Print (=) Printers: 1
® |ocal Pull Print A\ No printer
e Web Pull Print (=) Printers: 1
Direct
¢ Queuex Direct A\ N nrintor
/ Edit
Tandem Install Windows printer
e HQ Tandem
(> Online
Delegated printing
®  Marketing Delegated

[ Delete... Delete

12.6 Personal Queues

Personal queues in MyQ enable users to select the queues where their print jobs are
sent to. The users can create multiple queues to ascertain that at least one of them
has available printing devices where the job can be released.

If a user is not allowed to send the job to the currently checked personal queue, MyQ
skips it and moves to the next one. If all personal queues are skipped, the job is sent
to the queue set on the print port.
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12.6.1 Activating the Feature

To activate personal queues:

1. On the Users settings tab, select the Enable personal queues settings option.

2. 0n the properties panel of the queue where the user's jobs are sent to by the
print driver, add the PHP script shown below. The script moves the jobs to the
first available personal queue of the user.

SpersonalQueues = Sthis->owner->personalQueues;
foreach (SpersonalQueues as 5q) {

if (Sg->isAnyPrinterAvailable() === false) {continue;}
Sthis->moveToQueue(5q->name);

break;}

After the Feature is set up, each user can see a button for setup of their personal
queues on their account on the MyQ Web Interface.

12.6.2 Setting personal queues

Once the feature is activated, both the MyQ users and the MyQ administrator can
add and delete personal queues.

MyQ Users

Users add and delete the personal queues on their user account on the MyQ Web
Interface. To do this, they need to log in to the interface, then click Personal queues
there, and lastly set the queues in the Personal queues dialog box.

User profile

User name: eliot.kate
Full name: Eliot Kate
Email: joachim@myg-solution.com

Default language
&/ Edit ’ Set password | |F*] Generate PIN | @l Person%queues

After the user sends the job, MyQ checks the personal queues and sends the job to
the first queue with available printing devices.

MyQ Administrator

The MyQ administrator adds and deletes the user's personal queues on the Queues
tab of the user's properties panel on the Users main tab in the MyQ Web
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Administrator Interface. To access the tab, open the Users main tab (MyQ, Users),
then double-click the user (or right- click the user, and then click Edit on the shortcut
menu) to open the properties panel, and lastly click Queues on the panel.

On the Personal queues section, add and/or delete personal queues for the user.

2 cCarol Kai

General Groups Queues Delegates

Name Type

Default Pull Print

Easy Print Pull Print

Email Pull Print

HQ Tandem
Marketing Delegated printing
QueueX Direct

Web Pull Print

[ Personal queues

The queue at the top of the list has the highest

Personal | [ QueueX mark

gueues:

® Add

=3

Cancel

X

X

x

12.7 Advanced queue options

Once you have created a queue and set the basic options, like the name, type,
printers and rights assignments, you can select some of the more advanced queue

and job management features:

e General

Job receiving

Job processing
MyQ Desktop Client
Job Scripting
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12.7.1 General tab

Available advanced settings on a queue’s general tab:
Queue section

e Priority: When multiple jobs from pull print queues are to be released at the
same time, the jobs
that are sent to the queues with a higher priority are released before the jobs
with lower priority. For example, if there are three jobs waiting to be released
on a printing device, one with a priority number 0, one with a priority number -7
and one with a priority number 2, the job with the priority number 2is printed
first, the job with the priority number 0is printed second and the job with the
priority number -7 is printed third.

» Keep jobs for reprint: Yes, No. The Keep jobs for reprint setting is also
available when configuring a Print Job Policy. You can find the available
combinations in Print Job Policies.

Output to printer section

* Protocol: By default, print jobs are sent from MyQ to printing devices via the
Raw protocol. Instead of it, you can use one of the alternative standard
protocol options (/PP, IPPS or LPR) or the MyQ printing protocol, which can be
used in two versions:

o MPP: jobs sent via this protocol are compressed
o MPPS: jobs sent via this protocol are compressed and encrypted via SSL

e Port: Here you can change the port of the selected protocol.

» Use Fiery if available: If you use a Fiery module for processing Postscript jobs,
make sure that this option is selected and set the IP address of the module on
the properties panel of the printing device to which the module is connected.
Otherwise, you can deselect the option.

Policies section

The final job settings are a combination of these queue settings, user policies and
user changes made on the embedded terminal. All settings are set to Do not change
by default.

Color: Do not change, Color, B&W

Duplex: Do not change, Simplex, Duplex long edge, Duplex short edge
Staple: Do not change, No, Yes

Punch: Do not change, No, Yes

Toner saving: Do not change, No, Yes

12.7.2 Job receiving tab

On the Job receiving tab of each queue, you can set how a job is parsed and other
job receiving options.

Job parsing section

o Default printer language: Choose the default printer language from the drop-
down menu. The available options are:
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Unknown

Autodetect (default setting)

PCL5

PostScript

ESC/P

Prescribe

PCL6

PDF

JPEG

XPS

If there is no PJL in the job specifying the print language, the default

language is assumed.

 Discard the job if no metadata: If this option is selected, MyQ discards all jobs
that do not contain metadata from the Job Parser. It can be used together with
the Credit or Quota features to prevent printing jobs without necessary
information (number of pages, color etc.). When a job is discarded due to this
setting, the following message appears in the MyQ Log: "Job metadata is
required for the queue but the job parser is turned off. Job is canceled. |
queue=QueueX".

If you select this option, make sure that the Job Parser is enabled. In new
installations the Job Parser is activated by default.

» User name is case sensitive: If you have a case sensitive operational system,
such as LINUX, where you can create two users whose user names differ only in
cases, for example users juliette and Juliette, you should select the User name
case sensitive option. With this option selected, MyQ differentiates between
two users that differ only in the case used. For example, if the user Julietteis
registered in MyQ (and the user juliette is not) MyQ rejects jobs sent from the
OS account juliette.

o User detection method: Select how the job owner is identified (Job sender by
default). Described in detail in user detection methods.

* Regular expression: You can use regular expressions to capture a part of the
string that MyQ detects within any of the user detection methods. MyQ uses
regular expressions with the ECMAScript engine, meaning that the first
captured group is used: first, MyQ finds the first match for the regular
expression, and then it identifies the job owner with the first group captured in
the match. This way you can search for a string and define which part of it will
be identified as the job owner. For example, you can use the regular expression
to find an email address in the detected name string and use the group
capturing to save just the part preceding the @ symbol.

e Get job name from PJL: With this option enabled, MyQ takes the job name
from the JOB NAME parameter in the PJL header instead of detecting it from
the LPR protocol. Click +Add to enter PJL variables and regular expressions,
Edit to modify any existing variables, Test to actually test if your regular
expressions work, and X to delete a variable/regex set. The job name in the PJL
header may differ from the printed document's name.

In the below example, you can see how a variable/regex set works, and if it
manages to find the job name from the PJL header:

o o0 0O 0O 0O O O O O O
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o In the PJL Variable field, there should be the JOB NAME variable, or any
other variable used to detect the job name.

o In the Regular expression field, there should be the regular expression you
want to use in order to detect the job name. In the example, the ([2\.]+)
regex takes all characters before it reaches dot (which is specified as “|.” -
backslash is required in case of dot, because it is one of the special
characters).

o In the Text to test field, there should be the text from the print job’s PJL
header:

“test-file.pdf”
After clicking Test, the test result is displayed at the bottom. In this example,
test-file was successfully detected.

Regular expression test X

PJL Variable: JOB NAME

Regular expression: | ([*\.]+)
Text to test:  test-file.pdf

Result: )
| test-file

¢ Get computer name from PJL: With this option enabled, MyQ takes the
computer name from the PJL header instead of detecting it from the LPR
protocol. Click +Add to enter PJL variables and regular expressions, Edit to
modify any existing variables, Test to actually test if your regular expressions
work, and X to delete a variable/regex set.
o In the PJL Variable field, there should be the SET JOBATTR variable, or any
other variable used to detect the computer name.
o In the Regular expression field, there should be the regular expression you
want to use in order to detect the computer name.
o In the Text to test field, there should be the text from the PJL header.
After clicking Test, the test result is displayed at the bottom.
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Jobs via Raw protocol section

The RAW protocol is the default protocol for systems that do not use Windows OS
and for standard TCP/IP.

The advantage of this protocol is that it sends data without further processing and
has smaller packet headers.

As RAW comes without any job metadata, you must use a different port for each
queue (starting from port 9700). The used ports are added to Windows Firewall.

Click +Add next to Port and select a port.
Make sure that the queue has the following settings:

¢ User detection method: Select User detection from PJL, MyQ Desktop Client or
Detect user from the job name

o If User detection from PJL is selected, +Add the desired PJL variable(s) and
regular expression(s)

o Because there are no metadata, the queue is determined by the TCP port, the user
always from the PJL and the sending computer is the client's IP address.

Jobs via hot folder section

In this section, you can associate the queue with one or multiple network folders
where print jobs are stored.

If the folder is password protected, MyQ will use the credentials of the account MyQ
service is running under.

The MyQ server will regularly monitor the network folder for new files. If there is
new job in the folder, the MyQ server checks if it is supported for printing. Supported
files will be downloaded and deleted from the folder, unsupported files will be
deleted. The operation is logged in the MyQ log ("job 123.prn was downloaded from |\
\serverXYZ\folder1", "job 123.cpr was deleted from \\serverXYZ\folder1, file type is not
supported").

e Directly supported files: .prn, .pcl, .ps, .eps, .pdF, .jpg, .bmp, .tif, .png, .txt
e MS Office Files are supported, but they are converted to
PDF: .doc, .docx, .xls, .xlsx, .ppt, .pptx, .odt, .ods, .odp

Only the following user detection methods can be used: Job sender, Detect user from
the job name, User detection from PJL.

Click +Add next to Hot folder and type the folder path.

Jobs via MS Universal Print
In this section, you can associate the queue with MS Universal print.

To do that, set the option to Enabled, and click Save. After a few minutes, your
queue will be available as a virtual printer in MS Azure Universal Print.
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a To use this option, you first need to set up MS Universal print.

Jobs via mobile devices

In this section, you can make the queue available in the MyQ X Mobile Client, and in
AirPrint and Mopria.

Mark the Enabled checkbox, and click Save.

0 Only the Job sender user detection method can be used with this queue.

User detection methods

One of the essential MyQ functions is to identify the owner of a sent print job. You
can select from a number of identification options. The most common way is to
identify the user as the OS account where the job was sent from (Job sender). If
there are many users who send their jobs from one account, you can use one of the
three authentication options: prompt for a PIN/card, prompt for a username and
password or prompt the user to select from a list.

Apart from the above-mentioned options, MyQ offers several advanced identification
options that can be used in special cases, such as if you want to use a DNS server to
identify the user's computer or detect the user from the job name.

The available user detection methods are:

e Job sender

Sender's computer name

Print server's DNS name
Sender's computer DNS name
Detect user from the job name
MyQ Desktop Client

User detection from PJL

Job sender

The basic and most common user detection method option is to identify the owner as
the OS user account where the job was sent from.

If the user logs on the account Eliot.Kate and sends the job from there, MyQ
identifies them as Eliot.Kate.
Sender's computer name

With the Sender's computer name option selected, the job owner is identified as the
name of the computer where the job is sent from. This way, it does not matter on
which OS account the sending user is logged in, and all jobs are accounted on the
computer.
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By default, the Computer detection method is set to Default mode. This is the
standard setting that works in almost all cases. For information about alternative
options, please contact your MyQ support.

A regular expression can be used to capture a part of the detected string.

Computer name, domain, and workgroup settings
Computer name: NB227
Full computer name:

Computer description:

Domain:
Job received: id=2890 | time=1s | size=19KB | user=NB227 | project= |
06/08/2... Info LP... 10.13.11. name=user!6@documentxy.com:BO1818&05R | hostname=NB227 |
queue=Test

Using a DNS server to resolve the job owner

With the two user detection method options: Print server's DNS name and Sender's
computer DNS name, a DNS server is used to resolve the job owner as one of the
two respective values:

1. Print server's DNS name : The computer or server where the print driver is
installed. If the DNS server succeeds in resolving the server IP address, the job
owner is identified with the server name; otherwise the job owner is identified
with the IP address.

Job received: id=2770 | time=1s | size=88KB | user=WIN-
05/31/2... Info LPR... 10.1.3.. GOMOSMTOAQS?, ilocal | project= | name=userl16 |
hostname=10.1.3.110 | queue=Test

2. Sender's computer DNS name: The computer where the job is sent from. If the
DNS server succeeds in resolving the computer IP address, the job owner is
identified with the computer name; otherwise the job owner is identified with
the IP address.

05/31/2... Info LPR... 10.1

2772

Job received: id=2772 | time=1s | size=88KB | user=10.1.3.110 | project=

3. ; 11D
| name=user16 | hostname=10.1.3.110 | queue=Test

(=]

The actual value depends on the location where the print driver is installed.

For example: If the print driver is installed on the print server Server 1 and shared
with the computer laptop 100 where the user prints from, the values are different:

e When you select the Print server's DNS name method, the job owner is
identified with the server, e.g. Server1.domain.com,

¢ When you select the Sender's computer DNS name method, the job owner is
identified with the computer, e.g. laptop100.domain.com.

If the computer does not use shared drivers but sends the jobs via its own drivers,
both values are the same.

A regular expression can be used to capture a part of the detected string.
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Detect user from the job name

With the Detect user from the job name option, the job owner is identified with the
name of the print job. This method can be used in cases where jobs are automatically
generated and sent to print by external systems, such as ERP systems. These jobs can
have a specific form where the user name is part of the job name, for example
user16@documentxy.com.

The Only for LPR user setting is displayed after you select the Detect user from the
job name option. This setting allows you to combine the Detect user from the job
name method with the Jobs sender identification method. The job owner is first
detected as the job sender and only if the username matches the name entered in
the Only For LPR user text box, the job owner is identified with the job name.

This advanced user identification method may be required, for example, for some
prints from the SAP system. Prints from SAP are usually not sent directly to printing
devices, but first to the Windows spooler (SAP LPD or SAP Print) which processes and
forwards the prints to the device. This service usually runs under the system account
(SYSTEM), and therefore the job sender detected from each such job is SYSTEM. In
such cases, you can enter the user SYSTEMin the Only for LPR user text box. MyQ
detects the sender and if it is SYSTEM, it identifies the job owner as the job name.

MyQ Desktop Client

This option is available on computers with either Windows or macOS. It requires the
MyQ Desktop Client application running on the computer where the print job is sent
from.

When a user sends a job to this queue, the job is automatically paused on the MyQ
server and remains in the Paused status with the *unauthenticated user as the job
owner, until the user authenticates themselves via the MyQ Desktop Client
application. Depending on the setting of the application's Authentication method,
the user is prompted to either enter their PIN, swipe their card at a card reader, enter
their user name and password, or select themselves on the list of all MyQ users. After
the user is authenticated, the job's status on the MyQ server is changed to Ready and
the job owner changes to the correct user name and it can be printed. If the user Fails
to authenticate themselves in MyQ Desktop Client, the job is rejected.

MyQ Login MyQ Login MyQ Login

Pending Jobs: O
Pending Jobs: 1 Pending Jobs: 1 Setect s user to login.

Enter PIN or swipe your card to login. Enter username & password to login.

myoQ

mye s mye T

Users (Users)

v 1 Minute “ v :l\-ﬁnute‘ “
For information on how to install and set up MyQ Desktop Client, see the MyQ
Desktop Client for Windows or macOS manuals.
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In cases where there is no card reader connected to the computer where the
users identify themselves from, users can type the card number instead of
swiping it.

User detection from PJL

With the User detection from PJL identification option, MyQ detects the job owner
from one of the command lines of the print job's PJL header.

IRISEM6; EXIT; «%-12345X@PIL JOB NAME="something 1 tom 0851116 113449735"

@PJL SET TIMEOUT=300

@PJL SET RESOLUTION=600

@PJL SET BITSPERPIXEL=4

@PJL COMMENT="INFO:NUP 1; DUPLEX OFF; QTY 1; COLORMODE COLOR;™

@PJL COMMENT="APP:C:\Program Files\Windows NT\Accessories\WORDPAD.EXE;"

@PJL SET ECONOMODE=OFF
|@PIL SET USERNAME="Kai" |

@PJL SET JOBNAME="Something 051116 113449735"

@PIL SET QTY=1

@PJL SET KCOLORMODE=COLOR

@PJL SET KGLOSS=LOW

@PJL SET KTRAPPING=2
To select the line that is used for the definition of the job owner, click +Add and
enter the variable (SET USERNAME) in the PJL Variable field. You can enter multiple
variable/regex sets by clicking +Add for each one in a new line. MyQ tries to find a
PJL line containing the first defined variable, and then eventually repeats the search
for the next variable, until it either finds a non-empty value with the definition of the
job owner or there are no more variables to search for.

A regular expression can be used to capture a part of the detected string. If no
regular expression is specified, the whole string of the PJL variable is used.

Click Edit to modify any existing variables, Test to actually test if your regular
expressions work, and X to delete a variable/regex set.

In the below example, you can see how a variable/regex set works, and if it manages
to find the user by searching for the username in the email address from the PJL
header:

¢ In the Text to test field, there should be the text from the print job's PJL
header:
user.name@domain.tld

e In the PJL Variable field, there should be the SET USERNAME variable, or any
other variable used to detect the job owner.

¢ In the Regular expression field, there should be the regular expression you
want to use in order to detect the user name. In the example, the ([*@]+) regex

checks if a character is not “@" and uses it, and “+" means to proceed with the
next character. The result is that it takes all characters before it reaches “@".

After clicking Test, the test result is displayed at the bottom. In this example,
user.name was successfully detected.
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Regular expression test

PJL Variable: | SET USERNAME

Regular expression: | ([*@]+)

Text to test: user.name@domain.tld

Result:
user.name

12.7.3 Job processing tab

On the Job processing tab of each queue, you can enforce additional job processing
actions by selecting one or more of the predefined job settings or by creating any

number of custom PJL commands.
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[ QueueX X

General Jobreceiving MyQ Desktop Client Job processing Printers Rights

v Imaging

Print grayscale with v
black toner:

v Watermark

Watermark: v

v Custom PJL

Custom PJL:

@PJL SET JOBNAME=%jobname%

@PJIL SET USERNAME=%username%®

@PJL SET FULLNAME=%fullname%

@PJL SET PERSONALNUMBER=%personalnumber%

Par:

meters: %jobname%, %username%, %fullname%%, %personalnumber’

[

v Scripting (PHP)

fs

scripting is used, it is recommended to enable the Job parser on the Settings > Jobs page

Actions after processing:

v Custom data processing

Service name for
custom data processing:

v Save Cancel

Prologue/epilogue ®Aadd Z edit (i Delete...

Description

o
[+
[al
n
o
o
s}
m
-+
o
1]

Imaging section

Mark the checkbox if you want to Print grayscale with black toner.

Watermark section

Choose your saved watermarks from the Watermark drop-down.

Queues
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Custom PJL section

In the Custom PJL field, you can set custom PJL commands to enforce other actions
or provide additional information to the MyQ server. For example, you can use @PJL
SET PAPER=A4 to enforce the A4 paper format or @PJL
COMMENT="USERDOMAIN:somedomain.com;"to provide the MyQ server with the
information about the domain of the printing user.

You can also use the following MyQ variables: %jobname%, %username%,
%fullname%, %personalnumber%.

When you enter your own PJL sequence, it is necessary to enter the correct syntax.
The command should always start with @PJL.

To be applied, a PJL command has to be supported by the printing device where the
job is released. The information on what PJL commands are supported by a particular
model of printing devices can be found in the documentation provided by the device
manufacturer.

Scripting (PHP) section

You can use PHP scripts to further process the job after it is received by the MyQ
server. Together with the PJL options and customizable queues, PHP scripting
provides you with a large variety of job management options, such as the distribution
of jobs between printing devices based on their size or color.

This option may be disabled or enabled in your Easy Config security settings.

Scripting is detailed in Job Scripting.

Prologue/epilogue section
You can find further details in Prologue/epilogue.

Prologue, Epilogue

Some printing devices brands support the Prescribe PDL (page description language),
which can be used to set up special rules for additional modification of the printed
output. For example, you can use Prescribe to add a custom header or footer to
selected document pages or to the whole document.

In MyQ, these rules are part of the options available on the properties panels of print
queues. For each queue, you can create custom rules by importing a text file with a
set of Prescribe commands and selecting the part of the printed document the
commands should be applied to.

Multiple rules can be defined for each queue.
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Prologue/epilogue functionality is only fully supported when using the PCL5
language. With other PDLs it is only possible to add a prologue placed at the
beginning of the document.

Adding, editing, and deleting rules

The rules can be added and edited in the Job processing tab, on the Prologue/
epilogue section of a queue’s properties panel.

Go to the Queues main tab (MyQ, Queues), right-click on the queue where you want
to set up the rules, and click Edit (or select the queue, click Actions on the bar at the
top of the tab, and then click Edit, or double-click on the queue).

Adding rules to a queue

1. Open the queue's properties panel.

2.0n the panel, click Job processing. The Job processing tab opens.

3.0n the tab, in the Prologue/epilogue section, click +Add. A panel with the
settings of the new rule opens at the bottom.

4. Set up the rule (see editing a rule below), and then click Save. The new rule is
added to the list of rules on the Prologue/epilogue section.

Prologue/epilogue ® Add

m

Rule X
Place: * | Beginning of the document v
Page type:

Custom pages:

File:* () Add
Encoding: * v

Description:

Editing a rule

To open the settings of a rule, double-click the rule on the Prologue/epilogue
section. The settings open at the bottom of the panel.
The available settings are:
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* Place: The object defined by the Prescribe code can be placed to the beginning
of the document, end of the document, beginning of selected pages, or end of
selected pages.

* Page type: Here you can select the pages the Prescribe code will apply to: All
pages, Odd pages, Even pages or Custom pages.

e Custom Pages: Here you can further specify the pages the Prescribe code will
apply to.

e File: Here you can upload the text file with the Prescribe code.

» Encoding: Here you have to select the encoding that is used in the text file
with the Prescribe code.

» Description: Here you can type a description of the rule. You will see this
description in the rules overview.

Deleting a rule

1. Open the queue's properties panel.

2. 0n the panel, click Job processing. The Job processing tab opens.

3.0n the tab, in the Prologue/epilogue section, select the rule, click Delete, and
then confirm the action in the confirmation dialog box. The rule is removed
from the panel.

12.7.4 Job Scripting

PHP scripts can be used to further process a job after it is received by the MyQ server
(Job Processor Scripting) or to provide users with basic interaction options via MyQ
Desktop Client (User Interaction Scripting). An overview of classes and functions
used can be found in Job Scripting Reference.

Job Processor Scripting

A Job Processor script is a PHP code, which runs in the context of a job being
processed. The script runs after a job has been parsed and all user/queue policies

have been applied. It runs before the job is made ready or paused.

The typical usage of the script is the modification of the job based on its
properties. For example:

if ($this->pageCount > 10) {
$this->duplex = "longEdge";
1
In this example, if the job has more than 10 pages, it's released as duplex. Sthis is

the job being processed. It's an instance of the Job class.

Basic PHP functions can be used. For MyQ specific classes and functions, see Job
Scripting Reference.

To set up processing via the PHP script, go to the properties panel of the queue
where you want to use it, open the Job processing tab, and go to the Scripting
(PHP) section. Under Actions after processing, enter the script in the box.

302



Queues

Please note, editing scripting may be disabled or enabled in your Easy Config
security settings. If it is disabled, a note will be added to the Scripting (PHP) section
of this menu.

@ QueueX X

General Job receiving MyQ Desktop Client Job processing Printers Rights

> Imaging
> Watermark
> Custom PJL

v Scripting (PHP)
Actions after processing:

if ($this->pageCount > 18) {

$this->duplex = "longEdge";
.
J

> Custom data processing

v Save Cancel

PHP scripts actions examples

In this section you can find examples covering a variety of job management options.
These examples should give you an idea about how to use the PHP scripting in MyQ.
You can also substitute the properties and methods in the examples to use them as
building blocks of more complex scripts.

Actions based on the number of pages
Move jobs with a higher number of color pages to a monochrome queue.

if (Sthis->colorCount>20) {
Sthis->moveToQueue ("ForceMonochrome'") ;

}

Delete jobs with a large number of pages.

if (Sthis->pageCount>500) {
$this->delete();
}

Actions based on the size of the job
Move large jobs to a dedicated queue.

if (Sthis->dataSize>1000000) {
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$this->moveToQueue("LargeJobs");
g

}

Delete oversized jobs.

if (Sthis->dataSize>5000000) {
S$this->delete();
}

Actions based on paper format
Move jobs with the A3 paper format to a dedicated queue.

if ($this->paper==="a3") {
$this->moveToQueue("LargePaperFormat");

3

Actions based on the job owner
Move jobs of a certain owner to a dedicated queue.

if ($this->owner->name==="eliot.kate") {
$this->moveToQueue("EliotKate");
}

Change the owner of the job.

if (Sthis->owner->name==="eliot.kate") {

$this->owner=MyQ()->getUserByUserName("simon.kate");

}

Actions based on the duplex property
Move duplex jobs to a duplex queue.

if ($this->duplex) {
Sthis->moveToQueue ("Duplex");

}
Move simplex jobs to a simplex queue.
if ($this->duplex===false) {

$this->moveToQueue ("Simplex");

}

Queues
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Actions based on the color property
Move color jobs to a color queue.

if ($this->color) {
Sthis->moveToQueue("Color");

}

Actions based on the job name or the source application
Move jobs printed in MS Word to a dedicated queue.

if (strpos($this->name,"Microsoft Word")!==false) {
Sthis->moveToQueue ("MSWord") ;

}

Delete jobs sent from Facebook.

if (strpos($this->name,'Facebook')!==false) {
$this->delete();
}

Actions based on the rights to a queue
Move jobs of users who are not allowed to print to one queue to a different queue

if (Sthis->owner->canPrintToQueue("Color")===false) {
Sthis->moveToQueue ("Monochrome") ;

}

Actions based on group membership
Move jobs sent by members of a group to a dedicated queue

if ($this->owner->hasGroup("Clerks")) {
Sthis->moveToQueue("Clerks");

}

Actions based on the PDL of the job
Move all jobs sent in a certain PDL to a dedicated queue

if (sthis->lang===0) {
S$this->moveToQueue ("UnknownPDL") ;

}
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Sending custom log messages to MyQ
Send a log info message to MyQ Log

MyQ()->logInfo("This message appears in the MyQ log.");

Complex actions

If the number of pages multiplied by the number of copies exceeds a certain number,
delete the job and inform the user

// get the number of pages and the number of copies

Spages_number = $this->pageCount; $copies_number = $this->copies;

// if total (pagescopies) exceeds 500, delete the job and notify its owner
if ( $pages_number x $copies_number>500) {

Sthis->delete(); S$this->owner->sendNotification("error","Job refused",
"Cannot

print jobs exceeding 500 pages.");

}

Move the job to a queue, if allowed

if (sthis->color) {
if ($this->owner->canPrintToQueue("JPS2")) {
S$this->moveToQueue ("JIPS2");
} else {
$this->owner->sendEmail("Job error", "Color printing denied");
$this->delete();

Move the job to the first available personal queue

// get all user's queues sorted by priority
SpersonalQueues = $this->owner->personalQueues;

// loop them
foreach ($personalQueues as $q) {
// skip queue if no printer is available
if ($g->isAnyPrinterAvailable() === false) {
continue;

}

// queue printer 1is available, move job to queue
$this->moveToQueue ($Sg->name) ;
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// job is moved, stop the loop
break;

User Interaction Scripting

A User Interaction Script allows to program an interaction with the job owner and
modify the job based on the user's response. Specifically, it allows to display a series
of Ul dialogs with questions and action buttons (YES/NO, PRINT/NO, YES/NO/
CANCEL). Depending on the user selection, further dialogs can be displayed and
actions can be taken. Finally when the last dialog is processed, the script is finished

and the job is set as ready and can be released.

If a User Interaction Script is present, it must be first successfully executed before
the job can be released. The job is forced in the pause state until then.

Basic PHP functions can be used, and almost all of those described in Job Scripting
Reference. The only two methods not supported by the feature are $this->job-

>setPrinted() and S$this->job->pause() . Apart from the common classes, methods,

and properties, you can use several additional functions to communicate with the
MyQ Desktop Client application.

How to write a User Interaction Script

On the MyQ Desktop Client tab of a queue, in the User Interaction section, add the
script in the field, and click Save.

First, you need to define the main() . function. This function decides if the dialog box
should be opened (under which conditions) and which dialog box should be shown.

Then you can define on-click functions with reactions to the selected option:
onYes(), onNo(), onPrint(), onCancel() .

Public properties are kept between calls. In fact, they are sent to the client and back.
Script Structure

See the following script:

public $hasMoreThanlOpages;

// script entry point
function main() {

/**x Job object */

$job = $this->job;

$this->hasMoreThanl@pages = $job->pageCount > 10;

// Show dialog if the job has more than 10 pages

if ($this->hasMoreThanlOpages === true) {

$this->dialogYesNo("Job has more than 10 pages. Do you want to

print in duplex?");

307



Queues

}

// If yes clicked

function onYes() {
// $this->hasMoreThanlOpages is available also here
$this->job->duplex = 'longEdge';

1

// If no clicked
function onNo() {

// nothing. Job will be released.
}

Using the above script, this dialog is displayed in MDC:

MyQ Jobs

Pending Jobs: 1

TESTPRINT 100 031621 171337479
Pages: 100, B&W, A4

Job has more than 10 pages. Do you want to
print in duplex?

1

If you are familiar with the PHP language, the script is actually a body of the class

UserScript {...} statement.

You can define properties like $hasMoreThan10pages . Properties are persistent

among multiple script invocations for the same job. Use them to store a state
between multiple dialogs.

There is the main Function. It's called once when the script starts. Use it to display

the first dialog.

Then there are the onXXX functions. They are the action handler called when an

XXX button is pressed. For example, the Yes button is handled via the onYes
function.

If you display no dialog, the script is finished.
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API Reference

See Job Scripting Reference on how to modify the job and also for many other
operations you can perform.

The User interaction script runs in the context of the User class. The sent job can be
accessed as Sthis->job .

Objects from all classes, except for the Session class, can be accessed via the job
object, for example the owner $this->job->owner . Objects from the Session class
can be accessed via the MyQ() global feature; for example: MyQ()->loginfo("This
message appears in the MyQ log."); .

UserScript Class

User Interaction Script is the body of the UserScript class as described above. MyQ

also provides several built-in methods of the User class in addition to your own
methods.

Dialog Creation Methods

Function Description

void dialogYesNo(string Stext) Creates a dialog with the $text asthe
content and Yes, No buttons.

void dialogPrintNo(string Stext) Creates a dialog with the $text asthe
content and Print, No buttons.

void dialogYesNoCancel(string $text)  creates a dialog with the $text as the
content and Yes, No, and Cancel buttons.

void dialog(string Stext, Field[] Creates a dialog with the $text as the

Sfields) content and an array of custom Fields. A
field can be a button or any other field
type, like a list, for example. Buttons are
always displayed below other fields.
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FieldButton button(string Stitle, string
$id)

FieldList singleSelectList(string
$name, array Sitems)

FieldMultiSelectList multiSelectList(s
tring $Sname, array $items)

onCancel Method

Queues

Description

Creates a custom button which can be
used in the dialog() function. S$title is
a text displayed on the button. The
button $id is used when executing the
button handler. MyQ searches for an
onXXX handler where XXX is the

Sid .

Creates a list of options from which the
user can choose only one (radio group).

It can be used in the dialog()

function. The Sitems is an associative

array where the key is an item's
reference and the value is an item's
display name visible in the UI.

Creates a list of options from which the
user can choose multiple ones (check

boxes). It can be used in the dialog()

function. The Sitems is an associative

array where the key is an item's
reference and the value is an item's
display name visible in the Ul.

onCancel handles the Cancel button and is provided by default. It calls

terminate() . You can provide your own implementation to change the behavior.

Other Methods

Function Description

void terminate()

Terminates the script processing. The script has not

been executed successfully and the job stays in the
pause state. The user must execute the script again.
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Function Description
rsnixed ?etField(string Gets the value of the field with the $name after the
name

user has interacted with the dialog. The field must
have been created by the methods singleSelectList

(the result is a scalar value) or multiSelectList (the

result is an array of values, which can be an empty
array).

User interaction script examples

Print a color job in B&W

// script entry point

function main(){

// If the job is color, show a Yes/No dialog to ask if they want to

print the job in B&W.

if ($this->job->color){
$this->dialogYesNo("Jobs sent to this queue are printed in B&W,
do you still want to send the job here?"); }

}

// If Yes clicked, the user s informed that the job was sent to the B&W
queue via a MDC
notification.
function onYes(){

$this->job->owner->sendNotification("info","Job successfully
sent","Your job was sent

to the B&W queue.");
}

// If No clicked, the job is deleted and the user s informed about -t
via a MDC

notification.

function onNo(){

S$this->job->delete(); $this->job->owner->sendNotification("info","Job
deleted","Your

job was deleted.");

}
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Move job to a personal queue

// script entry point
function main() {
/** Job object %/
$job = $this->job;

// Get the personal queues and create a list

Squeues = S$job->owner->getPersonalQueues();

$queuelist = [];

foreach (Squeues as $queue) {
Squeuelist[Squeue->name] = $Squeue->name;

}
S$list = S$this->singleSelectList('Personal queues', $queuelist);

$this->dialog('Select a queue', [
$list,
Sthis->buttonPrint(),
Sthis->buttonCancel()
s
}

// If print clicked

function onPrint($inputs) {
Squeue = Sthis->getField('Personal queues');
$this->job->moveToQueue (Squeue) ;

}

// If cancel clicked
function onCancel() {

// nothing. Job will be released.
}

Job Scripting Reference

This is a reference of classes and functions you can use in Job Processor Scripting
and User Interaction Scripting.

There are five classes that can be used within the scripts: Job, User, Queue, Session,
and Quotalnfo. The object of the Job class represents the job sent to MyQ, the
object of the User class represents the job's owner, and the object of the Quotalnfo
class represents quotas of the job's owner. The Queue class can be used to move the
job to one of the personal queues of the job's owner and methods of the Session
class may be used for additional specific tasks, such as sending a log message to

MyQ.
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The Job class has the following methods and properties:

Methods

e this pause() - Pause the job.

e this copyToQueue(string $SqueueName) - Copy the job to queue
SqueueName . The new job is processed normally according to the rules in the

target queue.

e this moveToQueue(string $queueName) - Move the job to queue
$queueName . The new job is processed normally according to the rules in the

target queue.

¢ this setReleased() - Set the job as released (printed) without actually releasing
it. ( setPrinted is still supported for BC).

e this delete() - Delete the job.

Properties

Job Properties show how the job looks after applying user/quota policies. This is how
the job will be released. The null value means that the job parser was not able to

get the property from the job Ffile.

By setting a property, you can modify how the job will be released. This overrides any
user/quota policy. If you set a property to null, the job will be released as originally

received.

Setting monoCount, colorCount or paper doesn't actually modify the job. The
new values are used only for credit/quota calculations.

Name Type

name string

dataSize int

queue Queue

monoCou int
nt

colorCou int
nt

Writabl

yes

yes

yes

yes

e

Description

Name of the job
Data size of the job in bytes
Job's queue

Count of the monochrome pages of the job

Count of the color pages of the job
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pageCou

nt

paper

duplex

color

owner

copies

Type

int

string

Boolean

Boolean

User[ ]

int

Writabl
e

yes

yes

yes

yes

Queues

Description

Total sum of the pages of the job

Format of the paper with the following strings
as its values:

34"

33"

‘other’

135"

'ba’

b5’

'Folio’

'ledger’

'legal’

'letter’

'statement’

This variable is employed by the 'set' method in
MyQ. Use it in commands of the PHP script.

Job is in duplex. Possible values:

'simplex'

'longEdge’

'shortEdge’

Note: Changing this property only updates the
metadata of the job. The job is not converted to
simplex/duplex.

Jobisin color.

Note: Changing this property only updates the
metadata of the job. The job is not converted to
B&W/color.

Owner of the job
Note: The user policies are not updated;
Projects are not updated.

Number of copies of the job

Note: Changing this property only updates the
metadata of the job. The number of copies to be
released is not changed.
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Name Type eretabl Description

tonerSavi Boolean yes Toner Saving mode enabled

ng

filename  string yes A path including the filename of the job.
The path is relative to the job folder.
Note: The path must exist, otherwise the job is
not parsed and is declared as "deleted".

lang int - The PDL of the job with the following integers
as its values:
UNKNOWN =0,
PDL_PCL=1,
PDL_PS=2,
PDL_ESCP =3,
PDL_PRESCRIBE =4,
PDL_PCLXL =5,
PDL_PDF = 6,
PDL_JPEG=7

User class

The User class has the following methods and properties:

Methods

« this sendEmail(string Ssubject, string Sbody) - Send an email to the user.
¢ bool canPrintToQueue(string SqueueName) - The user has the rights to send
jobs to the queue.
¢ bool hasGroup(string Sname) - The user is a member of the group.
« this sendNotification(string Stype, string Stitle, string Sbody) - Send a
notification to the user via MyQ Desktop Client:
o type:info, warning, error
o title: notification title
o body: notification text (plain text format)
¢ Quotalnfo getQuotalnfo() - Get information about user's quotas.

Properties
Name Type \eertabl Description
name string - Login name of the user
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Name Type \:Iritabl Description

email string - Email of the user

fullname string - Name and surname of the user
delegates User[] - Array of the user's delegates

notes string - Notes

personalQueues Queue]] - Array of personal queues ordered by

priority

Queue class

The Queue class has the following methods and properties:

Methods

* boolisAnyPrinterAvailable() - There is at least one printing device available
to the queue.

Properties

Name Type Writable Description

name string - Name of the
queue

Session class

The session object is accessible via the MyQ() global function. The Session class has
the following methods:

Methods

e User getUserByUserName(string SuserName) - Find a MyQ user by their user
name. If no user is found, null is returned.

this logError(string $message) - Create an error message in the MyQ log.

this logWarning(string Smessage) - Create a warning message in the MyQ log.
this logInFo(string Smessage) - Create an info message in the MyQ log.

this logNotice(string Smessage) - Create a notice message in the MyQ log.

this logDebug(string Smessage) - Create a debug message in the MyQ log.
string getJobsPath() - Get the path to the folder on the MyQ server where the
print job is stored. Ends with a backslash.
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Quotalnfo class

The Quotalnfo class contains information about the user's current state of quotas. It
has the following methods:

¢ bool canColor() - Check if the user can print or copy in color.
¢ bool canPrint() - Check if the user can print.

* bool canCopy() - Check if the user can copy.

¢ bool canScan() - Check if the user can scan.

12.7.5 MyQ Desktop Client tab

On the MyQ Desktop Client tab of each queue, you can set up accounting options and
employ PHP scripts to set up interaction with MyQ users via dialog boxes displayed in
MyQ Desktop Client on their computer.

™ QueueX X

General Jobreceiving MyQ Desktop Client Job processing Printers Rights

walt Tor authentication ang use teracuion via MyQ

v Accounting

Ask for project:
Ask for payment account (credit,
quota, cost center):

v User interaction

g IS Useq, It isrecomme

C
r
C
C
C
f
C
L
1
(=]
C
C
T
n
[

User interaction

v Save Cancel

If you have any form of accounting enabled (Credit, Quota, Projects), the Accounting
section is visible and you can modify the settings for newly created queues. If
accounting options are disabled, the section is not visible. If you disable any form of
accounting and then re-enable it, the settings in the MDC tab are remembered.

e Mark the Ask for project checkbox if you want users to select projects before
printing a job.
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e Mark the Ask for payment account (credit, quota, cost center) checkbox if
you want users to select a payment account before printing a job (enabled by
default).

For more information, check the MyQ Desktop Client guides.

In the User interaction section, you can enable User interaction (described in User
Interaction Scripting), add the script in the field, and click Save.
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13 Printing to MyQ

This topic discusses the settings that need to be done outside of MyQ to enable MyQ
essential functions, such as monitoring jobs and detecting users.

Microsoft Windows and MacOS settings are described below. Although the
procedure of installing and setting the print drivers is different on other operating
systems, the principle remains the same. You need to add a printer or print port, set
the MyQ server's IP address or hostname, and set the name of the queue where jobs
are sent via this port.

13.1.1 Windows settings

1. In Windows, under Devices and Printers, select any printer, and then click
Print server properties. The Print server properties dialog box appears.
2.In the dialog box, open the Ports tab, and then click Add Port . The Printer

Ports dialog box appears.

) Print Server Properties -
[ Forms ‘ Ports \ Drivers [ Security ] Advanced [
g' WIN-GOMOSMTOAQS
Ports on this server
Port Description Printer A
LPT1: Printer Port
LPT2: Printer Port
LPT3: Printer Port _
COM3: Serial Port -
COM4: Serial Port
COM1: Serial Port
COM2: Serial Port
FILE: Print to File v
Add Fl){nt... l | Delete Port | | Configure Port... l
¥’
| ok || Cancel || = Aeph

3. 0On the Printer Ports dialog box, select Standard TCP/IP Port.
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Printer Ports -

Available port types:

Local Port

Standard TCP/IP Port

New Port Type... New Port... Cancel

. Click New Port. The Add Standard TCP/IP Printer Port Wizard dialog box opens.
. Click Next.

. Enter the IP address or the hostname of the MyQ server.

. Optionally change the Port Name.

. Click Next. You are asked to provide additional port information.

Add port \L
For which device do you want to add a port? ~
N

Enter the Printer Name or IP address, and a port name for the desired device.

Printer Name or IP Address: ‘ 10.1.3.244 l

Port Name: ’ MyQ Print l

< Back Ne%> Cancel

.Under Device Type, select Custom.
. Click Settings. The Configure Standard TCP/IP Port Monitor dialog box

appears.

.In the dialog box, under Protocol, select the LPR option. Under LPR settings,

enter the name of the MyQ queue where you want to print to. Select the LPR
Byte Counting Enabled option. Click OK after the settings are changed.
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Port Settings

Port Name: | MyQ Print

Printer Name or IP Address: | 10.1.3.244

Protocol

ORaw @LPR

Raw Settings

LPR Settings

Queue Name: QueueX

LPR Byte Counting Enabled

[] SNMP Status Enabled

public

1

o1 [ s

Printing to MyQ

Q MyQ - Queues X
< cC O 0
myo v @l Queues
== New Queue 4 Actions v [ Tools v
Status Name
Ready E-mail_Web
Ready Job roaming

=

12. Back on the Add Standard TCP/IP Printer Port Wizard dialog box, click Next.
You are informed about the characteristics of the new port.
13. Click Finish. The new port is added to the list of ports in the Ports section of

the Print server properties dialog box.
d= Print Server Properties

Foms Ports Drivers Securty Advanced

i‘ NB227

Ports on this server

X

Port Description
Test Standard TCP/IP Port
MyQ Print Standard TCP/IP Port

13.1.2 MacOS settings

Printer

Test Print

e Go to Apple menu > System Preferences, and then click Printers & Scanners.
e Click the plus button (+) to add a new printer.
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e < > i Printers & Scanners Q

No printers are available.
Click Add (+) to set up a printer.

Default printer: Last Printer Used [

Default paper size: A4 [ ?

¢ In the Protocol field, select Line Printer Daemon - LPD from the list.
O @] Add Printer

@ ® @ %

Address  pirprint

Internet Printing Protocol - IPP

Protocol £ Line Printer Daemon - LPD |

Queue HP Jetdirect - Socket

Leave blank for default queue

Name:

Location:

Use:

¢ In the Address field, add the IP address or host name of the localhost. In the
Queue field, add a queue name according to the MyQ server setting. Add a
Name, and a Location for your printer. In the Use field, select a printer driver
from the list. Click Add to setup the printer.
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O [ ] Add Printer

@ ® @ %

Address: |10.14.5.150 |

Valid and complete host name or address.

Protocol:  Line Printer Daemon - LPD <

Queue:

Leave blank for default queue.

Name: 10.14.5.150

Location:

Use: Generic PCL Printer <

The selected printer software isn't from the manufacturer and may not let
you use all the features of your printer.

Add

e Once the printer is set up, it appears on the Printers & Scanners list.

o0 < > i Printers & Scanners Q

10.14.5.160

. 10.14.5.150

"u_af Idle, Last Used - - Open Print Queue...
r y | Opti & Supplies...
M— ptions & Supplies

Generic PCL Laser Printer

Idle
Share this printer on the network Sharing Preferences...
+ -_—
Default printer:  Last Printer Used I
Default paper size: A4 [T] ?

13.2 Methods of Printing

This topic presents several options of printing with the MyQ system.

Direct printing

Pull Print printing

Delegated printing

Printing from email and from the MyQ Web User Interface
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Printing via the MyQ mobile printing application
Google Cloud Print to MyQ

AirPrint and Mopria Print Service

Microsoft Universal Print

Client Spooling

Device Spooling

Offline Login

Fallback Printing

There are other printing options, related to advanced features of MyQ, such as
running MyQ on multiple servers, or to a variety of embedded terminals that can be
purchased together with the MyQ system. Information about these options are
provided in the respective guides describing these features and in the MyQ
embedded terminal manuals.

13.3 Direct printing

With the direct printing method, users can send their print jobs to be immediately
printed on a particular printing device via a dedicated queue. The queue is created
especially for this device and cannot have any other devices attached to it. As soon as
MyQ receives the job, it sends it to the printing device to be printed.

From the user's point of view, it works in the same way as the common method of
print where the job is sent directly to a selected printing device. The main difference
is that MyQ collects the job data to be used for reports and accounting.

For information on how to create a direct print queue, see Queues.

Users that send their jobs using this method do not need to be identified on the
printing device and therefore no terminal is needed there.

13.4 Pull Print printing

Whereas the direct printing method is intended to be direct and quick, the pull print
method is used for the opposite reasons. With this method, users can send a print job
to be held on the MyQ server for as long as they need and select from a number of
printing devices where it can be printed.

To print the job, the user just needs to authenticate themselves on the printing
device terminal. After the authentication, the job is either immediately printed or
displayed on the terminal touch panel, where it can be managed by the user.
Depending on the type and settings of the terminal, users might have either one, or
both of these options.

For information on how to create a pull print queue, see Queues.
To use this method, an embedded terminal or a hardware terminal is required.
For more information on embedded terminals, see:

e MyQ Canon Embedded
¢ MyQ Epson Embedded
e MyQ HP Embedded
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MyQ Kyocera Embedded

MyQ Lexmark Embedded

MyQ Ricoh SmartSDK Embedded
MyQ Sharp Embedded

MyQ Toshiba Embedded

MyQ Xerox Embedded

13.5 Delegated printing

The delegated printing feature is an extension of the pull print printing method that
allows users to share their print jobs with a specified group of other users. These
users can release the jobs on an embedded terminal in the same way they would
release their own jobs.

The users that are allowed to print jobs of a certain user (or a certain group of users)
are called their delegates. The delegates can be designated by the users themselves
or by the MyQ administrator. When a user sends a job to MyQ, they can decide to
share it with their delegates. Jobs that are to be shared have to be sent via the
Delegated printing type queue.

Two settings are necessary to enable this feature: the delegates have to be defined
and a Delegated printing queue has to be created and be accessible to the user or
group.

For information on how to define the delegates, see Selecting user delegates.

For information on how to create and set the Delegated printing queue, see
Queues.

13.6 Printing from email and from the MyQ Web Ul

MyQ enables users to print documents from the MyQ web user interface or by
sending an email to a special email address. It supports printing the following source
formats:

e pdf/a

* jpeg, bmp, tif, png

e txt (UTF8)

e MS Office and LibreOFffice documents: doc, docx, xls, xlsx, ppt, pptx, odt, ods
and odp. (You have to have the corresponding suite installed on the server.)

e email body in plain text and HTML

The minimal required version of MS Office is MS Office 2013 64bit with the latest
service pack (MS Excel files using MS Office 2013 are not supported). This means that
MS Office 2013, 2016, 2019 and 0365 64bit are supported.

The minimal required version of LibreOffice is LibreOffice 6 64bit.

If only one of the tools (MS Office or LibreOffice) is installed, it is used for all
formats. If both tools are installed, MS Office Formats are used by MS Office and
LibreOffice formats by LibreOffice (recommended solution).
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After the MS Office/LibreOffice installation, MyQ services need to be restarted in
order to start recognizing these formats.

All print jobs sent from email are automatically assigned to the Email queue and can
be printed only on printing devices assigned to this queue.

All print jobs sent from the web user interface are automatically assigned to the Web
queue and can be printed only on printing devices assigned to this queue.

13.6.1 Printing from the web Ul setup
To enable and setup the print:
On the Jobs settings tab, under Jobs via Web, set the following parameters:

1. Enable the Jobs via Web option.
2. Select the users that are allowed to use this feature.

Once the Jobs via Web option is enabled, all users with rights to the Web queue
have the Print File button displayed on their web user interface account. They can
click this button and insert print jobs directly to MyQ. The job size limit is 720MB by
default and it's based on the Maximum upload file size setting (available in MyQ,
Settings, Jobs, in the Jobs via Web section).

13.6.2 Printing from email setup

Once the Jobs via Email option is enabled, the users can print a document by
attaching it to an email and sending it to a special email account dedicated to print.
Jobs send via email are limited to 500MB per email message, all attachments
included.

v Jobs via Email

Enabled: o

Allowed users: 22 All users v
Manage queue for these jobs

Always generate a new PIN after
a job is received:

Print email body:

Default print options: B&W Toner saving Duplex
v Email box
Type: Microsoft Exchange Online
Gmail

Generic IMAP server
Generic POP3 server
® MyQ SMTP Server
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If you select the Always generate a new PIN after a job is received option, a new
PIN is generated every time a user sends an email with a print job. If the user already
has a PIN, it is replaced by the new one. If you select this option, make sure that you
select the Send new PIN via email option on the Users settings menu, under PIN.
Otherwise users do not receive the new PIN and cannot access their MyQ accounts.

You can enable users to Print email body and restrict the print to B&W, Toner saving
and/or Duplex mode by selecting one or more Default print options.

In addition, users can change their print job parameters by adding keywords to the
email subject. These changes have priority over the Default print options selected in
MyQ. Users can choose from the following keywords: #color (color print), #mono
(monochrome print), #duplex (print on both sides of a paper), #simplex (print on
one side of a paper), #ecoon (toner saving print mode on), #ecooff (toner saving
print mode off). They can be used as any part of the subject and do not have to be
separated. For example, an email with the MyPrintJob #mono#duplex subject will
force the job to be printed in monochrome and duplex.

There are two ways of receiving the print jobs sent via emails: you can either use MyQ
as an SMTP server and forward all emails with the print jobs there, or you can use
MyQ as an email client that fetches all emails from a specific email account on your
server via POP3 or IMAP protocol.

Forwarding emails to the MyQ SMTP server

With this option, MyQ listens on the MyQ SMTP server port set on the Network
settings tab and receives any email starting with print as the email with the print job.
If you select this option, you need to take the following steps:

1. On your company mail server, create an email account for receiving print jobs.

2. Redirect the sent emails from this address to print@[IP/hostname], where IP/
hostname is either the IP address of MyQ server, or its hostname. Any email
received on this address will be processed as a print job and its owner will be
identified by their email address.

Receiving print jobs via POP3, IMAP, Gmail, MS Exchange Online
On your company mail server, create an email account for receiving print jobs.
On the Jobs settings tab of the MyQ Web Interface, under Jobs via Email:

Under Type, select a type from Generic POP3 server, Generic IMAP server, Microsoft
Exchange Online or Gmail.

For Generic POP3/IMAP server:

e Ensure that the protocol port is correctly set in the Port text box.

If you want to secure the communication between MyQ and the mail server,
select one of the security options (SSL, STARTTLS).

Enter the IP address or the hostname of the mail server in the Server text box.
Enter the address of the email account that will receive the print jobs in the
User text box.

Enter the password of the email account in the Password text box.

327



Printing to MyQ

By changing the value of the Polling interval setting, you can change the
interval after which MyQ fetches new emails from the mail server.

By clicking Test, you can test the connection to the mail server, and then click
Save to save your changes.

v Email box

Type: Microsoft Exchange Online
Gmail
Generic IMAP server
® Generic POP3 server

MyQ SMTP Server

Security: * | SSL v
Server:* 10.1.3.62
Port: 995

User: | print@domain.com
Password:  eeees
Polling interval: * |30 seconds

Test

For Microsoft Exchange Online:

If you have already set up a Microsoft Exchange Online server in the
Connections settings, that server is selected in the Connection field. If not,
you can click on the Server field and then click Add to add your Microsoft
Exchange Online server. In the pop-up, add a Title for your server, the Client
ID and the Tenant ID, and click OK. For more information, check Microsoft
Exchange Online Setup.

Set the Port setting to the correct value that the email server listens to. You
can find the default Microsoft settings here https://support.microsoft.com/en-
us/office/pop-imap-and-smtp-settings-8361e398-8af4-4e97-
b147-6c6c4ac95353.

Choose between the SSL and STARTTLS Security options.

Enter the address of the email account that will receive the print jobs in the
User text box.

By changing the value of the Polling interval setting, you can change the
interval after which MyQ fetches new emails from the mail server.

Click Test to test the connection to the mail server, and then click Save to save
your changes.

328


https://support.microsoft.com/en-us/office/pop-imap-and-smtp-settings-8361e398-8af4-4e97-b147-6c6c4ac95353

Printing to MyQ

v Email box

Type: '@ Microsoft Exchange Online
Gmail
Generic IMAP server
Generic POP3 server
MyQ SMTP Server

Connection: * || MS Exchange v
User:  print@domain.com
Polling interval: * | 30 seconds
Test
For Gmail:

¢ If you have already set up a Gmail with OAuth2 server in the Connections
settings, that server is selected in the Connection field. If not, you can click on
the Server field and then click Add to add your Gmail server. In the pop-up, add
a Title for your server, the Client ID and the Security key, and click OK. For
more information, check Gmail with OAuth2 setup.

¢ Set the Port setting to the correct value that the email server listens to.

¢ Choose between the SSL and STARTTLS Security options.

¢ Enter the address of the email account that will receive the print jobs in the
User text box.

¢ By changing the value of the Polling interval setting, you can change the
interval after which MyQ fetches new emails from the mail server.

¢ Click Test to test the connection to the mail server, and then click Save to save
your changes.

v Email box

Type: Microsoft Exchange Online
® Gmail
Generic IMAP server
Generic POP3 server
MyQ SMTP Server

Connection: * | Gmail v
User: | print@gmail.com
Polling interval: * | 30 seconds

Test

13.6.3 Processing documents in Office Formats

On the Jobs settings tab, under OFfice File formats, select a method of processing
the Office format files. You can select from:
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e Convert to PDF - MyQ opens the document in the Office application, converts

the job to PDF and sends it directly to the printing device. The printing device
has to support direct print of the PDF format. The corresponding office
package (in 64bit) has to be installed on the MyQ account. For processing
documents in MS Office formats, it is recommended to run MyQ service under
a new local admin account rather than the default Local System account.

¢ Via a Windows printer - MyQ opens the document in the MS Office application

and prints it using a selected windows printer (print driver). To select the
printer, choose the printer that you want to use on the setting drop-down. You
also have to change the printer security settings to allow MyQ to print

from that print driver. In Windows, under Devices and Printers, right-click the
printer. In the printer’s properties, open the Security tab and allow print and
managing printers to the account that the

MyQ services are running under.

After the MS Office/LibreOffice installation, MyQ services must be restarted
for the system to start recognizing these formats.

Creating a new local admin account

1.

N

Create a new local admin account with full administration rights (details can be
found here).
Choose a new account type for MyQ

MyQ
Local Account
Password protected

() Standard
Standard accounts can use most software and change system settings that don't affect other users or the
security of this PC.

(® Administrator

Administrators have complete control over the PC. They can change any settings and access all of the files
and programs stored on the PC.

Why is a standard account recommended?

| Change Account Type H Cancel

.Log on to the newly created account.
. Install the corresponding Office package on the MyQ server.
. Run all the applications that will be used for the conversion (Word, Excel,

PowerPoint, LibreOffice, etc.) and close all welcome screens and dialog boxes
that might appear on the application startup.

. Open the MyQ Easy Config application and go to the Settings tab. Under

Windows Services Account, select Custom account. Then, either browse for
the user, or enter the user's credentials and click Save. MyQ services are then
automatically restarted.
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MyQ Print Server Easy Config —0O X
Home Settings myo
S . A
ETVICES v Windows Services Account LocalSystem

Settings
Log on services as:

Security O Local System account
@® Custom account

Database
Account:

Log

The account must have the “Log on as a service" user right.

About Password:

@
O
P S
]
D
(7
=

English
Confirm password:

> Database Administrator Password

13.7 Printing via the MyQ X Mobile Client app

MyQ users can use the MyQ X Mobile Client application to manage print jobs and
send them to the print server directly from their mobile phones, securely release the
jobs on selected printing devices, unlock printing devices via scanning a QR code, and
recharge MyQ credit.

The administrator can also set the following features:

1. On the MyQ Web Interface, open the Printers & Terminals settings tab (MyQ,
Settings, Printers & Terminals) and go to the MyQ X Mobile Client section.

2. IF you want to enable users to use their mobile application to log in to
terminals by scanning a QR code, select the Enable login by QR code on
terminal login screen. This is enabled by default.

3. IF you want to be able to set the QR code as the default login method on
embedded terminals, mark the Set QR code as default login method
checkbox, and click Save.
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= myQ @ Home @ Settings: Printers & Termi...

3¢ Settings (&) Printers & Terminals
5 Connections
_%_ Authentication Servers > General
NMP - -
2s v MyQ X Mobile Client

() Printers & Terminals Enable login by QR code on
#3 Configuration Profiles terminal login screen:

Set QR code as default login

@ Printer Discovery )
method:

@ Terminal Actions

% Events > Local Print Spooling
%, Event Actions > Offline Login

2 users
@ Policies

2% User Synchronization

In the MyQ X Mobile Client section in the Network settings tab, you select to Use
the same settings as on the LAN, or select to Use custom settings where you can
set the Server hostname or IP address and the communication port (Secure port
(SSL)) for the MyQ mobile applications which will be used when the corresponding
QR codes are generated.

v MyQ X Mobile Client

MyQ server address: * Use the same settings as on the LAN (WIN-MP6IO4EBLHI:8090)
® ' Use custom settings
Set up the routing so that the following address in the WiFi is routed to the MyQ Server in the LAN
Server:

Secure port (SSL):
8090

You can generate a QR code for a printing device on the list of printing devices on
the Printers main tab. Right-click the printing device there, and then click Print QR
code.

13.8 Print from Chromebooks, Chrome and other Google

dapps
As Google ended their support for Google Cloud Print, MyQ offers the following
alternatives for secure printing or remote printing:

¢ |PPS via Chromebook - setting up printing via IPPS enables users to print from
Google Chromebooks natively.

e Printing from email/web - print documents from the MyQ web user interface or
by sending an email to a special email address.
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13.9 AirPrint and Mopria Print Service

AirPrint enables users to print photos and documents from their MacBook, iMac,
iPhone, iPad, or iPod touch without having to install additional software (drivers).

Mopria Print Service does the same for users with an Android smart phone or tablet.
Android users must download the Mopria Print Service app from Google Play.

As an administrator, you only have to install MyQ Mobile Print Agent 1.3+ once, to
give your iPhone and/or Android users access to MyQ queues.

AirPrint and Mopria Print Service are working with MyQ by exposing MyQ print
queues as AirPrint / Mopria Print Service printer devices. The MyQ users connect to
the company's Wi-Fi network, select the queue where they want to send the print
job, and authenticate themselves with their MyQ credentials. After the first
authentication, the credentials are stored on the device. Pull Print and Delegated
printing queues are

displayed as available printers on the users' device.

E MyQ Print Server 10+ requires MyQ Mobile Print Agent 1.3+.

Enable AirPrint and/or Mopria Print Service

1. Make sure that on the MyQ Web Ul, in MyQ, Settings, Jobs, the Jobs via
mobile devices setting is Enabled (it is enabled by default).

2. Download the latest MyQ Mobile Print Agent installation file from the MyQ
Community portal on your server.

3. Run the executable file. The MyQ Mobile Print Agent installation wizard opens.
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myo

MyQ Mobile Print Agent

Setup requires 10 MB in:
C:\Program Files\MyQ\Mobile Print Agent\

You must agree to the Licenses terms and conditions before
you can install MyQ Mobile Print Agent.

¥| | agree to the License terms and conditions.

4. Select the folder where you want to install MyQ Mobile Print Agent. The
default pathiis:
C:\Program Files\MyQ\Mobile Print Agent|.

5. After this, you need to agree to the license terms and conditions to continue
with the installation, and click Next. The Server settings window opens.
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myoe

MyQ Mobile Print Agent

Server settings:

Server address:

Server port:
8090

Refresh period (seconds):
30

Install

6. Enter the settings:
a. Server address: the IP address of the MyQ Print Server.
b. Server port: the editable port that MyQ Mobile Print Agent will use (8090
by default).
c. Refresh period: The time taken to refresh the connection with the MyQ
Print Server, in seconds (30 by default).
7. Click Install. MyQ Mobile Print Agent is installed.
8. Click Finish to exit the installation wizard.
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myo

MyQ Mobile Print Agent

MyQ Mobile Print Agent has been successfully installed.

13.10 Microsoft Universal Print

Microsoft Universal Print is a multi-tenant, cloud-based print service that enables
cloud-only print solution for organizations.

MyQ integrates MS Universal Print and allows administrators to create virtual
printers in Microsoft Azure automatically. MyQ checks periodically if there are any
new jobs to be downloaded and if yes, they are downloaded to the associated user
and queue, and they are handled as normal jobs in MyQ.

It is first needed to set up Universal Print in Microsoft Azure, and then configureitin
MyQ.

13.10.1 Setting up Universal Print in Microsoft Azure

1. Log in to the Microsoft Azure portal and go to App registrations.

I £ App Reg] X -

Services Seeall Marketplace

2%, App registrations No results were found.

2. Click New Registration and fill in the new app details:
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a. Name - The name for this application (this can be changed later). For
example, MyQ UP.

b. Supported account types - Who can use this application or access this API?
Select the Accounts in any organizational directory (Any Azure AD directory -
Multitenant) option.

c. Redirect URI (optional) - The authentication response is returned to this
URI after successfully authenticating the user. Select the Public client/native
(mobile&desktop) option from the drop-down.

d. Click Register.

Register an application

*Name

The user-facing display name for this application (this can be changed later).

MyQ UP v

Supported account types

Who can use this application or access this API?

O Accounts in this organizational directory only (MyQ spol. s r.o. - DevTe_st only - Single tenant

I@) Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

I Public client/native (mobile ... v II e.g. myapp://auth v

By proceeding, you agree to the Microsoft Platform Policies 7!

Register I

3. The new app overview page opens. Copy the Application (client) ID and the

Directory (tenant) ID, as they are needed for the connection to MyQ.
&= MyQupP »

0 Search (Ctrl+/) | « lil Delete @ Endpoints
B Overview -
@ Got a second? We would love your feedback on Microsoft identity_platform (previously Azure AD for developer). =

& Quickstart

A Essentials
# Integration assistant | Preview .

Display name : MyQUP Supported account types  : Multiple organizations
Manage | Application (client) ID : | Redirect URIs 0 web, 0 spa, 1 public client
= Branding | Directory (tenant) ID_: | Application ID URI : Add an Application ID URI

Object ID : d0d98be7-b33a-48fa-b2eb-24e009292db Managed application inl... : MyQ UP

D Authentication

4. Under Authentication > Advanced Settings, enable the Allow public client
Flows option. This setting allows the application to authenticate directly from
the client (e.g., a mobile app or a single-page application) without requiring a
backend service.
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Microsoft Azure P Search resources, services, and docs (G+/) I

Home > APP SAMPLE

5) APP SAMPLE | Authentication »

L Search ¢ « Q Got feedback?
VWIHU Call USE LIS dppIitaUion OF deLess Uiis AFi:
B Overview
- O Accounts in this organizational directory only (MSFT only - Single tenant)
& Quickstart

@ Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

s .
#" Integration assistant

Help me decide...
K Diagnose and solve problems

V' Manage

B Branding & A\ Due to temporary differences in supported functionality, we don't recommend enabling personal Microsoft
randing & properties accounts for an existing registration. If you need to enable personal accounts, you can do so using the manifest

editor. Learn more about these restrictions,
9 Authentication

Certificates & secrets

" A\ starting November 9th, 2020 end users will no longer be able to grant consent to newly registered multitenant

Token configuration apps without verified publishers. Add MPN ID to verify publisher

-2~ API permissions

& Expose an AP Advanced settings

App roles Yy 8
Allow public client flows

42 Owners
Enable the following mobile and desktop flows: No )
4k Roles and administrators
* App collects plaintext password (Resource Owner Password Credential Flow) Learn more7
Manifest - « No keyboard (Device Code Flow) Learn more 7
* SSO for domain-joined Wi i Auth Flow) Learn more 7'
> Support + Troubleshooting y ¢ ’ - JLess rec
App instance property lock
Configure the application instance modification lock. Learn more /' Configure

Save Discard |

5. On the left-hand menu, click API permissions and click Grant admin consent
for the scopes seen in the image below:

[ search (Ctrl+/) « O Refressh | O Got feedback?
B Overview
Configured permissions
& Quickstart
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
# Integration assistant | Preview all the permissions the application needs. Learn more about permissions and consent
Manage + Add a permission [v/ Grant admin consent for MyQ spol. s r.o. - Devlest I
= Branding API / Permissions name Type Description Admin consent req...  Status
D Authentication \ Microsoft Graph (3) o
Certificates & secrets offline_access Delegated ~ Maintain access to data you have given it access to -
Il Token configuration Printer.FullControlAll Delegated  Register, read, update, and unregister printers Yes A\ Notgranted for MyQsp, ==+
I <~ APl permissions PrinterShare.ReadWrite.All Delegated ~ Read and write printer shares. Yes A\ Not granted for MyQsp, ***
& Expose an AP  Universal Print (4)
& App roles | Preview PrinterProperties.ReadWrite  Application  Read and write the properties and attributes of printers. ~ Yes A\ Not granted for MyQsp,, *+*
" Owners Printers.Read Application Read printers. Yes A\ Not granted for MyQsp, | ==+
& Roles and administrators | Preview Printiob.Read Application Read the metadata and payload of users' print jobs. Yes A\ Not granted for MyQsp,_ ***
Manifest Printlob.ReadWriteBasic Application  Read and write the metadata of users' print jobs. Yes A\ Not granted for MyQsp, . +=*

6. Go to Universal Print and enable Document Conversion.
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£33 Universal Print | Document Conversion

PREVIEW
| © Search (Ctrl+/)
& Overview

Manage
™ Printers
£ Printer Shares

€ Connectors

@ Document Conversion

Universal Print offers automatic document conv
converted to the printer supported format. Lear

IDocument Conversion 5 Enabledl

The table below shows the details of the required scopes:

Scope ID

06ceeal37-85e2-40d7-
bec3-91337a46038f

7427e0e9-2fba-42fe-
b0c0-848c9e6a8182

93dae4bd-43a1-4a23-9a1a-92957
e1d9121

3e306194-d6c5-43ad-
afbb-0e7b16a9c10b

1c90a3a7-465b-49c4-adcc-
c8ac83d3d3f8

2b1bdd6b-9a0f-47c6-a806-
b3e20cfd07a8

Description

Microsoft Graph: PrintShare.ReadWrite.All

Read and write printer shares

Microsoft Graph: offline_access

Allows MyQ to request the Access token via
the complete MS OAuth2 flow only once, and
then use Refresh token to exchange it for the
Access token.

Microsoft Graph: Printer.FullControl.All

Register, read, update, and unregister printers

UP: Printers.Create

Create (Register) printers
UP: PrinterProperties.ReadWrite
Read and write the properties and attributes

of printers.

UP: Printers.Read

Read printers
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Scope ID Description

b695614a-52ec-4835-9e13- UP: PrintJob.Read

bdf5ff4c7448 Read the metadata and payload of users' print
jobs.

11f87dac-027f-4d76- UP: PrintJob.ReadWriteBasic

bd29-1ea1536b93da Read and write the metadata of users' print

jobs.

13.10.2 Setting up Universal Print in MyQ

1. Log in to the MyQ web administrator interface, and go to MyQ, Settings,
Connections.
2. Click +Add and select Microsoft Universal Print from the list.

Network > & Connections ® addv & Acti

Type Na @ Microsoft Exchange Online

M Gmail
) Azure Az

@ Azure
™ Gmail Gr

B sharepoint Online
@ Microsoft Exchange Online M _
® AmazonS3

@ OneDrive Business

& Microsoft Universal Print

3. In the pop-up window, fill in the required fields:
a. Title - add a name for your Microsoft Universal Print connection; for
example, MS Universal Print.
b. Client ID - the Application (client) ID you copied during the MS Azure

setup.
c. Tenant ID - the Directory (tenant) ID you copied during the MS Azure
setup.
4. Click OK.
Microsoft Universal Print X

Title: * |MS Universal Print
Client ID: * | Application (client) ID from MS Azure

Tenant ID: * | Directory (tenant) ID from MS Azure

v 0K Cancel
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5. Copy the Code from the pop-up window, click on the URL, enter the code and
follow any other instructions. Once done, MyQ is connected to MS Azure
Universal Print. (There is a 15min timeout for confirming the code. If it is not
confirmed and a user tries to create a printer in Azure via MyQ, a message
appears in the Issues column in the Queues section, that it is needed to confirm
the code. If the time for confirming the code is up, then when a user is trying to
create the printer, the device code request will be generated again and there
will be a message with a new user code in the /ssues column).

Microsoft Universal Print X

To finish the connection of MyQ and Azure go to
the following URL and paste there the code
below.

https://microsoft.com/devicelogin

Code: [F===m=m0X

v 0K

6. Go to MyQ, Queues and select the queue(s) you want to associate with
Universal Print. Double-click on the queue (or right-click and edit, or select the
queue, click Tools and edit) and on the queue properties, click on the Job
receiving tab. In the Jobs via MS Universal Print section, set the option to
Enabled, and click Save. After a few minutes, your queue will be available as a
virtual printer in MS Azure Universal Print.

@ QueueX X

General Job receiving MyQ Desktop Client Job processing Printers Rights

> Job parsing
> Jobs via RAW protocol
> Jobs via hot folder

v Jobs via MS Universal Print

e following user detection methods can be use

Enabled: o

> Jobs via mobile devices
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13.11 Client Spooling

With the Client Spooling feature enabled, users' print jobs are not sent to the MyQ
server, but stay stored at the users' computer. After they authenticate themselves at
a printing device and select the jobs to be printed, the jobs are released from the
computer directly to the device. This method dramatically decreases traffic to MyQ
server and is suitable especially for small offices with limited network connection to
the MyQ server.

When a user prints their job while this feature is activated, only the print metadata
are sent to the server and the actual print job does not leave the computer (it is
stored there as a RAW file). It waits until the user authenticates themselves at a
printing device and selects to print the job there. After that, the printing device
notifies the server, the server notifies the computer and the computer sends the job
directly to the printing device, where it is printed.

®
The computer sends the ®
print data directly to

The user prints the job, but
the printing device. ' ’ :

only print metadata are
sent to the print server.

\

® \

@ The print server notifies
The user authenticates the computer. R
himself or herself at the
printing device.
_____________________________________________ }

® mye
The printing device o

notifies the print server.

To enable this feature, you have to set a TCP/IP port for the service, install the MyQ
Desktop Client application on the client's computer and enable the Client Spooling
feature. (For information on how to install and set up MyQ Desktop Client on client's
computers, see the MyQ Desktop Client for Windows guide).

If the computer of the user is switched off during the sending of the job, the job is
Paused on the server. The administrator can release the job once the user has
switched on their computer again.
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13.11.1 Windows settings

The settings in the Configure Standard TCP/IP Port Monitor dialog box (in the
printer’s settings) must have the following values:

e Printer Name or IP Address: 727.0.0.7 (IP address of the localhost in Windows)
or localhost

e Protocol: Select LPR

¢ Queue Name: queue name according to the MyQ server setting (same as if
printing to the MyQ server)

e LPR Byte Counting Enabled: Selected

o SNMP Status Enabled: Deselected

Port Settings

Port Name: Client_Spooling

Printer Name or IP Address: 127.0.0.1

Protocol

(O Raw @LPR

Raw Settings

Yart Number 9100

LPR Settings
Queue Name: MyQ

LPR Byte Counting Enabled

["] SNMP Status Enabled

Cornrmunity Narne public

SNMP Device Index: 1

13.11.2 MacOS settings

¢ Go to Apple menu > System Preferences, and then click Printers & Scanners.
e Click Add Printer, Scanner or Fax to add a new printer.
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o0 0 Printers & Scanners

Q Default printer Last Printer Used ¢

- DIrt & dSpougnu
Default paper size A4 L
0 Privacy & Security

No Printers

Desktop & Dock

€3 pisplays Add Printer, Scanner or Fax...  ?
.2/ Wallpaper

1| Screen Saver

/| Energy Saver

ﬂ Lock Screen
) Login Password

a Users & Groups

W4 Passwords
Internet Accounts

@ Game Center

\>) Keyboard

=

e In the ribbon, select the IP icon. In the Protocol field, select Line Printer
Daemon - LPD from the list.
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@ [ ] Add Printer
Address:
Enter host name or IP address.
Protocol: Line Printer Daemon - LPD &
Queue:

Leave blank for default queue.

Name:

Location:

Use:

¢ In the Address field, add the IP address or hostname of the localhost. In the
Queue field, add a queue name according to the MyQ server setting. Add a
Name, and optionally a Location for your printer. In the Use field, select a
printer driver from the list. Click Add to setup the printer.
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[ NON Add Printer

@ & @

Address: 127.0.0.1
Valid and complete host name or address.

Protocol:  Line Printer Daemon - LPD

Queue: MyQ

Leave blank for default queue.

Name: Client Spooling

Location: | |

Use: Kyocera ECOSYS P8060cdn (KPDL) e

? Add

T ————————————————

¢ Once the printeris set up, it appears on the Printers & Scanners list.
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00 Printers & Scanners
Q Default printer Last Printer Used ¢
W o1 & dpouignt
Default paper size A4 ¢
0 Privacy & Security
Desktop & Dock Printers
@ Displays ~~ Client Spooling
—_ o |dle, Last Used
Wallpaper
Screen Saver Add Printer, Scanner or Fax... ?

Energy Saver

g Lock Screen
L)) Login Password

B Users & Groups

W) Passwords
@ Internet Accounts

@ Game Center

|- Keyboard

s

For a description of how Client Spooling works and its known limitations, continue to
the MyQ Desktop Client manuals:

e MyQ Desktop Client for Windows

e MyQ Desktop Client for macOS

13.12 Device Spooling

Under normal circumstances, print jobs are sent to the MyQ server where they are
stored and wait for release. It means that every print job has to be sent from a user
PC to the MyQ server and then from the MyQ server to a printing device. This is fine
for networks with a good bandwidth connection, but it might not be an optimal
solution for customers with many small branches and limited bandwidth to the MyQ
Central server. In such cases, it is unproductive to send the job from the branch to
MyQ server and back.

Device Spooling is a feature that solves this problem. With Device Spooling enabled,
a print job is sent directly to the device and saved to its hard disk. It waits there to be
released in the standard way.
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@ Branch Wlth MyQ Standa|one / site server Small branch without MyQ server, with local
spooling solution
I
—1
I _

i

myQ §\
N SERVER

2.accounting
. N
2.print
document
1.direct/ pull
print 1.direct/hold print

G

3.accounting

3.12.1 Limitations

* Project Accounting is not supported (print jobs have the Without Project option
set)

Favorite jobs are not supported
Job Roaming is not supported
Print job archiving is not supported
Job preview is not supported

3.12.2 Setting up Device Spooling

To open the setup screen, go to MyQ, Settings, Printers & Terminals. Under Device
Spooling, you can activate the feature and change its settings:

v Device Spooling

Delete ready jobs older than: * |12 hours
Pull Print:

» Enabled: Click to enable or disable the feature.

e Delete ready jobs older than ___ hours: Hours to wait before the spooled jobs
are deleted from the printing device's hard disk.

o Pull Print: Select to activate pull print for Device Spooling. With the Pull Print
extension activated, jobs sent to one printing device can be printed on any
other printing device connected to the same local area network. If there are
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more mutually connected devices at the branch, the jobs spooled on the
devices can be shared between them. In such cases, jobs sent to one device are
displayed on the list of print jobs and can be printed on other devices. The pull
print Feature is limited to devices on the same subnet.
For the local pull print functionality, it's necessary to have the same time set on
all of the participating devices. The easiest way to do this is to synchronize the
devices with a time server, such as time.windows.com, time.nist.gov, etc. You
can do this in the Date/Time settings on the device Web UL.

e To submit the changes, click Save at the bottom of the tab. The Apply new
settings dialog box appears. Keep the Reset all terminals option selected and
click OK. The settings are then distributed to all connected terminals.

13.12.3 Print drivers for Device Spooling

To enable users to send jobs directly to the printing device and use Device Spooling,
you have to create a new print port and set a port protocol and port number. When
configuring the port, use the Raw protocol and one of the four following ports:

e 70010: Port for direct print. The job is automatically printed after it is received
by the printing device.

e 100117: Port for secured hold print. The job is spooled by the printer and waits
there until the user logs in and prints it. It is not possible to print this job on any
other than this particular printing device.

e 10012: Port for Device Spooling pull print. The job is spooled by the printing
device. Once the user logs on any of the devices connected to the same subnet,
information about this job is provided and the job is displayed in the list of the

available jobs and can be printed.
e 70013: Port for Device Spooling delegated print. Works the same as the Device

Spooling pull print, except that the job can be printed by delegates of the
sending user.
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Port Settings

Port Name: Direct_print

Printer Name or IP Address: 10.1.3.69 -:QIP address Of the printing
device

Protocol

(® Raw OLPR

Raw Settings
Port Number: 10010

LPR Settings
LPR Byte Counting Enabled

[C] SNMP Status Enabled

public

13.12.4 IP Filters

To ensure proper functioning of the offline pull print feature, you have to turn off IP
filcers or set a new IP filter which includes all the IP addresses of the printing devices,
where the pull print jobs can be stored.

13.12.5 Print languages supported by Device Spooling
The following print languages are supported by Device Spooling:

e PCLXL
* PCL5c
* KPDL
« PDF

13.13 Offline Login

[ A This feature is currently only supported on Kyocera and Ricoh terminals. ]

For MyQ to operate properly, a 100% reliable network connection is necessary.
Connection problems can lead to serious issues; for example, users may not be able
to start their user sessions on the printing devices and perform any copy, print or
scan actions. The OFffline Login feature prevents such situations. User information,
including credentials, are cached at the device and if the server is unavailable, cached
data are used for user authentication. Users can then log in and perform all the
actions that do not require network access to the MyQ server.
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When combined with Client or Device Spooling, the offline login feature offers a
robust backup plan for server outages.

13.13.1 OfFfline Login setup

Go to MyQ, Settings, Printers & Terminals on the MyQ Web administrator interface.
In the OFfline Login section, you can enable the feature and change its settings:

v Offline Login
Offline Login allows to use printers with the Embedded terminal even if the network connection to the MyQ server is unavailable

Enabled: o

Cache user credentials for: * 72 hours

User Synchronization

o Enabled: Click to enable or disable the feature.

¢ Cache user credentials For ___ hours: The device remembers the credentials
for the set time period (in hours); after the period ends, users cannot log in the
offline mode anymore.

¢ User Synchronization: Opens the Offline Login - User Synchronization
properties panel. On the panel, you can enable the user synchronization, set
the update interval (in hours), and manage printing devices and users you want
to synchronize.

Offline Login - User Synchronization X

Enabled: ()

Update interval: 24 hours

v Save Cancel

®Add A Edit [ Delete...

Printers

Printers v | | Users v

You can synchronize max. 100 users to one printing device. If a group contains more
users, only the first 100 users will be synchronized with the printing device.

It is possible to store 3 ID Cards and 3 PINs per user via User Synchronization. A user's
credentials (ID Card or PIN) are also stored on the device if there was an active user
session while the server was still online.

If after you change the settings the Apply new settings dialog box appears, keep the
Reset all terminals option selected and click OK. The settings are then distributed
to all connected terminals.
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13.13.2 OfFfline Login

In case the connection to the MyQ server is lost, users can log in via their PIN or ID
card in offline mode.

Requirements:

e The PIN or ID Card login methods are the only ones supported. This can be set
in the printers' configuration profile.
¢ The connection needs to be secure.

13.13.3 OfFline Login Limitations

¢ Creditis not supported
¢ Quota is not supported;
* Projects - print jobs are set to the Without Project option

13.14 Fallback printing

With MyQ Desktop Client installed and running on the end user's workstation, you
can select a backup printing device to be used for print when connection to the MyQ
server is lost. The Fallback printing feature serves as an important backup tool in
case of a server outage. Furthermore, it can be combined with the Client or Device
Spooling and the Offline login features on MyQ embedded terminals to enable
using hold print, pull print and delegated print on the printing device.

e Forinformation on how to install and set up MyQ Desktop Client on client's
computers, see the MyQ Desktop Client for Windows guide.

e Forinformation about support and setup of the Device Spooling and the
OfFfline login features on a particular MyQ embedded terminal, see the
respective MyQ embedded terminal manual.

After the installation, you need to configure the print driver port to send print files
to MyQ Desktop Client, which then sends them either to the MyQ server or directly
to the printing device, depending on the availability of connection to the MyQ server.

13.14.1 Windows settings

The settings in the Configure Standard TCP/IP Port Monitor dialog box must have the
following values:

e Printer Name or IP Address: 727.0.0.7 (IP address of the localhost in Windows)
or localhost

e Protocol: LPR

¢ Queue Name: queue name according to the MyQ server setting (same as if
printing to the MyQ server)

e LPR Byte Counting Enabled: Selected

e SNMP Status Enabled: Deselected
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Configure Standard TCP/IP Port Monitor X

Port Settings

Port Name: Failover Printing

Printer Name or IP Address: 127.0.0.1

Protocol

O Raw @LPR

Raw Settings

Port Number: 9100

LPR Settings
Queue Name: QueueX

LPR Byte Counting Enabled

[C] SNMP Status Enabled

Community Name: public

SHMP Device Index: 1

==

13.14.2 MacOS settings

e Go to Apple menu > System Preferences, and then click Printers & Scanners.
e Click Add Printer, Scanner or Fax to add a new printer.
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o0 0 Printers & Scanners

Q Default printer Last Printer Used ¢

- DIrt & dSpougnu
Default paper size A4 L
0 Privacy & Security

No Printers

Desktop & Dock

€3 pisplays Add Printer, Scanner or Fax...  ?
.2/ Wallpaper

1| Screen Saver

/| Energy Saver

ﬂ Lock Screen
) Login Password

a Users & Groups

W4 Passwords
Internet Accounts

@ Game Center

\>) Keyboard

=

e In the ribbon, select the IP icon. In the Protocol field, select Line Printer
Daemon - LPD from the list.
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@ [ ] Add Printer
Address:
Enter host name or IP address.
Protocol: Line Printer Daemon - LPD &
Queue:

Leave blank for default queue.

Name:

Location:

Use:

¢ In the Address field, add the IP address or hostname of the localhost or MyQ
server’s IP address. In the Queue field, add a queue name according to the MyQ
server setting. Add a Name, and optionally a Location for your printer. In the
Use field, select a printer driver from the list. Click Add to setup the printer.
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[ NN ) Add Printer

@ & @

Address: 127.0.0.1
Valid and complete host name or address.

Protocol:  Line Printer Daemon - LPD

Queue: MyQ

Leave blank for default queue.

Name: Fallback Printer

Location: | |

Use: Kyocera ECOSYS P8060cdn (KPDL) e

? Add

¢ Once the printeris set up, it appears on the Printers & Scanners list.
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14 Jobs

This topic discusses one of the key functions of MyQ — setting and management of
print jobs. It covers the following subjects:

e Print jobs global settings: Jobs settings tab

e Print jobs list, individual jobs settings and deleting jobs: List of jobs, Editing
jobs, Deleting jobs

e Print jobs parser: Jobs Parser

» Notifying users and the administrator about refused jobs: Notifying the admin
and users about refused jobs

e Using PJL commands for additional job processing actions: Processing Jobs via
PJL Commands

¢ You can use PHP scripts to further process the job after it is received by the
MyQ server: Scripting (PHP)

e When your brand supports PDL (page description language) check out this
chapter: Prologue, Epilogue

e Setting up and previewing jobs: Jobs Preview

e When you have a dedicated Job Archiving license and the Job Preview feature
set up on the MyQ server, you can automatically archive all print jobs that are
sent to MyQ: Job Archiving

14.1 Jobs settings tab

On the Jobs settings tab, you can set the global properties of jobs in the MyQ print

environment.

= myQ (@) Home

3¢ Settings
=) Printers & Terminals
8 Configuration Profiles
@ Printer Discovery
@ Terminal Actions
-‘,7/ Events

%, Event Actions

R users

© Policies
%% User Synchronization

r°7<‘ User Authentication

& Rights

B Accounting
& Credit
Q Quota
B Projects

g Price Lists

[E) Jobs
=3 Scanning & OCR

Q Code Books

Q‘; Reports

@S External Reports

(2]

Settings: Jobs LO)

(i)

[E) Jobs

> General

> Notifications on job receiving errors
> Job parser

> Jobs via LPR protocol

> Jobs via IPPS

> Jobs via mobile devices

> Jobs via Email

> Jobs via Web

> Job roaming

> Job Preview

> Job Privacy

Watermark collections ® Add edit | () Delete
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14.1.1 General

v General

Maximum job size: * | 600 MB
v Office file formats

Method of printing: * | Convert to PDF v

Here you can set the Maximum job size (default size is 600MB).

In the OFfice File Formats subsection, you can select the method of processing and
printing the Office format files. You can select from Convert to PDF (default) and Via
a Windows printer. For details check Processing documents in Office Formats.

14.1.2 Notifications on job receiving errors

v Notifications on job receiving errors
Notify the administrator via
email:

Notify the job sender via email: v

Check the Notify the administrator via email and/or the Notify the job sender via
email boxes, to send notification emails about refused jobs.

The job sender is always notified via MyQ Desktop Client, if installed.

14.1.3 Job parser

v Job parser

Job parsing mode: Basic (lower CPU usage)
® Standard (default option)

ethog v De used 1o estimate number of monochrome anda ¢

Enhanced (higher CPU usage)

be rendered

Here you can set the Job parsing mode, which dictates which level of job details will
be reported. You need to activate the Job Parser if you want to know job details
(page count, color, paper size, etc.) before the job is printed. It is necessary for
features like credit, quota and PHP scripting. There are three levels of job parsing
available:

e Basic (lower CPU usage) - This method doesn't estimate number of mono and
color pages.
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o Standard (default option) - This method will estimate the number of
monochrome and color pages. This method is optimal for most office
documents.

* Enhanced (higher CPU usage) - Every page of the document will be rendered
and estimated as monochrome or color based on the rendered data. This
method is recommended when printing complex PostScript or PDF documents
and facing inaccuracy in Standard job parsing method.

14.1.4 Jobs via LPR protocol

v Jobs via LPR protocol

Here you can enable the Jobs via LPR protocol feature (enabled by default). If it is
deactivated, MyQ cannot receive print jobs via LPR.

The server knows the job sender (to be able to notify MyQ Desktop Client about job
processing) through the hostname sent by the LPR protocol. The maximum length of
the hostname is 31 characters.

The maximum job size received over LPR is 700GB. Jobs with a size of over 2GB are
described as: "More than 2GB"; for jobs below 2GB, the real size is displayed.

It is recommended to keep the Jobs via LPR protocol option enabled. If it is
disabled, jobs sent from print drivers cannot be received by MyQ.

You can also change the port here, although it is recommended to use the default
setting (5175).

14.1.5 Jobs via IPPS

v Jobs via IPPS

Enabled: ()
Port: 18631

Here you can enable printing jobs via the IPPS protocol. You can also change the port
here (default is 8637).

For more information, see Jobs via IPPS.

14.1.6 Jobs via mobile devices

v Jobs via mobile devices

Enabled: c
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This feature allows you to use mobile printing via MyQ X Mobile Client and AirPrint or
Mopria. It is enabled by default.

For more information, see MyQ X Mobile Client app, and mobile printing via AirPrint
or Mopria.

14.1.7 Jobs via Email

v Jobs via Email

Enabled: ()

Allowed users: 22 All users v
Manage queue for these jobs
Always generate a new PIN after v
a job is received:
Print email body:
Default print options: v/ B&W Toner saving || Duplex

v Email box
Type: Microsoft Exchange Online
® Gmail
Generic IMAP server
Generic POP3 server
MyQ SMTP Server
Connection: * v
User:

Polling interval: * ' 30 seconds

Test

Here you can enable or disable the Jobs via Email feature, which enables receiving
print jobs sent via email. The email attachment is processed and sent as a print job
(the email body can be processed as well). PDF/A, TXT and JPEG formats are
supported. For MS Office formats, MS Office or LibreOffice must be installed on the
MyQ server.

You can select the Allowed users who are able to send Jobs via Email and manage
which queues will be used for these jobs.

Additionally, you can:

e Enable the option to Always generate a new PIN after a job is received, this
will generate a new PIN for a user each time they send a job via email.

e Enable Print email body, which will print the main text of an email in addition
to any attachments.

e Dictate Default print options for jobs via email, choose from B&W, Toner
saving, and Duplex.

You can set up an Email Box, a specified email which will be regularly checked for
print jobs, the inbox will be emptied automatically. Enter the Type of box (Microsoft
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Exchange Online, Gmail, Generic IMAP server, Generic POP3 server, or MyQ SMTP
Server), and fill in the relevant details.

For more information, see Printing from email and from the MyQ Web UI.

14.1.8 Jobs via Web

v Jobs via Web
Enabled: ()
Allowed users: * | g2 All users v
Maximum upload file size: * 1 120 MB

Manage queue for these jobs

Here you can enable or disable the Jobs via Web feature, which enables users
receiving print jobs via the MyQ web interface. You can also set the maximum job file
size here between 20MBto 120MB (120MB by default).

For more information, see Printing from email and from the MyQ Web UI.

14.1.9 Job Preview

v Job Preview

Enabled: c

Number of pages: |1

To include ALL pages in preview set value to 0

Here you can enable/disable and set up Job Preview and set the Number of pages
(to include all pages in the preview set the value to 0).

For more information, see Jobs preview.

14.1.10 Job Privacy

v Job Privacy
Job privacy feature limits access to sensitive job metadata for everyone but job owner and his/her delegates
WARNING: Once enabled it cannot be disabled again!

Enable Job Privacy (irreversible)

Here you can enable the Job Privacy feature, which limits access to sensitive job
metadata for everyone except the job owner and their delegates.

Once enabled the Job Privacy feature cannot be disabled.

For more information, see Job Privacy.

361



Jobs

14.1.11 Watermark collections section
Here you can set up watermark collections.

For more information, see Watermarks.

14.2 List of jobs

On the list of jobs on the Jobs main tab, you can see all print jobs and information
about them.

14.2.1 Jobs display options

On the left side of the Jobs main tab, you can see the All jobs drop-down menu. On
the menu you can select from the following options:

e Ready - Displays jobs ready to print.
Paused - Displays paused jobs.
Printed - Displays printed jobs.
Favorite - Displays favorite jobs.
Failed jobs - Displays failed jobs.
Deleted - Displays deleted jobs.

All - Displays all jobs.

14.2.2 Job status

There are seven print job status types:

* Processing - The job is being examined and prepared for printing.

* Ready - The job has been placed on a print queue and is waiting for users to
authorize it or for preceding jobs to finish.

» Paused - The job has been manually paused by the user or automatically by the
MyQ system.

 Printing - The job is being sent to the printing device.

 Printed - The job has been printed and is stored on the MyQ server. The print
job is marked as Printed when it was completely sent to the printer. On a
printer where MyQ can check actual printing results (printers with EMB
terminal 8.1 and higher), this status is updated according to the printing
results.

* Failed - The job was either not parsed correctly, failed to be processed or had
no metadata (not allowed) and failed to be printed.

» Deleted - The job has been deleted from the MyQ server.

14.2.3 Favorite jobs

All print jobs, except for the deleted ones, can be marked as Favorite. Favorite print
jobs are only automatically deleted if this option is enabled in the System
management settings, and remain permanently stored on the MyQ server, except for
favorite jobs from external code books that are no longer available at the code
book's data source.
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14.3 Editing jobs

To open a print job properties panel, double-click the job on the list on the Jobs main
tab (or select the job, then click Actions on the toolbar above, and then click Edit in
the job action dialog box). The panel opens on the right side of screen.

On the panel, you can see general information about the print job, such as its name
and ID, size, its author and the IP address of the author's computer. If you use the
Job Parser tool, you can see additional data such as the B&W total, color copies,
number of copies, paper format, duplex, toner saving, staple, punch, the printer
language used, and the price of the job. For more information, see Job Parser.

You can also change the print job’s Owner and Project in their respective list boxes.

Only an administrator and user group leaders can change the owner of a print job.
The administrator can move jobs between all users and the user group leader can
move jobs between members of their subordinate group.

If you change the job owner, the new owner has to have rights to the current queue
and project. If you change the project, the current job owner has to have rights to the
new project.

14.3.1 Deleting jobs

To delete selected jobs:

1. On the jobs list on the Jobs main tab, select the jobs that you want to delete,
and then click Actions.

2.In the Actions drop-down box, click Delete. You can find the deleted jobs on
the Deleted jobs list.

14.4 Job Parser

An embedded print job parser is a part of the MyQ system. This tool provides you
with additional information about individual print jobs.

Based on those, you can set additional print job rules, or control the job price before
ajob is printed. This is important, especially for credit accounting and quotas.

The job parser supports the majority of available printer drivers in PCL5, PCL6 and
PostScript.

The job parser provides the following information:

e page description language (PDL) - A page description language (PDL) is a
language that describes the appearance of a printed page. It receives a code of
a document sent to a printing device, interprets it and uses it to instruct the
printing device where and how to place text and graphics onto the print page.
The most common page description languages are PCL5, PCL6 (XL) and
PostScript.

e job name

e user name

e number of B&W pages
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number of color pages
number of copies
Simplex/Duplex option
paper format

staple

punch

toner saving

The job parser is activated by default on the Jobs settings tab during a new
installation. An upgrade will keep the old setting.

There are three available Job parsing modes:

v Job parser

Job parsing mode: Basic (lower CPU usage)

® Standard (default option)

Enhanced (higher CPU usage)

o Basic (lower CPU usage) - This method doesn't estimate the number of mono
and color pages.

o Standard (default option) - The standard parsing method will be used to
estimate the number of monochrome and color pages. This method is optimal
for most office documents.

¢ Enhanced (higher CPU usage) - Every page of the document will be rendered
and estimated as monochrome or color based on the rendered data. This
method is recommended when printing complex PostScript or PDF documents
and facing inaccuracy in the Standard job parsing method.

14.5 Notifying the admin and users about refused jobs

In case a print job is refused for some reason, for example if it was sent to a wrong
queue, or if the user has been denied printing by a MyQ policy, the job owner and the
MyQ administrator can both be informed about the event.

The administrator can be notified via email, and the user can be notified via email or
via a small pop-up dialog box at the bottom-right corner of the screen. Users are just
notified about the event, whereas the administrator is informed about the problem's
details.

To be able to see the pop-up messages, users should have the MyQ Desktop Client
application installed and running on their computers.
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Wed 6/22/2016 4:28 PM

MyQ@MyQ.local
MyQ WIN-GOMOSMTOAQS: Error receiving a job
To

® Time: 22 June 2016 07:28:13

® User

* Job name: N/A

* Error: Job is too large (48 MB). Maximum size is 1 MB.
 Error code: 4

2016-06-22 07:28:11: Job is too large (48 MB). The maximum size is 1 MB. The job was discarded.

@ MyQ WIN-GOMOSM]

» Document A
» Access denied for user "eliot.kate" to queue
"Queuex"

To activate the notifications via email

On the Jobs settings tab, under Notifications on jobs receiving errors, you can
select two options:

* Notify the administrator via email: The email message is sent to the
administrator's email address set on the General settings tab, under General.

* Notify the job sender via email: the email message is sent to the primary
email address set as Email on the user's properties panel on the Users settings
tab.

v Notifications on job receiving errors

Notify the administrator via v
email:

Notify the job sender via email: v

The job sender is always notified via MyQ Desktop Client

To activate the notifications via the MDC pop-up window

The only condition for activation of the pop-up notification for a user is for MyQ
Desktop Client to be installed and running on their computer.

For information on how to install and set up MyQ Desktop Client, see the MyQ
Desktop Client for Windows or macOS guide.

14.6 Jobs Preview

The Job Preview feature is used to generate previews of jobs. The most common use
case is viewing a job before printing it, be it in either the MyQ Web Ul, the MyQ
mobile application or on an embedded terminal. In addition, it is also internally used
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during Job Archiving, where the Job Preview engine is used to generate a PDFA
preview of the given job.

To enable Job Preview, go to MyQ, Settings, Jobs, Job Preview.

v Job Preview

Enabled: 0

Number of pages: |1

It is possible to limit the Number of pages to be generated (7 by default) in the
preview. To include all the pages, set the value to 0. When the number of pages is
changed and there is an already existing generated preview for a job with the old
number of pages, the next request to generate a preview will generate a new one
with the currently selected number of pages.

14.7 Job Archiving

With a dedicated Job Archiving license and the Jobs Preview feature set up on the
MyQ server, you can automatically archive all print jobs that are sent to MyQ. On
selected brands of printing devices, you can also archive all copy and scan jobs.

This way you can have full control over what has been printed, scanned and copied
within your printing environment, which can be required for example in high security
areas in order to be able to identify sources of data leaks.

For information on how to acquire the Job Archiving license, please contact the MyQ
Sales department.

14.7.1 Setting up job archiving

The feature is not part of the default setup of the MyQ server and before the Job
archiving license is added to the server, the settings of the feature on the MyQ Web
Interface are hidden from the administrator.

After you add the licenses, you can set up the feature on the Jobs settings tab, in the
Job archiving section.

You can enable or disable the feature and change the Archive Folder, where the jobs
are archived (by default it is the Archive sub-folder of the MyQ data folder).

In the Resolution drop-down, you can choose 72 (default), 100, 200, 300, or 200 DPI.
In the Page range drop-down, you can choose All (default), 1, 2, 3, 4, 5.

366



Jobs

v Job archiving

The job archiving feature stores all print/copy/scan/fax jobs and their metadata in the archive folder.

Enabled: 0

Archive folder: |%app%\Data\Jobs\Archive

%app% is the MyQ data folder
Resolution: |72 v DPI
Page range: | All v

14.7.2 Viewing archived jobs

The jobs are stored in subfolders of the Archive folder, each of these sub-folders has
the form:

YYYY-MM-DD-XXXX, where the front part informs about the date when the sub-
folder was created, while the number at the last part serves to sort sub-folders
created in the same day.

In the subfolders, you can find two files for each of the printed, copied or scanned
jobs:

¢ a PDF file with the preview of the job
¢ an XML file with basic information about the job, such as the type of the job or
the username of the printing user.

e 2018-05-29-0001 | = o [T
Home Share View v 0

®© v 1|l <« JobsA.. » 2018-05-29-0001 v & | [ search 2013-05-29-0001 2 |

A e -
4 5% Favorites Name Date modified Type

Bl Desktop =L job-0001 /2018 9:03PM  Adob|=
& Downloads =] job-0001 5/29/2018 9:03 PM
% Recent places =1 job-0002 5/29/2018 9:04 PM
=] job-0002 5/29/2018 9:04 PM
4 M This PC vii< m

8 items 1 item selected 70.6 KB

<?xml version="1.0" encoding="UTF-8"?>
- <data>
<timestamp>2018-05-29 21:03:39</timestamp>
<username>eliot.kate</username>
<jobType=copy</jobType>
<serverName>10.14.5.96</serverName=>
<serverVersion>7.1.0.366</serverVersion>
<printerAddr>10.14.4.12</printerAddr>
- <files>
<file>=job-0001.pdf</file>
< [files>
</data>
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14.8 Jobs via IPPS

To use Jobs via IPPS you should first adjust the following:

e Make sure that the IPP client is enabled on your machine. For example, on
Windows 10, this should be enabled by default, but on Windows Servers, you
need to enable it explicitly:

o Control Panel - Programs - Turn Windows features on or off - in the dialog,
click Next until you get to the features tab - Install "Internet Printing
Client", and Restart the machine.

¢ Next, you need to install the MyQ certificate on your machine. For example, in
MyQ Server 8.2+, you can create a self-signed certificate in the following way
(check here for more info):

o Go to MyQ, Settings, Communication Security. Select Built-in Certificate
Authority, add your host name as a Subject Alternative Name (SAN), click
Generate new, click Save, and then Export.

o Install the certificate and place it into Trusted Root Certification Authorities.

o Restart all MyQ services.

e Enable Jobs via IPPS in MyQ, Settings, Jobs, Jobs via IPPS.

v Jobs via IPPS

Enabled: o

Port: 8631

The feature is available on Windows, Linux, Chromebooks and Mac PCs. For all of
them you need to adjust the URL https;//{hostname}:{port}/queue/{queue-name} to
your own needs to get IPPS working. For the port number use the one set in MyQ,
Jobs, Jobs via IPPS (8631 by default).

PM Server uses the 631 port for IPP print and 717 for IPPS and cannot be changed
(see MyQ, Settings, Network, PM Server), so these values cannot be used for MyQ
IPPS printing.

The maximum job size received over IPPS is unlimited.

14.8.1 IPPS via Windows

When you add a new network printer to be used with IPPS, make sure to search using
the queue name, host name and port in the URL.
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(= Add Printer

Find a printer by other options

(O My printer is a little older. Help me find it.
(O Find a printer in the directory, based on location or feature

(@ Select a shared printer by name

https://{hostname}:{port}/queue/{queue-name}| Browse...

Example: \\computername\printername or
http://computername/printers/printername/.printer

(O Add a printer using a TCP/IP address or hostname
(O Add a Bluetooth, wireless or network discoverable printer

(O Add a local printer or network printer with manual settings

Cancel
The sharing of a Windows IPPS printer is not supported.

14.8.2 IPPS via MacOS
To add IPPS printing via MacOS:

1. Go to the Add printer page.
2. Go to the IP tab on the ribbon.
3. Fill out the following fields:
a. Address: add the server IP or hostname and the server port in the following
format: “ServerlP or hostname"”:"port”. For example, 70.72.15.19:8631
b. Protocol: select the AirPrint protocol.
¢. Queue: add /queue/ and then the name of the MyQ queue. For example, /
queue/MarketingQueue
4. Click Add.
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Address: "ServerlP":"port"
Invalid or incomplete address.

Protocol:  AirPrint

<O

Queue: [queue/"queuename"

Name: MyQ

Location:

Use: Choose a Driver...

<O

a Since AirPrint is used, users are required to sign in to be able to print.

14.8.3 IPPS via Chromebook

To add IPPS printing via Chromebook:

1. In the Chromebook, sign in to your Google Admin Console in https;//
admin.google.com/using an administrator account.
2. In the Google Admin Console, select Devices and then Chrome and Printers.
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= Google Admin Q

Devices

v Chrome
Devices
Managed browsers
» Settings
» Apps & extensions
Printers
» Reports
» Mobile & endpoints

Networks

3.To apply the IPPS setting to all the printers, select the top organizational unit
on the list. Otherwise, select any of the child units.
4. To add new printers, click on the printer icon on the lower-right corner.

= Google Admin Q  Search for users, groups of settings

5.In the Add Printers window, fill in the mandatory fields and adjust the device
URL
https://{hostnamej:{port}/queue/{queue-name} according to your own
configuration.

6. Select ADD PRINTER and the new printer is now created.
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Add Printers

Printer name *

[ use driverless configuration

Select manufacturer * Select model *

ipps

* indicates a required field

CANCEL  ADD PRINTER

7. Select the new printer to confirm if the IPPS settings are applied according to
the organization’s configuration.

Ipps. X

Q Printer Settings
Allow for users i this organization ®
[ oispayName & Locally

Allow for managed guest sessions in this organization Y
Locaty apped

Printer Details

Name * Ipps

Description

uri+ 1pps:/WIN-BOSS2H1 EOI4:8631/queue/ipps

[ use driverless configuration

*indicates a required field

The driverless configuration is not recommended as there might be jobs that cannot
be printed this way. There is no error in the Chromebook when this happens and not
on MyQ's side either, since the job never reaches MyQ.

To include user accounts and fFile names in the jobs printed via
Chromebook:

1. In the Chromebook, sign in to your Google Admin Console in https.://
admin.google.com/using an administrator account.

2. In the Google Admin Console, select Devices, Chrome, Settings and then
Users & browsers.
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= Google Admin Q

Devices

~ Chrome
Devices
Managed browsers
~ Settings
Users & browsers
Device
Managed guest sessions
» Apps & extensions
Printers
» Reports
» Mobile & endpoints

Networks

3.In the Users & browsers settings window, scroll down to Printing — Native
print job information. From the drop-down, select /Include user account and
filename in print job (You can click on the question mark icon next to Native
print job information, to see extra information about the parameter).

= Google Admin Q' Search for users, groups of settings
Settings  «

USER & BROWSER SETTINGS

~ MyaQspel. sro. -

Default page sides

Background graphecs prnting
detustt
ce

Background graphics printing

One-sided

Include user account and filename In prin job

00 not include user account and filename In print job

Print job history deletion

If you want to (optionally) deploy SSL certificates via the Google Admin Console:
1. In the Chromebook, sign in to your Google Admin Console in https.//

90

Alow print job history 10 b deleted

admin.google.com/using an administrator account.

Jobs
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2.In the Google Admin Console, select Devices and then Chrome and Networks.

= Google Admin Q

Devices

v Chrome
Devices
Managed browsers
» Settings
» Apps & extensions
Printers
» Reports
» Mobile & endpoints

Networks

3. In the Networks window, select Certificates and in the Certificates window,
select Add CertiFicate.

4. Type a Name for the certificate and click Upload to upload your certificate.

5. In the Certificate Authority section, choose Chromebook.

6. Click ADD.

X Add certificate

Certificate .
UPLOAD

Certificate Authority

Multiple sign-n will be disabled for users where SSL-inspecting certificates are in

@ Youneed o enable advanced mobile management to apply the Android and I0S settings. ENABLE ADVANCED

To deploy the certificate, use an open guest Wi-Fi network. Your Chrome devices will
authenticate to Google and receive the TLS or SSL certificate. The pushed certificate
will apply to all enrolled Chrome devices on the primary domain.

To verify the CA on managed Chrome devices:

¢ Go to chrome;//settings/certificates.
e Click Authorities.
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¢ Scroll down to see the newly-added CAs. CAs setup in your Admin console is
highlighted as follows:

Certificate manager

Your Certificates Servers  Authorities Others

You have certificates on file that identify these certificate authorities
JcerntSIGN
certSIGN ROOT CA

J Chromedeployment

Chromedeployment i)

This certificate has been installed by your system
administrator Yority

14.8.4 IPPS via Linux
To add IPPS printing via Linux:

e Set up a CUPS service in order to add a printer.

¢ Add a printer with the MyQ Print Server hostname.

¢ In the New Printer window, click Enter URL. Type the device URL in the Enter
device URLfield, in the https;//{hostname}:{port}/queue/{queue-name} format.

New Printer X

Select Device

Devices Enter device URI
Enter URI I https://tmgprg-tmyqt3.myq.cz:8631/queue/color
» Network Printer
For example:
ipp://cups-server/printers/printer-queue
ipp://printer.mydomain/ipp
C Cancel Forward

e Click Forward.

e In the Choose Driver pane, mark Select printer from database, and then
select Generic.

e Click Forward.
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¢ In the next window, under Choose Driver, select /PP Everywhere. Although the
selection option says IPP, this protocol is used for IPPS spooling.

New Printer x

Choose Driver

Models Drivers
Braile embosser
ESC/P Dot Matrix
GDI
IBM-Compatible Dot Matrix
OAKT
PCL3
PCL4
PCLALF
PCLS5
PCL 5¢
PCL 5c LF
PCL 5e
PCL 5e LF
| PCLSLF
PCL6
PCL 6 LF
PCL 6/PCL XL

Back Cancel Forward

e Click Forward.
¢ Enter the name of the printer.
e Click Finish.

a IPPS Authentication is not used (job is assigned according to username).

14.9 Job Privacy

The Job privacy feature limits access to sensitive job metadata for everyone, except
for the job owner and their delegates.

You can enable the feature in the Jobs settings tab (MyQ, Settings, Jobs).

If you have a MyQ Central server setup and Job Privacy is enabled at your Central
server, it will be automatically enabled on all the connected Site servers.

[ Once the Job Privacy feature is enabled, it cannot be disabled again! ]

To use the feature, click on the Enable Job Privacy (irreversible) button.

v Job Privacy

Job privacy feature limits access to sensit VE JOD metadata for everyone but Job owner and nis/her delegates,

WARNING: Once enabled it cannot be disabled again!

Enable Job Privacy (irreversible)

In the confirmation pop-up, type your MyQ administrator password in the Password
field, and click Enable Job Privacy (irreversible).
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Confirm X

WARNING: Once enabled it cannot be disabled again!
Do you really want to enable Job Privacy?

Password: ||
v Enable Job Privacy (irreversible) Cancel

The Job Privacy feature is now enabled.

v Job Privacy

Job privacy feature limits access to sensit V€ JOoD meladala for everyone but Job owner and nis/her delegates,

WARNING: Once enabled it cannot be disabled again!

Job Privacy is enabled.

14.10 Watermarks

On the MyQ Web Interface, you can create collections of watermarks and associate
them with the queues where they will be used. Each collection can contain multiple
watermarks and can be associated with any number of queues.

PostScript, PCL6 and PDF drivers are supported, but should be selected by the user
when they want to see the watermarks printed in their document.

Jobs sent to a queue will have the watermarks of the associated collection printed on
each page.

Individual watermarks can be positioned horizontally at the top of the page,
horizontally at the bottom of the page, or diagonally. The text size of the watermark
can be from 6to 25. You can also represent the text of the watermark as a QR code
or a Bar code.

A watermarks collection cannot be deleted if there is at least one queue attached to
it.

14.10.1 Creating, editing, and deleting watermark collections

The watermarks collections can be created in the Watermark collections section at
the bottom of the Jobs settings tab (MyQ, Settings, Jobs).

Creating a new watermark collection
To create a new watermark collection:

1. On the Jobs settings tab, in the Watermark collections section, click +Add.
The properties panel of the new collection opens on the right side of the
screen.

377



Jobs

2.0n the panel, enter the Name of the collection, then Add watermarks to it,
and lastly click Save.

A+B+C X

General Queues

@ Add watermark Edit Delete...

I

thabied ext FosItion >

N
m

Editing a watermark collection

The properties panel of the collection opens immediately after the collection is
created. To open a properties panel of an already existing collection, select it on the
list on the Jobs settings tab, under Watermark collections, and click Edit.

On the properties panel, you can rename the collection, create and remove
watermarks, and assign or remove them from queues.

Deleting a watermark collection
To delete a collection:

On the Jobs settings tab, under Watermark collections, select the collections that
you want to delete, and then click Delete.

14.10.2 Adding, editing, and deleting watermarks

Within each watermark collection, you can create an unlimited number of
watermarks. Each of the watermarks in the collection can be activated or
deactivated.

Creating a new watermark

On the properties panel of the watermark collection, on the General tab, click +Add
watermark. The properties panel of the new watermark opens. On the panel, set up
the watermark, and then click Save.
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Watermark X

Enabled: 0

Text: * Watermark A

Parameters: SSuyse
CLcis 00U

U maren mhardl o4 ar 9L )
opCioVlia - JcCi /e ouuiU 0 ol PYUilc

Text representation: * QR Code v
Position: * | Top v
Size: 28 points

cido gl KoU Uy arc

Editing a watermark

The properties panel of a watermark opens immediately after the watermark is
created. To open the properties of an already existing watermark, double-click it on
the list on the Jobs main tab, under Watermark collections.

Each watermark has the following properties:

o Enabled: Enable/disable the watermark

e Text: Text of the watermark; max. length: 512 characters.

» Text representation: National characters which are included in the font
(standard New Times Roman) are included for Text. The QR/Bar Codes support
generally any Unicode text. Restrictions can be found here: QR Code, Code 128,
PDF417, and the most restrictive Code 39. The text can be represented in the
following forms:

o Text
© QR Code
o BAR Code 128
o BAR Code 39
o BAR Code PDF417
* Position: The watermark's position on the page (the default is: Bottom right)
o Top
o Top Left

Top Right

Bottom

Bottom Left

Bottom Right

@]

o O O
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o Diagonal: "Bottom to Top" (only available when Text is selected as Text
representation; greyed out in QR and/or BAR code)
o Diagonal: "Top to Bottom" (only available when Text is selected as Text
representation; greyed out in QR and/or BAR code).
¢ Size: The watermark's text size (the default is: 28 and the Font is Times New
Roman, which can be changed in the config.ini) should be a number from 6-85
o 28is small,
o 57is medium,
o 85is large.
e Transparency: Only visible when Text is selected as Text representation. The
available values are:
o Dark
o Medium
o Light

A watermark in Postscript does not reflect paper orientation. It always prints
as portrait.

Deleting a watermark

On the properties panel of the watermark collection, select the watermarks that you
want to delete, and then click Delete.

14.10.3 Attaching watermark collections to queues

You can attach a watermark collection to a queue either within the setup of the
collection, or within the setup of the queue.

Each queue can have only one watermark collection attached to it.
Attaching watermark collections to queues within the setup of the queues

The collection can be selected on the Job processing tab of the properties panel of
the queue. To open the properties panel, go to MyQ, Queues, and then double-click
the queue on the list. On the Job processing tab, in the Watermark section, select
the Watermark from the drop-down, and then click Save.
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@ QueueX X

General Jobreceiving MyQ Desktop Client Job processing Printers Rights

v Imaging

Print grayscale with v
black toner:

v Watermark

<

Watermark:

(® Add new...

> Custom PJL

> Scripting (PHP)

> Custom data processing

Jobs

Attaching watermark collections to queues within the setup of the collections

To assign a new queue to a watermark collection, select it on the on the list on the

Jobs settings tab, under Watermark collections, and click Edit.

1. On the properties panel of the watermark collection, click Queues. The
Queues tab opens.

2.0n the tab, click +Add. A dialog box with a selection of queues appears.

3. Select the queue from the drop-down, and then click OK.

A+B+C X

General Queues

® Each gueue can have only one collection. Adding a queue to this collection will

[15 " ] remove it from other collection.
earch v
= B) Tamars
@) Default - Pull Print § O Remove

[ Easy Print « Pull Print Status
| @ Email « Pull Print

[ HQ « Tandem

@ Job roaming « Pull Print

[ Job roaming delegated - Delegated printing

@) Local « Pull Print

(@ Marketing « Delegated printing

@ QueueX - Direct

@) Web « Pull Print
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15 Reports

In the MyQ web interface, on the Reports main tab (MyQ, Reports), you can create
and generate reports with a variety of data concerning your printing environment.
The reports can be related to users, printing devices, print jobs, etc.

= myo @ Home Q? Reports

(S Reports ® addv 3 My reports
© £ My reports P Status | Runat v | Report
(S Users — My daily summary Today
1] - My
(@ Users — My sessions v 09/15/2022 4:38:1... My monthly summary B ror Administrator
+3 s -
@ Users - My monthly summary v 09/15/2022 43755.. My sessions & roF Administrator
3 Shared reports v 09/15/2022 4:37:4.. My daily summary @ ror Administrator

Reports in MyQ are divided into two main categories: My reports and Shared
reports. My reports show

users reports created by themselves, while Shared reports show them reports
created by the administrator or by other users.

There are three default reports: My daily summary, My sessions and My monthly
summary. These are displayed in the My reports folder of the MyQ administrator,
who can modify them, delete them or change their design. For all the other users, the
default reports are displayed in the Shared reports folder and cannot be changed in
any way.

In addition to the three default reports, the administrator can create an unlimited
number of reports and sort them into sub-folders of the My reports folder. Users can
create their own reports but they are limited to use only certain report types
depending on the rights granted by the administrator.

Each report can be directly displayed on the web interface and saved in any of the
following formats: PDF, CSV, XML, XLSX and ODS. The reports can be automatically
generated and stored in a predefined folder. There is no data limitation for the
generated report, it includes all the data from the specified period.

All the reports have the MyQ logo displayed by default, but it can be replaced by your
company's logo. To upload a custom logo go to MyQ, Settings, Personalization. In
the Custom application logo section, click +Add next to Custom logo and upload
your own file (supported formats - JPG, JPEG, PNG, BMP and recommended size -
398px x 92px).

15.1 Report Types

When you are creating reports on the Reports main tab, you can choose from a large
number of built-in report types that are sorted into multiple categories. Some of the
types are included in more categories (for example, Groups: Daily Summary, Print
Jobs: Daily Summary, etc.), while some of the types are particular to only one
category (for example, Device Alerts in Alerts Maintenance or Credit Balance in Credit &
Quota).
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You can overview all of the report types on the Reports settings tab, under Report
types (in MyQ, Settings, Reports).

= mvo (@) Home (8 Settings: Reports

3¢ Settings (S Reports
%, Event Actions Type Name Category ~
,9\ Users Alerts and maintenance
© Ppolicies Built-in Counter analysis Alerts and maintenance
#% User Synchronization Built-in Event History Alerts and maintenance
&, User Authentication Built-in Toner replacement Alerts and maintenance
f Rights Built-in Top N alerts summary Alerts and maintenance
B Accounting Credit and quota
g} Credit Built-in Credit balance Credit and quota
g auota Built-in Credit operations Credit and quota
B Pprojects Built-in Quota status for groups Credit and quota
g2 Price Lists Built-in Quota status for users Credit and quota
=
[E Jobs Environmental
= Scanning & OCR Built-in Expired and deleted jobs Environmental
D code Books Built-in Printers Environmental
Built-in User groups Environmental
(S Reports group :
Built-in Users Environmental
(S Eexternal Reports
APl REST APl Apps General
Q Log Built-in Day of the week General
ag System Management Built-in Hourly activity General
Built-in Monthly statistics General

Providing users with rights to use a report

The administrator can run all the built-in reports and provide other users and groups
with rights to run them as well. In MyQ, Settings, Reports, right-click on a report and
click Edit. On the General tab, in the Permission For running the report field,
choose users and groups from the list and click Save.

You can also add custom report types developed by the MyQ development team. To
do so, just click +Add, upload the custom report definition file, select users or groups
to access it, and click OK. For more information about custom report types, please
contact MyQ support.

15.1.1 Report Categories

e Alerts and Maintenance - These reports provide information about device
alerts and unusual changes on device counters.

e Credit and Quota - These reports contain information concerning credit and
quota, for example the remaining credit or the state of quota of selected users.

e Environmental - These reports inform about the environmental impact of
printing. They show how many trees needed to be harvested, how much energy
was spent and how much carbon dioxide was emitted during the production of
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the paper used for printing and copying within your company's printing
environment.
Data sources vary in their estimations. MyQ calculations in the report are based
on the following data estimates:

o Carbon dioxide for paper production: 12,7 gram per paper sheet

o Energy used for production: 48 Wh per paper sheet or 32Wh for a recycled

paper sheet

o Trees: 8333 paper sheets are counted as 1 tree.

e General - These reports provide general information about the MyQ system,
such as total counters statistics and printing peaks or comparison of price lists
used for printers.

e Groups - These reports inform about groups of users. They can contain
information about membership, printed pages, weekly stats etc.

e Print Jobs - These reports contain information about jobs printed in MyQ, such
as the list of all expired and deleted jobs over a certain period.

e Printers - These reports inform about all the printing devices in the MyQ
system (both local and network). Generated reports can contain graphs of the
device usage, daily, weekly and monthly counters, etc.

e Projects - These reports contain information regarding projects and project
accounting in MyQ, such as daily summary of projects or projects assigned to
selected users over a certain period.

e Users - These reports can contain various information about users. They can
concern their print jobs, credit statements, printed pages etc.

Alerts and Maintenance Reports

The following reports are included in the Alerts and Maintenance category:

Counter Analysis

This report shows the page counts per session, covering B&W pages, color pages,
total pages, and scans by the user. It shows sessions where the counters reached or
exceeded the predefined value.

a The report is not available when Job Privacy is enabled.

Event History

This report shows the occurrence of predefined device errors and alerts. It only
shows alerts that are turned on in Settings > Events in the MyQ Web UI.

Toner Replacement

This report shows the toner usage, the date the toner was installed or replaced, and
the pages printed for each toner container.

The number displayed in the Toner replacement report in the Pages printed and
Total counters columns depends on the toner it relates to:
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* Pages printed - The number of pages printed with the replaced toner. Only
color pages for color toners (CMY) and all pages for black toners (K) are
considered.

e Total counters - Total counters of the printer related to the replaced toner.
Color pages for color toners (CMY) and all pages for black toners (K) are
considered.

Top N Alerts Summary

This report shows the most common errors and alerts. The number of alerts shown
can be customized.

o Charts are available for this report.

Credit and Quota Reports

The following reports are included in the Credit and Quota category:

Credit Balance

This report shows the current Credit balance.

Credit Operations

This report shows a list of credit transactions (top-up and spent).

Quota Status For Groups

This report shows all of the accounting/cost center group quotas.
Quota Status for Users

This report shows the user-based quotas usage and settings.

Environmental Reports

The information in these reports is based on the following data:
1 tree = 8333 pages / 1 page = 12.7g of CO2 / 1 page = 48Wh of energy / 1 recycled
page = 32Wh of energy

The following reports are included in the Environmental category:

Expired and Deleted Jobs

This report shows a list of expired/deleted jobs and the environmental impact of not
printing them. They are sorted by print queue.

a The report is not available when Job Privacy is enabled.
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Printers

This report shows the environmental impact of each printer.

User Groups

This report shows the environmental impact of each User Group.

Users

This report shows the environmental impact of each User.

a The report is not available when Job Privacy is enabled.

General Reports

The following reports are included in the General category:

Day of the Week
This report shows the output volume by day of the week.

Charts are available for this report.

Hourly Activity
This report shows the output volume by time of day.

Charts are available for this report.

Monthly Statistics
This report shows the output volume by month.

Charts are available for this report.

Price List Comparison

This report shows the price lists applied to various printer groups.

Weekly Statistics

This report shows the output volume by week.

o Charts are available for this report.

Groups Reports

The following reports are included in the Groups category:

Counters by Function and Duplex(BETA)

This report shows counters per group by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.
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Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per group by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per group by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows a summary of the daily output by group.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
group.

Monthly Summary
This report shows a summary of the monthly output by group.

o This report supports aggregated columns.
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Top N

This report shows the groups sorted by largest output volume.
Charts are available for this report.

It will show the top 5 by default, but this can be changed in the Design section of the
report, under Filters and Parameters, by changing the number for N.

Total Summary

This report shows the total output volume per group for a predefined period.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.

User group membership

This report shows the list of members of the group and their membership options.

a The report is not available when Job Privacy is enabled.

Printers Reports

The following reports are included in the Printers category:

Counters by Function and Duplex(BETA)

This report shows counters per device by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per device by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.
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a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per device by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by device on a daily basis.
o This report supports aggregated columns.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
device.

o This report supports aggregated columns.
Meter Reading via SNMP
This report shows the device's total output volume.

This report (unlike the rest of MyQ reports) includes accounting data of the jobs
bypassing MyQ server.

Monthly Summary

This report shows a summary of the monthly output by device.

Top N

This report shows the printers sorted by largest output volume.

o Charts are available for this report.

Total Summary

This report shows the total output volume per printer for a predefined period.
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o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.

Print Jobs Reports

o Reports in this category should not be used for accounting purposes. Print Job
reports display print jobs either as received by MyQ (for devices without an
embedded terminal) or they reflect the printing parameters selected on the
embedded terminal, rather than the final printed outcome.

The following reports are included in the Print Jobs category:

Daily Summary

This report shows the list of print jobs printed by user on a daily basis.

a The report is not available when Job Privacy is enabled.

Expired and Deleted Jobs

This report shows the list of expired and deleted jobs.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.

Favorite Jobs

This report shows the list of user's favorite jobs.

a The report is not available when Job Privacy is enabled.

Printed Jobs Summary

This report shows the list of all the print jobs printed by the user for a predefined
period.

a The report is not available when Job Privacy is enabled.

Projects Reports

The following reports are included in the Projects category:
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Counters by Function and Duplex(BETA)

This report shows counters per project by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per project by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function Paper Format and Duplex(BETA)
This report shows counters per project by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by project on a daily basis.

o This report supports aggregated columns.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
project.
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o This report supports aggregated columns.

Monthly Summary

This report shows a summary of the monthly output by project.
o This report supports aggregated columns.

Print Jobs per Project

This report shows the list of print jobs assigned to each project.

a The report is not available when Job Privacy is enabled.

Project Groups Total Summary

This report shows the total output volume per project for a predefined period.

Projects per User

This report shows the output volume per user and project. The data is grouped by
user.

o This report supports aggregated columns.

a The report is not available when Job Privacy is enabled.
Top N
This report shows the projects sorted by largest output volume.
o Charts are available for this report.
User Project Assignment
This report shows the list of projects assigned to each user.

a The report is not available when Job Privacy is enabled.

Users per Project

This report shows the members of each project.

o This report supports aggregated columns.
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User Session Details

This report shows the list of all the user’s interactions on the device sorted by
project.

o This report supports aggregated columns.

E The report is not available when Job Privacy is enabled.

Users Reports

The following reports are included in the Users category:

Counters by Function and Duplex(BETA)

This report shows counters per user by print/copy, color, and duplex.
The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

a The report is not available when Job Privacy is enabled.

Counters by Function and Paper Format(BETA)
This report shows counters per user by print/copy, color, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.

E The report is not available when Job Privacy is enabled.

Counters by Function paper format and duplex(BETA)
This report shows counters per user by color, duplex, and paper format.

The function field refers to whether a page was printed or copied.

Reports marked as BETA only contain data from Embedded Terminals running MyQ
8+. If some of your Embedded Terminals run earlier versions of MyQ, their data will
not be included in the report.
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a The report is not available when Job Privacy is enabled.

Daily Summary

This report shows the list of print jobs printed by user on a daily basis.

a The report is not available when Job Privacy is enabled.

Day of the Week

This report shows a summary of the daily output based on the day of the week by
user.

a The report is not available when Job Privacy is enabled.

Monthly Summary

This report shows a summary of the monthly output by user.

a The report is not available when Job Privacy is enabled.

Session Details

This report shows the list of all user's interactions on the device.

a The report is not available when Job Privacy is enabled.

Top N
This report shows the users, sorted by largest output volume.

Charts are available for this report.

a The report is not available when Job Privacy is enabled.

Total Summary

This report shows the total output volume per user for a predefined period.

a The report is not available when Job Privacy is enabled.

User Rights

This report shows the list of users with enhanced access rights.
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E The report is not available when Job Privacy is enabled.

15.2 Reporting sources

Accounting in MyQ depends on the MyQ server version, the MyQ embedded terminal
version and the printing device. MyQ 8.0+ currently uses the user-session
architecture. The values in every report are based on user sessions (except for the
Meter reading via SNMP printers report, described below).

e Counters are calculated in the following way:
o B&W pages = B&W prints + B&W copies + Fax
o Color pages = Color prints + Color copies + Single color copy
o Total Pages = B&W pages + Color pages
o Total prints = B&W prints + Color prints
o Total copies = B&W copies + Color copies

Price related columns include discounts.

Any printers monitored via MyQ Desktop Client are included in the reports.

Any non-MyQ users activity (*unauthenticated) is included in the reports.

MyQ does not track deleted printers. If a deleted printer is later added and

activated in MyQ, the reports will not include any activity during the time the

device was deleted.

e If a printer is deactivated but not deleted, the reports include information
about the period it was inactive only after it is reactivated. In that case, after
the reactivation, all the activity is accounted to users not authenticated in a
single session. The reports cannot include printers' data while they are
deactivated.

e When an embedded terminal is installed on the printing device, accounting is
also done for any direct/tandem print queues of the device.

e When an embedded terminal is not installed or a device is used with a MyQ
Hardware terminal, accounting is done via SNMP by the MyQ Print Server
(depends on provided data via SNMP from the device).

Values calculation in the Meter reading via SNMP printers report
The values in this report are based on counters read directly from the printers.

e Any printers monitored via MyQ Desktop Client are not included in the reports.

e The highest and lowest values are compared for a selected period and printer/
group of printers.

e The total value displayed in the report is the summary of all the subtotal
values, without Pages printed while the device was deactivated.

15.3 Report values description

Description of values in the reports' default and additional columns and how they are
accounted.
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These values are accounted as page counts in the following way: 2 clicks for the A3/
Ledger page format and 1 click for the rest (A4 etc..); in case of Duplex, it is 4 clicks
for the A3 / Ledger format and 2 clicks for the rest (A4 etc.). L formats are coverage
counters.

B&W prints

B&W copies

Color prints

Color copies

Single color copy
Total prints

Total copies

Fax

Color pages (L1)
Color cost (L1)

Color pages (L2)
Color cost (L2)

Color pages (L3)
Color cost (L3)

Print color pages (L1)
Copy color pages (L1)

a If discounts are used, they are not applied to all “cost” values in reports, e.g.
Color cost (L1)", "Color cost (L2)" or "Color cost (L3). However, "Total cost",
"Color cost" do reflect discounts.

These values are accounted as paper sheets in the following way : 1x A3 / 1x A4 etc.

e A4 paper
e A3 paper
e A5 paper

e B4 paper

e B5 paper

e Other paper

e Folio paper

e Ledger paper

e Legal paper

e |Letter paper

e Statement paper

¢ Rest of the paper formats

These values are accounted as paper sheets as well, however, when a printing device
is used without an installed Embedded terminal, this counter is specified via SNMP
and depends on the counter used from the printing device.

e Simplex
e Duplex
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Terminals version 7 and lower might have reported Duplex values differently
depending on the vendor - either as the number of images (e.g. 1 page
printed duplex as Duplex=2) or the number of sheets (Duplex=1). Since
Terminals 8.2, these values are unified as the number of sheets. The
combination of data from older Terminals with Terminals 8.2 in Reports may
cause an inconsistency in the Duplex values.

Ajob printed in 1x A3 monochrome sheet, on both sides in duplex mode, on a device
where an Embedded terminal is installed, is accounted in MyQ as 1x A3 paper + 4x
print monochrome and 1x duplex. In the MyQ log it will look like this:

PM=4, A3=1, Duplex=1

15.4 Creating and editing reports

You can create a new reportin a few steps:

1. At the top-right corner of the Reports main tab, click +Add report. The Add
report dialog box appears.

p— myQ (@) Home (8 Reports

(S Reports (® Add report I

> 5 My reports

5 Shared reports

2. In the box, select the type of the new report and the folder to place it, and
then click OK. The editing panel of the new report opens. On the panel, edit
and save the report.

Add report X
Type:* | Groups — Daily summary v
Folder: My reports v

15.4.1 Editing areport

1. On the General tab of the report's editing tab, you can change the report's
Name, add a Description, select Sharing rights, meaning the users or groups
who will have the rights to Run the report and those who will have the rights to
Edit the report. You can also click Schedule to set its scheduled run. Once
done, click Design to open the Design tab of the report.
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Reports > (5 Daily summary

General Design + Save [EQ Preview

v General

Name: * |Groups - Daily summary

Description:
v Sharing
Run: v
Edit: v

v Scheduled run

This report is not scheduled.

Schedule

2.0n the Design tab, you can set the report's layout, select the items (Users,
Printers, etc.) to be included in the report, add or remove columns and change
their order.

Options
e Orientation: Select either the Portrait, or the Landscape orientation.

Options

Orientation: | Portrait v
Show filters in the final

report:

* Show Filters in the final report: Mark the checkbox if you want filters to be
visible in the final report.

Filters and parameters

Available filters and parameters differ depending on the report type. These are the
main parameters available for most of the standard reports types:
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Filters and parameters

User. 22 All users v

Accounting Group: v
Printer: | 5 All printers v

Period: *  Last 7 day(s) v

v Exclude data

User. 2 User not authenticated by MyQ

e User: Select the users to be included in the report. If you select the Me option
and share this report with all users, each user can only see just the data that
concern themselves; this way you can make personalized reports for each user.

e Accounting Group: Select the accounting groups of users to be included in the
report.

e Printer: Select the printers to be included in the report.

¢ Period: Select the time period to be covered by the report.

e Exclude data - User: Select the users to be excluded from the report (only
available in reports where Useris one of the Filters used).

Table

Here you can enable and disable the table option.

Table @addv [ Z * v | B ()

Column Width Alignment | Summary Aggregate
Group Auto Left one

Date Auto Auto None No

B&W pages Auto Auto Sum

Color pages Auto Auto Sum No

Total Auto Auto Sum

Scans Auto Auto Sum

Total price Auto Auto Sum

You can also add and remove columns to the table, edit them and change their order.
For each column, you can change the width, alignment and the type of summary that
will be shown on the final (bottom) row (Sum, Average or None).
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To add a new column, click +Add. To open the editing options of an existing column,
double-click it (or select it, and then click Edit). To remove a column, select it and
click X. To move a column up or down the order, select it, and then use the up/down
arrows.

Period B&W pages Color Pages Total Scans Total price
2017-3 5,621 9,189 14,810 5,506 $5,440.000
2017-4 1,211 569 1,780 1,234 $7,072.000
Period B&W pages Color Pages Total Scans Total price

6,832 9,758 16,590 6,740 $12,512.000

Some reports do not include the option to use tables and their data can be displayed
only in the chart form.

Chart

Here you can enable and disable the chart option.

Pie chart
Chart Doughnut chart o

Type: | Bar chart v

You can also select from the Bar, Pie and Doughnut chart types. Furthermore, you
can add and remove data types to be shown on the chart and select colors for each
data type (depending on the report type).

To add a data type, click +Add. To open editing options of a data type, double-click it
(or select it, and then click Edit). To remove a data type, select it and click X. To move
a data type up or down the order, select it, and then use the up/down arrows.

Some reports do not include the option to use charts and their data can be displayed
only in the table form.
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Designing your own reports can be a bit tricky, since it always depends on many
factors - amount of data included (columns), length of column names and values,
report orientation etc. To get the best result, you can click Preview anytime during
the report's creation to check what the new design will look like. Only after you are
satisfied with the layout, click Save to save the report.

Reports > (5 Daily summary

General Design | v Save [ Preview

15.4.2 Creating new aggregated columns

For some types of reports, you can create any number of custom aggregated
(summary) columns. An aggregated column can display either the sum or the average
of a selection of any number of other columns available for the type.

To create a new aggregated column for a report:

1. Go to MyQ, Reports. On the list of reports on the right side, select the report
and click Edit on the ribbon (or right-click, edit). The report properties panel
opens on a new window.

2. Go to the Design tab on the properties panel.

3.In the Table section, click +Add, and select +Add aggregated column from the
list. The properties panel of the new column opens.
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Reports > (5 Monthly summary

General v Save Preview

Options

Orientation: |Portrait v

Show filters in the final
report:

Filters and parameters

User: | =2 All users
Accounting Group:
Printer: | 5 All printers

Period: * | Last 3 month(s)

Fields marked by * are mandatory.

Table 7 1T 3

Column v ® Add column

[@ Add aggregated column ||
Group . | No

Period Auto Auto None
B&W pages Auto Auto Sum
Color pages Auto Auto Sum
Total Auto Auto Sum
Scans Auto Auto Sum
Total price Auto Auto Sum

(S Monthly su

o @

No
No
No
No
No

No

Reports

4. In the panel, set the properties, select the Aggregate operation you want to
use (Sum or Average), and click Save. The new column is listed with the other
table columns, and you can double-click on it to edit it.
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Add aggregated column X
Column: *
Width:

Leave emptly Tor an automatic widtn

Alignment: * | Auto v

Summary: * None v

Columns: * v

Aggregate operation: * | Sum v

Supported types of reports For aggregated columns

The aggregated (summary) columns can be created for the following types of
reports:

e From the Groups category: Monthly summary, Total summary

e From the Print jobs category: Expired and deleted jobs

e From the Printers category: Daily summary, Day of the week, Meter reading via
SNMP, Total summary

e From the Projects category: Daily summary, Day of the week, Monthly
summary, Project groups total summary, Projects per user, Users per project.

15.5 Generating reports

To preview a report

Select the report and click Preview (or right-click it and click Preview on its shortcut
menu). The report is shown in HTML format and the number of included data is
limited. You can switch between Graphical view and Grid view.

To run a report

Right-click the report and click Run. The report runs in the specified format (PDF,
CSV, XML, XLSX or ODS) with no data limitation.
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(S Reports

v 5 My reports
(8 Users — My daily summary
(8 Users — My sessions

(@S Users — My monthly summar

£ Shared reports

To export the displayed report

@ Reports

® addv My reports > (5 Users -

Status | Run at

Preview

Run

/ Edit

W Delete..

>

PDF
csv

XML
XLSX
oDs

v

Reports

After the report is generated, click on the report’s format link in the file column to

download it.
5 My reports
Status | Run at v
Today
v 09/15/2022 5:14:1...
v 09/15/2022 5:14:0...
v 09/15/2022 5:13:5...
v 09/15/2022 4:38:1...
v 09/15/2022 4:37:5...
v 09/15/2022 4:37:4...

My monthly summary
My sessions

My daily summary
My monthly summary
My sessions

My daily summary

Files

() ops
(B)xLsx
B)csv
(@)roF
(S)roF
(B roF

Run by

Administrator
Administrator
Administrator
Administrator
Administrator

Administrator
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16 Connection to Bl tools

Starting from version 8.2 (patch 16), MyQ Print Server exposes data to be analyzed
with external Bl tools (Business Intelligence tools).

The below information refers to the setup and use of Power Bl by Microsoft, along
with a MyQ setup.

For further information about Power BlI, visit:
https://docs.microsoft.com/en-us/power-bi/fundamentals/desktop-getting-started

16.1 Embedded Database Connection Configuration

Power Bl can access the MyQ Embedded Database via ODBC. In order to create an
ODBC data source:

a Power Bl will only let you connect to a ODBC data source that is available on
the local PCit is running within. Your data source should be created on the
same PC that Power Bl desktop run.

1. Download and install the latest ODBC driver for Firebird from:
https://firebirdsql.org/en/odbc-driver/

2.0nce installed, open the ODBC Data Sources application from the Windows
Apps menu.

3. Go to the System DSN tab and click Add.

3- ODBC Data Source Administrator (64-bit) X

User DSN  System DSN  File DSN Drivers Tracing Connection Pooling  About

System Data Sources:

Name Platform  Driver Add

Remove

Configure...

An ODBC System data source stores information about how to connect to the indicated data provider.
A System data source is visible to all users of this computer, including NT services.

Cancel Apply Help

4. In the Create New Data Source window, select Firebird/InterBase(r) driver and
click Finish.
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; ODBC Data Source Administrator (64-bit

User DSN| Create New Data Source X

System O

Name Select a driver for which you want to set up a data source.

8 Name Version Cor!
’c \ Firebird/InterBase(r) driver 2.00.05.156 Fire
i‘ ODBC Driver 11for SQL Server 2014.120.5000.00 Mic

SQL Server 10.00.17763.01  Mic

vider.

=)

< Back Cancel

OK Cancel Apply Help

5. In the Firebird ODBC Setup tab, enter the connection details:

Firebird ODBC Setup X

Data Source Name [DSN)

|Myﬂ Database I
Description

| |
Database

| C:\ProgramD atatMyQ\MY(Q.FDB | Browse
Client

| C:AProgram Files\My'Firebird\fbclient. di | | Browse
Database Account Password Role

\DB_DATAREADER | [recccccccoeced | |

Character Set
|NDNE v I Services Test connection

Options
Transaction Extended identifier properties

(] read (default vrite) quoted identifiers
[] nowait (default wait)

[ | Lock Timeout
Dialect @3 O1
safe thread

[] sensitive identifier

[] autoquoted identifier
|Set null field SCHEMA, v

Cancel Help

1. Data Source Name (DSN): Add a name as an identifier for the connection
a. Database: Add the path to your database file (C:
\ProgramData\MyQ\MYQ.FDB by default)
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b. Client: Add the path to the Firebird library client used for the connection. It
is recommenced to use the MyQ Print Server client, found in C:\Program
Files\MyQ\Firebird\fbclient.dl( by default

c. Database Account: Add the Database Account user name. It is highly
recommended not to use the default database account, but enable and use
the database read-only account available in the External Reports settings
tab.

d. Password: Add the Database Account password. In case you are using the
default database account (not recommended) and you haven't changed the
password in MyQ Easy Config, the default one is masterkey.

e. The rest of the fields can be left unchanged. Click Test Connection and if
successful, click OK.

16.2 Creating Reports

Reports can be created according to each customer's specific requirements. It is
possible to create the reports manually, or use the Power Bl template created by
MyQ in order to generate reports quickly.

Manual reports creation

Reports creation via template import
Report examples

Database Views description

16.2.1 Manual Reports Creation
To manually create the reports, open Power Bl and:

1. Establish the connection to your database:
a. Click Get data, More.... In the new window, select Other, click on ODBC on
the list, and click Connect. In the new prompt, select the Data source name
(DSN) you created in the ODBC Data Sources app and click OK.
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X
Get Data
Search Other
All & Web .
File £ SharePoint list
Database EE OData Feed

% Active Directory

Power Platform

Microsoft Exchange

Azure

Online Services Hadoop File (HDFS)

Other Spark

R script

€

&

w

@ Hive LLAP (Beta)
&

<= Python script
<>

ODBC

A _nicnoo
I Import data from ODBC. I

- Solver

7. Cognite Data Fusion (Beta)
@ FHIR

% Information Grid (Beta)

Certified Connectors Connect

From ODBC

Data source name (DSN)

MyQ Print Server DB ~

> Advanced options

o

2. In the Navigator window, select all the options with the DIM_ and FACT_
prefixes and click Load (see Database Views description).
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o X
Navigator
P FACT_SESSION_COUNTERS >

Display Options ~ 2 ID FINISH_DATE FINISH_TIME FINISH_YEAR FINISH_MONTH  FINISK
4 i ODBC (dsn=MyQ Master Embedded DB) [78] A 186553 10/20/2016 2:56:29 PM 2016 10

¥ [ DIM_ACCOUNTING_GROUP 186354 10/20/2016 2:56:30 PM 2016 10

B ) DM _PRICELIST 186355 10/20/2016 2:56:29 PM 2016 10

186356 10/20/2016 2:56:30 PM 2016 10

¥ ) DIM_PRINTER 186357 10/20/2016 2:56:35 PM 2016 10

¥ [ DIM_PROJECT 186358 10/20/2016 2:56:51 PM 2016 10

# [T DIM_PROJECT_GROUP 186359 10/20/2016 2:56:54 PM 2016 10

¥ 5 oiM_sITe 186360 10/20/2016 2:57:00 PM 2016 10

@ [ DIM_USER 186361 10/20/2016 2:57:05 PM 2016 10

186362 10/20/2016 2:57:24PM 2016 10

¥ 3 FACT ALERT 186363 10/20/2016 2:57:25PM 2016 10

¥ [ FacTOB 186364 10/20/2016 2:57:26 PM 2016 10

¥ [] FACT_SESSION_COUNTERS ‘ 186365 10/20/2016 2:57:57 PM 2016 10

1 USERSESSION_TOTALPAGES 186366 10/20/2016 3:00:40 PM 2016 10

Ol E3 ACCESSENTITY 186367 10/20/2016 3:02:10PM 2016 10

OB ACE o The data in the preview has been truncated due to size limits.

O E ALERT

OB AuAs

OO E AUDITLOG

[0 E AUDITLOGPROPERTY

[ FE AUTHSERVER

O carD M < >

load | [ TranstormDate | | Cancel |

3. Power Bl loads the data, however the relationships between them must be
created manually, since Power Bl cannot extract them:
a. Go to the Modeling menu and click on Manage relationships.
b. Click New... and create the relationships between the views, selecting the
IDs in each of them. Click OK once done.
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File Home Insert Modeling View Help
s i H R B A4 I A
&5 B A 3 A S e AL
Manage New Quick New New New Manage View Q&A Language Linguistic
relationships || measure measure column table parameter roles as setup v schema v
Relationships Calculations Page refresh What if Security Q&A
[l . . X
Manage relationships
= X
a8 Active Create relationship
v
7 Select tables and columns that are related.
v
FACT_SESSION_COUNTERS M
ID FINISH_DATE FINISH_TIME FINISH_YEAR FINISH_MONTH FINISH_DAY FINISH_HOUR USER_ID
< >
DIM_USER M
USERNAME FULLNAME EMAIL PHONE PERSONAL_NUMBER
-2 *admin Administrator null null nuil
-4 *unauthenticated Unauthenticated user null null nuil
[ -9 *fax Fax null null null
Cardinality Cross filter direction
One to one (1:1) ~  Both

¥ Make this relationship active

[ Apply security filter in both directions

4. Your model has been created and you can add visualizations to the report.
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16.2.2 Reports creation via template import
An ODBC DSN must be configured before using the template.
e ODBC template

To import the template provided by MyQ , open Power Bl and:

Connection to Bl tools

1. Open the File menu, select Import, and click on Power Bl template. Find and

open the correct template according to your database.

411


https://myq-online-help.atlassian.net/wiki/download/attachments/1043562529/MyQ%20Print%20Server%20Reports%20ODBC.pbit?api=v2&cacheVersion=1&modificationDate=1663244322149&version=1

Connection to Bl tools

New Import

Open report
[@. Power Bl template

Save

Save as : .
[ Power Bl visual from file
Get data

import ﬁ] Power BI visual from AppSource
Export . X
Power Query, Power Pivot, Power View

Publish

Options and settings

Get started

2. Establish the connection to your database:
a. Add the Data source name (DSN) you created in the ODBC Data Sources

app and click Load.

X
MyQ Print Server Reports ODBC

The Data Source Name entered in the ODBC Data Source Administrator ]

G (o |

3. Power Bl imports the data. The reports can be edited; the changes are saved in
a different file so the template can be reused.

16.2.3 Report examples

The examples below were generated using the MyQ template.

Print date range ’ m
6/7/2018 6/14/2018

O O

SAVINGS PRINTED JOBS IN COLOR PRINTED JOBS IN B&W

1984 247 55

Total pages

TOP JOBS BY TOTAL PAGES TOP JOBS BY SIZE TOP USERS BY NUMBER OF JOBS PRINTED
0.8bn 30
=
5 0.6bn
£ 20
&
g 2 0.4bn =)
8 = ,
a 1
E “ 0.2bn
0.0bn 0 - -
Test page Test = ER—
A43 page A4 5 g
060718 3
112057758 06071..
NAME NAME
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Date range

6/7/2018

O

6/14/2018

TOTAL COST PER WEEK

NUMBER OF JOBS PRINTED PER WEEK

160

140

TOTAL_PRICE_USER

120

FINISH_WEEK

COLOR PAGES PER WEEK

24 25

Connection to Bl tools

myo

NUMBER OF ALERTS PER WEEK

60

N
S

Number of alerts

N
S

CREATION_WEEK

MONO PAGES PER WEEK

180 @COPY_COLOR ®PRINT_COLOR @ COPY_MONO ®PRINT_MONO
400
& 600 =
160 8 2 300
o £ 400 z
E E 200
140 g s
§ 200 2 100
z a
z N &
S 8 .
120 0 0
23 24 23 24 2 24
PRINTED_WEEK FINISH_WEEK FINISH_WEEK
£nd of session date range m
6/7/2018  6/14/2018
TOTAL PAGES . . .
@PRINT_MONO ®PRINT_COLOR ®COPY_COLOR ®COPY_MONO
TOTAL COLOR PAGES AND TOTAL MONO PAGES TOTAL COST

1K
(34.25%)

K
(65.75%)

1000
o Total Color... 2 79 8 9 500
® Total Mono... °
Total cost for users

0

TOP PRINTERS TOP ACCOUNTING GROUPS TOP USERS
200 200 172

] ] &
3 2 g
g % 100 g 100

50 III
O 8 h b A
5

&

> 2
T
LSRN

TS

NAME

16.2.4 Database Views description

There are two groups of views; dimensions and facts. The fact views contain
measures, numeric data which can be used in calculations for reports. The dimension
views contain descriptive information used for the measures in the facts. Dimension
views have the dim_ prefix and fact views have the Fact_ prefix.

>
e 0
& @
¢ &

- - i

0 ——

\ A A o

R G 0 P o 8
&y

& Nl
O S

Levell USERNAME

The IDs in the views are internal MyQ IDs and can be used to establish relationships

between views.
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Printer Dimension (dim_PRINTER_V2) - Information about the printer

Field Name Description

ID Printer ID

Name Printer name
IP_Address Printer IP address
MAC Printer MAC address
Brand Printer brand

Model Printer model
Location Printer location
Serial_Number Printer serial number
ASSET_NUMBER Printer asset number
CONTACT Printer contact info
NOTES Printer notes (memo text)
MODE Printer mode.

Values: 1= OFffline, 2 =0Online, 8 =Local

IS_COLOR Color printing. Values: 1 = Color print available

0 = Monochrome print only

IS_COPIER Copier function. Values: 1= Copier, 0 = Copier

Function is not available
IS_A3 A3 paper format support. Values: 1 = A3 format is

supported,
0 = No A3 format support
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Field Name

COPIER_COLOR_COU
NTER

COPIER_MONO_COU
NTER

PRINTER_COLOR_CO
UNTER

PRINTER_MONO_CO
UNTER

SCANNER_COUNTER

FAX_COUNTER

Connection to Bl tools

Description

Total counter of color copies

Total counter of monochrome copies

Total counter of printed color pages

Total counter of printed monochrome pages

Total counter of scanned pages

Total counter of fax pages

User Dimension (dim_User) - Information about the user

Field Name

ID

USERNAME

FULLNAME

EMAIL

PHONE

PERSONAL_NUMBER

CREDIT

LANGUAGE

NOTES

Description

User ID

MyQ username

User's name and surname
User's email

User's phone number

User's MyQ personal number

Credit amount ( null -if credit is disabled for user)

User language

Notes (memo text) to users account
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Printer Events Fact (Fact_PRINTER_EVENTS) - Information about printer events.

Field

Description
name
Name Name of the event
Type Type of the event ( alert or tonerLevel or totalCounter or

tonerReplacement)

Created Date and time in which the event was created
Closed Date and time in which the event was closed

Data Data of the event (JSON example:
{"TONER_K.LEVEL":"8","EVENT.TONER.INFO":

"TK-8305Y","TONER_C.LEVEL":"6","TONER_K.INFO":"TK-8305K","
TONER_C.INFO":
"TK-8305C","TONER_M.INFO":"TK-8305M","TONER_M.LEVEL":"0",
"TONER_Y.INFO":
"TK-8305Y","TONER_Y.LEVEL":"6","SUPPLY.INFO":"TK-8305C;TK-
8305M;TK-8305Y;

TK-8305K","EVENT.TONER.LEVEL":"6"} )

Printer_I  ID of the printer where the event was raised
d

Toner replacements (Fact_TONER_REPLACEMENTS) - It provides certain data
about printer toners that have been replaced and currently installed. This view
combines the results of V_.TONERS_REPLACED and V_TONERS_INSTALLED into
one view.

V_TONERS_REPLACED

Field name Description

Name Name of the toner
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Field name

Type

Installed

Replaced

Counters

Period

Pages

Printer_Id

Connection to Bl tools

Description

Type of the toner ( cyan or magenta or yellow or black)

Date and time in which the toner was installed
Date and time in which the toner was replaced

Total number of pages printed with the toner type of the toner
until the toner was replaced

Number of days from the toner installation to the toner
replacement

Number of pages printed by the toner

ID of the printer where the toner was installed

V_TONERS_INSTALLED

Field name

Name

Type

Installed

Replaced

Counters

Period

Pages

Printer_Id

Description

Name of the toner

Type of the toner ( cyan or magenta or yellow or black)

Date and time in which the toner was installed
NULL

Total number of pages printed with the toner type since the
toner type installation

Number of days since the toner installation
Number of pages printed by the toner

ID of the printer where the toner was installed
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Printer jobs counter fact (Fact_PRINTERJOB_COUNTERS_V3) - Information about
printer jobs counters

Field name

PRINTERJOB_ID

Description

Printer job Id

USER_ID User Id

USER_GROUP_I  Group of users

D

PRINTER_ID Printer Id

PROJECT_ID Project Id (-56 fFor jobs without project)

SITE_ID Site id

TYPE Job type. Values: print, copy, scan, faxRx (Incoming fax
-print), fFaxTx (Outgoing fax - scan)

EﬁﬁMENTACCO Payment Account. Values Credit, Quota, Cost Center

FINISH_DATE Date when job was finished

FINISH_TIME Time when job was finished

FINISH_YEAR Year when job was finished

FINISH_MONTH  Month when job was finished

FINISH_DAY Day of a month when job was finished

FINISH_HOUR Hour when job was finished

PAPER_FORMA
T

Paper format
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Field name

DUPLEX

SHEETS

MONO

COLOR

SINGLE

PRICE

CLICK_MONO

CLICK_COLOR

SESSION_ID

JOB_ID

Connection to Bl tools

Description

Duplex print. Values: Yes, No

Used sheets of paper
Monochrome print job
Color print job

Single color print job
Job price

Click mono

Click color

User session id

Job id (Reference to user’s job)

Job Fact (Fact_job) - Information about print jobs

Field Name

ID

SESSION_ID

NAME

OWNER_ID

PRINTER_ID

COMPUTER

Description

Job ID

Session ID

Job name

Job owner ID

Printer ID where the job was printed. Null if not printed

Computer name or address where the job was sent
from
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Field Name Description
SIZE_IN_BYTES Job size in bytes
PAGES_MONO Number of pages in black and white

PAGES_COLOR

Number of pages in color

DUPLEX Duplex print. Values: 1 =Duplex , 0= Simplex
COPIES Number of copies
STATE Job state. Values: Ready, Printed, Expired or

PRINTED_DATE

deleted

Date when the job was printed

PRINTED_TIME Time when the job was printed
CREATION_DATE Date when the job was created
CREATION_TIME Time when the job was created

Session Fact (FACT_SESSION_COUNTERS) - Information about sessions

Field Name Description

ID User session ID

FINISH_DATE Date when session was finished
FINISH_TIME Time when session was finished
FINISH_YEAR Year when session was finished
FINISH_MONTH Month when session was finished
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Field Name

FINISH_DAY

FINISH_HOUR

USER_ID

PRINTER_ID

PROJECT_ID

USER_GROUP_ID

TOTAL_PRICE_USER

TOTAL_PRICE_ADMI
N

TOTAL_PAGES

PRINT_MONO

PRINT_COLOR

COPY_MONO

COPY_COLOR

COPY_SINGLECOLO
R

FAX

SCAN

PAPERA4

PAPERA3

Connection to Bl tools

Description

Day when session was finished
Hour when session was finished
User ID

Printer id

Project id

User group id

Total price for the user

Total price for the admin

Total number of pages

Printed pages in black and white
Printed pages in color

Copied pages in black and white
Copied pages in color

Copied pages in single color

Faxed pages
Scanned pages
Pages in A4 paper format

Pages in A3 paper format
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Field Name

PAPER_AS

PAPER_B4

PAPER_B5

PAPER_FOLIO

PAPER_LEDGER

PAPER_STATEMENT

PAPEROTHER

Connection to Bl tools

Description

Pages in A5 paper format

Pages in B4 paper format

Pages in B5 paper format

Pages in folio paper format
Pages in ledger paper format
Pages in statement paper format

Pages in other paper format

Session Environmental Impact Fact (Fact_Session_Counters) - Information about
sessions' environmental impact

Field Name

ID

CREATION_DATE

FINISHDATE

TOTAL_A4

USER_ID

GROUP_ID

PRINTER_ID

TOTAL_TREES

TOTAL_CO2_GRAMS

Description

User session ID

Date of the session creation

Date when session was finished

Converted to A4 paper size units total pages amount
User ID

User group id

Printer id

Approximate amount of trees used per session

Approximate amount of CO2 was produced per session
(in gram units)
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Field Name Description

TOTAL_ENERGY_WH Approximate amount of Energy consumed per session
(in watt-hour units)

TOTAL_ENERGY_WH_RE Estimated approximate amount of Energy will be
CYCLED consumed to recycle used amount of paper per session
(in watt-hour units)

Printer Job Environmental Impact Fact (FACT_PRINTERJOB_ENV_IMPACT)
-Information about printer job’s environmental impact

Field Name Description

ID Printer Job counter Id

PRINTERJOB_ID Printer Job Id

TOTAL_TREES Approximate amount of trees used per session
TOTAL_CO2_GRAMS Approximate amount of CO2 was produced per session

(in gram units)

TOTAL_ENERGY_WH Approximate amount of Energy consumed per session
(in watt-hour units)

TOTAL_ENERGY_WH_RE Estimated approximate amount of Energy will be
CYCLED consumed to recycle used amount of paper per session
(in watt-hour units)

There is a limitation that even if you are using a Job Privacy license, the data in the
database are not changed by this feature and are still readable.
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17 Scanning and OCR

The MyQ system is able to automatically send scanned documents to the scanning
user with the Scan to Me feature.

MyQ also allows you to use Optical Character Recognition (OCR) by either
integrating the MyQ OCR server or using a custom 3rd-party application.

The first section of this topic shows you how to set up the Scan to Me feature on the
MyQ server, how to use it, and how to limit the size of emails with scans.

The second section shows you how to set up your OCR server.

17.1 Scan to Me

With the Scan to Me feature enabled, MyQ serves as an email server — it receives a
scanned job from printing devices via the SMTP protocol, detects the device where
the job is sent from, finds the user that is currently logged on the device and sends
the job to their folder or email (depends on the user's settings).

Scan to Me is also one of the essential features of the MyQ Embedded terminals.
Apart from it, the embedded terminals offer a large number of advanced
destinations such as Cloud and FTP servers.

First, you need to set up the feature on the MyQ server and on the printing device to
enable the MyQ users to use all of the scanning options. After that, you need to
provide the users with an email addresses, where they can direct the scanned
documents to.

= I'I‘IVQ () Home | =3 Settings: Scanning & OCR ® 0
3¢ Settings = Scanning & OCR

Frice LISTS
% s > General
= Scanning & OCR > Default settings of an email with scan
Q Code Books

> OCR

o
G Reports Fields marked by * are mandato
(}% External Reports
APl REST API Apps

a The correct time and date must be set on the printing device to avoid issues
with correct functionality.

17.1.1 Setting up the Feature
To set up Scan to Me:

e Enable and setup scanning on the MyQ server
e Set SMTP on the printing device
¢ Set the destinations for the MyQ users on the MyQ server
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Enable and setup scanning on the MyQ server
Go to the Scanning & OCR settings tab, under General and Enable scanning.

You can also change the subject and message of the email with the scanned
document there. As the sender of the document, you can select either the email of
the logged user or the default sender email set on the Network settings tab, under
Outgoing SMTP server.

Set SMTP on the printing device

The scanning function requires enabling the SMTP protocol, setting the SMTP server
address and entering a sender email on the printing device web interface. For
information about how to enter the printing device web interface and find the
particular settings, see the printing device manual.

To enable the scanning function, take the following steps on the printing device web
interface:

e Enable SMTP protocol.

e Enter the MyQ server IP address or hostname.

e Ensure that the SMTP port is the same as the SMTP port in the Network
settings tab, under MyQ SMTP server. The default port in MyQ is 25.

¢ Enter sender email address. The address value is arbitrary.

17.1.2 Set the destinations for the MyQ users on the MyQ
server

On the properties panel of each individual MyQ user (see Editing user accounts), you
can set the destinations using three options: Sending scans to the user's primary
email, Sending scans to other predefined emails, Storing scans to the user's scan
folder.

To provide a user with these options, set the appropriate fields on their properties
panel, according to the following table.

Option Parameter Value

Sending scans to the user's Email User's primary email

primary email address

Sending scans to other User’s storage Any number of email

predefined emails addresses separated by
commas (,)

Storing scans to the user's scan User’s storage Folder where the

folder document

should be stored
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17.1.3 Using the Scan to Me feature

To send the email to the desired destination, the scan needs to be directed to a
specific receiver email address. There are two options to enable the MyQ users to
send the scans there: provide them with the respective receiver email address, or
predefine these email addresses on the printing device's Web User Interface.

Email addresses for Scan to Me

» Sending scans to the user's primary email - The scanned document is sent to
the user email set in the email text box on the user properties panel.
The receiver email address has to be email@myq.local.

» Sending scans to other emails - The scanned document is sent to all emails set
in the User's storage text box (multiple emails should be separated by
commas) on the user properties panel.

The receiver email address has to be folder@myagq.local.

e Storing scans to the user's scan Folder - You have to create a shared folder
and ensure that MyQ has access to this folder. After this, enter the folder's
location to the User's storage text box. The scanned document is sent to MyQ,
and then stored in the shared folder via the SMB protocol. The stored
document file name consists of the user account name, and the date and the
time when the scan was sent.

The receiver email address has to be folder@myagq.local.

To enable MyQ to save the scan file in the user scan folder, you have to make sure
that the folder is shared over your network and that the computer where you run
MyQ has all the necessary access rights to this folder.

Predefined list of the MyQ destinations on the printing device

On the Address List on the printing device's web interface, you can predefine email
addresses where the scanned documents are sent to.

« Home

Address List (Display All Items)
Back

Wizard Method | Manual Input
&"" Add User | ¢ |Change j Delete ﬂ Add Group Ef Maintenance

Number of Registered : User(s)8 Group(s)0 Switch to Display Specified No.of Items

Typew | Registration No.w | Namew Freq.w |Title 1w |Title 2w | Title 3w | User Codew | E-mail Addressw

2 00001 MyQ Email On --- -—- - -—- myq@myaq.local

2 00002 SCAN to PDF On - - -—- -—- myqocr.pdf@myq.local
2 00003 SCAN To Word On myqocr.word@myaq.local
2 00004 SCAN To Excel Oon - - - - myqocr.excel@myq.local

17.1.4 Scan email size limits

Due to email size restrictions in some email servers, users might not be able to send
scans exceeding a certain size to their emails. To prevent such situations, you can set
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the maximum size of emails with scans on the MyQ Web Interface. Emails exceeding
the limit are then replaced by emails with a secure link to the scan file, which is saved
on the MyQ print server.

v Default settings of an email with scan

Maximum email size: * 2047 | MB

mail exceeds the maximum size, a secure link to the document will be sent.
Sender: * | Logged user v

Subject: * | MyQ: scanned document

Message: Scan in attachment Scan as a2 secured link
Dear %fullname®%
here are your scanned documents, hope they find you well.
Did you know you can have them sent to a cloud storage or add a big scoop of convenience and

flexibility to your office printing with the free MyQ X Mobile Client?

https://www.myq-solution.com/en/myq-x-8-2-mobile-app

€9 Revert values

¢ Maximum email size - Set the maximum size limit (in MB) of the email with the
scan. The default value is 2047MB.

e If the scan is bigger than the above limit, it will be sent as an email with a
secure link to the scan.

You can edit the email Sender, Subject, and Message as well.
You can use multiple parameters, such as %username% %timestamp%, %admin%, etc.

The %links% parameter represents the actual link to the stored scan file.

17.2 OCR

Optical Character Recognition (OCR) is a service that converts scanned documents to
a searchable and editable format, such as a text document or a searchable PDF. To
provide this Functionality, you can either use the MyQ OCR server, which is a part of
the MyQ solution, or you can employ a third-party application.

o For more information, check the MyQ OCR Server guide.

a MyQ Print Server 10+ requires MyQ OCR Server 3.0+.

17.2.1 Activation and setup
The OCR feature has to be enabled on the Scanning & OCR settings tab, under OCR.
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v OCR

Enabled: * 0

OCR server type: * (@ Custom OCR server

MyQ OCR Server

OCR working folder: * | %app3%\OCR

profiles: (¥ Add

The list is empty

® Add

Choose the OCR server type:

e Custom OCR server - select this option if you have your own Document
Management System (DMS) for document processing or any other OCR-
capable application.

e MyQ OCR Server - select this option if you already have the MyQ OCR Server set
up and running.

You can change the folder where the scanned data is sent in the OCR working folder
field. It is however, not recommended to change the default folder (C:
\ProgramData\MyQ\OCR).

The OCR folder contains two sub-folders: in and out. In the in folder, the scanned
documents are stored before being processed. In the out folder, the processed
documents are saved by the OCR software and are ready to be sent.

In the Profiles section, you can set up OCR profiles to be used in the Easy Scan
terminal action.

Click Add, set a Name for your new profile and select the Output, either pdf, pdfaor
text, and click Save. You can now set this OCR profile as the Default value in the
Format parameter of your Easy Scan terminal action.

A document sent to be processed by OCR is received with a certain delay, depending
on the OCR software speed, and on the size of the document.
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Running the OCR software on the same production server as MyQ may affect
your system'’s performance.

17.2.2 OCR processing

To send a scanned document to OCR, the entered receiver email address has to be in
the form: myqocr.*folder*@myq.local, where folderis the folder where the
document is saved before it is proceeded by the OCR software, for example TXT or
PDF. If the folder is not there, MyQ will create it.

e OCR | =[x
“ Home Share View 0

( (_. v 4 H C:\ProgramData\MyQ\OCR vI ¢ ‘ ’ Search OCR P ‘
m Desktop ~ Name Date modified Type
‘| Documents . I i
in 9/10/2015 4:11 AM File folder
4 Downloads = e - i
. . out 9/10/2015 4:11 AM File folder
o Music
= Pictures
# Videos

i Local Disk (C:) |v| < m >
2 items 1 item selected =]

The OCR software should listen to the document sub-folders of the in folder (in\pdf,
in\txt,...), process the file that was sent there, save the converted document to the
out folder and delete the source file from the in*folder* folder.

MyQ listens to the out folder, sends the converted file to the user and deletes it
from the folder.

The converted file is sent to the Folder or email address listed in the User's storage
text box, in the user properties panel.

The file sent to the out folder by the OCR software has to have the same name as the
source file in the in*** folder. If the name of the converted file differs from the
source file, it is deleted without being sent to the user.
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18 Code Books

On the Code Books settings tab (MyQ, Settings, Code Books), you can add code
books and code lists with defined values for each of them. These code books and lists
can be used with your scan profiles in multiple ways, such as allowing users to use
scan recipients from an LDAP source, set up output folders from an internal code list,
search users from an MS Exchange address book, etc.

= 9
= myo (@) Home Q Settings: Code Books @ @
3¢ Settings D Code Books

Quota

B Pprojects S

& Price Lists Cache code book for: |10 minutes

= Scanning & OCR

()

) Code Books ® Add v 7 Refresh

@ Reports

(@S External Reports
Addresses MS Exchange Address.

APl REST APl Apps Emails Internal code list

& Log Folders LDAP

In the General section you can find the Cache code book For: __ minutes setting.
The value set here determines how long the code book will be cached in MyQ, to be
available in case of a lost connection between the MyQ server and the LDAP server.
The default value is 70 minutes.

Below that, you can add and modify your Code Books.
Three types of Code Books can be added:

e LDAP Source
¢ Internal code list
e MS Exchange Address Book

® Add v Actions 7 Refresh

Internal code list

MS Exchange Address Book

To add a new Code Book, click +Add and select the type you want to add from the
drop-down.

To delete a Code Book, select it, click Actions, and select Delete, or right-click on the
Code Book and select Delete.

To edit a Code Book, select it, click Actions, and select Edit, or right-click on the
Code Book and select Edit, or double-click on the Code Book.
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18.1 LDAP Source Code Books

On the Code Books settings tab (MyQ, Settings, Code Books), you can enable
selecting scan recipients directly from an LDAP server by importing the codes from
that server.

In the Code Books section, click +Add and select LDAP Source from the drop-down.
The new code book's properties panel opens on the right side of the screen.

O Folders X

General

Title: * | Folders

Server: * | mygtestalab.local M
User:* |admin
Password: * | eeee

Base DN: * | OU-import_test

® Add

Filter: |objectClass=user
department=Managers

v Properties
Title: * | en

Value: *  folder

On the properties panel, fill in the required information, and click Save:

Title - The code book's name.

Server - The LDAP server that you want to import the attributes from.

User - The user name for accessing the LDAP domain server.

Password - The password for accessing the LDAP domain server.

Base DN - The base domain(s) that you import the attributes from. Click +Add
to add a text box for an additional base DN, and then enter the domain. You
can add multiple domains this way.

Filter - You can filter the users import by specifying the attributes' values.
Attribute=Value. Users with different values in this attribute are not accepted
and are filtered out of the import. You can use the * symbol to search for
substrings. The symbol can be appended from both sides. For example, if you
add a cn=/n condition, only users whose common name attribute contains "in"
are accepted. Add one condition per one raw. Users are accepted if they satisfy
at least one condition.
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* Properties: Title, Value - Define the titles and values of the code for each user
by entering their attributes from the LDAP database. For example, you can
enter the cn attribute as the Title and the folder attribute as the Value. This
way, each code will contain the user's folder and its title will be the user's Full
name.

18.2 Internal Code List

On the Code Books settings tab (MyQ, Settings, Code Books), you can predefine
code lists with values and use the values as options available for users.

In the Code Books section, click +Add and select /nternal code list from the drop-
down. The new code book's properties panel opens on the right side of the screen.

Emails X

General Rights

Name: * | Emails

® Add % Actionsv  ©Toolsv | Y

Code Description Rights

C:\ScannedDoc  Carol(work) S carol Kai Rights v

On the properties panel, on the General tab, enter a Name for your new internal
code list, and click Save. The new code list is added to the list on the Code Books
settings tab.

On the Rights tab, you can provide users or groups of users with the right to use the
code list. Click Add User and select the user or group from the drop-down. Check the
boxes for the rights you want to assign to them.

Add new codes to an existing code list

1. Double-click on the code list (or right-click the code list and click Edit). The
code list's properties panel opens on the right side of the screen.

2.0n the panel, click +Add.

3. Enter the Code name and its Description (the description will be shown on the
terminal). You can also assign access Rights to this code to users or groups.
Finally, click OK.

Import codes from a CSV file

1. Double-click on the code list (or right-click the code list and click Edit). The
code list's properties panel opens on the right side of the screen.
2.0n the panel, click Tools, and select Import from CSV File.
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®add v & actionsv B3 Toolsv | )
Code Description Show archived
C:\ScannedD... Carol(work) Ascending sort rs

Import from CSV file

3.In the Import from CSV file panel, browse and select the CSV File that you want
to import, select the Column delimiter used in the file, select the character set
(Charset) used in the file, choose if you want to Update existing values and/or
Skip header line, and click OK.
Import from CSV file X

csv file: » | Choose File | No file chosen
Column delimiter:* |, v
Charset: * |UTF-8 v

Update existing values: v

Skip header line: v

v 0K Cancel

a Each line of the CSV file has to consist of either one, two or three columns.
The first column contains the code, while the optional second and third
columns contain the code's description and the users or groups with access
to this code. For example:

Code1,This is Code 1,All users
Code2,This is Code 2, eliot.kate”
Code3, This is Code 3

Code4

18.3 MS Exchange Address Book

You can use an MS Exchange Address Book to retrieve personal contacts from the
user's mailbox from the MS Exchange Server. You can set parameters for Email, Fax
and Phone.

The following versions are supported:
e MS Exchange Server 2013 SP1 (from build 15.0.847.32)
e MS Exchange Server 2016
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¢ MS Exchange Server 2019

18.3.1 MS Exchange Server Configuration

a All settings on IS (Internet Information Services) have to be set up correctly
to allow third-party applications (MyQ) to communicate with the EWS
service.

On your MS Exchange Server, the only necessary setting is configuring an account
with the 'Applicationlmpersonation’ right, in order to be able to access other users'
mailboxes.

To do that:

e Log in to your Exchange Admin Center.

¢ Go to the permissions tab, and Create (+) a new Admin Role.

¢ In this new role, add the Applicationlmpersonation right.

¢ In this new role, add user/admin account that you want to use in MyQ for
accessing personal contacts of other users' mailboxes.
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Help

new role group

*Name:

New Role For MyQ CodeBook

Description:

Write scope:
® | Default v

Organizational unit:
O |
Roles:

+1—

NAME A

Members:

Select the administrator
NAME 4 | DISPLAY NAME roles that correspond to

the Exchange features and
—_— this role group should have
permissions to manage.

Learn more

save ‘ ’ cancel

#100% ~

18.3.2 Adding a new MS Exchange Code Book in MyQ

On the Code Books settings tab (MyQ, Settings, Code Books), in the Code Books
section, click +Add and select MS Exchange Address Book from the drop-down. The
new code book's properties panel opens on the right side of the screen.

On the properties panel, fill in the required information:
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O Emails X

General

Name: * | Emails
Server: MS Exchange server
User:* | admin
Password:

Security: * | SSL v

v Save Test Cancel

¢ Name - Add a name for the code book.

e Server - The host name or the IP address of the MS Exchange Server.

¢ User - The name of the user who has the required rights
(applicationlmpersonation to access other users' mailboxes) on the MS
Exchange Server.

e Password - The above user’s password.

e Security - Select None or SSL.

Click Test to check the connection to the MS Exchange Server, and click Save to
make the new MS Exchange code book available.

18.3.3 Using MS Exchange Code Books on a MyQ scan profile

Go to MyQ, Settings, Terminal Actions and create a new parameter for a scan
profile of your choice. To do that, double-click the scan profile. In the properties
panel that opens on the right side of the screen, go to the Parameters tab. Click
+Add and fill in the required information to setup the new parameter.
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Parameter X
Title: * | MS Exchange
Type: * | Code Book v
Code Book: * | Emails v
Default value: v

Allow multiple

values:
Allow custom values:
Required:

Prohibit change of
value:

Title - Add a title fFor this new parameter.
Type - Select Code Book from the drop-down.
Code Book - Select your MS Exchange Address Book from the drop-down.

Default value - Select the type of contact to be displayed for the user:
o Email- Will display emails from retrieved contacts.
o Phone- Will display phone numbers from retrieved contacts.
o Fax- Will display fax numbers from retrieved contacts.
Required - Mark the checkbox if you want to make this parameter mandatory.

a After opening the MS Exchange code book on a terminal, only the first 50
items are shown. Users can search for any non-listed items by using the name
of the hidden contact. Email, Fax and Phone are separately shown.

In case you are using custom certificates and you are getting a connection error
when trying to see the Exchange Address Book: It may be required to add the
issuer’s certificate manually into the C:\Program Files\MyQ\PHP\cacert.pem file for

the connection to work.
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19 Credit

With the credit accounting feature activated, users can copy, print and scan only if
they have enough credit on their account in MyQ. Printing is allowed only for print
jobs that do not exceed the credit and copying is terminated immediately after the
credit is exceeded. The credit system can be restricted to selected users and groups.

Users can view the current amount of credit on their accounts on the MyQ Web
Interface and in the MyQ mobile application. If a printing device is equipped with an
embedded terminal or a reader with an LCD display, the logged users check the
current state of their credit there and are allowed to select only those jobs that do
not exceed their credit.

Based on the setup and properties of the printing environment, a variety of recharge
methods may be employed. The MyQ administrator can manage the credit on the
MyQ Web Interface, and also provide the users with the option to recharge the credit
themselves on embedded terminals, on recharging terminals, in the MyQ mobile
application, via recharging vouchers, or via a third-party payment method.

The MyQ Administrator (and authorized MyQ users) can also reset the credit to a
specificamount on the MyQ Web Interface.

19.1 Activation and setup

The activation and setup of credit accounting is managed on the Credit settings tab
(MyQ, Settings, Credit).

To set up credit accounting:

Enable credit accounting on the Credit settings tab:

= myQ (@) Home | @ Settings: Credit

3¢ Settings Accounting > 22 Credit

 Rights Enabled: o

B Accounting

Quota

Activate credit For a user or for a group of users:

2 Users and Groups ® Additem [ / Edit Delete

2 carol Kai Name v | MyQ local credit account v

e Under Users and Groups, click +Add item. A new item appears on the list of
users and groups on the Credit settings tab.
o Select a Name from the drop-down list.
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o Select an Account from the drop-down list. The available options are:
= Managed by the printer
= External credit account
= MyQ local credit account
e Click OK to save the settings.

Enable/disable payment methods For credit recharge
Available payment methods:

¢ Recharge Credit (on a terminal attached to a printer)
Voucher

PayPal

External Payment Providers

WebPay

Recharge Terminal

CASHNet

e SnapScan

To enable any of these options (if disabled), select it in the Payment providers
section, and then click Enabled on the bar at the top of the section (or right-click the
item, and then click Enabled on the shortcut menu).

81 Payment providers / Edit IO Enabled

Enabled Name ype

Account
Managed by the printer Account
External credit account Account
MyQ local credit account Account
Credit recharge
Disabled CASHNet Credit recharge
® Enabled External Payment Providers Credit recharge
Disabled PayPal Credit recharge
O Disabled Recharge Credit (on a terminal attached... Credit recharge
Disabled SnapScan Credit recharge
® Enabled Voucher Credit recharge
Disabled WebPay Credit recharge

a Make sure to refresh your browser (reload the page or press the F5 button)
after enabling or disabling Credit to display/hide credit-related functions.
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19.2 Manual credit recharge

The administrator (and users authorized to recharge credit) can manually recharge
the credit of each user to a specific value. This can be done either on the Credit
Statement main tab, or on the Users main tab in the MyQ Web administrator
interface.

On the Credit Statement tab, you first open the credit recharge action, and
subsequently select the users and groups to recharge credit.

On the Users tab, first select the users or group, and then recharge their credit.

Users' credit can be reduced by entering a negative number in the recharge credit
dialog box. By entering -700, the credit is decreased by 100.

19.2.1 Providing users with rights to recharge credit

By default, the only person who can recharge credit is the administrator. However,
the administrator can authorize a MyQ user to recharge credit as well. The user needs
to be provided with the rights to access the credit settings and to recharge credit.
This is done on the Rights settings tab of the MyQ Web Interface.

To authorize a user to recharge credit on the Credit Statement tab, you need to
provide them with the right to Recharge credit.

To authorize a user to recharge credit on the Users tab, you need to provide them
with the right to Recharge credit and the right to Manage Users.

The authorized user can then recharge credit on their MyQ Web interface in the same
way as the MyQ administrator.

19.2.2 Recharging credit on the Credit Statement tab

On the Credit Statement tab, you can overview the changes in the credit balance of
MyQ users, and also recharge credit to users and groups. To open the tab on the MyQ
Web administrator interface, go to MyQ, Credit Statement.

To recharge credit to users or groups:

1. Click Recharge credit. The Recharge credit dialog box appears on the tab.
= myo (D Home g8 Credit Statement %76 ®

2 Credit Statement Reset credit... 89 Toolsv /) Refresh |Search

Date: D Date v ype Credit balance Value| Payment provider
User: o
The list is empty

Created by:

Payment provider:

None v
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2. In the dialog box, either Enter the card ID of a user card, or select the User or
group to recharge the credit to, then Enter amount to be recharged, and
lastly, click Recharge credit.

Recharge credit X

Enter the card ID:
User or group: * | 22 HQ v

Enter amount: * | 150

v Recharge credit Cancel

andatory.

19.2.3 Recharging credit on the Users main tab

To open the Users main tab on the MyQ Web administrator interface, go to MyQ,
Users.

To recharge credit to selected users:

1. Select the users.

2. Click Actions.

3. Hover over Credit and click Recharge credit in the Actions drop-down. The
Recharge credit dialog box opens.

Q_ All users ® Add User.. & Actionsv €83 Toolsv 4 Search Q
User name Full name A | Email Personal numb{ & Edit
Carol Kai Carol Kai carol.kai@email.com B Credit > Recharge credit...

& Boost quota Reset credit...

Release blocked credit

J Set password...
Generate PIN...
ove from group

Show effective policies

& 0O

Delete... Delete

Anonymize

4. Enter amount to be recharged, and then click Recharge credit. The credit is
increased by the specified amount.
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Recharge credit X

User or group: | & Carol Kai

Enter amount: * 50

regit can De gaecrease e num

by using a negative number.

v Recharge credit Cancel

ds marked by * are mandatory.

To recharge credit to a group of users:

1. In the panel on the left side of the Users main tab, right-click the group, and
select Recharge credit. The Recharge credit dialog box appears.

v 22 Groups
‘ > @ HQ s ‘
(® Add group...

/ Edit

Reset credit...

Generate PIN...

[ Delete

2. In the dialog box, Enter amount to be recharged, and click Recharge credit.
The credit is increased by the specified amount.

19.3 Recharging credit by vouchers

The MyQ administrator (and users authorized to manage vouchers) can generate and
print any number of vouchers of a defined value to be distributed to users.

The vouchers can be sold to MyQ users through any standard distribution channel.
Once the user has the credit voucher, they can recharge their credit on their account
on the MyQ Web Interface, on embedded terminals, on MyQ TerminalPro terminals
and in the MyQ mobile application.

All generated and used vouchers are logged in the MyQ database. The information
about which voucher was used and for which user can be accessed on the MyQ Web
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administrator interface. This ensures full control and transparency and enables the
administrator to prevent possible misuse.

19.3.1 Setting the voucher format

Before the vouchers are generated, it is necessary to set the format of the voucher
unique code and define the text printed on the voucher. These parameters can be set
and modified on the Credit settings tab, under Payment providers. Select Voucher
and mark it as Enabled. Then, double-click the Voucher item (or select the item and
click Edit) to open the Voucher properties panel.

The unique code format can be defined by creating a Voucher code mask —a
predefined code template consisting of zeroes and lower case a's. Zeroes are
substituted by numbers and a's are substituted by upper case letters or numbers. For
example, the 00a0000aaa mask will generate numbers such as 86D9841POE,
03E8976E67, etc.

Always set the code format adequate to the number of users and the frequency of
the voucher generation process, to ensure a sufficient variety of codes. If the amount
of the currently valid codes is large and the variety not sufficient, the chance of
randomly guessing the valid code number is high and the credit system can be easily
bypassed.

The text entered in the Voucher-custom lines 1 and 2 fields is displayed on the
printed vouchers. You
can enter, for example, the name of your company and additional information.

Voucher X

Voucher code mask:

Voucher - custom line 1:

Voucher - custom line 2:

000000000000

Company X

Printing vouchers

Do not forget to set the currency on the General settings tab, if you have not set it
earlier. The currency on the printed voucher is the same as the one set in MyQ.

Cancel

19.3.2 Custom logo for Credit Vouchers

If you want to use your own logo on MyQ credit vouchers instead of the default MyQ
logo, you can import the new logo on the Personalization settings tab in the MyQ
Web Administrator Interface.

The file with the logo has to be in the JPG, JPEG, PNG or the BMP format; the
recommended size of the logo is 398px x 92px.
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To import the logo:

1. On the MyQ Web administrator interface, open the Personalization settings
tab. (MyQ, Settings, Personalization).

2. 0n the tab, under Custom application logo, click +Add, browse and upload the
file with the logo, and lastly click Save at the bottom of the tab. A preview of
the new logo is displayed on the tab.

19.3.3 Voucher Batches

Vouchers can be generated on the Voucher Batches tab of the MyQ Web Interface.
To open this tab, go to MyQ, Voucher Batches.

To generate new vouchers:

1. On the bar at top of the Voucher Batches tab, click +Add. The Add voucher
batch dialog box appears.

— o
= myo (&) Home [E4 Voucher Batches Lo O]
[E) Voucher Batches ® Add | Z ope Print vouchers | Saveas CSV /) Refresh
Voucher batch: Serial n... | Created v | Created by Price | Valid unt Count Remaining | Used
Created: A
The list is empty

Created by:
Price:
Expire date:

Q_ Search

2.In the dialog box, enter the number of vouchers to be generated in the Count
field, the Price of the vouchers, add the validity period in the Valid until field,
and then click OK.

Add voucher batch X
Count: * 80
Price: * 100

Valid until: |03/01/2023 &

* are mandator:

The new voucher batch record is displayed in the voucher batches list. You can
overview all of the vouchers by double-clicking a record.

Managing Voucher Batches
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Voucher batches can be filtered by serial number, date, creator, price, expiry date,
etc. From the Voucher Batches main tab, you can export the list of voucher batches
to a CSV, and display and print vouchers included in particular batches.

— (2]
= myQ () Home | ([ Voucher Batches @ @
(= Voucher Batches ® Add  / Open () Printvouchers = Save as CSV %4 Refresh
Voucher batch: Serial n... | Created v | Created by Price| Valid unt Count Remaining | Used
Today
Created: b N ) o
09/16/2022 3:39:12 ...  Administrator 5000 11/01/2022 30 30 0%
09/16/2022 3:38:58 ..  Administrator 10000 03/01/2023 80 80 [ ]
Created by:
v
Price:
Expire date:
v

19.3.4 Providing users with rights to manage vouchers

To enable users to manage vouchers on the Voucher Batches main tab, provide
them with the Manage Vouchers rights.

For more information about rights and how to provide them, see Rights.

19.3.5 Vouchers usage overview

To open the table of all the vouchers generated in one batch, double-click the batch
on the Voucher Batches main tab (or select the batch, and then click Open on the
bar at the top of the tab).

In the table, you can see records of all of the generated vouchers with information
such as the unique code, price, validity, the current status of the voucher usage, etc.
If the number of records is too high to be displayed clearly, you can filter them by
using filters on the left side. Vouchers can be filtered by code, voucher batch, price,
etc.

To delete a voucher, select it on the table and click Delete on the bar at the top of
the tab. When a voucher is deleted, the code on the voucher becomes invalid.
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— o
f— myQ @ Home [E3 Voucher Batches (=3 Vouchers @
Voucher Batches > [ Vouchers U Delete.. SaveasCSV % Refresh
Code: Batch ~ | Serial n Code Price| Valid until Used Used by Deleted
2 1 331730935182 50.00 11/01/2022 — =
Voucher batch: _
2 2 256067055699 50.00 11/01/2022 - -
2
2 3 288475343703 5000 11/01/2022 - -
Used:
2 4 117707392211 50.00 11/01/2022 - -
v
2 5 231219918922 50.00 11/01/2022 - -
Used by:
o 2 6 393888606118 50.00 11/01/2022 - -
Prioes 2 7 276063005873 50.00 11/01/2022 - -
2 8 678208128771 5000 11/01/2022 - -
Expire date: 2 9 336316058764 5000 11/01/2022 - -
v 2 10 363309761119 50.00 11/01/2022 - -
m 2 1" 599684625617 5000 11/01/2022 - -
2 12 122753599803 50.00 11/01/2022 - -
2 13 252473183938 50.00 11/01/2022 - -

19.4 Recharging credit via PayPal

Another way of recharging credit in MyQ is to let users directly buy the credit via
PayPal on their accounts on the MyQ Web interface.

A PayPal Business account is required to receive the payments.

The currency used on the PayPal account of the paying users has to match the
currency set on the MyQ server. In case someone pays in a different currency, the
payment does not go through and stays in the pending transactions of the receiving
PayPal account. In order to receive the payment, the administrator

has to approve the transaction on the PayPal account. After this, the credit must be
manually recharged on the MyQ server as the information about the payment is not
sent to MyQ.

19.4.1 Setting up the PayPal payment option

To set up PayPal as a payment option, you have to create a new App to link your
company's PayPal business account with MyQ, and then set up the PayPal payment
option on the MyQ Web Interface.

Create a new REST API app in the PayPal Developer environment

1. Log in to the PayPal Developer environment (https://developer.paypal.com/)
with your PayPal Business account's credentials, and then open the Dashboard.

2.0n the Dashboard, under MyApps & Credentials, create a new REST API app.
The new app's settings tab opens.

REST API apps

Create an app to receive REST API credentials for testing and live transactions.

| Note: Features available for live transactions are listed in your account eligibility.
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3. Select Live at the upper-right corner of the tab, and remember (copy) the app's
Client ID and Secret. The credentials will be used to connect the account to
MyQ.

MYQ i Sandbox

App display name: MyQ /Z

LIVE API CREDENTIALS

Set up the PayPal payment option on the MyQ Web Interface

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the PayPal payment
provider. The PayPal properties panel opens on the right side of the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab on the MyQ Web Interface.

& General [z} PayPal 3
4 General Currency: |USD
Administrator email: * el
/al amount: |1.000
4 Pay’
Time zone: * Client ID:
Default language: * Security key:
Mode: | LIVE v
Additional | :
itional languages o Save R Cancel

Currency: |USD

3-letter currency code

4. Type the minimal amount that users will have to pay when they buy credit.

5. Enter the Client ID of the REST API app into the Client ID text box on the
PayPal properties panel and the Secret into the Security key text box below
it.
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[} PayPal

LIVE API CREDENTIALS
Currency: USD

3-letter currency code

PayPal account:
Minimal amount: |1.000

4 PayPal
Client ID: Client ID:
Security key; ..........................

Mode: | LIVE v
Secret: o Save % Cancel
Created Secret
Jan 17,
2017

6. Make sure that the L/VE Mode is selected, and then click Save. (The SANDBOX

mode is used only for testing purposes).

19.4.2 Recharging credit via PayPal on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The

Recharge credit dialog appears.

=MYQ & rome

@ Home

Quick links

Jobs (9 Reports % Settings

Credit

Account balance: 0.00

Recharge Credit || Credit Statement

In the dialog box, the user has to select the PayPal payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.
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Recharge Credit X

Account balance: 0.00

Payment provider: * | PayPal v
Enter amount: * |10.00
~/ Recharge Credit Close

Fields marked by * are mandatory.
A window with the PayPal payment options opens in the web browser; the rest of the
steps correspond to the standard PayPal payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

a PayPal tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN” message, try to replace the hostname with
the IP address of your server.

19.4.3 Recharging credit via WebPay on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

= myo @ Home

@ Home

Quick links

Jobs @ Reports e Settings

Credit

Account balance: 0.00

Recharge Credit || Credit Statement

In the dialog box, the user has to select the WebPay payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.
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Recharge Credit X

Account balance: 0.00

Payment provider: * | WebPay v
Enter amount: * |10.00
~/ Recharge Credit Close

Fields marked by * are mandatory.

A window with the WebPay payment options opens in the web browser; the rest of
the steps correspond to the standard WebPay payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

a WebPay tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ'’s server DNS address could not be found. / DNS_
PROBE_FINISHED _NXDOMAIN" message, try to replace the hostname with
the IP address of your server.

19.5 Recharging credit via WebPay

The WebPay payment gate enables customers to directly pay for their credit via a
payment card or via a digital wallet.

19.5.1 Setting up WebPay

You need to have a WebPay account, get a public and a private key; the public key has
to be uploaded to the WebPay server and the private one needs to be uploaded to
MyQ. Also, you need to remember/copy the password of the private key. You can
either use your own keys (for more information, check the WebPay documentation)
or use the WebPay tools to create new ones.

MyQ needs the following data:

¢ Merchant number: The Merchant number can be found on the WebPay portal,
under Key management.

* Private key: The private key can be generated on the WebPay portal, under
Key Management. It can be in the .key, .pem or .crt format.

» Private key password: The private key password is the password that is
provided to WebPay during private key generation, or the passphrase used to
create the private key manually.
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19.5.2 Setting up the WebPay payment option on the MyQ Web
Interface

. Open the Credit settings tab (MyQ, Settings, Credit).

. On the tab, under Payment providers, right-click the WebPay payment
provider, and then click Edit on the shortcut menu. The WebPay properties
panel opens on the right side of the tab.

3. The value of the Currency setting corresponds to the currency set on the

General settings tab of the MyQ Web Interface.
4. Type the minimal amount that users will have to pay when they will buy credit.
5. Enter the Merchant number of the REST API app into the Merchant number

text box and set the MODE to PRODUCTION.
4 WebPay

N —

Merchant number: 8888880012
Mode: PRODUCTION ¥

6. Upload the Private key from WebPay (click Choose File, select the file, and
then click Open), enter the Private key password provided during generating
of the private key, and then click Save.

Private key: | Choose File | gpwebpay-pvkkey

AE s UD aged

Private key password: |sesesees

(V4 Izve #K Cancel

19.6 Recharging credit via CASHNet

The CASHNet payment gate enables customers to directly pay for their credit via a
payment card or via a digital wallet.

To be able to integrate the CASHNet payment gate into MyQ, you need to have a
Checkout store created by the provider of the service. For the correct setup and
MyQ integration, you need to save the following data:

e Operator ID, Password, Station, and Client Code are necessary for logging in
to the CASHNet Web User Interface.

e Merchant name, Station, Store URL, and Item code of the Checkout store
are necessary for the integration into MyQ.

19.6.1 Setting up the CASHNet payment option
Set up the eMarket store on the CASHNet Web User Interface

1. Log in to the CASHNet Web User Interface.
2. Open the Store Setup tab.
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CASHNET

Home Cashiering Find Transactions Reports 4

Home Page

Home Page

Cashiering Operator: MYQ Department: MAIN Station: MYQ Client: EMAF

Checkout .
eckou « Your last login was on Tuesday, July 24, 2018 at 1:27:13

* Your password expires in 89 days. Click here to change it

Find Transactions . :
« To change your secret question click here.

Reports

Online Service Manager
Messages

Imports -

System Setup Have a guestion? Email us at support@cashnet.com or phone
Thanks!

Store Setw CASHNet Support

Fulfill Orders Your Batches

3. 0On the tab, click the dark blue button with the text Click here to use new
eMarket store setup for Storefronts&Checkouts. The eMarket store setup
page opens.

Click here to use the new eMarke‘kstore setup for Storefronts & Checkouts

4. On the page, double-click the Checkout store button to open its setup page.
eMarket

STORE NAME a STORE CODE STORE TYPE ONLINE

u> Checkout Q

5. On the Checkout setup page, under End of transaction behavior, configure
the following options:
a. Show receipt page: disable
b. Use redirect URL(s): enable
c. Redirect URL For successful transactions & successful online post
responses: leave empty
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d. Redirect URL For unsuccessful transactions or non-responsive online
post attempts: leave empty
e. Append data to the redirect URL: set to Yes, and redirect using HTTP post

End of transaction behavior

Show receipt page m
Use redirect URL(s)

Redirect URL for successful transactions &
successful online post responses

Redirect URL for unsuccessful transactions
or non-responsive online post attempts

Append data to the redirect URL No Yes, and redirect using HTTP get @ Yes, and redirect using HTTP post

You can now leave the CASHNet Web User Interface.

Set up the CASHNet payment option on the MyQ Web Interface

1. Open the Credit settings tab (MyQ, Settings, Credit).

2.0n the tab, under Payment providers, double-click the CASHNet payment
provider (or right-click the CASHNet payment provider, and then click Edit on
the shortcut menu). The CASHNet properties panel opens on the right side of
the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab of the MyQ Web Interface.

4. Type the Minimal amount that users will have to pay when they buy credit.

o} CASHNet -

Currency: |USD

Minimal amount: | 1.00000

5. Enter the Merchant name, Station, Store URL, and Item Code of the

Checkout store, and then click Save.
4 CASHNet

Merchant name:
Station:
Store URL:

ltem code:
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19.6.2 Recharging credit via CASHNet on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

= myo @ Home

@ Home

Quick links

Jobs (}9 Reports | 3¢ Settings

Credit

Account balance: 0.00

Recharge Credit || Credit Statement

In the dialog box, the user has to select the CASHNet payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit X

Account balance: 0.00

Payment provider: * | CASHNet v
Enter amount: * |10.00
~/ Recharge Credit Close

Fields marked by * are mandatory.

A window with the CASHNet payment options opens in the web browser; the rest of
the steps correspond to the standard CASHNet payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

CASHNet tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached / XYZ's server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN" message. Try to replace the hostname with
the IP address of your server.
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19.7 Recharging credit via SnapScan

With the SnapScan app, users can pay for their MyQ credit via a QR code displayed in
the app on their mobile phones.

To be able to connect SnapScan to MyQ, you need to create a Merchant Snapscan
Account and obtain the Merchant Account API. Within the setup of the connection
on the MyQ Web Interface, you must enter the Merchant ID and the API key of the
account.

As SnapScan is a South African service, users need to use a phone with a South
African Mobile number (+27) to be able to scan the QR code and pay for the credit.

19.7.1 Setting up the SnapScan payment option
To set up the SnapScan payment option on the MyQ Web Interface:

1. Open the Credit settings tab (MyQ, Settings, Credit).

2. 0n the tab, under Payment providers, double-click the SnapScan payment
provider. The SnapScan properties panel opens on the right side of the tab.

3. The value of the Currency setting corresponds to the currency set on the
General settings tab of the MyQ Web Interface. For the SnapScan payment
method to work, it needs to be set to ZAR.

% General [} SnapScan x
4 General I Currency: |ZAR l
Administrator email: * A SR ELETE EEE
al amount: |1.00000
4 Sna' scan
Time zone:* Merchant ID:
Default language: * API Key:
Time interval to get |30
payments.:
Additional languages:
+ Save K Cancel

4. Type the Minimal amount of money that has to be paid when a user buys the
credit.

5. Enter the Merchant ID(Company Name) and the API key provided by
SnapScan.

6. Set the Time interval to get payments (in seconds), and click Save. The Time
interval to get payments setting limits the time for the recharge action; if
MyQ does not receive confirmation of the payment within the interval, the
credit recharge is canceled. If the payment is successful but MyQ does not
receive the response within the time limit, the user has to contact the MyQ
administrator, who can manually recharge the credit.
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19.7.2 Recharging credit via SnapScan on the user's account on
the MyQ Web Interface

First of all, the user needs to log in to their account on the MyQ Web Interface. To
recharge the credit there, the user has to click Recharge credit under Credit. The
Recharge credit dialog appears.

= myo @ Home

@ Home

Quick links

Jobs ('9 Reports | 3¢ Settings

Credit

Account balance: 0.00

Recharge Credit || Credit Statement

In the dialog box, the user has to select the SnapScan payment provider, enter the
amount of credit that they want to buy, and then click Recharge Credit.

Recharge Credit X

Account balance: 0.00

Payment provider: * | SnapScan v
Enter amount: * |10.00
~/ Recharge Credit Close

Fields marked by * are mandatory.

A window with the SnapScan payment options opens in the web browser; the rest of
the steps correspond to the standard SnapScan payment process.

After the payment is successfully sent to MyQ, the Payment successful dialog box
appears.

SnapScan tries to connect to the MyQ server via the hostname or IP address
that is set on the Network settings tab of the MyQ Web Interface. In case a
hostname is set on the tab and paying users receive the "This site can’t be
reached /XYZ'’s server DNS address could not be found. / DNS_
PROBE_FINISHED_NXDOMAIN'" message, try to replace the hostname with
the IP address of your server.

19.8 Bulk credit recharge

In MyQ, you can also import a bulk of credit from a bank statement or a CSV file.
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The feature can be managed on the Credit Statement tab or on the Users main tab.
To import a bulk of credit from a bank statement or CSV on either of the two tabs:

On the bar at the top of the tab (Users or Credit Statement), click Tools, and then

click Bulk credit recharge in the Tools drop-down. The Bulk credit recharge dialog
box opens.

— myo (@ Home = Users f(/e ®

2 Users search Q@ Q All users ® Add User.. % Actionsv 83 Toolsv 4 Search

v Q Searches User name Full name ~ | Ema Personal num Bulk credit recharge...
Q Al users Carol Kai Carol Kai carol kai@email.com Export..
Q_ Unclassified
Select all Ctrl+A
Q_ Managers
Q_ Locked

[ Deleted

Edit columns
Default layout

Double header height
v 2% Groups

> B HQ Save as CSV

For bulk credit recharge from a bank statement:

The MyQ system can process the data from a GPC file. The variable symbol from the
bank statement is used as unique data for the pairing of the payment and the MyQ
user. The number must correspond to the user’s personal number. The personal
number can be imported or manually entered in the Personal Number field on the
user properties panel, on the Users main tab.

On the bar at the top of the tab (Users or Credit Statement), click Tools, and then

click Bulk credit recharge in the Tools drop-down. The Bulk credit recharge dialog
box opens.

In the dialog box, select the GPC format option, choose the GPC file, and then click

OK. Before importing the file, MyQ checks whether the GPC file has not already been
imported. This avoids duplication of the credit recharge.

Bulk credit recharge X

Format: * GPC v

File: * |@| No file chosen

If the system finds that the import of data from this file has already taken place, an
error message appears and no data are imported. If MyQ identifies the GPC file as
new, it checks all the payments on the bank statement step by step, and if it finds a
variable number equal to the personal number of a MyQ user, the user's credit is
increased by the corresponding amount from the bank statement. Once MyQ checks
the GPC file, it displays a new html page with a report. The report displays both the
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users with increased credit and the payments with variable number not
corresponding to any personal number in MyQ.

For bulk credit recharge from a CSV fFile:

On the bar at the top of the tab (Users or Credit Statement), click Tools, and then
click Bulk credit recharge in the Tools drop-down. The Bulk credit recharge dialog
box opens.

In the dialog box, select the CSV format option, choose the CSV file, and then click
OK. You will be informed about the success of the operation and you can see the
added amount of credit in the Credit columns on the user list.

Structure of the CSV file:

Each non-empty row has to consist of two entries separated by a delimiter:
name of the user*delimiter*amount of credit

The entered delimiter has to be the same as the delimiter set on the General
settings tab, under Column delimiter in CSV.

19.9 Manual reset of users' credit on the MyQ Web

Interface

The administrator (and users authorized to recharge credit) can manually reset the
credit of each user to a specific value. This can be done either on the Credit
Statement main tab, or on the Users main tab if the MyQ Web interface.

On the Credit Statement tab, you first open the credit reset action, and
subsequently select the users and groups whose credit is to be recharged. On the
Users tab, you first select the users or the group, and then reset their credit.

To authorize a user to reset credit on the Credit Statement tab, you need to provide
them with the rights to Recharge credit. To authorize a user to reset credit on the
Users tab, you need to provide them with the rights to Recharge credit and to
Manage Users. The authorized user can reset the credit on their MyQ Web interface
in the same way as the MyQ administrator.

19.9.1 Resetting credit on the Credit Statement tab

On the Credit Statement tab, you can overview the changes in the credit balance of
MyQ users, and also reset credit to users and groups. To open the tab on the MyQ
Web Interface, go to MyQ, Credit Statement.

To reset credit to users or groups:

1. Click Reset credit. The Reset credit dialog box appears on the tab.

458



Credit

— X2 ]
= myQ (@) Home | @ Credit Statement O]
2 Credit Statement Recharge credit... | Reset credit... | €83 Tools v ) Refresh | Search
Date: D Date v | Type Credit balance Value| Payment provider User

v
User:

The list is empty

Created by:

Payment provider:

None v

2. In the dialog box, either Enter the card ID of a user, or select the User or
group to reset the credit to, then Enter amount of the credit, and click Reset
credit.

Reset credit X

Enter the card ID:
User or group: * | & Carol Kai v

Enter amount: * | 20

v Reset credit Close

19.9.2 Resetting credit on the Users main tab
To open the Users main tab on the MyQ Web Interface, go to MyQ, Users.
To reset credit to a specific user:

1. Select the users, click Actions, hover over Credit, and then click Reset credit
(or select the users, right click one of them, hover over Credit, and then click
Reset credit on the shortcut menu.) The Reset credit dialog box opens.

= myQ (@ Home | R Users QQ (0]
2 Users search Q@ Q All users (® Add User.. & Actionsv 83 Toolsv ) |Search  C
v Q searches User name Full name ~ | Emai /it Credit balance

Q Allusers Carol Kai Carol Kai carol kai@email.com & Credit >

Recharge credit.

Reset credit...

Q Unclassified
Boost quota

Q Managers
Q Locked

Release blocked credit

(i Deleted & set password.

Generate PIN...
v 2% Groups

> B Ha

from grou

Show effective policies

Unlock
W Delete... Delete
ndelete

Anonymize

2. In the dialog box, Enter amount of the new credit, and then click Reset credit.
The credit is reset to the specified amount.
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Reset credit X
User or group: | & Carol Kai

Enter amount: * |20

v Reset credit Close

Fields marked by * are mandatory.

To reset credit to a group of users:

1. On the panel on the left side of the Users main tab, right-click the group, and
then click Reset credit on the shortcut menu. The Reset credit dialog box

appears.

v 2 Groups

‘ > B HQ wee |
® Add group...
/ Edit

Recharge credit...

Reset credit...

Generate PIN...

W Delete

2. In the dialog box, Enter amount of the new credit, and click Reset credit. The
credit is reset to the specified amount.

The administrator can also release blocked credit for a user by selecting the user,
clicking Actions, hovering over Credit, and then clicking Release blocked credit (or

by right-clicking the user, hovering over Credit, and selecting Release blocked
credit).

Q_ All users ® Add User.. & Actionsv 53 Toolsv ) (Search Q
User name Full name ~ | Email Personal number / Edit
Carol Kai Carol Kai carol.kai@email.com { B Credit >

Recharge credit...

ta Reset credit...
ekecileRiors Release blocked credit

J Set password...

Generate PIN...

move from group
Show effective policies
Unlock

Delete... Delete

T & >

Undelete

Anonymize

19.10 Credit accounting reports

On the Reports main tab, you can create, edit and generate two types of reports with
information about credit:
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e The Credit balance type of reports contains information about the actual state
of the credit balances of the selected users (or members of the selected
group). The data are ordered by user name.

* The Credit operations type of reports shows all changes of credit balance of
the selected users (or members of the selected group) over a defined time
period. It also contains information about the person who either spent or
recharged the credit, the type of the recharge method and eventually about
numbers of used credit vouchers. The data are ordered chronologically.

Credit and quota - Credit operations

Created 11/14/2017 5:33:10 AM myQ

Period 11/08/2017 12:00:00 AM - 11/14/2017 11:59:59 PM

Full name Group Created Credit charge Credit balance Operation type Charge method Charger name Voucher code
4 Eliot Kate

Eliot Kate Unclassified -CZK14.00000 CZK10.00000 CREDIT 0 Administrator 0

Eliot Kate Unclassified CZK24.00000 CZK34.00000 CREDIT WebPay Eliot Kate 0
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20 Quota

With the quota feature activated, you can set a limit to the usage of print related
services. You can either limit the number of printed or scanned pages, or set an
overall cost limit for all the services using prices from a price list. If the limit is close
to be reached, the user or group receive an email with a warning and if the limit is
reached or exceeded, they can be prevented from further printing and copying.

Each quota can monitor one of the following parameters:

e the total number of printed and copied pages

¢ the number of printed and copied color pages

e the total number of printed and copied monochrome pages
e the total number of scanned pages

e the overall cost of print services

Quotas are active permanently until disabled and they reset after the specified
interval. Users can check their quota status on their web user interface and in the
MyQ mobile application. If a printing device is equipped with an embedded terminal,
users can see the current percentage of their quota status there.

o The quota on overall cost of print services requires setting a price list with prices of
particular functions (print/copy/scan - B&W/color) on each printer. Both types of
quota (the quota on the number of pages and the quota on the overall cost) require
using the Job parser to get the print job metadata (number of pages, color etc.). For
information about how to set the prices and how to activate the parser, see Price
List and Jobs.

20.1 Activation and general setup

You can enable the Quota feature by selecting the Enabled quota option at the top
of the Quota settings tab (MyQ, Settings, Quota). Each quota can then be
individually enabled or disabled on its properties panel.

On this tab, under Quota warning email, you can type the subject and the body of
the email that is sent after reaching the preset warning (e.g. 80% of the quota) and,
under Quota exceeded email, the subject and the body of the email that is sent
when the limit of a user or group is reached or exceeded.
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_ 0.
= myo (@Home | Settings: Quota @ ©
8¢ Settings Accounting > & Quota
B Sserver Type Enabled: o
B3 License I this feature is enabled, it is recommended to enable the Job parser on the Settings > Jobs page
8¢ General ~ Quota warning email
@ Personalization
@ Task Scheduler Subject: | MyQ: "%entity%": quota "%quotas” warning
Message: | Hello,
Jo Network
(:) Connections Quota "%quota%" has reached %level%%.
4 Authentication Servers Your MyQ
Please contact the administrator at %admings in case of further requests
2 snwe
€] Revert values
@ Printers & Terminals
v Quota exceeded email
% Configuration Profiles e
@ Printer Discovery
Subject: | MyQ: %entityd: quota *%quotase* is reached
B Terminal Actions
B events Message: |Hello,
B, event Actions Quota *9%quota%" is REACHED.
o Your MyQ
Users e o
L Please contact the administrator at %admin% in case of further requests
@ Ppolicies
) Revert values
%8 User Synchronization
& User Authentication < Cancel
& Rights
B> Accounting Quotas @® AddQuota  / Edit i)
& Credit Enabled | Title ~ | Who to monitor Disable operations Period Print&Copy total|  Print&Copy mono|  Print&Copy color

8 Quota

20.2 Creating quotas

To add a new quota:

1. On the bar in the bottom section of the Quota settings tab, click +Add Quota.
The new quota properties panel opens on the right side of the screen.
® Add Quota | /Z Edit

Quotas

Who to monitor Disable operations Period Print&Copy t«

Enabled | Title ~

2.0n the panel, enter the quota name, set its parameters, and then click Save.

The new quota is enabled and appears on the Quota overview list (MyQ, Settings,
Quota).

Combining quotas

Quotas are independent of each other. Therefore, it is always the most strict quota
that applies to a particular user or group.

For example: There are two quotas applied to a user. Both of them disable printing
after a certain amount of printed pages — one after five printed pages and the other
after ten printed pages. After the users prints five pages, the lower quota applies
and they cannot print. The quota can be boosted, allowing the user to print more
pages. If they print five more pages, the higher quota applies.

20.3 Editing quotas

The quota properties panel opens immediately after a new quota is created. To open
an already existing quota, double-click on it on the list on the Quota main tab (MyQ,
Quota). After you set the properties, click Save to submit the changes.
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Each quota has the following set of properties:
Basic settings: enabling and naming the quota

e Each quota is enabled by default. To disable or re-enable it, click the Enabled
button.
e Enter the name in the Title text box.

Time period

« In the Period list, select the reset period of the quota (Day, Week, Month,
Quarter, Half year, Year, Last X days). The default period is Month. The Last X
days period counts the number of pages or the overall cost over the last X days.
For example, if the quota is 10 pages over three days and the user printed 5
pages the day before yesterday and two pages yesterday, they can print up to
three pages today.

e In the Period start list, select the date when the period starts for the Month,
Quarter, Half year and Year Period, day of the week for the Week Period or the
number of days for the Last X days Period.

o If you choose the Day Period, you must also set a time at the Reset quota
at field.

Monitored users or groups

You have to select from three options regarding the quota scope. It can apply to one
user, to all members of one group, or to an accounting group/cost center.

e To select a user the quota applies to, select the User option, and then choose
the user from the list.

» To select a group and apply the quota to all its members, select the Members
of a group option, and choose the group from the list. This way, the quota
applies to each user independently; If the limit is ten pages, every user can
print ten pages.

e To select an accounting group or a cost center the quota applies to, select the
Accounting Group or Cost center option, and then choose the accounting
group or cost center group from the list (this option depends on the
Accounting settings; the option selected there is displayed in Quota). This way,
every member contributes to the total. If the limit is ten pages and one
member prints seven pages, there are only three pages remaining for the
group.

Monitored value

e If you select Cost as the Monitored value, the quota is counted in amount of
money spent.
o Set the quota cost Limit
* If you select Pages as the Monitored value, the quota is counted in the amount
of printed, copied and/or scanned pages.
o Set the Print&Copy total, Print&Copy color, Print&Copy mono (supported
by terminals 8.1 or newer) and Scan total in pages.

Actions taken when the warning level is reached
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e Enter the warning level (in %) in the Warning level text box. After the
percentage of the overall limit is reached, a warning email is sent to the user.

* If you want someone else to be notified (for example the user's manager) once
the warning level is reached as well, select or enter the users or email accounts
in the Send a notification to combo box.

Actions taken when the quota is reached

 You can disable one or more operations after the quota is reached or
exceeded.
o |f the Monitored value is Cost, select them under Disable operations. The
options are Print, Copy, Color print (on terminals 8.1 or newer), Color copy
(on terminals 8.1 or newer), and Scan.
o If the Monitored value is Pages, mark the Disable operation checkbox and
the operation that has reached the limit will be disabled.
¢ Mark the Terminate the current job when reached checkbox if you want to
interrupt the current job when the quota is reached. If both Disable operation
and Terminate the current job when reached are checked, the job will be
interrupted when the quota is reached and the user will be redirected to the
MyQ
home screen. If Disable operation is checked and Terminate the current job
when reached is not, the current job will be finished and the user will be
redirected to the MyQ home screen.
o The action is not supported by scan quota
« If you want someone else to be notified (for example the user's manager) after
the quota is reached as well, select or enter the users or email accounts in the
Send a notification to combo box.

20.4 Boosting quotas

In situations when a user or a group of users have reached their quota and urgently
need to print, you can boost the quota by a specific number of pages or by a specific
amount. Quotas can be boosted on two tabs of the MyQ Web Interface: the Quota
Boosts main tab and the Users main tab. Records of the boosted quotas appear on
the boost quota records list on the Quota Boosts main tab.

20.4.1 Boosting quotas on the Quota Boosts main tab
On the MyQ Web Interface, go to MyQ, Quota Boosts. To boost a quota here:
1. On the bar at the top of the tab, click +Add. The Boost quota dialog box

appears.
= myo (@) Home Quota Boosts Q/o ®

Quota Boosts Delete.. €9 Toolsv = ‘) Refresh

User or group: Boost date v | User or group Quota

2. Select the User or group and the Boost date, and then click OK. The Boost
quota dialog box extends — more sections are displayed. The first of the new
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sections shows the current availability of operations and the rest show the
quotas applied to the user (or groups of users).
Boost quota X

User or group: * | @ Carol Kai v

Boostdate:™ |0g9/16/2022 B| |04:17 AM O

ScanLimit

Scan pages: 3 remaining (0 of 3 used)
Boost b}": h 2 pages

B&W pages: 3 remaining (0 of 3 used)
Boost by: ) 3 pages

Renewal: in 15 days

m
[
A

3. Enter the number of pages or the amount of money to the Boost By text box
in the particular quotas sections (each quota has to be boosted separately),
and then click OK.

20.4.2 Boosting quota of a particular user on the Users main
tab

On the MyQ Web Interface, go to MyQ, Users. To boost a quota here:

1. On the tab, select the user, click Actions, and then click Boost quota in the
drop-down (or right-click the user, and then click Boost quota on the shortcut
menu). The Boost quota dialog box appears with the user selected in the User
or group drop-down.

2. Enter the number of pages or the amount of money to the Boost By text box
in the particular quota sections (each quota has to be boosted separately), and
then click OK.

The administrator can also release blocked quota for a user by clicking Actions and
then clicking Release blocked quota (or by right-clicking the user and selecting
Release blocked quota).
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Q_ All users (® Add User... m 9 Toolsv 2 \ Search Q \
User name Full name ~ ‘ Email ] / Edit nal number ‘ Credit ‘ Credit balance ‘
Carol Kai Carol Kai carol.ll & Credit > I ® En. 0.00

3 Boost quota

Release blocked quota

J Set password...
Generate PIN...

Remove from group

Show effective policies

6 Unlock
@ Delete...
<:] Undelete

Anonymize

Delete
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21 Projects

With the project accounting feature activated, users can assign print, copy, and scan
jobs to particular projects and consequently distribute the print cost among the
projects and charge it appropriately. Project accounting can also be used as another
independent level of internal accounting in addition to devices, users, and groups.
Projects can be manually created on the MyQ web interface or imported from a CSV
file. They can be assigned to print jobs in the MyQ Desktop Client pop-up window, on
the MyQ web interface, on an embedded terminal, on a touch panel of a HW
terminal, or in the MyQ X Mobile Client app.

— 2]
= myQ (@ Home | B3 Projects & ®
B3 Projects search @ Q All projects (@ Add project & Actionsv &3 Toolsv 2 |Search  Q
v Q Searches Status | Code Name ~ | Description
Q_ All projects ° - 5 ) 5
No Project Enable operations without a project

Q without group Engineering Project for the Engineering team

HQ
HR

w = » B

> B Project groups

2 Marketing

21.1 Projects activation and setup

On the Projects settings tab (MyQ, Settings, Projects), you can enable, or disable
projects. Furthermore, you can change the global settings of the projects feature
there.

Select the Enabled option to globally activate project accounting.

Scan without project: Users scan directly when this option is selected. They have to
select a project when the option is not selected.

— myo (@) Home [ Settings: Projects

3% Settings Accounting > B3 Projects
. Enabled: o
Ee Accounting
& Credit Scan without project:
B Projects

Price Lists

21.2 Creating projects

To add new projects to MyQ, go to MyQ, Projects and:

1. On the bar at the top of the Projects main tab, click +Add project. The new
project properties panel opens on the right side of the screen.
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— (2}
ZMYQ oo Booee 2o
B9 Projects search @ QAll projects @® Add project | % Actionsv @3 Toolsv ) Searcch Q

v Q Searches Status | Code Name ~ | Description

Q_ Al projects e o No Project
Q without group o 4

Enable operations without a project

Engineerin: g Project for the Engineering team

2.0n the General tab, enter the project Name, a unique project Code, optionally
its Description, and then click Save.

B Project X

General Rights

Name: * | Engineering
Code:* |4
0-9a-zA-Z

Description: |Project for the Engineering team

Fields marked by * are mandatory.

3. Click on the Rights tab, to manage user rights to the project (all users have
rights to a project by default). On the bar at the top of the Rights tab, click
+Add User. The Select user or group dialog box appears, where you can select
the user (or group of users) that you want to provide with rights to the project,
and then click OK. To remove the rights from a user, select the user and click
the trash can button. The user (or group of users) disappears from the Rights
list.

3 Project X

General Rights

®adduser /2 W 4 search Q

Name Rights

21.3 Project management

After the projects are created, you can see them listed on the Projects main tab.
Using the buttons on the bar at the top of the tab, you can add new projects, edit
current projects, import projects from CSV files and display/hide deleted projects.

Restoring deleted projects
1. Click Tools and select Show deleted to display any deleted projects.
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® Add project % Actionsv @3 Toolsv 2 Search Q

on Import...

¢ Sshow deleted

2. Select the project, click Actions, and then click Undelete in the Actions drop-
down (or right-click and select Undelete).

operations without a project

Q_ Al projects (® Add project % Actionsv @3 Toolsv 4 Search Q
Status | Code Name ~ | Description
L4 0 No Project Enable operations without a project
® 4 Engineering Project for the Engineering team
L4 1 HQ
o 3 HR
/ Edit
® 2 Marketing
€) Undelete

21.3.1 Managing project groups

For bigger companies, it is easier to manage projects in groups on e.g. a functional or
geographical level. The maximum is five levels deep. Rights set on the group level
will automatically be inherited by sub-groups and/or the projects inside these groups.
It is then possible to set specific rights to sub-groups or specific projects. After saving
these rights they will not be overwritten by the default group rights.

Creating groups

1. Right-click Project groups and select New group.

2. Set the Name on the General tab of the project group in the right pane.
3. Click the Rights tab to add or delete users from the project group.

4. Click Save. The project group will be visible in the left pane.

Adding a project to a group

1. Select the group that you want to add a project to.

2. Click New project on the menu bar.

3. Enter the project details.

4. Click Save. The Project group Code will be upped by one.

21.4 Importing projects from CSV Files

Another option of adding projects to MyQ is to import them from CSV files. This can
be done manually and also as a scheduled task.

e The manualimport is described in Manually importing projects.

e Forinformation on how to set up the scheduled task, see Setting up the Project
synchronization scheduled task.

¢ You can find the required syntax of the CSV Ffile in Syntax of the projects' CSV
file.
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You can import projects with a hierarchy.

Within the CSV import, new projects are added and existing projects are updated.
Projects already present in MyQ that are not listed in the CSV file are left untouched.
Each project is recognized by the value of its code, and updated only if the CSV file
contains a row with the same code.

21.4.1 Manually importing projects

On the bar at the top of the Projects main tab, click Tools, and select Import. The
Import dialog box appears.

(® Add project & Actionsv  §3 Toolsv 4 Search Q

) ) ) Y show deleted
perations without a project

In the dialog box, click Choose File and select the CSV file, and then click OK. After
the import is done, imported projects are listed on the Projects main tab.

Import X

csv file: | Choose File | No file chosen J

v 0K Cancel

In addition, an information message appears at the top of the tab. By clicking log for
details, you can display the import log.

Any errors occurring during the import can be related to incorrect syntax or non-
existing users or group of users listed in the CSV file.

21.4.2 Setting up the Project synchronization scheduled task

1. On the Task Scheduler settings tab, click +Add, and then Import projects
from CSV. The properties panel of the new schedule opens on the right side of

the screen.
=m o
= Yy (D +Home @ settings: Task Scheduler & O
3¢ Settings © Task Scheduler ®Addv D Run & Actionsv L Refresh
B server Type Status| Action Period Last run @ schedule report

Import projects from CSV
B ®  Backup Database and settings backup Daily 09/16/2022 3:15:46 AM

Import Code Lists from CSV
& General ® History deletion History deletion Daily 09/16/2022 3:15:46 AM

Users Export
@ Ppersonalization Backup Log backup Daily Never

Printers Export
(@) Task Scheduler O Printer Discovery Printer Discovery Daily Never

2.0n the panel, set up the schedule, as described in Task Scheduler.
3. In the File section, add the path to the CSV file (the file should be stored on
the MyQ server).
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Project Import Sync X

General Rights

Enabled: * o

Name: * |Project Import Sync

Description:

> Schedule

> Notification

v File
CsV file: * | 9%app%\Data\Import\Projects.csv
4. Click Save.

21.4.3 Syntax of the projects' CSV File

Each row must consist of six columns, separated by the delimiter set on the General
settings tab, under Column delimiter in CSV. The file must contain a header row,
otherwise an error occurs and the projects will not be imported. The order of the
columns is irrelevant; each column is identified by its name in the header, which must
always be in English, regardless of the language setting in MyQ.

Values:

¢ active:
o 1=project is added to MyQ
o 0 =project is not added to MyQ
¢ code: unique code of the project
e name: name of the project
e groups: the path of the project in the hierarchy. Levels must be separated by
the pipe character (]). If the column is empty, the project is created in or moved
to the root of the hierarchy.
 description: internal description of the project
e users the users or groups of users allowed to use the project. Multiple entries
should be separated by commas (,).
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active code name groups description users
1 300 Project1 = parent|child = Optional description = "All users"
0 400 Project 2

21.5 Assigning projects to print jobs

If project accounting is enabled, unassigned print jobs are paused and have to be
assigned to a project before they can be printed. They are displayed on the Jobs
main tab, under Paused. You can assign them on the Jobs main tab, in the MyQ
Desktop Client pop-up window, or on an embedded terminal.

Users who want to print an unassigned job on an embedded terminal have to select
one of their projects (projects they have rights to) or eventually select the Without
project option there (if they are allowed to print without projects). The same applies
to scanning and copying — users have to select one of the projects or the Without
project option before opening the particular panel or performing a quick action. The
exact behavior of project accounting on embedded terminals can vary depending on
vendor and device model. See the particular embedded terminal manual for further
information.

e How to assign projects in MyQ Desktop Client
e How to assign projects on the Jobs main tab

21.5.1 Assigning projects in MyQ Desktop Client

This option is available on computers with either Windows or macOS. It requires the
MyQ Desktop Client application running on the computer where the print job is sent
from.

MyQ Desktop Client is running in the background and, unless Project accounting or
any other features of the application are active for the logged user, all print jobs are
sent to MyQ without any intervention. Once the user has rights to more than one
projects, all the jobs that they send are paused and the MyQ Desktop Client pop-up
window opens to offer the available projects to the user. If only one project is
available to the user, it is automatically assigned, and the job is sent to the server.

The user can assign the job to an available project and print within that project. If
printing without a project is allowed in MyQ, the user can select the No project
option; otherwise they have to select one of the available projects. If there are more
jobs waiting in the queue, the user can check the ones to be printed to a particular
project and jobs for another project can be printed in the next step.

For information about MyQ Desktop Client, including installation, setup, and optional
features of the application, see the MyQ Desktop Client for Windows or macOS
manuals.
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21.5.2 Assigning Projects on the Jobs main tab
To assign a project to a print job:

1. On the Paused list on the Jobs main tab, double-click the print job that you
want to assign the project to. The print properties panel opens on the right
side of the screen.

2. On the panel, select the Project that you want to assign to the job, and then
click Save.
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22 Price List

On the Price Lists settings tab, you can create price lists and attach them to
configuration profiles. Price lists are used to assess the price of each printing device
operation. That is necessary for monetary accounting and MyQ advanced features
such as credit accounting and monetary quotas.

You can also set discounts or increase price of print, copy, scan and fax services for
particular users and groups.

To open the Price Lists settings tab, go to MyQ, Settings, Price Lists.

— (2}
- myo (@ Home Settings: Price Lists @ @
3% Settings Accounting > Z&# Price Lists ® Add pricelist A Edit W 2
Fe Accounting Status Name ~ Printers

Credit ® Active A 0

Quota ® Active B 0

B projects ® Active C 0

7 Price Lists

22.1 Adding price lists

1. On the bar at the top of the Price Lists settings tab, click +Add price list. The
new price list properties panel opens on the right side of the screen.

2.0n the panel, enter the price list name.

3. Set up the price list.

4. Click Save.

22.2 Editing price lists

On the properties panel of the price list, you can rename the price list, define prices
of print, copy, scan and fax services and attach the price list to printing devices. To
open the panel, double-click the price list on the list of price lists on the Price Lists
settings tab.
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A X
General Configuration Profiles
Name: * A

User Administrator

> Print

> Copy

> Scan

> Paper format

> Fax

14
Q
]
3
]
3

22.2.1 Setting prices of print, copy, scan and Fax services

On the General tab of the price list's properties panel, you can set prices of print,
copy, scan, paper format, and fax services. There are two sub-tabs: the User sub-tab,
where you set prices for MyQ users, and the Administrator sub-tab, where you set
prices for the MyQ administrator.

Print - In this section, you can set the price per printed page for monochrome
and full-color print. Some printing devices allow pricing according to coverage
of paper. You can set prices for three states of coverage: Low, Medium and
High.

Copy - In this section, you can set the price per copied page for monochrome,
full color and single color copying. Some printing devices allow pricing by
coverage of paper. You can set prices for three states of coverage: Low,
Medium and High.

Scan - In this section, you can set the price per scanned page.

Paper format - In this section, you can set the price per sheet for different
paper formats.

Fax - In this section, you can set the price per printed faxed page.
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Some printing devices lack the counters necessary for obtaining information about
some parameters, for example information about paper size. Those parameters are
not counted in the final price of jobs that are carried out on these machines.

Whenever the price list is updated (its parameters values are changed and the price
list is saved), a new price list is created. Pages printed with the previous version of
the price list are counted according to the old settings.

22.2.2 Attaching price lists to printing devices

1. On the list of price lists on the Price Lists settings tab, double-click the price
list. The new price list properties panel opens on the right side of the window.

2. Go to the ConFiguration Profiles tab.

3. Click +Add. The Select Configuration Profile window opens.

4. In the dialog box, select the configuration profile that you want to attach the
price list to.

5. Click OK. The configuration profile appears on the printing devices list on the
Printers tab.
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Select Configuration Profile X

Configuration Profile Price List

v 0K Cancel

You can also attach a price list to a configuration profile when you go to Settings,
Configuration Profiles. In the overview, double-click a profile and change the Price
List in the right pane on the window.

You cannot attach more than one price lists to a single configuration profile. If you
add a price list to a configuration profile that already has a different price list
attached to it, the old price list is replaced by the new one.

22.3 Discounts

The prices set in price lists are applied to all users and groups without any distinction.
To distinguish between particular users and groups, you can provide the users and
groups with discounts, or increase the prices in the list for them.
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The discounts are set in percent and are applied to all price lists. Within the discount,
you can set a particular value for each print, copy, scan or fax price lists' item. The
price of an action is increased by setting a negative discount for the item, for
example a -75% discount.

The Discounts section, where the discounts are set, is also part of the Price Lists
settings tab.

% Discounts ® Add discount  / Edit v WD
User or group Discount
1.00%: PC, CC
o% - '
il 50.00%: Scan
8 Managers 1.00%: PM, CM, Scan, Fax
20.00%: PM
%2 All users
user 10.00%: PC

22.3.1 Creating a new discount

1. Click +Add discount at the upper-left corner of the Discounts section. The
new discount properties panel appears on the right side of the screen.

2. Set the discount.

3. Click OK to save it.

22.3.2 Editing a discount

To open the editing options of a discount, double-click the discount (or right-click the
discount, and then click Edit on the shortcut menu, or select the discount and click
Edit). The discount's properties panel appears on the right side of the screen.

For each discount, you need to set the user or group that it will be applied to, and the
values of each item (such as B&W print or Full-color copy) of the discount in percent.

To increase the price of an item, set the discount to a negative number (such as
-15%).

After the discount is set, click OK to save it.
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% Add discount X

User or group: * | 32 All users
v Print
Black & White: * 1 20.00 | % (PM)

Full-color: * [10.00 | % (PC)

> Full-color by coverage

> Copy

> Full-color by coverage

> Scan
> Fax
> Paper format

v 0K Cancel

Fields marked by * are mandatory.

22.3.3 Deleting a discount

1. Select the discount.
2. Click the the trash can, or right-click and select Delete.

480



System Health Check

23 System Health Check

MyQ performs registered checks which can return error messages with their level of
severity and they can be viewed in the system health check. The errors concern
database health, disk space availability, PIN length settings, time zone configuration,
etc.

Every error message is logged in the MyQ main log.

When the error message has a Critical severity, the related MyQ service is stopped
and the administrator gets an email notification about it.

To access the system health check overview, log in as admin to MyQ and go to MyQ,
System Health Check or click on the system health check button on the top-right
side of the window.

=MYQ oo

® Add Widget... @ Themev 7 Refresh & Generate Support Data...

Click Run to trigger the System health check Task schedule to perform a check.
Click Show hidden to view any hidden checks on the list.

Click Scheduled task to open the System Health Check task in Task Scheduler, where
you can view and modify it.

— 2]

— myo (2 Home = @ System Health Check & ®

& System Health Check D Run  ¢& show hidden () Scheduled task
& | Code Created Severity Description

Medium

Default password is used for accessing the database. Change the database password in Easy

09/15/2022 4:42:12 AM Medium

Config to reduce system vulnerability.

Default password is used for the Administrator account (*admin). Change the administrator’s

# /15 :42:12 A i
s 08/15/2022 4:42:12 AM Medium password in Easy Config to reduce system vulnerability.

Error codes and their severity are listed in the table below.

Code Severity Description

101 High Main database health is not good; multiple messages can
appear in the log

102 High Log database health is not good; multiple messages can
appear in the log

103 Medium PIN length needs to be increased; see Generating PIN
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Code

104

105

106

107

108

109

110

111

112

113

114

115

Severity
High
Critical
High
Medium
Medium

High

High

High

High

High

Medium

Medium

System Health Check

Description
Disk space is on warning level; see Disk space checker
Disk space is on critical level; see Disk space checker
Time zones misconfiguration; see Time zone
Queue(s) has an error
Obsolete terminal version

MyQ Server is not responding to HTTP requests. HTTP
Server or HTTP router will be restarted (if the option is
enabled in the config.ini)

MyQ Server is not responding to HTTP requests in a
reasonable time

Terminal package(s) does not respond to health check
request

At least one service is not running

The logon account of at least one service doesn't match
the configured account

Database password is default

Administrator password is default
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24 Updating MyQ

The MyQ update to a higher version or reinstalling the same version is performed
automatically after running the installation executable Ffile.

Before a MyQ update on Windows Server 2012/2012 R2/2016/2019 (or on Windows
8.1/10), make sure that the latest Windows updates are downloaded and installed on
the server.

When upgrading or updating MyQ, ensure all antivirus exclusions are made and that
there are no running scan operations on the MyQ directories structure.

It is strongly recommend to backup your database before the update.

A direct upgrade to version 10.0 is only possible from version 8.2.

Limitation:
Before an upgrade, go to MyQ Easy Config and set the database password to the
default "masterkey". Once the upgrade is complete, change the password again.

A direct upgrade to version 8.0 and higher versions from versions lower than 6.0 is no
longer supported. These versions have to be upgraded via an intermediary version,
for example via 6.2.

e For version 4.2 or lower, the intermediary versions are: 4.3->5.2 -> 7.1.
e For version 5.2 to 5.10 the intermediary version is 7.1.

To update MyQ:

1. Run the MyQ software installation executable file. The Select Setup Language
dialog box appears.

2. Select your language, and then click Next. The Setup dialog box appears. It
informs you that there is an older version of MyQ and that the installer will
start the update process.

3. Click Yes. The Select Additional tasks dialog appears.

4. Select if you want a MyQ Easy Config shortcut to be created and click Next.
The rest of the update process is nearly identical to this of installing MyQ,
except that you are asked to choose upgrade options.
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- Q

[v] start services after finish
[] Back up the database
[v] Clear the log (uparade will be faster)

| <Back | mnstal | | cancel |

You can find an upgrade manual with more details on the MyQ Community portal.
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25 Uninstalling MyQ

To uninstall MyQ:

1. Run unins000.exe. You can find this file in your MyQ program folder (The
default folder is: C:\Program Files\MyQ)). The MyQ Uninstall dialog box
appears.

2. Click Yes.

All parts of MyQ will be uninstalled except for the Data Folder and its Job Folder.
You can delete these folders manually. In case you install MyQ again, the installation
program will ask if you want to use the old database files or replace them with new
files.
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26 Available languages

Language

Arabic (Saudi Arabia)

Bosnian (Bosnia & Herzegovina)

Bulgarian (Bulgaria)
Chinese (Simplified)
Chinese (Traditional)
Croatian (Croatia)

Czech (Czech Republic)
Danish (Denmark)

Dutch (The Netherlands)
English (United Kingdom)
English (United States)
Estonian (Estonia)
Finnish (Finland)
Flemish (Belgium)
French (France)

German (Germany)
Hungarian (Hungary)

Icelandic (Iceland)

Abbreviation

ar

bs

bg

zh-cn

zh-tw

hr

cs

da

nl

en

en-us

et

fi

nl-be

fr

de

hu
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Language Abbreviation
Italian (Italy) it
Japanese (Japan) ja
Korean (South Korea) ko
Latvian (Latvia) v
Lithuanian (Lithuania) lt
Norwegian (Norway) no
Polish (Poland) pl
Portuguese (Brazil) pt-br
Portuguese (Portugal) pt
Russian (Russia) ru
Serbian (Serbia) sr
Slovak (Slovakia) sk
Slovenian (Slovenia) sl
Spanish (Spain) es
Spanish (United States) es-us
Swedish (Sweden) sv
Turkish (Turkey) tr
Welsh (Wales) cy
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27 Business Contacts

MyQ®
Manufacturer

Business
information

Technical
support

Notice

Trademarks

MyQ@® spol.sr.o.

Harfa Office Park, Ceskomoravska 2420/15, 190 93 Prague 9,
Czech Republic

MyQ® Company is registered in the Companies register at the
Municipal Court in Prague, division C, no. 29842

http://www.myg-solution.com
info@myg-solution.com

support@myg-solution.com

MANUFACTURER WILL NOT BE LIABLE FOR ANY LOSS OR
DAMAGE CAUSED BY INSTALLATION OR OPERATION OF THE
SOFTWARE AND HARDWARE PARTS OF THE MyQ® PRINTING
SOLUTION.

This manual, its content, design and structure are protected
by copyright. Copying or other reproduction of all or part of
this guide, or any copyrightable subject matter without the
prior written consent of MyQ® Company is prohibited and can
be punishable.

MyQ® is not responsible for the content of this manual,
particularly regarding its integrity, currency and commercial
occupancy. All the material published here is exclusively of
informative character.

This manual is subject to change without notification. MyQ®
Company is not obliged to make these changes periodically
nor announce them, and is not responsible for currently
published information to be compatible with the latest
version of the MyQ® printing solution.

MyQ®, including its logos, is a registered trademark of MyQ®
company. Microsoft Windows, Windows NT and Windows
Server are registered trademarks of Microsoft Corporation. All
other brands and product names might be registered
trademarks or trademarks of their respective companies.

Any use of trademarks of MyQ® including its logos without
the prior written consent of MyQ® Company is prohibited.
The trademark and product name is protected by MyQ®
Company and/or its local affiliates.
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